@  www.alyac.co.kr

ESTsoft



Part 1.8 €9o| 43 E S

TOP L5 et

3) ZHE| 2]

K
|

=<

10

=

N
ot

K

Hr
ujo

|
1§
0
ol

N
ot

d

A — "V.DRP.SalityLnk QA L e

.13

13

(1) 2F2] TOP L0 ILE ettt sttt

13

14

.15

Ir
Ik

oll

il

<l

.15

Al

HHO| 2

i m ]
g

.15

/0
B

IHo

n
ot

.16

il

Part II. 8 €9| HO O|ff EHT|

w17

<

od

1. 8ol &

19

AlYee

Ho|x| |1



2010 8F 1¥ ~ 2010 8& 31¢]

29| otdAE ZTHY she)m | (;il)
1 New V.DWN.KorAdware.sgi Trojan 105,316
2 New V.TRJ.Patched.imm Trojan 73,657
3 i1 S.SPY.Lineag-GLG Spyware 47,154
4 New S.SPY.OnlineGames.kb Spyware 29,325
5 14 V.DWN.Agent.Pinsearch Trojan 28,228
6 New A.ADV.BHO.t120 Adware 26,951
7 New Variant. Admoke.1 Adware 25,836
8 New Rootkit.39010 Trojan 25,693
9 New Trojan.Generic.4567643 Trojan 25,291
10 11 V.DWN.el.39xxxx Trojan 22,845
11 13 V.WOM .Conficker Worm 22,286
12 12 V.DWN.VB.paran Trojan 21,101
13 New V.TRJ.Agent.1588224 Trojan 20,199
14 19 A.ADV.Admoke Adware 16,156
15 New V.TRJ.AutoRun Trojan 10,224
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(2) FtE|DEE AMIE 9

2 (Worm)
4%

o =lof B = 20| 20} (Trojan)
(Adware) W ATHO|Q|0] (Spyware)
13% B o =)l 0{(Adware)
A140| 9]0 B 5}0| X§ 7 (Hijacker)
(Spyware) Ezo0| 20} B 2 (Worm)
(Trojan) " HerEEploy
67% B Hio|3{ A (Virus)

B ui o 0f(Backdoor)
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0.00%
S}O| X 7 (Hijacker) 0.00%
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E 20| F0} (Trojan) 66.48%
% 4 (Exploit)
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3% 7
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. StMIAE O|# EM - “V.DRPSalitylnk 24 C”

A
Rt 79 1990) B0 Lnk %o (CVE-2010-2568)2 8% ZUH Hio|zATt 7|
BHS FAOZ MU LHEO ENZ ARG HYUSD, VDRPSalitylnk7t THY 2
H RS AWK W, AW T, AFSUBAutorun) S IS ofH HES st Ao
HOFICt S5 BREH U YEYIEGE 0|8 HIPLAL It J[YS F &
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MutexName = "woemnm593jfe"
- HA2E2 4
HKEY_CURRENT_USERWSoftwareWzrfke "session” = "29"
» WnetOpenEnumA, WNetEnumResourceA APIE ALE23I0 HEQR E4 H2

DWORD WNetOpenEnum(
_in DWORD dwScope,
_in DWORD dwType,
_in DWORD dwUsage,
_in  LPNETRESOURCE IpNetResource,
_out LPHANDLE IphEnum);
DWORD WNetEnumResource(
_in HANDLE hEnum,
_inout LPDWORD IpcCount,
__out LPVOID IpBuffer,
_inout LPDWORD IpBufferSize);

=4 Al “IpBuffer” of S0{7h= (0| A & WESRD & 20 S50/ =AUt

VMware Shared Folders
Microsoft E{O|<

Microsoft Windows Y E{|3
Web Client Network

WORKGROUP

¢« ZQEHE ST YA (WHE tmp)
HESZ SFEHE &ot THo| A= EHE &2 42 21X0 wEE)tmp T2
A A A|ZICE

Ho|x| |5



CALL to from 1.00401348
FileMame = "W {|EX 20 HAZ = & FEHuEF Z i bBh25 . tmp"
ficcess = GENERIC_MRITE

ShareMode = FILE_SHARE_WRITE

pEecurity = NULL

Mode = CREATE_ALUWAYS
Attributes = HIDDEMIARCHIUE
hTemplateFile = NULL

20| et Lnk o o """ Es "~ EFXAE0| =L
1strcpyn (& . );:
if { (unsigned  int16)sub_48181A{) % 188 > 38 )
{
if { (unsigned _ int16)sub_4B8181A() % 168 <= 88 )
lstrcatA(& N
else
1strcata(& P H

H

= sub_48181A();
1strcatin(é , (&1pString2)[4 = (unsigned  inti6) % 60]);
MultiByteToWideChar{B, 8, . -1, & , 268);

= CreateFilen(& , Bx4808068000u, 2u, A, 2u, Bx28u, B8);

if == (HAHDLE)-1 )
{
H
else
{
= 2 = lstrlenW& )+ 142;
memncpy (& . L', BxBEu});
= 1strlenW (& );:
mencpy(&uzl, & » 2 = u5);
WriteFile( . B . + 2, & . B);
CloseHandle( )
=1;
H
return

AHAl
AEI_

>

o| "data MAM"O| HAX Qe LnkTtUol SHE LE LnkItU0| MANE 1 Z53}0]

rl

00415824 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00 L.......7..
00415834 00 00 00 46 FF 00 00 00 00 00 00 00 00 00 00 00 ..F ...
00415844 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .......ccccune..
00415854 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .......ccccun...
00415864 00 00 00 00 00 00 00 00 00 00 00 00 00 FF 14 00 ...
00415874 1F 00 EO 4F DO 20 EA 3A 69 10 A2 D8 08 00 2B 30 .???ix.+0
00415884 309D 14 00 2E 1E 20 20 EC 21 EA 3A 69 10 A2 DD 07. ??if7
00415894 08 00 2B 30 30 9D 0C 01 00 00 00 00 00 00 00 00 .+007........
004158A4 (00 00 00 6A 00 00 00 00 00 00 00 00 00 00 00 00  ..jeceeereece

00 00 00 6A 00 00 00 00 00 00 00 00 00 00 00 00gt SOl MM=E wEHE).tmp LA HO|

=02t
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Copy of New FolderInk, Copy of New File.Ink, Copy of Shortcut.Ink, New
Shortcut.Ink, New FolderInk, Shortcut.Ink, Drivers.lnk, Anna Benson Sex
video.Ink, Kate Beckinsale nude pictures.Ink, Jenna Elfman sex anal
deepthroat.Ink, Miss America Porno.Ink, Porno Screensaver.Ink, Serials.Ink ,

Barrett Jackson nude photos.Ink, Britney Spears XXX.Ink, Paris Hilton XXX
Archive.lnk, XXX hardcore.lnk, XXX.Ink, XXX archive.lnk, groom.Ink,
Fotograf.lnk, Photoalbum.Ink, My photoalbum.Ink, Myphotos.Ink, My
photos.Ink, My beautiful person.Ink, beautiful.lnk, Gallery photos.Ink,
caroline.lnk, Katrina.Ink, kleopatra.lnk, Caitie.lnk Mary-Anne.Ink, Lisa.Ink, Bad
girl.Ink, Julie.Ink, Aline.Ink, Anna.Ink, Barbi.Ink, Katrina.Ink, Juli.Ink ,Mary.Ink ,
Mandy.InkSara.lnk, rebecca.lnk, Jammie.lnk, kate.Ink, Audra.lnk, stacy.Ink,

Rena.lnk, elley.Ink, Tammy.Ink, Picture.Ink, My Photos.Ink, Photoalbum.Ink

2) Drop u}t (V.TRJ.Sality.75776)

]
L ENPYE

MutexName = "uxJLpelm"
- YRI2ED| £
® BH 4o 57 MY HI|E B 4 YEE YRAED US FHCL
HKEY_CURRENT_USERWSoftwareWMicrosoftWWindowsW#CurrentVersion¥ExplorerttA
dvanced

"Hidden" = "2"

@ Y HEXE HEGe ot 7Y + YUES YXAEL| UE TS

HKEY_CURRENT_USERWSoftwareWMicrosoftWWindows#CurrentVersion¥Policiestsy
stem

"DisableTaskMgr" = "1"

"DisableRegistryTools" = "1"

® 712 HAtN7t B4 2019 DER MM EEE YXAED S FHCL
HKEY_CURRENT_USERWSoftwareWMicrosoftWWindowsWCurrentVersionWlnternet
Settings
"GlobalUserOffline" = "0"

@ (MHEAF AE HEE) HIZES) HEF YRAEL S T,

—

HKEY_LOCAL_MACHINEWSOFTWARE#MicrosoftWWindowsWCurrentVersion#policie
sWsystem
"EnableLUA" = "0"

Ho|x| |7
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)

® Windows oo HERD 2 & + UEE HR2EZ| S +FCh

HKEY_LOCAL_MACHINEWSYSTEMWCurrentControlSetWServicesWSharedAccess#Para
metersi

FirewallPolicy¥#StandardProfile¥tAuthorized Applications#tList

"%TEMP%W 2 H exe" = "%TEMP%WzH & .exe:*:Enabled:ipsec”

® E2erEOl Fn7|sS ofMStY| ?lof HRIAEZ s +FRHL,

HKEY_LOCAL_MACHINEWSOFTWAREWMicrosoft#Security Center
"AntiVirusOverride" = "1"

"AntiVirusDisableNotify" = "1"

"FirewallDisableNotify" = "1"

"FirewallOverride" = "1"

"UpdatesDisableNotify" ="1"

HKEY_LOCAL_MACHINEWSOFTWAREWMicrosoft#Security Center#Svc
"AntiVirusOverride" = "1"

"AntiVirusDisableNotify" = "1"

"FirewallDisableNotify" = "1"

"FirewallOverride" = "1"

"UpdatesDisableNotify" ="1"

"UacDisableNotify" = "1""DisableTaskMgr" = "1"
"DisableRegistryTools" = "1"

@ Windows &2t 7|52 ofM & & UA=E YX2AEL gte +FoCh

o

HKEY_LOCAL_MACHINEWSYSTEM¥CurrentControlSetWServicesWSharedAccesst#Para
meterst

FirewallPolicy#StandardProfile

"EnableFirewall" = "0"

"DoNotAllowExceptions" = "0"

"DisableNotifications" = "1"

SiA g = AEF HX2EL s +8

rot

Windows HEISIH 7|5 FCF

mjo

HKEY_CURRENT_USERWSYSTEM¥#CurrentControlSetWControl#SafeBoot
HKEY_LOCAL_MACHINEWSYSTEM¥CurrentControlSeti#ControlWSafeBoot

Ho|x| |8
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© ROIEHE MH[AZ ZEAI7|1 MHAES AXSHCE

[

AVP, Agnitum Client Security Service, ALG, Amon monitor, aswUpdSy, aswMon2,
aswRdr, aswSP, aswTdi, aswFsBlk, acssrv, AV Engine, avast! iAVS4 Control Service,
avast! Antivirus, avast! Mail Scanner, avast! Web Scanner, avast! Asynchronous Virus
Monitor avast! Self Protection, AVG E-mail Scanner, Avira AntiVir Premium Guard,
Avira AntiVir Premium WebGuard, Avira AntiVir Premium , MailGuard, BGLiveSvc,
BlackICE, CAlSafe, ccEvtMgr, ccProxy, ccSetMgr, COMODO Firewall Pro Sandbox
Driver cmdGuard, cmdAgent, Eset Service, Eset HTTP Server, Eset Personal
Firewall, F-Prot Antivirus Update Monitor, fsbwsys, FSDFWD, F-Secure Gatekeeper
Handler Starter, FSMA, Google Online Services, InoRPC, InoRT, InoTask, ISSVC,
KPF4, KLIF, LavasoftFirewall, LIVESRV, McAfeeFramework, McShield,
McTaskManager, MpsSvc, Navapsvc, NOD32krn, NPFMntor, NSCService, Outpost
Firewall main module, OutpostFirewall, PAVFIRES, PAVFNSVR, PavProt, PavPrSry,
PAVSRYV, PcCtlCom, PersonalFirewal, PREVSRYV, ProtoPort Firewall service, PSIMSVC,
RapApp, SharedAccess, SmcService ,SNDSrvc, SPBBCSvc, SpIDer FS Monitor for
Windows NT, SpIDer Guard File System Monitor, SPIDERNT, Symantec Core LC,
Symantec Password Validation, Symantec AntiVirus Definition Watcher, SavRoam,
Symantec AntiVirus, Tmntsrv, TmPfw, UmxAgent, UmxCfg, UmxLU, UmxPol, Vsmon,
VSSERV, WebrootDesktopFirewallDataService, WebrootFirewall, Wscsvc, XCOMM

[l
il
Nl

o
=)

ol

lo

In

- 5,157 byte37|2 7t 2lolt| MYUS MAAF|H, MHjAZ SXtEIC)

' HAAED HEY 8 =] b
OE BEE 2200 SAFNE) =SH
=0 ALG ][O == [ HIDIE]
~{ Alilde [BFI[EEH REG_SZ (2 &% o)
=00 ALVac PZ3re | [ab)DisplayName  REG_SZ amsint3?
amsint & ErrarCantrol REG_DWORD (x 00000001 (1)
=43 amsintdz [28]ImagePath REGEXPAND SZ  [W7PWC WWINDOWSWsystem 32w driversifegqaln, sys|
----D Sﬂum.t (58] Start FEG_DWORD [RIERE)
ECurity
w2 FooMamt 28] Type REG-DWORD 0x 00000001 1)
[ asc
&1 asc33kip
-] ascIBR0
-1 AsyncMac
-] ASZFIN B
4] 3 1| |

all=

L & ZESWHKEY_LOCAL_MACHINEWS YSTEMWCurrentControlSeth ServicesWamsint32

« oy =2toH mbU2 HotEE AOIE

I
mjo

Xpetstot.

— =

upload_virus, sality-remov, virusinfo, cureit, drweb, onlinescan.Spywareinfo, Ewido,
Virusscan, Windowsecurity, Spywareguide, Bitdefender, Pandasoftware, Agnmitum,
Virustotal, Sophos, Trendmicro, etrust.com, Symantec, Mcafee, f-secure, eset.com,

kaspersky,

Ho|x| |9
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Filename
i bual pif
Heqiidh.exe
i foxr pif,pif
[Hgenig.exe
[Fhtey.exe
Hiefi.exe
[Fluamh,exe
Fnfugn,exe
y Wtk pit

Ennaﬂ.exe

ni-0e-19 2= 2119

(187 [388MB

PIEES

« Autorun.inf I} HOtZT = 724
CESH EXEQ} PIF T

P autorun.inf - 2=

MHz(E) WEEr MO 22 TS2H)
[AutoRun]

suh¥NLbghR KEU
|]shellWexpLoreW[:omMand = jeguk.piF|

saxlUEehpYg Hnduwxz]lI0acBdiepEn kyxDhbQhgnoraJdfShr tnUlcAjp
ShellWoPEn#ComMaND= jegquk.pif

OFen=jequk _.pif

;eheQDuipQCtAdc  mxetd aJKrej bfuyl
sHE1LWopeMtdEFaulT=1 |
;CgjR  gEoT

sHeL1¥AUTOplavicoMmanD =jequk.pif |

MDS5

T b ol Y I 1T
BlIE At - H'H = ML = AP
BRI LR i BT S T MR AL
45G=-AN IH VRS AN R - R
L2 zlal e 1B e et H

EH) g e = e e e 1
Pt et TR
2 o - ot
SATTEN VT ET TP

00000000k
00000010n0:
00000020h:
00000030h:
0o0o000040h:
0o0000050%h:

54 90 00 03 OO0 00
01 01 00 79 72 66
0o OF 01 OB 01 a6
00 00 00 40 10 0O
00 40 00 00 10 0o
oo oo 00 04 00 00
00000060k: OO 02 00 OO0 OO0 OO0 00
00000070k: Q0 10 00 00 o0 00 10
00000080k: 10 00 OO0 OO0 OO0 OO0 00
0o0000050n0: 0o 00 00 0o 00 oo
0o0o000&a0h: 0o 00 00 0o 00 oo
000000k 0n: 0o 00 00 0o 00 oo
000000c0h: oo oo o0 00 0o oo
0o0o0000d0h: 0o 00 00 0o 00 oo
000000e0h: 0o 0o 00 00 10 a0
000000£0nh: 0o 00 00 0o 00 oo
00000100n0: 00 00 00 ZE 74 65
00000110h: 00 10 00 00 o0 32 01
000001200: 0o 00 00 00 00 5C
0000013 0h: oo 10 00 00 10 oo
00000140h: 0o 00 00 0o 00 oo
00000150h: 0o 00 00 0o 00 oo
0o0000160nh: 0o 00 00 0o 00 oo
0000017 0h: 0o 00 00 0o 00 oo
00000180h: oo oo o0 00 0o oo
00000150n0: 0o 00 00 0o 00 oo
000001&a0h: 00 10 00 OO0 10 OO 00
000001k0h: 0o 00 00 0o 00 oo
000001e0h: 74 65 78 Y4 00 0O
000001d0oh: 00 02 00 00 00 02 00
000001e0h: 0o 00 00 zZ0 00 0o
000001£0h: oo oo o0 00 0o oo
00000200k: AC 10 00 OO0 OO0 OO 00
00000z210h: 00 85 00 6C 00 6C
00000220h: 72 00 6C 00 64 00 21
00000230h: 00 74 00 6% 00 6F OO 6E OO OO OO OO OO OO OO ;
00000240h: 60 ES 00 00 00 00O 5B 81 C3 6D 0Z OO0 0O 53 74 03
00000250hk: 42 30 EZ2 C3 64 OO0 FF 15 00 10 40 OO C3 S0 20 S0 ;
00000260k: SC 10 00 OO0 OO OO QO OO0 00 0O 00 OO0 BA 10 0O OO ;

oo 04 00 00 00 50
3C 5B 4C 6F 7Z 64
0o 00 0z 00 00 ao
oo 00 10 00 00 OcC
00 00 02 00 00 04
oo 0o 00 00 00 oo
00 0z 00 00 OO0 0O OO 10 o0
oo 0o 10 00 00 00 o0 o0 oo
00 00 00 00 00 s0 10 0O OO0
00 00 00 00 00 0O 0O 0O o0
00 00 00 00 00 0O OO OO o0
00 00 00 00 00 0O 0O 0O o0
oo 0o 00 00 OO o0 o0 o0 oo
00 00 00 00 00 0O 0O 0O o0
00 10 00 00 OO0 00 o0 o0 oo
00 00 00 00 00 0O OO OO o0
76 74 00 00 OO0 0O 40 01 00
oo 00 02 00 00 00 00 o0 oo ;
00 20 00 00 EO OO 10 0O OO0
oo 0o 00 o0 OO 10 00 o0 oo
00 s0 10 00 OO0 3C 00 0O o0
00 00 00 00 00 0O 0O 0O o0
00 00 00 00 00 0O OO OO o0
00 00 00 00 00 0O 0O 0O o0
oo 0o 00 00 OO o0 o0 o0 oo
00 00 00 00 00 0O 0O 0O o0
00 00 00 00 00 0O OO OO o0
00 00 00 00 00 0O OO OO o0
00 Ez 00 00 OO0 0O 10 0O o0
oo 0o 00 00 OO 00 00 o0 oo
ED 0O 00 00 OO0 0O o0 0o oo
oo 0o 00 00 OO 00 o0 o0 oo
oo Cg 10 00 00 0O o0 oo o0
00 6F 00 z0 00 77 00 6F 00 ;
0o 0o 00 00 00 43 00 &1 00 ;

45 00 00 ;
50 45 5D
oo oo oo
0o oo oo
0o oo oo
S0 01 00 ;

SRAPLIRRRRE
RIS AN
H.e.l.l.o. .w.o
r.lodoleaan, C.a
e e n s § TR e
=
BOBEES . B.EHE
7 7

File Size
103,740
103,140
103,140
103,140
103,140
103,140
103,140
103,140
103,140
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« 22E F o2 g=st 5oRel [EE
00000000k: 8B 36 50 VB FS F9 Z2 C4 3C ED
0o0000010h: 1B FE k4 3B CB C7 5C BC 5C 01
o000o0020h: 9D BE 4h AF 6C 44 EV 2D 17 04
000000300h: <8 33 19 V5 SZ2 DE FE EC BC 7o
ooo00040h: DC 39 &8C 36 5C E1 45 05 43 A7
o000o0050h: EF 92 3C 15 S5E OB §4 3E CO 4C
000000&800k: V8 O 63 o0 05 Fz JA 9D SE FE
000000%Y0h: 9D 46 7F C2 8E 27 AE A9 TS 13
o0ooo0s80h: 12 BE 49 E4 27 46 C5 F2 3D ES
000000900h: oE 23 58 42 AF AL DF AD 44 ES
000000&alh: 16 C4 36 AD 93 1A 55 5B EF F3
o000o00kh0oh: 24 53 C7 CF 53 51 55 A7 15 EO
000000cz0h: 07 8D 5C 87 81 £Z4 62 3B DAL CZ

0o0000000k: 4D S& 90 00 03 00 00 0o 04 00
0o00ooo0i0h: ES OO0 00 OO0 OO0 00 OO oo 40 0o
00000020k OO0 OO OO0 OO0 OO0 00 0o oo oo oo
0000003 0h: OO0 OO 00 OO0 OO0 OO0 0o oo 0o oo
ooo0oo040kh: OE 1F BA OE OO0 B4 09 CD 21 EBES
00000050k: 69 73 20 70 72 aF a7 T: a6l aD
ooooooa0h: 74 20 62 65 Z0O 72 75 BE Z0 a9
ooooooY0h: 6D 6F 64 &5 Z2E OD OD O4 24 00
oooooos0h: ES 05 6C 53 A1 69 02 00 Al &9
0o0oooo20h: 22 Y5 0OC 00 A3 69 02 00 49 7o
000000ath: 49 76 06 00 A3 &9 02 00 Al a9
000000k0Ok: ©C3 76 11 00 AS 69 02 00 A1 a9
000000cOh: 49 76 14 00 AOD &9 02 00 52 A9
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ne
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61
44
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oo
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21
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oo
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[T3=]
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36
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oo
oo
oo
54
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53
oo
oz
oz
oz
oz
oz
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iz program canno
t he run in DO3
mode. ...
158 .. .. &

SE .- E

oY

... I
IV../\_},..%..
#..9..&8

Iv. .3 . .RichE ..

HKEY_CURRENT_USERW#Software#MicrosoftWWindows#ShellINoRoamWMUICache
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Part II 8€

9| ol EH7|

1. 839 HQt O|f

8= MEL UISt A7 X|Q0| Z3tE Aok 1.5 ZIHL SA|Q 2L IE6 (Internet
Explorer 6) E|& 23, USB &I E Qlsl 0| =F sjZof Chist 2ot o7t AJUSLICH

2oF 1.5 JE HHE EA

2 MEYZ Ut A7 LEN A X Z3h b E(Malicious Bot) AFM HiY 7|
S Fret €% 15 SHE0l MEA EAI=ASHCH
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« Internet Explorer 6 Al2 O|X|= 2k~!

Internet Explorer 60| XS ZA|=l = HM 9H0|2t= A|ZHO] SRS L|CE
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oIXf [E 62 HERELF B2 20 FAFEES 72 U1, g EFO = X @Ot O|F= At
80| fHg gLt OdeiM F=RE A= AI8AE2 FEE M3E+= 4 H
Mol IE 82 AX|SIA| 7Lt L}O|0{=ZA(Firefox), @I 2H(Opera), =2 3 E(Chrome), Of
Atmp2|(Safari) 22 Cfot EEIRME

e

AMEote == ASLICH

<0|2 2Rtz HEAM IE 62| R Al0| 3D, MSO| IE HHUFS0| X3}E
HLU7|E s¥&L|C}>

«2F I ZHE USBE Qo 0|2 X3 SMT siZ At AH
2008d =2 O 7IX|0M g =0 HEE USBE AZ blZ2l X2 SHTO|
iZds G2 0|2 Qldl ol FE7|E0| HEGts MMz 7|2 Xz LRIt /FE
AL oj =45 syl 2 2l(Wiliam Lynn)O| relE LT
22 M= GFIRE0 of) QF2 7[E ARV EF FEE HO| A1 W2 7Y
Ak PCOME A USBE Ar8dtn A0l 23 Hel ez = 5 BlE A daLbh
USB2| Autorun 7|sZ 0|83l Hitkl= AgIEE A= A& 2d 7|5 AE
2of Z2 Ao WS ALESHOFRE o & &+ UZLICE

i EEEEEE
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Part II 82| Ol EH7|
2. 89| F|4H Olx
» Microsoft 88 7| HOF A 0o|E

AR AHE FYHo=Z Qo Aot &5 EMEL MS fE, Add=z Qlot JAAE A
XN 52 siZ3t Microsoft 82 H7| Hot & 1}
ZZ O|F FATE 0|8%t AHEIAE FEJI YLLE LR PC ALEXEE HHEA|

HOF IS HQ3A|7| HIZLICH

<8 HE>

» Microsoft Windows XP Service Pack 3 (32bit, 64bit CPU =t4)

» Microsoft Windows 2003 Service Pack 2 (32bit, 64bit CPU 2tZ)

» Microsoft Windows Vista Service Pack 1~2 (32bit, 64bit CPU =t4)

» Microsoft Windows 2008 Server Service Pack 2 (32bit, 64bit, Itanium CPU =t4)

» Windows 7 (32bit, 64bit CPU =t4)

» Windows 2008 R2 (64bit, Itanium CPU ZtZ4)

« Microsoft Excel 2002~2003, Word 2002~2007

<Hoy 28>

[MS10-047] Windows Kernel FAHoz Qlst Azt AL 22X

[MS10-048] Windows & EE EZIO|H FUXMOZ Qlst HoHME 2
[MS10-049] Windows SChannel FAFo=z Qlst QAT A ZF|

[MS10-050] Windows Movie Maker # X o2 Olst AR C A 2F|
[MS10-051] Microsoft XML Core Services FA4HO 2 QI5t AT MM 2KX|
[MS10-052] Microsoft MPEG Layer-3 Codecs #|4FOZ QI AZAAC MG 2|

[MS10-053] Internet Explorer =% 2iH|0|E

[MS10-054] SMB Server F U™ 2 QI5t HAIZE MIMEX|
[MS10-055] Cinepak Codec FAHo =z Qlst 21AAC AHEF
[MS10-056] Microsoft Office Word |2}
[MS10-057] Microsoft Office Excel FA4Ho =2
[MS10-058] TCP/IP FfHo =z oI5t At
[MS10-059] Tracing Feature for Services F 4™ Z Qlst At ASEX|
[MS10-060] Microsoft .NET Common Language Runtime and in Microsoft

Silverlight Ffdoz2 |AALC MAMEKX

oz
|0
Hu
ro
Ot
10

<ol Zx >
Windows UpdateE £=25}7{Lt Microsoft 2Ot ZX| Q2F AIO|EQM ST FAMEC
HEX Ol miX| oS Che2E g = USUCH

. http://www.microsoft.com/korea/technet/security/Bulletin/ms10-aug.mspx

o=
A& : http://www.microsoft.com/technet/security/Bulletin/ms10-aug.mspx
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« Adobe Acrobat/Flash A|¥ H|Z EQF HHO|JE A1
Adobe Acrobat/Flash A/ €9o| HZZ0| CHSE R E AlsH 1z xokM 2 TjX|st= HOt
HOOoIEZL & Z|ASLICH
AR ST FUWS 4ot Y W ATEQYOS HIYYNOR FRAF|AL
olo| HHS HASIH A|AHO| Ciot At 252 = ASLCH
22 BT 9| Adobe Flash Player/Adobe Air AfEO 2 A MHAE ZHE SO| Atn7t iz
4 ooz ARgAtel Fo| U AAMM HXE DL

<y MEZ>

- Adobe Reader 9.3.3 and earlier versions for Windows, Macintosh, and UNIX

- Adobe Acrobat

9.3.3 and earlier versions for Windows and Macintosh

- Adobe Flash Player 10.1.53.64 and earlier 10.x versions
- Adobe Flash Player 9.0.277.0 and earlier 9.x versions
- Adobe AIR 2.0.2.12610 and earlier versions

<oty 28>

CVE-2010-2862

CVE-2010-1240 :

CVE-2010-0209

CVE-2010-2188

CVE-2010-2213

CVE-2010-2214 :

CVE-2010-2215

CVE-2010-2216

<si 2>

: These updates resolve an integer overflow vulnerability that could lead

to code execution
These updates further mitigate a social engineering attack that could

lead to code execution.

: This update resolves a memory corruption vulnerability that could lead

to code execution

: This update resolves a memory corruption vulnerability that could lead

to code execution

: This update resolves multiple memory corruption vulnerabilities that

could lead to code execution
This update resolves a memory corruption vulnerability that could lead

to code execution

: This update resolves a vulnerability that could lead to a click-jacking

attack.

: This update resolves a memory corruption vulnerability that could lead

to code execution

Adobe Flash@} Acrobat A€ HE=Z Adobe ZL|O|X|O|A Z[AS =2 YO O|ESEAHLE

74 D X|E CIR=Z =310 MX|stL|C} (Adobe Reader :

<%t AJO|E>

http://get.adobe.com/kr/reader/)

http://www.adobe.com/support/security/bulletins/apsb10-16.html

http://www.adobe.com/support/security/bulletins/apsb10-17.html
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gL Ch.

<sfd HE>

Microsoft X|Z 9 39 party AZEQ|0| K=

QM SIX| e alo|EaE REoZ oIt
|

ro

= =
BHRIL SN TAS ALBAIH BAI0] WebDAV X €2 UIEQIT 3], USB Eato|
=9/ DL 2E8 £¥ W0l TSUY o Ak ¥3E W S slon 0] 34F
o

<shzay>
o
Al ThS ot

1) WebDAVe} /17 HEQ3 ZR0A 2to|22{z] 2Y H|ZM3st HE|

2) WebClient AMH|A H|ZHd 3 X 2|

3) W3O TCP 139 3 445 L E KpCt

4) Dynamic-Link Library Security 7}O|E2}910| X%l 3rd-party T2 124 MX|

<%0 AIO|E>

http://www.us-cert.gov/current/index.html#microsoft_releases_security_advisory5

http://www.microsoft.com/technet/security/advisory/2269637.mspx

OHEStx| gte Elojmaal 2oz A% HoHH 2
Apple iPhone, iPod Touch, iPad 2 @X|X|7t PDFo| ZEE M2|& [ AZHIAC AHO|
7tsst MAFAHEO| HAZ|O AFRXIO| FO|7t HQBtL|CL Apple iPhone, iPod Touch,

iPadofl A oMoz AdgEl PDF EME E0lE 4% ARt 2R E[AHLE gele

o
FES H¥g = A&

S F2AME Jamebreakme.com AIO|EQA Ef2E 28l PDFE 0O|2%t= FUX™Oo=Z
UADCEAMHO| JtsTtLCt [MEtA Apple iPhone, iPod Touch, iPadOjjAl AlZ|ZF 4~ Q=
PDF S EOE= AS XHASts & AFEALES Fo|7t /& LC

<sid HZF>

Apple iOS 4.0.1 0| AX| =l iPhone 4, 3GS, iPhone 3G, iPod Touch 2G, 3G 5! iPad

siE FA4E ZH(CVE-2010-1797)8 Zgtoh Eot IfX| 7t L EEUFS L T
PCO|| iTunesE AlgiSt iPhone (iPod, iPad) &H|E HZAS| YUGIO|EE AlietL|LC}

£ ALO| E: http://us-cert.gov/current/index.html#apple_releases_ios_4_0
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Contact us...

@O|AEATE UQkH OICY
Tel : 02-881-2364
E-mail : help@alyac.co.kr

olo

ook AFO|E : www.alyac.co.kr
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