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(20114 33 1¢ ~ 20114 3& 31¢]

29l NEER L {ERE &

(@ Ext)
1 t2  SSPYlineag-GLG Spyware 59,577
2 New  Variant.Fosniw.6 Trojan 44,738
3 New  \/TRJ.Clicker.Winsoft Trojan 40,295
4 {2 VDWN.86016 Trojan 39,236
5 t8  VDWN.Onlinegame.PA.Gen Trojan 36,894
6 t1 S.SPY.OnlineGames-H Spyware 36,537
7 New  VDWN.Enlog.417280 Trojan 34,868
8 ‘4 Variant.FakeAlert.11 Trojan 30,730
9 ‘1 VariantAdware.Oso.1 Adware 27,363
10 New  Variant.Downloader.104 Trojan 23,087
11 New A ADV.BHO.IESearch Adware 21,937
12 - A.ADV.Clicki Adware 21,377
13 New  Variant.Buzy.1797 Trojan 18,502
14 New  TRHT.Hosts Host 17,635
15 New Trojan.Generic.5481775 Trojan 12,517

KRN =8, A0E ALBRIe| AFEEAHE ity st =9 Y

Top 15= AREX PCOAM EX|E AEYIEE 7|Htez L= SA 0|0
3200| 2t oM AL TOP 15& S.SPY.lineag-GLG7} 59,577AC 2 TOP 15 & 19|12 AFX|&t¥ o,
Variant.Fosniw.60| 44,738712 2 22|, V.TRJ.ClickerWinsoft7} 40,2951 2 3Q|E X} X|S}SILC}.

0| 20|z 380 MZ Top 150 Tt AMHMAEE= £ 8F0|LC

38O [ Olfv= 34 Cl=2 SHOIRALE O|H A2 X|H 7.7 Cl=2 CHEtar HWd) 7[sH2
2 03 HJEHOIEEJ SZHO|ACE LROM= D|Ojgh AtAO| ALt FI4SH7| = SHA|ZE O] = At

—

HOAAAM AP0 AYRE HIZNME FH| M55 AT, &S0 HES| St
{20 D7} MQUS 0|, 3.4 DDos AgentZt TOP150| @ E2X| UQUE 0|QE 0| IIEQI Z{o
2 EEREICH Sl =2 =fIE AKX AY AZEF A4gIE(SSPY.Lineag-GLG,
V.DWN.Onlinegame.PA.Gen, S.SPY.OnlineGames-H)= 3.4 ClE=A Z3Z4 {20 2F3WE HOtHA
o| Atzt2 ot2ajl 0| 7|7t =0t CiaF Qmg|Qict.

o= T10
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Of Z2 LBHE 7| Rz CEU 0|8 Al 4T AMH|A AFGAZE Mzgh 2HeE YR QX 0]&
A AAZ HASE =3HO| 25, & AIO|E AEHY HEA|Z[& Active XE XA AX|SHK|
T BAEZE JEE B89 S0E = MEA 2220 TR0 ofs] EX[3{0f SOt
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11%
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B E 20| 20} (Trojan)
W AT0|90f (Spyware)
H o = Q| 0{(Adware)

B 50| X§ 7 (Hijacker)

H 2l (Worm)

U7 HOMESE =T R =1
fF 2= 2l 4 s

ATto| gl of (Trojan)
(Spyware) 60%

B | oF H (Exploit)
E Hio|2{A (Virus)
B 04 - 0f(Backdoor)

E S AEDQ(Host)

21%

&S AHX[5t1, ALbol¢of

ALE.
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S}O| X 7 (Hijacker)
7421%

E 20| S0t (Trojan)

7 28 (Exploit

2l (Worm H)e
m3g
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B .= O (Backdoor
HFO|2{ A (Virus)

)
)
O E¢l| 0f (Adware)
)
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201004 201005201006 201007 201008201009201010201011201012201101201102201103

== Adware ~8=Spyware = “*Hijjacker = =>*Keylogger

== Exploit =®=RAT —+=Trojan —Worm

“~~Backdoor ~®*=Downloader “®™=Dropper  “*Misc

DB S20|& WZ0| 0| YRS 2I2H0E & & YTt 3L 34 CJEA AUOR Hoty
A7 2FUE 52 B BHE N AYAY 4 SRS WEO| Sk ST JtE|Dal Tt |
Yuch A2 M4BT UL AT & AYC
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1330 otym= B4
OIYIAE Ol EA - "MAE Dol mat YTYUO| WHEE oY=

1) 712

NSMA A gneas2 MR o d95/= ool iz 13
oEds ¢ o

A BEE AGuted2 O|#Oo] MZ0[2t ofH HWE S COfE LS Ygst=A HH=

|1 o =
@ =70 W2 oYMy
of7f TS 4 ¢ ZW HUMIK B 3ol HES XD s HOR elw
R, M2 FItot0] HAYTHY T
SHR|, OAZE EYYS 0|80t BAWY 2C
MR, S5 Z2Y0| Moo 02 ot 4y

o] 37| WEH2 RF A= FHmMR imm32diE &2 O|FOX|H, imm32.dll
2 fEf E3OY F StL0|7| 20 38X 2= WFP S{A|7t O|FO0{TICt O vy
If OpEt7EX| 2 Sfc_os.dll] Ordinal 50| &X§St= unnamed API(SfcFileException)E 0|2
S5t0] HES D EE M A|ZICEH

Ordinal 5:

DWORD WINAPI SfcFileException(DWORD dwUnknownO, PWCHAR pwszFile,
DWORD dwUnknownl);

dwUnknownO Unknown. Set to 0

pwszFile Filename

® w% 271810 HATY T%|

".ss32", ".s32", ".sy32", ".rs64", ".rscopm"”, ".vmpzmp", ".vsprt", ".cartp”, ".rsrcl", ".mdata"

28 PEID »0.95

File: i IMDOWS Wsystem 32 Wimm32. dil

Entrypaink: | 00010000 EP Section:
File OFFset:  DOO1aEODO First Bvtes: 60,64,41,30

Linker Info: [7.10 Subsystem: win32 GUL

Section Viewer

Marne W, OFfsst W, Size R. Offset R. Size

Flags
[ul M= [uluinlubRululu} o001 +aC"E [nlulululni uln] aoo1 200 GO000O0Z0
— g .data ooo01s000 [uluinlnluisis e 00015000 anooozo0 CO000040
Fsrc 00017000 00004 C=2S 0oo01sz00 OOo04EO0D 40000040
reloc [u]u wh uinu]u) Oo0OOCES Qo001 a0 {uu]uu]ulu]n] 4z0000<40
rsrcl ooo10D000 Ooooooaz a0 AaEoD aonooozo0 EDOOo0z0
.mdaka 0001 Eo00 [[ululululublu] o001 BO00 anoaoz00 CO0000<40

(A8, ¢ Imm32dil otgo)| 4M0| =7t & opH)

Ho|x| |7



x| E oo =7+ & MHS2 EP(Entrypoint)E 83
"kb.dll”, "nt32.dII" T SO ALO|YO YHLteS 2EE

push offset ModuleMame ; pt32._dl1 m% .;:;.| Z =g .:,-| O'EN grm
call GetHModuleHandlend

test fax, eax
jnz short loc_108032EB ; = =5 2/ =0 Jump, OfL|H Hot Jump
BNl

push offset HoduleMame ; nt32.d11 Wt =S
call ebx ; LoadlLibraryf

(2. M Mol %7} B BV oMIIAS 2EATIE AESE)

® Y2ZE Z9YS 0/8310] YAWMY 2=
O] &2 WFPSiX| Ol F4mes G2 O|F2=z HFotn, EFOIYU0| 7HX2 U=
DLLEAlS| mUS imm32dll MUR MAsl0 [}2 0|20 B & AWMU iz
E o+E Z 0] AE5t= LEO|Lt
vy v
1} EAN L
82853 loc 482855: ; duFlags // REPLACE EXISTING|COPY ALLOWED
short loc_40206B/[push 3
lea eax, [ebp+pszPath]
push  eax ; lpHewFileHame // imm32a.d11(H8 Z w2
lea ecx, [ebp+ExistingFileName]
push  ecx ; lpExistingFileName //imm32_d11(H1 (4t T
call  ds:HoveFileExA
|
LA ]
EIN
loc_46206B:
1ra pdx, [ehp+FxistingFilsHane]
push  edsx ; 1pFileMame // C:WUINDOWSWsystem32Winnd2.d11(:4 = TUE)
push 82h ; ResourceMame // 82
push offset Type ; ResourceType /7 DLL
push ] ; hHodule
call  CreateFile imm32 for Resource ; // Resource(f| F&ETH Q= MY °=
add ESp, 100
push b ; duFileattributes
lea eax, [ebp+ExistingFileHame]
push eax ; 1pFileName
call ds:SetFileAttributesA
pop edi
nov esp, ebp
pop ebp
retn
sub_481F48 endp

(g Z&o imm32dilE imm32AdIZ £=35t0 2|A2A0A imm32dll oteds oHE

Isoft Ho|x| |8



His
134

|

of& 4|

el imm32dll otEs 2= Al X7t &%

oyt

=N

H

imm32.dile XHE7F ot E A ElC)

gk e o

LS T

MZtXt= O] 2M|E Export Forwarding Bigio =z S| ZSISICt.

00009648
0000984C
0000950
00009B54
00009658
00009BaC
00005660
00009664
00009668
0000986C
0000670
0000967 4
00007
0000987 C
00005650
00009654
00009656
000098ac
0000650
00003654
00003658
0000983C
00009840
00009844
00009BA3
00009BAC
000098E0

0000AD34
0000AQED
0000ADES
ooooAt0c
00004144
00004156
0000A1C2
0000A1F
0000A21F
0000A241
0000A28C
0000A2C7
00004305
00004349
00004366
0000A3Ca
0000A400
0000A43C
00004472
D000A43F
ooooA4ce
0000A4FS
00004524,
0000AS5C
00004589
0000AsE2
0o00AsDE

Forwarded Mame RiA
Forwardad Mame RvA
Forwarded Mame RvA
Forwarded Mame RvA
Forwarded Mame RvA
Forwarded Mame RVA
Forwarded Mame RVA
Forwarded Mame RyA
Forwarded Mame RiA
Forwardad Mame RvA
Forwarded Mame RvA
Forwarded Mame RvA
Forwarded Mame RvA
Forwarded Mame RVA
Forwarded Mame RVA
Forwarded Mame RyA
Forwarded Mame RiA
Forwardad Mame RvA
Forwarded Mame RvA
Forwarded Mame RvA
Forwarded Mame RvA
Forwarded Mame RVA
Forwarded Mame RVA
Forwarded Mame RyA
Forwarded Mame RiA
Forwardad Mame RvA
Forwarded Mame RvA

0001 | CtfAlmmActivate -» imm32A CtfAlmmActivate |

0002 CtfAlmmDeactivate - imm324, CtiAlmmDeactivate

0003 CtiAlmmlsME - imm32A, CtiAlmemlsIME

0004 CtfimmColninitialize -» imm32A, CimmColninitialize

0005 CtimmDispatchDeflmeMessage -» imm32A. CimmDispatchDeflmeMessage
0006 CtimmEnterColnitCountSkiphode -» imm32A. CtimmEnterColnitCount Skiphode
0007 CtimmGenerateMessage -» imm32A. CtimmGenerateMessage

0008 CtimmGetGuidAtom -» imm324 CtirmmGetGuidAtom

0009 CtimmHideToolbarnd -» imm324, CtimmHideToolbarnd

000A CtimmlsCiceroEnabled -= imm32A, CtimmlsCiceroEnabled

000B CtiimmisCiceroStartedinThread -» imm32A, CtimmlsCiceroStatedinThread
0ooc CtimmlsGuidMapEnable -» imm32A. CtimmlsGuidiapEnable

0000 CtimmlsTextFrameSeniceDisabled - imm32A CtimmlsTextFrameSeniceDisable
00CE CtimmlLastEnabledWndDestroy - imm32A. CtimmLastEnabledWndDestroy
000F CtfimmLeaveCalnitCountSkipMade -> imm32A CtimmLeaveColnitCountSkipMode
0010 CtfimmRestoreToolbardnd -= imm32A CimmRestoreToolbarnd

0011 CtimmSetAppCompatFlags -» imm32A. ClmmSetAppCompatFlags

02 Ctimm3SetCiceraStartinThread -= imm32A, CtimmSetCiceroStatinThread

0013 CtfimmTIMActivate -» imm32A, CHimmTIMActivate

0014 GetkeyboardLayoutCP -» imm32A. GetkeyboardLayout CP

0015 ImmActivatelayodt -> imm324, ImmActivateLayout

0016 ImmAssociateContext -» imm32A ImmAssociateContext

0017 ImmAssociateContextEx -» imm32A ImmAssociateContextEx

0018 ImmCalllmeConsolelME -» imm32A ImmCallmeConsolelME

0M9 ImmConfigurelMEA = imm32A ImmConfigurelMEA

001A IrmConfiguralMENY -= imm32A, ImmConfigurelMEW

001B ImmCreateContext -» imm32A. ImmCreateContext

(g 24 imm32.dilo|

StA =
S =
|:|I-_I_E

S=8H7| 8 imm32AdIE EQT A7 = 3HH)

219 ARl A MOAYA EE= imm32.dll OOl EAT(Export Address Table)o| T1Z&O0|
C}.
StHOA EO|Z0| "CtfAlImmActivate -> imm32A.CtfAImmActivate”E imm32A.dIl It 9|
gE AF8St=E A =0 ULt
a2t imm32Adilo] Exfjsts Lyt =28 Sitaks ME X7t E|X| g=ch
EAT: BfO|BE[E] mZojA AEFolEs B+E CHE ZE2IZ0|A JINLF AFEE + A&
£ ST 7 HE
@ £ Zza3o| AR ME ujd Hd
Ol &2 EF Z2OHW(VINE)L Z2MA A4 off0 e oY d0| HEE =
galoz JHE 220 ZAXUAC
of &M= @ @0 A EAE LYol & &EECH

1) V3 Z27U0| HAE|X|] RUAS 8L

V3CInSrv.exe, V3Svc.exe, V3LSvc.exe, V3LTray.exe Q| TZ M AV} U=X| =20l &= T Z A

270 gle ™, ohEat

Zto
E =

EME AHTIU0| SHBICL

Ho|x| |9



Start

— imm32.dll — imm32A_dll
— o FTIR=1 = N =

I Yes

[Section Add]
- mm _ /):,—)
—— d szl = ot Imm32.dlil = =
Yes
imm32.dll

1
Imm32.dll.Rand.tmp

h

[Section Add]
oA Inmm32.dll EF

)

Self Delete <=

!

Exit

\ J

(32 MMO| FItxlE imm32dll MM =AM 3HH)

2) v3 =230 HAEAS BR

V3CInSrv.exe, V3Svc.exe, V3LSvc.exe, V3LTray.exe O ZZMATJL Y= X| &0 =
N7 2olz|H, AYEE MGG V3LSvcexe ZTZM A0 A ntdll.dIlE Unload
Ct. (ntdlldll€ Unload A|Z|H V3LSvcexe ZEZMA7F SR EILCE AX= VIKE0|A
HIO|EE st Ao 2 HEOJE. V3LSvcexe It V3 Lite Service MH|A =202
&l V3 365 Clinic Service Application It=Z MA|Zt ZHAL YOHO|E 59| 7|58

=
3ICH) oFAIFO| ntdlldIl2 Unload A7l BH#e Cheap Zbc.

> |H
on dju e Y Hu

ooon

LoadLibraryA(Ntdll.dll)

!
OpenProcessToken(SeDebugPrivilege)
i
memset & Mescat
!

OpenProcess
!
CreateToolhelp32Snapshot(TH32CS_SNAPMODULE)
i
Module32First & Module32Next
i
ntdll_ZwUnmapViewOfSection
!

CloseHandle

Ntdll.dllZ Unload AlZl 2 2|2t &2 =ME2 Huteo| SAHSICE
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®1080
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E21
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8l AlYec 2 il HYET Bl 4 s

(2) E2 &4 d&
[2010 10€ ~ 20114 03]
2,000,000
1,500,000
1,000,000 =
B Aoy
—o
o I I:
0
108 114 12& 1& 2& 3¢
2 87 dEg2 493 HE U AWM Y| MHH LM XHX|SH= HlES LIEfL =
J2f=O|CE 18Ol A O Y2 95.6%, HIO[Z A M2 44%S XHX[SHRACH 220 HIS] A
= HIOIHA MY H|E0| of 1% S7t StRH, THHQ MY 422 © i H|=5H
ct.
(3) 2% WY o HYIE Y
[2011H 3& 12 ~ 20114 38 31¢]
=% otdaL ZTITHY 0| & == [7H] H| &[%]
1 W32/Mytob-C 13,590 3491 %
2 W32/MyDoom-H 4,803 12.34 %
3 Mal/ZipMal-B 4,559 1171 %
4 Mal/BredoZp-B 3,009 773 %
5 W32/Virut-T 2,498 6.42 %
6 W32/Bagz-D 1,671 4.29 %
7 W32/Lovgate-V 1,391 3.57 %
8 W32/MyDoom-Gen 1,096 282 %
9 Mal/EncPk-F 452 1.16 %
10 W32/Bagle-CF 422 1.08 %

A8 WY WOl FdIRE HE2 13 Hio[2{x HLOM TAE (PdIE F Top 105 &2
dajzo|ct. $ix| W32/Mytob-C O| 3491 %2 19|E XtX|SI ULt 29/ 12.34 %S ApX[$H

32/MyDoom-H, 39|= 11.71 %= X}X|3t Mal/ZipMal-BO|L}.
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