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[20111 48 1Y ~ 20114 49 309

29 GyIE BT {CRE o
1 1 Variant.Fosniw.6 Trojan 54,129
2 ‘1 SSPYlineag-GLG Spyware 44,723
3 - V.TRJ.Clicker.Winsoft Trojan 37,991
4 - V.DWN.86016 Trojan 29,657
5 New  VDWN.KorAdware.Gen Trojan 26,328
6 ‘1 VDWN.Onlinegame.PA.Gen Trojan 21,192
7 ‘1 S.SPY.OnlineGames-H Spyware 19,060
8 New  VWOM.Conficker Worm 13917
9 New  Trojan.Generic.5750564 Trojan 12,557
10 New  Variant.Buzy.1797 Trojan 12,359
11 New  Variant.Buzy.2702 Trojan 10,930
12 New A ADV.Admoke Adware 10,609
13 New  Variant.Buzy.1775 Trojan 9,956
14 New  Variant.Buzy.1834 Trojan 9,777
15 New  Script.SWF.C13 Exploit 9,384

KRN =8, A0E ALBRIe| AFEEAHE ity st =9 Y

a4 AYIE Top 15 ALEXAF PCOIM EXA|E AEIEE J|Hez L= SAO|Ch

420l Z+H oM A E TOP 15+ Variant.Fosniw.67} 54,1299 2 TOP 15 & 19|E X}X|5¥ o,
S.SPY.Lineag-GLGO| 44,7232 2 22|, V.TRJ.ClickerWinsoft7} 37,9912 2 32|& X}X|S}RULCY.

Of 20= 420 M= Top 150] Tt dHdIAEE= & 950|CH

2|°| Variant.Fosniw.6= 3%| V.TRJ.ClickerWinsofto| H

Sute g
ALK O] & AFREE MHetel =742 S4s S Ag2E7F #FE PCE H2ots A
3

-

A
e ()

O &= ZHo|ct. #FE PC= PCIt HE MOLt MEO| ot dRES HES EHH MHE T
AHGALTL AT MER HYIEE UREE e 5 A= YIS T O|NE MHete
SHE S M22 Adunes U22E AH, 48 PC XBE OEEE UEE F=E 7HX
o Lt

482 M2 Zget g3 ETL ol BUA=H 2 SoHAME 15918 AHX|S ScriptSWRC132 CHE
ofdALS0f B B2 AT =2 =S XKXISIRAL). O|lf= AHUA AATO S5 &9
=0 ofd SWFLt2S &estol 28 =2 MO|E, o 8utd FZ AO|EZ AZA|ZY| MEO|Ct
CIEfUl ALEALZE O 22 ToiE 97| ?loiMe e &of 2AIZH HAIE HAFO0{0F oiot
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(2) FHElDE|E AMAE

& (Worm) #| 2k (Exploit)
O =101 3% £ 20| 20} (Trojan)
(Adware)

W AT0|90f (Spyware)
H o = Q| 0{(Adware)

AI0|9 o B 5}0| X} 7 (Hijacker)
(Spyware)

20%

3%

EZ0| 20t u & (Worm)
(Trojan) B F| oA (Exploit)
70% B Hlo|2{A (Virus)
g - 0 (Backdoor)

E S AEDQ(Host)

&4

AgIE RYE HES EZ0| F0KTrojan)7} 70%2 7tE E2 HES AHX[Std, A0/
o

(Spyware)Zt 20%, &(Worm)0| 4%9| Hlg2 22 XtX|St QUL
(3) 7t ofdIAc HE HE HW

S AEmA(Host)
S}O| X 7 (Hijacker) : €0.36%
E 20| =0} (Trojan) 69.71%

T 2FE (Exploit)

2 (Worm)
O E €| Of (Adware)
A THO[RY O] (Spyware)
HH - O (Backdoor)
HFO|2{ A (Virus)

m3g
19%

20.66%
19.77%

m4g

Vi
1 I I I I I

0% 20% 40% 60% 80% 100%

S Mo Hm3k J2fZo|Ct 40| S0|AMES E20|20K(Trojan)7t X ¥
1 Of =9 0{(Adware)= Of 12%, AIHO[20f(Spyware)= ©F 1% Z Aot

i#2 EZ0|=0K(Trojan)7 XtX|8H d &Hof H|o§ E=ZO0[=0t(Trojan)7t

mjo
!

Copyright 2009 € by ESTzoft Corp. All rights reserved —
ESTsoft copyright 2009 © by ESTsoft Corp. Al rights reserved go|x| | 4



o5 AlYeac |

ol f7H HOISH HIM SUS
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[2010H 05 ~ 2011 04g]

A

52 62 7€ 8¥ 9 109 11¥ 129 1¥ 2% 3% 4%
X LoF ALEALS| MIE THAOA AES Z2atY

EfLje D2jmolct 480

2 2 Il MnFols Zof AREAte a
< A
= — —

AFEArel 2o A 3 A7

M
-
w

2t ASHQICH 320] 34 C)EA [fj2toz
FERZ} OFRel=[HAM EoX HYZE ZdA5RACH

o

(5) 28 AtNMIE DB SE 30|

[2010 O5E ~ 20114 04¥]

201005201006201007 201008 201009201010201011201012201101201102201103201104

== Adware ~8=Spyware = “*Hijjacker = =>*Keylogger

“—Worm
“~~Backdoor ~®*=Downloader “®™=Dropper  “*Misc

== Exploit =®=RAT —+=Trojan

DB SE30|= #E0| Ho| s =2t & - Utk 482 © 1t Hlusto & ChHE

[=ha]
Ateh glol Hl=g = FAISHALY.

-
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A
T
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Part T 40| 4MIALC E7|
2. 2 dAE Ol &M - “Trojan.Dropper.OnlineGames.mi”
(1) 7HL

ol otMACL B AlZgALe] WAO|ENM SELUE Ao, Fa A

| -
Bexe' MAS| XU EYS LOLE DX} BHC}
. o I TN o e T
= I8 W bt oo krfFlash_link. js
=-B® http: 1,110,100, 220 /img)
= . htkp: fftakau. org/pitaf/IMNC )
=- . http: /ftakau. org)pitafThC . hkm
I8 hitpefrakau.orgfpita/TNC log. Js
P . http:/ftakau. org)pita/TRNCIS exe
----- . http: fftakau, org/pitafTHNC . asp
. ht v, bk, oo, krfembedControl. js
. ht v, . co.krfjs/prototvpes . js
. ht v, b, co.krfjsfmainPopup. js
. ht v, b, co.krjjs/Haitai, js
. ht vt co.krfseal s
. ht vy, b, co. krfFirstmonitorfskat_js. asp?sitenum=1

0
[H
Hu
o
|>
e

%= oy SHOIX|E HESHAEH™ JISTHYS Sl iframe WAoo 2
61.110.100.220./img/index.html 2 F%3}H, |3¢g CtA| redirection &0 2|QF& CVE-
2010-0806 2 0|83t xhtm'ItYS E8 XZHOZ 3exe’'S AFEX PCO| MX|S}A ZICt.

Bexe' D2 22AAY AZS FFote Hol SX0| A0 Lt €2 WSS oith

v

check DNF

drop midimap.dll
v

copy DIl to IE folder ¢ copy DLL —‘

check MapleStory [€

w copy DLL —‘

check FF2client <€

— eist__— copy DLL —‘

delete itself <

v
( terminate )

Ho|x| | 6



() AMAE 2Y

i (=
o - 3.exe
EFX|H Trojan.Dropper.OnlineGames.mi

T8 &5 | midimapdll S temp EHO| Yot 57 SHO| AL

@ midimap.dil L M

Al Al S AW X E 5 mutexE MY, tempZEEHO| midimap.dil L
tEt. midimap If &2 | FIHRIE ot= MLZ 22t AYel AE 3
ofCh. YAl 2= APlE MY 2ES ARESHA| B ZE StuXt dh= DL

OS2 M =St At 4o FaE YO2CL

rok

Ay o

if ( Call Function {"23lenreK", {int)"FindResourcen”, (int)&dword 484A%4) )
{
v1 = Call_Function_{"23lenreK", {int)"LoadResource", {int)dword_ 4B4ASC);
if ( vl )
{
if { Call_Function_{"23lenreK", {int)}"LockResource", {int)&dword_484A58) )}
{
Call Function {"23lenrek™, (int)"SizeofResource", (int)dword 4B4ASC);
if { Call_Function_({"231enrek", {int)}"CreateFilen", {int)dword_4B84A98) = -1 )
// midimap.dll
v? = Call Function {"23lenreK", (int)"WriteFile', {int)dword 4B4AGC);
Call _Function_{"231enreKk™, (int)"CloseHandle”, (int)&dword_4B4A58);
¥
Call Function ("23lenreK”, (int)"FreeResource”, (int)&dword 4B4A58);
H
¥

return vZ;

midimap.dil Tto| A4/d

@ IE registry =8

Ct=1t 20| IE registry0f| ‘TabProcGrowth’ keyE 2dst0 /S ‘0= AHSHC
HKEY_CURRENT_USERWSoftwareWMicrosoftWinternet Explorer#fMainWTabProcGrowth
TahF‘rDcGruﬁMh REG_DWORD 000000000 €0

O|= Tab Process Growth, & JCHEZ ZZAMA =7} |25 MESICH 0 O|H ZZMA

= B2 280 XY Z2MA7F BSOXIX| e
Moslzct
htt

tp://www.sysnet.pe.kr/Default.aspx?mode=2&sub=08&detail=1&wid =686

@ EtA m2MA ZFEQF EtA =2 13HO| path HAM

.text:00481F78 E8 47 FB FF FF call _Find Process_and tskill ;
LLext:A04B1F78 ; DnF.exe
text:A04B1F7S ; PHClient.exe
Ltext:A04MF78 ; IEXPLORE.EXE

2|0 Zelut Zt0| 'DnFexe’, 'PMClient.exe’, TEXPLORE.EXE' E=Z M AQ| PIDE =Qls|A
tskillexe B@EHE Sl = A|ZICT

Holx| | 7



http://www.sysnet.pe.kr/Default.aspx?mode=2&sub=0&detail=1&wid=686

v
us
uy
ug
[11]
vi@
uii
yi2
uild
uil
vis
uld
17
vig = 'd';
wsprintfA(&u2, &u6, al);

Call Function_{"231lenrek™, {int)"WinExec", (int)&dword_ 4B844B4);

=
-

I | I | I
n
-

Process& T =oIH ELZAO| &= ZZ2 MOl HX|AEZ| 7| 4f0A pathE &=Lt
‘(HLM)¥SOFTWARE®#SOFTWARE¥Microsoft#Windows#CurrentVersionWApp
PathsWIEXPLORE.EXE'

‘software#DNF#path’

‘SOFTWAREWWizet#MapleStory#ExecPath’
‘softwarettneowiz#WFIFAONLINE2%InstallPath’

o] HXIAER| ¢S ZOtE D LtE(LEX| Qo™ Ch3nt 20| 2X|AEZ| MUICaheO A
7| S =t
42 : softwareMicrosoftWwindowsWShellNoRoamWMUICachew

M "DnF.exe”, "Maplestory.exe”, “FF2Client.exe”

e 2E-O| EXSHE pathE KO XMYStD sid Z20| DLL LtES SAFSHCE
check_game_path_and_copy_dl1_{"Dnf.exe"};
if { *Call  strcmpi (Stri, algn_ 4BLEB4) )
check_HUICache_Path_of_game_("Dnf.exe"};
Call memst (3tri1, 8, Bx184u);
check_game_path_and_copy_dl1_{"MapleStory.exe");
if ( tCall__strcmpi_({Str1, algn_484EB4) )
check HUICache Path_of game (“MapleStory.exe"};
Call_memst_(3tr1, 0, 0x104u);
check _game_path_and copy d11 {“FF2Client.exe");
if ( *Call__strcmpi_({Str1, algn_484EB4) )

{
check HUICache Path of game {"FF2Client.exe"};

O[&7 pathE EF XOf DLL LS SAtSHE XtMS AFstn RE2 S=2ECh

@ DLL Tmro| SAtet O|F

ZAERE USHH ST pathE HOF oY DLLE HASH= O|fF+= "DLL Preloading” 7|#
S 0|8%7| YUBHALE

DLL Preloading 7|2 O{ZZ|#0|M0| DLL2 ZE% O Working directory£E O|F 0
FChE Hg Zotst Zd ol midimap.dil2 EHZIO| £l= T 2% O] Working directoryo|

SAtSHHE OFf3 MK 8lo] Z2MA0 REE|A ECE Ol system32E2EH0| Us F

Isoft Holx| |8
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IHAQl midimap.dilo] CHE L0l ST 2 IAWOA ZE E=CH= Z42 0|83+ Z40|Ct.

M IEYX|IAEZ|Q 7|& "TabProcGrowth(Tab Process Growth)'E ‘0’2 MMHS= AE
2|0 0|82} &&HO| Y=o AMAN POC mYs 7HX|LD =QIs| EL|, TabProcGrowth 7| &
I.

dGotR| 2 JEOM Tabs of2f 7 TS0 IE Xt Z2=MATL Chg= YgEBH POC
ool 2 EE5HA 2E7 E[RAL

| ey, | @ N x| |

PoC_— Y

FOC~on Dllmain!

£ol i ChA| 97 In
Tomde 1 = T o S e e T o A |
=] glexplure Eexe 1205 Internet Explarer

IEO|A 2 DLLO| 2EEE|X| RO K= javasrip.dlin}f flash10d(*).ocx DU O| £=X0| g
X| Gfor ArEAL HEEF 7 O{BA ECt

® midimap.dli(efd) nfeol A2

o midimap.dll

EtX| Spyware.OnlineGames.mi
Fo = IE, DNF, Maplestory, FIFA20| 22t ZEE|0| AKX} WEE EHF DL}

midimap.dll A2 Z2E A| HZ AMHWML|T7| 8| DIlEntryPorint(winmain)0j| HtZ &3
Cot maeo on, HA midimapdllel APl &4 =& CfH|5t0 Ct21F 20| &

£ Export3iCt.

bk Choose an entry point o ]

MHame Address Ordinal
Y DriverProc 1 D00EE & 2
Y modMessage 1000GE &0 3
gﬁl modmCallback, 10008E33 4
1 IDIE ntrPairt 100071 29

] I Carncel Help Search

Copyright 2009 € by ESTzoft Corp. All rights reserved —
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=

Export=l DriverProc, modMessage, modmcCallback %= ZTE Al CFEOF Z0|
system3292| midimap.dilg ZES}0 CIA| SHE St FTA S SE=SIEE | QULCt

GetSystemDirectoryA(&Stringl, Ox184u);

vl = 8;

Strlng2 = "W,

ug = 'm';

uh = 'i';

Ut = 'd*;

uh = "i';

ui = 'm';

ug = "a';

vl = 'p';

1strcatA{&Stringd, &String2); /4 system32¢midimap
DLL_BasefAddress = {int)Call_LoadLibraryA{&String1);

ofd ol ZEE #HEH L5t 20| Thread 485t A-F¢ttt.

loc 18BAGFAE: ; CODE XREF: D1lMain{x,x,x)+63Tj
push offset alexplore_exe ; "IEXPLORE.EXE"

call  CreateThread IE_ ; jscript.dlll} flashE 212491 THF|
mov [95p+1ﬂﬂh+uar 1ﬂ|]], offset abDnf_exe ; “dnf.exe”

call _CreateThread _DNF_

mov [95p+1ﬂﬂh+uar 18C], offset aMaplestory exe ; “"HapleStory.exe"
call _CreateThread_MapleStory_

mov [95p+1ﬂﬂh+uar 18C], offset aFf2client exe ; "FF2Client.exe"
call _CreateThread FF2_

2 2 ETF ot ARle eS| 2F5HAE Chaah 2ot

#IExplorer Thread

Z2EE jscriptdllE 291810 ¢63f0c01 HIO|LHZ|E AOLA| Sbyte+"90 90 90"2 &= 8byte
IH[(SZ)siC}

A8 Al urlS SOIBL0) EX ALO|EO| MBI id/pwE ZHSIZE g0fQULCt.

url -> dfnexon.com, pmang.com, nexon.com, itembay.com

r

HE22| A0 “Flash"2 Al&tE|= 2 -E(ex: flashl0b.ocx) & 201504
0f3f3f3f3f3fff3f3f8b3fe83f3f3f3f8b3f853f0f3f3f3f3f3f6a L=
0f3f3fb33f843f753f8133f3f3f3f7d 2 E|O{QU= HIO|L{2|2 XHOPA| mMA|BHCY.

M3 A| “%s?al=HG&a3=%s&ad=%s"0|2 AlOoZ ZIS XESI0] Q8 a MBI}

MoHH

#DNF Thread
"Data”, "pw" AEZIE A0} e Z0| "%s?al=HG&a3=%s&ad=%s" HE|Z L0 ™ML
"user:%s pass:%s dis:%d level:%d money:%d" A E 22 Aot

"%s?al=%d&a3=%s&a4=%s&al0=%d&all=%d&a9=%s" HE|Z 2|H0| M&

#MapleStory Thread

Isoft Holx| | 10



M

2t OIS S MM G

=

LY S0l AT “maple”, ‘id|, "pw" AE-S KO} 9|9k 20| "%s?al=HG&a3=%sBad=%s" HEY
2 QIR0 ™St

# FF2Client Thread
npggNT.des (PMang GameGuard & T2 J24)E 2 QI8 A inline patch3tCt.

= -

3) 2

DLL preloading #|t& 1} IE TabProcGrowth X|AE2| 7|2 QIsjAN AMICSZEEC

-

ojsi2 %|As}sljof stCt.

s ko ot e
ES Tsoft copyright 2009 © by ESTsoft Corp. Al rights reserved Ho|x| | 11
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Part I 489 ¢4H3AC

s
3. SILI/EHY 24

(1) A2 Top 10 ZE

o Ho GTRH ALEEE ASetE ZER FGHE x2le EHO| Cf
E3 HE|Xtes AL = ZEIL U= K& z = E
AR ROl AEoths A8el HIZMSE FIIH2Z LMt Fofo| ZAIZE HAIE HHEA

At&dHof ottt

(2) A2 Top 5 ZTE Y4H 0|
[2010E 02€ ~ 20114 04E]

135

1080
11433
® 3306
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ot

tele AMEL #HAHE

| S
8 dHIEE HAMZ|A= A7t 7HE BReB=z X0| 2ESt= AMHel EOob miX[Lt
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o
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6Z/¥0/110¢
LT/¥0/110C
SZ/¥0/110C
€2/¥0/110C
1Z/¥0/110C
6T/¥0/T110C
LT/¥0/TT0C
ST/¥0/110C
€T/¥0/110C
TT/¥0/110C
60/%0/110¢
L0/¥0/T10C
S0/¥0/110C
€0/%0/110C
T0/¥0/110C
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x
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—

SLRO| 2

XHO|O{ Order details.zip T O|
H5l= A svchostexeE ZRZ2 A

22 YHZE Hof M7

A

A

mo|C}. 4

Jdaj=

XM= Successful ordre[ 2]

—

—

e o ool fze|

foF

45t

o
[=]

=3
ki

i}

<l

oF

onl
ol

=

g

2017

=3y

Ct o222 Y L5t

-
ot

Ql
L,

™

2A|

1T

svchost.exeQ|

#_u.|_

ofnu
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i ALYac 1) e Qo 2+ HIOHSH KN 5B

(2) 22 &4 ¥¥
[2010H 11¢ ~ 20114 04¥]

2,000,000

2.1%
1,500,000 24%

3.2%
1,000,000 32%  44% 35% ® Hio|2{A
B
500,000
(o] (o]
O T T T T T
11g 12¢ 14 2 3 42

2E S/ o2 Ad3E HF S AUH 0| NN XX[StE HIES LIEIHWHE 2=
O[Ct. 49| A% MZ2 964%, HIO|HA Y2 3.5%S AHA|SHACE 30| HISM= HHO[2A

O BIE0| o 1% S7t otRen, ENHQ oY «4 g2 © i H=5HGC

(3) AW HY Lo| AMAE WY

[2011H 48 1Y ~ 2011 43 30Y]

ot

0x
ku
In
gal
n

e Hl 2 = [7H] H| Z[%]

1 W32/Mytob-C 12,342 39.86 %
2 W32/MyDoom-H 4,677 15.11 %
3 Mal/ZipMal-B 4,010 12.95 %
4 W32/Virut-T 2,013 6.50 %
5 W32/Bagz-D 1,348 4.35 %
6 W32/Lovgate-V 1,155 373 %
7 Mal/BredoZp-B 681 2.20 %
8 Troj/Invo-Zip 672 217 %
9 W32/Lovgate-F 375 1.21 %
10 W32/Bagle-CF 326 1.05 %

rlo
|
I

ABUY o] SHYTE HY2 4Y HO|A HUo|N LA S4YAC F Top 102 &

Zo|C} HX| W32/Mytob-C 0] 39.86 %2 122 AIX|SIRULCE 29= 1511 %= XX| st
32/MyDoom-H, 39|= 12.95 %2 X}X|$+ Mal/ZipMal-BO|C}.

b e e WG T b BT TR o e eppp—
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3 ._n.uo E| o 2 =K - UF o o ko A n_.m H_hrA K
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of O o pETWE S Fo = Ul m
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Bl o 1 = 3 . o M B oz = P o
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mo_m u o of < @ O = Mo_Jou_._._.+o
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YR <INy N %l ol ol Uk mmlmwwﬂ%
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M K |H__l Ry (. O Tl o =
= - o = O N i N0 | _ nd < N Sy 1
w od = =— <0 ~ om I > KD
» & DA S R X P o T WP
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B S 0 < o X © Rl — ol © of ol - o o
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Tl = o Ew mE N E = T KM W K omu o K ud
p B w ._.Aum:__%wom.;o_ T o 2 = oo 4 o ot
o X °F oW Ry o T HpwE R T @ s
Moo X R R L o T =R DT TR R
i N J oW N0 = Mg T =5 M= o 3 W) gy o Uo
= no oz = o & 9 =T NS o= ol o Ho1g ©
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