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(@ Ext)

1 - Variant.Fosniw.6 Trojan 38,648
2 - S.SPY.Lineag-GLG Spyware 34,939
3 1 VDWN.86016 Trojan 34,623
4 1 VDWN.KorAdware.Gen Trojan 20,286
5 New  Trojan.BHO.OIP Trojan 19,733
6 New  \/WOM.Nateon.Baidog Worm 17,164
7 ‘4 VTRJ.ClickerWinsoft Trojan 15,931
8 2 VDWN.Onlinegame.PA.Gen Trojan 14,495
9 New  VDWN.Agent.Pinsearch Trojan 14,322
10 $3 S.SPY.OnlineGames-H Spyware 13,235
11 3 VWOM.Conficker Worm 13,130
12 New  Trojan.Generic.5932116 Trojan 10,558
13 New  VBKD.Redosdru.D Backdoor 10,145
14 New  Variant.Buzy.3138 Trojan 9,103
15 3 AADVAdmoke Adware 7,260

KRN =8, A0E ALBRIe| AFEEAHE ity st =9 Y
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5o Y A/ HdAE TOP 155 Variant.Fosniw.67} 38,6481 2 TOP 15 & 19|, S.SPY.Lineag-GLG

I_'f |% Fo”'Ef 1% 20 e ddI3EE 69
o WOM.Nateon.Baidog2 L{|0|EL OjAl
f £ URL FAE La—oftfﬂ H g0 ALBAHO A FHO| EMY B At
2t S QHIS= QM T EO|CH OO -,C-?-E VWOM.Nateon.Baidog2 Zd Al SEtst
=5 Internet Explorer # EHEZI2X F AN (CVE-2010-0806)2 0|23l AtEXt PCE At
AlZICh ofo|XQl 28 HHEM ALEXIIL HO|ER HANE HAstd 20008 A
NateOnMain.exe ZE2AN A0 2f-d OY REZ FII510] AE FYEE AR E [FESIULCL =
FIFA, IO, OOo[EAE2|, HMHIIOIE, HWDtE & =222 A Y AOIE 2190 Al AE BE
QESIQICE 0] Ze IBIE 97| QM AE LR HOIIIX|E F7|Moz2 N Asto UM o|Es}
H2Z A F7|Ho2 HFSHF0{0F TtCt.

- _>.'_

oo Iy
Io0>—
w o=

N o
1))

not
ox

ot
rot 1o

i

k!

[sof Ho|x| | 3



8l AlYec U} BT HOISS} KM GRS

(2) 7tE|nE|E 4 EIE 7Y

& & Of
(Backdoor) B E=Z0| S0t (Trojan)
4% W AT}O|Of (Spyware)

¥ ofj £ 9| 0 (Adware)
B 510| X} 7 (Hijacker)
EZ0| 5ot B 2 (Worm)

o =) of
(Adware) A1}0|¢ 0
3% (Spyware)

1 (Trojan) W x| ok (Exploit)
(o]

(o)
65% Eyiolg{ A (Virus)

g = 0 (Backdoor)

= &2 EZ0| JF0KTrojan)7t 65%2 7t B2 HIES AHX|StL, AMO[S)0f
7%, &(Worm)0| 11%2°| H|88 ZtZt XIX|Sstn ULt EZO0| E0KTrojan)Q| H|EO0|
O] X}X|5t= O|f= =22t AY A EF7F &7HE X|7| WEZo|ct 222 AY AE 3=
Eo &2 Rl AMMEA ZEA XNES22 HYE= HEE JHY ol A4

= LS
A SFED OL2t €O S HAUNE 7IsS FHS IR

AN [
TEEN AN = F2I7F @Y EICH TFeF HAIZE ZA[LE YOI0|E, AA 50| HEY Hez &
XY F0|s ANIAC AUSE QA% 2HY HEO| 57| HRO| X LAl Lo ADC|
£ Sl EQlstALt MgwMioz K= 20t0F Lt
(=) (=]
(3) 7IH| 2|8 ¢dE3LE HE HE Hw
1 0.00%
sAETAHost) | 0:00%
i O,
10| X7 (Hijacker) | 818843
- 71%
E20| 20} (Trojan) | AT
. o,
2 2F8 (Exploit) | O,gt?(y{,ﬁy
& (Worm) | 1}/?0‘7% wag
of =9 0f(Adware) B 226%,° m5g
~ . 19.77% =
A 140 O] (Spyware) 17.61%
1L0.00%
BH = 0f (Backdoor) %(.)73%
7 O,
HFO|2{ A (Virus) I 888‘%
0% 20% 40% 60% 80% 100%

tgIAC KYY H22 M et dej=o|ct 5o E0[AbE2 &(Worm)ut BH & 0f
Backdoor)Zt &0 H|g| 7t o, BtH EZ0|=F0H(Trojan), O =% 0{(Adware), AI}0|Y| 0
Spyware)= M EO0f| H|s{ ZASHRALCE

(
(

— £4
== | SOTT | 0| X| | 4



o5 AlYxc 1EHY 4+ Sis EX =

(=] — |
(4) g8 mdof 4l 0
20101 062 ~ 20111 052]

A

6 7€ 8% 98 108 11E 128 18 28 3¥ 4¥ 5€

= = "1 = HdL= ==
L= dei=o|ct. o m3s Hux0l= o HIsH S715tULt 2I0M gE ANY =22t
AY AY BEE Zxlste ddAE0 4 Al 22 HEFS RIS =27t 25 StALH

[2010 O6E ~ 20114 05¥]

201006201007 201008 201009201010201011201012201101201102201103201104201105

== Adware ~8=Spyware = “*Hijjacker = =>*Keylogger
== Exploit =®=RAT —+=Trojan —Worm

“~~Backdoor ~®*=Downloader “®™=Dropper  “*Misc

r

| Y= =f2tne g = U0k 582 HEn Hjusto] & o

o

DB SE30|= #EO0| B
St

SX|BACE

o

O[Ateh 8lO| BT &

Am

Copyright 2009 © by ESTsoft Corp. All rights resarve -
ESTsoft copyright 2009 © by ESTsoft Corp. All rights reserved Ho|x| | 5



Sl ALVac OO} Y7+ HOMERF KM B
Part I 5%9| otMac E7
A H ) )
2. OHMALE Ol BA - “HATIYS AMTYR BN 4HAE”
1) i
FutY MEXS2S el WEAIZE s2|7] {6 Chefet WS Al=sta ULt
ojio] 24 & AdmLe ABXIL AF AL8St= MYUSS &S| I Z2 M
g ZM 3 DAL YROUC 0|52 HFHD, SU 0129 ANTUS WA
Sg Al RO MES BESRE 2SS JIXD ATk EMBMOME Y oty
SQFREQ MtAuNer X £E Al YYLUO| A= YO s LOotE X}
o] =
(2) 443aCE 2Y
® fEF=
OlHYES Sl FZE7F AR, "Fwd:0|HM =M" H=1} “Resume.rar” O|2t=
nrdol HE 0 ATt
== T ] Fwd: O] 2A S - HA|X| (HTML) - = x
= @
BT B e B
= EA EE @E =7 .
=14 - = ke H= -
=g 2 =7
= apzs Daniel Jang [danisl@ studios.com] EHiH UF: 2011-04-26 (&) @= 325
gre e
:21': Fwd: 01234 =X
| HAIZ] | oEpResume.rar
HESHMI = - 7
o EYHUE SZ Ol 23 S 220 13 0l sie| FIRICHFE S22 MY D2 & 29 2= 2=
SISl HH2 MEd 52 2 sRlsUth S 20 At 2Est D fsUChL 2l 325 " FEuct
SABCH O B R ZEAENLICE
HE nol ResumerarE “Resume.chm” me& Etn QICH
® Besume.rar — 2r8 w7 52 [=1[=1=]
MFCEY &Ei(E) &8(0) E=SEHH)
Yoy -~ S (== e = ]
@ @ 2% 2.
MESHE 2227 B2l =3 ; - e R
=0 = = | s 37 | 37 | =B
= GEENINENEY 2 Resume.chm av.a3z 10151 4%
= i |
0 O A8 0 Bwte = 1 OFY. 93 KB
ESTsoft

Ho|x| | 6



AlYac

7t HOMESE K10 B

e
d
ﬂ-l 1]

(1) Chm FileO|2F?

Microsoft Compiled HTML HelpQ| X2 0f2f 72| HTML EAMet =% A|AH
Td0 2Rt 7lss FItet ZRMELIY(“hhp)S HITLSHO] 2HE IS 20|

stch.

Resume.chm mpg!
TEEl0] AL

T4 "launch.htm”, “mypicjpg”, “Resume_screen.css”, “svchost.exe” Z

=T 2|

OF(Fy MECE) S22 SHEIA)

Quz-© @ Pz e @
000 | CsampleWResumetiles ~ Buos
Ve " launch. himn

7= Jhuine

K 16KE

vpic,jpg
117 = lfl
Bl | =W JPG T

Fesume_screen,css
dC}ngcading Style Sheet Document

svchost exe

4 JHH

375KB o H BEE

Resume.chm malo| A& g™ “launch.htm”

SXHO| A 20{F=LCt.

SeriyLee’s Resume

oo o3 Chsah 22 O|HAM=tHS A

[Basic Infa]
Name : SeriyLee Gender : Female

Age: 25 Date Of 1883-03-11

Height : 165CM Marital Status : Unmartied

[ it Location : Korea Registered Residence : America

Work Exp. : a0 Computer Level : Expert

English Level : Beginner (CET4) Educated Level: Bachelor

2nd Language : Korean (Simple) Level:

Speciality : Cornputer Science and Technology,

Current Job Func [TiMIS Manager Current Salary :

rent Industry ;
Accommodation Req . :
Expecting Location :
Expecting Job Function :

Expecting Industry :

[Contact Info]

Contact Number :

npany Number :

Intermet/ Computer/ Software

Accommodation Not Reguired

Korea

Expecting Salary :
Availiability Days :

Mepgotiable

ProductProject Manager [TiTechnical DirectorfCTOJCIO Metworkfinformation Security Engineer

Empty now

Mobile Number : Empty now

Pager Number :

Email SeriyLee@yahn.com Homepage :

Address: 132-17, Chungdar-dong, Gangnam-gu, Gangnam, Seoul, South Korea

[ork Experience]

2006/01-0712 Team leader & PM Confidential Salary:

Work place : Calformia

1 Product VPR, hase on versian 2.4.20 of linux kemel contain functions proxyfgatewayfirewall
23indows-FirewalliwinZKip, non for 8, Drivers of firewall using NDIS_HOOKTDI st contain functions at curent ProsygatewayaT

ele...

3 Bome tools for testing firewall such as

2004/03-2005/01

Work place: California
Mostly works:

Team leader

HuNana Newhelp Development Co., LTD.

Salary:

Ho|x| |7
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1 oo .
AEXOA O|HA =tEHE 2O Chelt 22 94o/NQl A3 ET SHEL
StrReverse &t4Z 0|83}0] X3t SXBO| w=A7} H 2 = XIS wiskslH =}

textarea style="display:none™ id=lshdic200Epager>tpircs/ <
) ) plehps (epacsenuetiry. tnemucod

O f4+3pi4+2pi+1pi+9pe+dps+3ps+5p+2ps+1ps = plehps

F"Edstoei" = Ogf rav

P "e.tso" = Zpl rav

P "howvs?25D3ses™ = 1pi rawv

P "abedoe025 7253211 = O9pz rav

F"hoC3s" = 1ps rav

F"is51lc723D3%dis" = 3ps rav

"o/ C35EISTEex” = 3pi rav

P "2alc02572s5pleh” = Spt orav

L "725D3seman02iteei” = Zps rav
£"11111111-1111-58888-85888-111111114335d" = 4ps rav

! '=sutats.wodniw

»MedocnE.tpire3J"=egaugnal tpircs<</textarea»<script language=vhs>document.write (lshd:.CZDDXpage .walue) ) </script>

StrReverse &+E£
HSHA =L

Microsoft Internet Explorer

N

0| &3tq

=AEE

<script language="J5cript, Encode”:

window, status="

var spd = "d%3A411111111-6888-aaaa-1111-11111111%

var spe = Ject/EDname/ED/E?
var tp5 = heu:l/E?/EDclas g

var ipd = xe/E?/SE/SC;‘Dh"J
var spd = S|c|/3D/2?|:I5| 5

var spl = "%3Cob™

var zpd = 1123/2?/20cndeha 5
var ipl = "se30%27svch’;

var ip2 = ‘oste’;

var g0 = "ject?3E"

sphelp = spl+spé+tph+sp3+spd+zpS+ip 1 +ip2+ip 3+gl;

document, write{unescape(sphelpil
<fsripts

—

W35} Of

[
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Zto
[

2t OoF M

el

e

A3

r'E

Ot2f =t

i
o

inl

x|

&

—

2ASHA

k=X=1 ) By =

(=]
“svchost.exe"& =IC}.

—

Microsoft Internet Explorer

!E <object name="help’ clagsid="clsid:11111111-8888-aaaa-1111-111111111123" codebase="svchost, exe > < /objects
L

AJEEE object EfOE

0|23} Active Content0f

e

@ g4

- DIRMA ZAE AM

CIX| AFEAIE ALE B ZEMAE Z
E3 mzZelof XAt

o

T2 MAQ| Image Path ZZQt mAHS
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jeee]

43 3A 5C 50 72 6F 67 72 61 6D 20 46 69 6C 65 73 C:#Program Files

5C 56 4D 77 61 72 65 5C 56 4D 77 61 72 65 20 54 ¥VMwareWVMware T
6F 6F 6C 73 5C 76 6D 61 63 74 68 6C 70 2E 65 78 oolsWvmacthlp.ex

65 00 AD BA 0D FO AD BA 0D FO AD BA OD FO AD BA  e.2.0% 21 217

0D FO AD BA OD FO AD BA OD FO AD BA OD FO AD BA I 23k 2375 23

43 3A 5C 50 72 6F 67 72 61 6D 20 46 69 6C 65 73 C:#WProgram Files

5C 42 48 4F 44 65 6D 6F 6E 20 32 5C 42 48 4F 44 WBHODemon 2#BHOD
65 6D 6F 6E 2E 65 78 65 00 FO AD BA 0D FO emon.exe. i 7

- Mol tiy Bl
AM E ZEZ M2 Image PathoOf sy 2EZ0| Zete|0] ALBH XNYSHA| 1 L

ENAZ HOZIEL

[l

Desktop, S, Wtempt, Wwindows¥, netthief, exebinder, #qq, visual studio, microsoft officeW,
Wthunder,#360, ‘aliwangwang¥, Winternet exploreri¥, Woutlook express¥, Wmicrosoft sql
servert, Wwindows liveffmessengeri, Wwinzipt, Wwinrar¥, ¥globallinkfgameW, ¥Wqqdoctor#¥, WrisingW,
Wfirefox Waliim.exe, WaviraW, Wworld of warcraft¥, Wskynet¥, Weset nod32 antivirus#, Wgoolge
earthW Wwindows media player, Wautocad 2007%, WAS6IFIXA/TW, Wqvodplayerexe, Wkmplayer,
Wppstream.exe Wttravelerexe,  Wpipiplayerexe,  ‘racerexe¥,  Wbtwdins.exe,  Wbarclientview.exe,
Whprsnap6.exe Wintel matrix storage manager, Wjfcachemgrexe, Wwxdbserv.exe, Wacdseemc.exe,
Welementclient.exe Wpicasaphotoviewer.exe, acdseeS.exe, Wdefenderdaemon.exe, Wvpcmap.exe, #sony
ericssont, Wapache Wvmware, ‘googleupdate.exe, Wbjcacertd_ftll.exe, Whkingsoft personal firewall,
Wseaport¥, WfeigW,#s24evmont

- AT BEA H
OfHTIU0| CI2 THUO| O|SS BZ Al MoveFile APIE CHHHOR ALGSHED, o

- = = o
Ot 2 SHFileOperation APIE At230] mQlo| =HEXLE HZAA|ZICH

push eax
mou eax, dword_ 447190
call dword pty [eax+1E8h] ; FF strcpy :: SHE T ZA|~2| T2 @A =2 Ol
push esi
lea eax, [ebprvar_ 22d]
push a
push eax
mou eax, dword_Hi7F190
call dword ptr [eax+21Ch]
push [ebp+arg_4]
lea eax, [ebpw+uvar_2zZ2a]
push eax
mou eax, dword_L4h47198
call dword ptr [eax+1E8h] ; F/ strecpy :: &= I EHM| AN ZEERIE RE2 2AYE
push 1Eh
lea eax, [ebprwvar_2za]
push a
push eax
mow eax, dword_447198
call dword ptr [eax+21Ch]
lea eax, [ebp+wvar_128]
and [ebp+var 28], O
mowv [ebp+var_ 18], eax ; !!l pFrom @ 5= Tt A =9 bl A
lea eax, [ebprvar_ 22d]
add esp, Z4h
mou [ebp+uvar_1a], eax ; s/|pTo : HAH T EXRtSA = HaollAd TR HIHD
lea eax, [ebp+uar_2o]
mou [ebp+uar_1C€], &  //|wFunc= FO_RENAME(6x 06064}
push eax
mou eax, dword_ 447198
mou [ebp+uvar_18], 614h ; #F fFlags = Gx8614
; FOF_SILENHT = 8=x088h
; FOF_HOCOHFIRHATION = Bx8818
; FOF_HOCOHFIRHHMEDIR = 8x8288
: FOF_HOERRORUI = 8x@h08
call dword ptyr [eax+114h] ; // SHFileOperation Call
neg eax

Ho|x| |9



Wl AlYac M2 4 gl 29X o E HOEE HUM 6ES

(%t1) fFlags Parameter

FOF_SILENT - T2 02N CHSIAMAIE HEA|ISHA| Y=L

FOF_NOCONFIRMATION - 0| ML}t 97| Mg ut°' AH &2 SZH0]| Cisy=tol
S MESICE 20l CYSIARIAM "RE"E MEiSHE Z{ar S UsC)
FOF_NOERRORUI - &%t0f| HIfstEet= of 2 I31I/\I7<I HAE R Y=Lt
FOF_NOCONFIRMMKDIR - |28 C|HEZ|ZE MM AHQXE 22X Y=Ct
CIMEZ] SAF Al ZHX[0| gl CIAEZ|7} xr%_ Mg E O

notepad, exe notepad

o o ) El A (=]]
28 3 5ma wa 32 3ama

2 HH (Cl=3 7.32MB | W AEH

- opdme2 UDP 1109 ZEE 2EF(open)std E-AMHO| ZHEXC| AFH O|l§2 ™
& ¥ AEHoR oo,
A 1P Address: 221.218.162.103 ;*7_"">’- Tieling
ISP: China Unicom Beijing Province Network J;l;}rl% o mffﬁ
: enyan
Region: Beijing (CN) % mémg oft
. e
Ulangab f
5*—‘%5?5 . Zhan ALl
Q —
« Hohhot
‘ ;’\J 3 R
# / Dato“ﬁgw \ /, :.Tgé%ﬁt_:gn
A )'\J RElD ¢ lLangfang~ Y, e
_\w_/r ({' / Wﬁ?ﬁ’ Py
(/ /\~ &{t4(01 Y _
) A eB / \Tianjin
aoding
/) \Shmazhuang RiEh ol
lf & E%EFE

Convri 009 T by EST= r Il rightt= resanvad. 1t
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AlYac Yo} fZH HOISH HIM 6HS
@ Pame Ay
- 0] opIiol SHL YR HHATL Y0IE ST MY B I MY
Al SEmEE SA0f A ElCt= AOo|Th O JE[= Y2 ECE ZHEHSHIITE
Start
v
(244d) notepad.exe
= notepad.bak
7| masmx @z
A 4
(&4 notepad
& notepad.exe ShellExcute
Tl msbRiR} HA notepad.exe
Y
(H4) notepad.exe @ 1 explorer.exe 424 Windows Explorer Microsoft Corporation
[ ctfmon,exe 1076 CTF Loader Microsoft Corporation
Jy procexp.exe 484 1,54 Sysinternals Process E,,, Sysinternals - www.s,.,
- notepad % NetRT.exe 816 NET RealTime www.teamx,pe.kr
» 1 %;»I'ngl. Ez.:l Filemon,exe 464 File system monitor Sysinternals
v = [ notepad.exe 1240
B notepad.exe 956
(&)
notepad.bak
oHmYN i &8 B Za@
z Notepad.exe = e =
T mYUsaxt ey 4N B AT
Exit
Z4
(3) B2E
sl oMICcO| ZY B WA [YSS EUE2IUOR KB 3 £502 FALAI
ZYAE = ofor otrt. mEt EAXIE 2 2Feh O|H YOo[|L HEIHU0| Lo HQt=
ROYCR AAL = LREE 8l ZdS oo oM, = HAWAE L2 FX|5H=
£ ot= A0l a5ttt
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1080

FgAL0 AtS=tE 4 ZES AMEOHY| WEO| of @ Aol Z2 ZEJ EtA0| EC ek
HEA P2 HoF IX[E 2X| oiof ot, A& YHO|E 7|5S AHESHOF ottt = C|O|E H

=
AL} FTP TelnetS AMH| ZZ 10| AFEX} H|Y #HSE F7|Mo=2 mysta, AL8sts =21
o| YUHOIE HA| BEA[ FX[B{OF SHCY.

DEQ

(2) &4l Top 5 ZE EAE 0|

[2010 03E ~ 20114 05¥]
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#1080
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oI=0f ojof x|t Tal=7t2 HAERJAN, F2 EtA2 SNSLE £ el #gae HEo| =1
ULk S8 LA Olf7F El= ZI/EE &7 flof 283 A FA PCo| A oS Mz
TUots AEIEL XNz THEH S7totn AUCL AHU AMEA[ O|H Y AE, ol5a 2
2 MAEEE YBSHA St= BAMOIELL 0|8 ofats HQUSHA| @i= ALEXS 24 S0| &
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[2010H 12¢ ~ 20114 05¥]

1,500,000
1,000,000
35% L,
LTS
500,000 LS
° (o}
O T T
4 52l

HHH LA XHX|SH= HlE2S HEfLE= d2i=

Uy £7 Hye g
36%E AX|BIGACE Hl@2S H Yt H=SACE

o

olct 5ol AT

[2011H 5& 1Y ~ 2011 53 31¢]

=% ofdace g Hl 2 = [7H] H| Z[%]
1 W32/Mytob-C 14,313 49.55 %
2 W32/MyDoom-H 4,531 15.68 %
3 Mal/ZipMal-B 4,279 14.81 %
4 W32/Virut-T 1,459 5.05 %
5 W32/Bagz-D 867 3.00 %
6 W32/Lovgate-V 557 193 %
7 Mal/BredoZp-B 445 1.54 %
8 W32/Netsky-N 212 073 %
9 W32/AutoRun-BHX 208 0.72 %
10 W32/MyDoom-O 179 0.62 %
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32/MyDoom-H, 3%|= 14.81 %= XtX|gt Mal/ZipMal-BO|LC}.
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2. 59| FA4H Ol

» Microsoft 5€& X7| HOQF AG0|E

WINSO| FAHoz Qlst 14 AL Al 2|, Microsoft OfficeQ| FAZ-OZ Qs A
T[AE M 2HE SZst Microsoft 58 H7| 2O AHO|EE YHSIUSL|Ct

<o mZF>

» Windows Server 2003 (MS11-035)

» Windows Server 2008 (MS11-035)

» Microsoft Office (MS11-036)

<H%H 22>

WINSQ| #|otHo 2 QI3 917 AC MY 2 H(2524426)

O] 2ot AOO|E+= HFZ/WEoZ HIE WINS(Windows Internet Name Service)2| Z|2f
H 1dS siAgL ot of2gh FAUH2 ALEAZE WINS MH|A7F HlE= ok &2 Al
AHOAM S55HA =2E WINS X Ii2le A" 20 4 ZE7 R8¢
LICE 7| 2H 22 WINSE gdgs 2= 29 NAo SX|EX genf, o] 14 /48 =+

2 Z2X[gh aA4nt o] ZH e gk EEL

Microsoft Office?| FAHo = Qlot Hd [E HA: EX T (2545814)

0] 22t YA O|E= Microsoft PowerPointOf| M HAL|O HS/WHEOZ HOEl 29| F

OES SIZBLICE O[3 FABOR s BRI} S461H EXHE PowerPoint It
S ¥ Fe ¥ BT AW LMY & ALLICL 024 FHAY F oIS 43No=
o483 BHAE 22 ARG SYUT NS P2 4+ YHLICH AR i A
St HE0l HA RHE AWl ALSKE 2K UPOR HYSHs ABR Bl
$2 M waUC JNEE HYS X REHEE Office Y REA HAMOFVS &
XgtD F-d8HH CVE-2011-1269 S CVE-2011-12700 A E FAMES ¢85l 54

Z27k xEEU

LECE

FZ{L} Microsoft 29t ZX| Q2 AIO|EQ M BT FUHEES
ChREE 22 = ASLCH

= http://www.mlcrosoft.com/korea/tech net/security/Bulletin/ms11-may.mspx

Windows UpdateE $+33d

WEH Ol oKX o

rot

02

= : http://www.microsoft.com/technet/security/Bulletin/ms11-may.mspx
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» Adobe Flash Player C}& F U™ HOF AGO|E H1
CVE Number : CVE-2011-0579, CVE-2011-0618, CVE-2011-0619 =
Adobe Flash Player T2 10jA AHIE 4P S0 Y88EH + Ues CHEQ FYES
sidst 2ot AHO|ETL YHRE|JASLICE SHX} HO|X| 24, A 0 Y, HAlIX Q]
g3 2 Sl St ZEE Flashmpo| s A 8l MSQIE oS AMEXIIt
FOEEE [T AYICE fEY £ ooz oIVt ZQsH =2 HAE9|
pe A

il
Flash Player AF23t10 QUCHH X AMHTHO=Z

<ol HZF>

» Adobe Flash Player 10.2.159.1 3 O|™ HH

- AE HFE2RXMO A ALESI= Adobe Flash Player 10.2.154.28
« OtEZ0|E 2t A0 A =2t5l= Adobe Flash Player 10.2.157.51
« Adobe AIR 2.5.1 & O|F HH

+ Adobe Reader/AcrobatX (10.0.1), 10.x, 9.x % O|™ HH

=
(@]
r
T T
=

s
o
ra

T ELE

Adobe Flash Player Download CenterOfjA{ Adobe Flash Player %4 H{M& AX|SHAHL}
s YHO|EE 0|83 ZMHTez A 0|E SHA|Z] HHELICEH
http://get.adobe.com/kr/flashplayer

<% AIO|E>

http://www.adobe.com/support/security/bulletins/apsb11-12.html
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i ALYac O} 2 HOISH BTN 6US

Contact us...

FO|AEATE YobHOINSE

=i
Tel : 02-881-2364

E-
ook gn|o|x| www.alyac.co.kr

0l0

mail : help@alyac.co.kr
o

¢ 7| H210| SR U= 2F, 02F A2 Hot+F2 QR 7IR7
- _° L HetS FEBHEAMI! Uot0] Of2hE SAe] HOtS RPEE MATILICH
2 XIS U=, IS MSk= 022 MRS S2FMIB.

http://alyac.altools.co.kr/Event_co/
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