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Y%temp% AZ0| [16 Ti4=-19 Kflihsdj LS 245 S M LIEOZ “EP866p5MI3wDS513” 2XIES
HO|SERACE 0] 2XIHE =5 T S35 Initialization Vector 2 AF2E Z1O|CH

" yserawpcx13ySuziw29 ihsd) - B 2% =8 |EcE 5=
TYE BETE MO 2V ESTH)

EPBEEpEMIEwDEE1 -
4 k

22 3] mpes A

ESTsecurity



4) FPHEN = 2H A= S5
Y%temp% BE0 X7 | X141 ihsdjexe O|ECE SX S
S25}0] 15 S0ICHABHSIEE AMSITT

ol ME] =27
ok

: 2017-10-23 2= 6110 - E2|HE = Q7|22 15 200 HSHE SO
@y&QrSWpcﬂSyQuzinQ &FH| 2017-10-23 2= 6110 - EZ|AHE = 27|22 15 2010 gr=2 L}
ast |=27| &% (=3 gz [2=ws ot @

a3 At
pcalua.exe -a ChlUsers\jyk\AppDatatLocal\Temphihsd).exe

[ 4] =R X A ER S5

5) 7Hdst 2Rl & (RC TS
SHEH BHAMQI01= 4 7HO| URL S AKRSHH QIS5 ARk 2 71AISH 5174 022 5101 BiT} Qtas} 517 |M URL

0N ASEE=A]

H
re

IEHEE “new” 2h= AIEO0|, SeP| &EE S0l= "end'2h= EAIE0| TS =M 7H

2015111, 71 ZME URL Ii2HO|E{0f] MESHT.

7MHAl 2012 HHAMO = A5H0)| AQEl= Al
1,000 2L} 2 Z2 oiiF AIARS 7RIHACE BRI} 7RIHAICE TS ZAL0= URL ORX|20H| =<AH1 S
7|5k, 7HmAI0] OH|2tl THEE BR0l= At 0 = 7| et
URL B IPHH URL It2t0[E 7tetet AR
bankme.date 185.99.2.183 LS 3tAZfnew 7hedeRl A1
jobsnot.services 192.71.247.13 st =iend 7testofd Z<2:0

carefitagency 51.255.51.208

hotdisk.world 212.73.150.211
[ 1]URL 20| HE

Frame 127: 115 bytes on wire (920 bits), 115 bytes captured (920 bits) on interface 0
Ethernet II, Src: Vmware_a7:6e:d7 (00:0c:29:a7:0e:d7), Dst: Vmware_ed:db:3e (00:50:56:ed:db:3e)

Transmission Control Protocol, Src Port: 49241 (49241),

=

st Port: http (80), Seq: 1, Ack: 1, Len: 61

HOsST: yws9r3wpcxl3Iyouziw29. bankme. date'rin

NG
[Full reguest URI: http:/ /ws9r3wpcxl IySuziw29. bankme. date/newl ]

[HTTP request 1,/1]
[Response in frame: 1347

3 5]RCES
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6) LSSt Chef MU Z4M

ASSt N2 BE =2| E20|EE ElolH, M2 ZZ2E HIQ|

OICt.,

ESTsecurity

i 5

; Attrib

push
mav
sub
push
MV
Mo
rdtsc
Mo
cpuid
rdtsc
mav
mav
sub

pop
mow

pop
retn

sub_ 487028 proc near

var_8= dword ptr -8
var_4= dword ptr -4

sub_ 487028 endp

utes: bp-based frame

ebp

ebp, esp

esp, 8

ebx
[ebptvar_8], @
[ebpt+var_4], @

[ebpt+var_B], eax
3 cpuid to force vmexit

[ebptvar_4], eax
eax, [ebptvar 4]
eax, [ebptvar_ 8]
ebx

esp, ebp

ebp

2 e 7rdet el A

Ol

EE FZ0|H, A= *hwp

r

=
=



= L":\\documents and settings\l\all usersi\";
L":\\documents and settings‘\default user\\";
L":\\documents and settings\\localservice\\";
L":\\documents and settings\\networkservice\\";
L"\\appdata\\locali\";
L"\\appdata\ilocallow\\";
L"\\appdata\\roamingh\";

L"\\local settings\\";
L"\\public\\musich\sample music\\";
L"\\publich\\pictures\\sample pictures\\";
L"\\publich\\videos\\sample wvideos‘\";

L"\\tor browser\\";

L"\\$recycle.bin™;

[Y=R =]

=]

[EUR S )

L"\\$windows.~bt";
L"\\Swindows . ~ws";
4 = L"\\boot";
5 L"\\intel™;
B L"\\msocache";

iyl

L"\\perflogs";
L"\\program files (x86)";
L"\\program files";
L"\\programdata";
L"\\recovery";
L"\\recycled”;
L"\\recycler”;

L"\\system volume information™;
L"\\windows.old™;
L"\\windowsl@upgrade™;
L"\\windows"™;

L"\\winnt™;

a;

i=8@; 1< 38; ++1i )

(Y=l = ]

ok = ®

oo B
Eomn T || | || | | [ || | | T | N1 A T I )

py}

-
L
-
Wi
w2
v
w
v
-
W
W
v
R
L
-
WL
-
Wi
w
v
w3
w3
w3
w3
w3
w3
w3
w3
w3
il

[~ R ]

for

if ( sub_4@eCF@(lpstring2, (&vo)[1i]) )
return 8;

(03 71otSat e M A

St HQ e B2

"\intel"
"\documentsand settings\networkservice\"

"\msocache"
"\appdata\local\"

"\perflogs'
"\appdata\locallow\"

"\program files (x86)"
"\appdata\roaming\"

"\programfiles'
"\local settings\"

"\programdata"
"\public\music\sample music\"

"\recovery"
"\public\pictures\sample pictures\"

"\recycled"
"\public\videos\samplevideos\"

"\recycler'
"\tor browser\"

"\system volume information"
"\$recycle.bin"

"\windows.old"
“\$windows.~bt"

"\windows10upgrade"
“\$windows.~ws'

"\windows'"
“\boot"

"\winnt"

(2 2] &3t A2l e A2
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03 etMTC

OtMTC M BT

=

I

o5 5T SR}

"doc’, "docx’, "xs',"x(sX', "ppt’, "ppitx’, "pst’, "ost’, 'msg’, "em’, vsd', "vsdX, "cs, "', "123","wks', "wk1", "pdf’, "dwg', "onetoc2", "snt’, "doch”,
"docm’, "dot’, "dotm”, "dotx”, "xlsm”, "Xlsh”, "xtw", "xIt', "xIm", "XIc”, "}, "xttm", "pptm’, "pot’, "pps’, "ppsm”, "ppsx’, "ppam”, "potx’, “potm’, “edb’,
"hwp', "602", "sxi',"sti", "sldx’, "sldm”, "vdi', vmx', "gpg’, "aes’, "raw’", "cgm’, "nef", "psd", "ai", "svg’, "djwut’, "sh”, "class’, "jar", java', 'rb', "asp’, "php’,
jsp", "brd", "sch”, "dch’, "dip","p", Wb, 'Vbs', "ps1", 'is', "asm’, "h’, "pas’, “cpp’, "c’, "cs', "suo’, "sln'’, L', "mdf", ibd", "myi", 'myd", frm'", "odb", "dbf", "db’,
‘mdb", "accdb”, "sq", "sqlitedb’, “sqllite3", "asc’, "lay6”, "lay", 'mm", "sxm’, "otg’, "odg’, "uop”, "std", "sxd', "otp", "odp’, "whb2", "slk’, "dif", "stc’, "sxc’, "ots’,
‘ods’, "3dm’, "max’, "3ds’, "uot’, "stw", "sxw’, "ott", "odt’, "pem’,"'p12","csr”, "art’, "key", "pfx, "der’, "1cd”, "ed”, "arw, "jpe’, "ed, "adp”, 'odm”, "dbc’, "fix’,
'db2", "dbs’, "pds’,"pdt’, "dt’, "cf", "cfut’,"mx", "epf’, "kdbx, "erf’, 'vrp", "grs’, "ge0’, "st', "pff’, 'mft’, "efd"’, "rib", 'ma’, "wo', "ws', 'm3d", 'mb", "obj’, X',
x3d", "c4d", "fox’, "dgn’, "4db’, "4d", "4mp","abs’, "adn’, "a3d", "aft’, "ahd", "alf’, "ask’, "awdb’", "azz", "bdb", "bib", "ond", "bok’, "btr’, "edb”, "ckp”, "clkw’,
‘ema’, "ard’, "dad’, "daf’, "db3', "dbK’, "dbt’, "dbv/, "dox’, "dcb’, "det’, "deX, "dd", "df1", "dmo’, "dnc’, "dp1”, day", "dsk’, dsn’, "dta’, "dtsx’, "dX’, "eco’,
‘ecx’, "emd", "fed", "fic', "fid', 'fi',"fm5", 0", "p3", "fp4", 5", fp7", "fpt’, "fzb", "2/, "gdb", "gwi", "hdb", "his", "ib", "idc”, "ihx", “itdb", "itw", "itx", "kdb", "lgc’,
‘mag’, 'mdn’, 'mdt’, "mrg’, 'mud", "mwb’, "s3m","ndf’, "'ns2","ns3", "ns4", "nsf", "nv2", "nyf", "oce’, "oqy’, "ora’, "orx’, "owc’, "owg’, "oy, "p96", 'p97",

"o "o "o nn nn nu non non non nn onon nn nn

"pan’,"pdb", "pdm’,"phm","pnz’, "pth", "pwa’, "gpx’, "ary’, "avd", "rctd’, "rdb”, "rpd"”, "rsd", "sbf’, "sdb’, "sdf", "spd’, "sqb”, "stp", "str", "texX’, "tdt’, "te”, "tmd",
trm’”, "udb”, "usr”, 'v12', "vdb', "vpd", "wdb', "wmdb", "xdb", "xId", "xlgc”, "zdb", "zdc","cdr”, "cdr3", "abw’, "act’, "aim", "ans", "apt’, "ase”, "aty”, "awp",
"awt’, "aww’, "bad", "bbs', "bdp’, "bdr’, "bean’, "ona”, "boc’, "btd", ‘cnm”,"aw’, "cyi", 'dca’, "'dgs', "diz", "dne’, "docz”, "dsV', "dvi”, "dx", "eio’, "eit’, "emix",
"epp", "err’,"etf", "etx", "euc’, "fad, "h2", "o, "fd", "fdf", "fdr’, "fds’, "fdt’, "fdx’, "fdxt’, "fes’, "fit’, "fir", "fodt’, "gtp", "fit’, "fwdn’, "fxc", "gdoc’, "gio’, "gpn’, "gsd”,
"gthr”, "gV', "hbK', "hht',"ns", "ntc", "hz", "idx’, "it","ipf", "jis", "joe”, "jp1", "jrtf", "kes", "klg", "knt", "kon", "kwd", "lt", "lis", "it", "It "2, "Irc’, "Ist’”, "ltr", "1,
"lue’, "f","wp', "yt "tyX', "man’, "map”, "mbox’, "me", "mel", "min", "mnt’, "mwp", "nfo", "nix’, "now", "nzb", "ocr’, "oda’, "of", "oft’, "ort", "p7s","pfs’, "pit’,
"ort’, "psw”, "pu’, "pvi", "pvm’, "pwi’, "pwr”,"qd’, "rad"’, "rft’, "ris”, "mg", "rpt’, "rst’, "rt’, "rtd", "rtx", "un’,"rzK, "rzn’,"saf’, "sam’, "scc”, "sem’, "sct’, "sew”’,
"sdm’, "sdoc’, "sdw’, "sgm’, "sig’, "sla", "sls’, "smf’, "sms’, "ssa", "sty”, "suby’, "sxg’, "tab", "tdf’, "tex", "text’, "thp’, "tb", "tm", "V, "tmx", "tpc”, "vj", "u3d’,

nn non non nn o no 1 nn nn nn non i nn nn nn non n

"u3i", "unx”,"uof”, "upd", "utf8", "utxt”, "et', "vint", W', "Whk'", "wicf", "wgz", "wi","'wp", "wp4', "wp5","wpé', "wp7", "wpa", "wpd", "'wp", "wps', "‘wpt",

"WpW", "Wri", "WSC", "Wsd"’ "WSh", “V\fb(“, "Xd", "Xl I’ "XpS"y "pr", llxy3ll’ llxypll’ "Xy\N"’ llybkll’ "ym", "Zab/\/"’ "ZVV", "abm", nafxll’ "agif" "agp", llaicll’ "albm", namll’
noy

Ilapmll’ llapng_ll, llapsll’ llapxll’ llartll’ "aSW ) bayll’ "bm2“, 1! II’ "bd(“, llbrnll’ "brt", llbssll’ "bﬁ", "C4", llcall’ llcalsll’ llcanll’ "Cd 5“, “CdC", "Cdg“, "Cimg!" llcinll’ llcitll’

non non nou non non nn nu_mnon (] nn nn non non nn nn oarn non "o non non nou mugnn

"colz", "epc’, "epd’, "epg’, "eps”, "epx’,"ar2","dt”, "de2", "dcr”, "dds’, 'dgt”, "dib’, "djv', "dm3", "dmi’, 'wue", "dpx’, ‘wire", "diZ’, "dt2" "dtw", "av', "ecw’, "eip”,
"exr’,"fa", "fax, "fpos’, "fpx’,"g3", "gedp’, "gfb”, "gfie’, "ggr, "gih’, "gim’, "spr’, "scad', "gpd'’, "gro’, "grob", "hdp’, "hdr’, "hpi", i3d", "ian’, "icon’”, "icpr’, "iiq",
"info", "ipx", "itc2","id", ', 'j2¢", 12K, "fas’, b2, "oig’, ‘fomp”, jor", "ifif", fia", "ing’, "ip 2, "ipg2", fos', "jox", itf", fw, "ixr", "kdc", "kdi", "kak", "kic", "kpg',
“lbm”, "ljp","mac’, "mbm", "'mef", 'mnr’, "mos’, "mpf", "'mpa’, "'mixs’, "my", "ncr”, "nct’, "nlm”, "nrw’, "oc3", "oc4", "oc5", "oci", "omf", "oplc’, "af2", "af3",

n non non

asy, cdmm

nou nou non non nou nn non_enn non non

,'edmt’, "edmz’,"cdt’, "emiX’, e, "esy”, "5, "ovg, "o, "ovs', "oux”, "owit’, "oxf', "des’, "ded”, "dhs', "dpp’, "drw”,"dxb”, "dXf", "egc”, "emf’
"ep", "eps’, "epsf', "th10","th 11", "h3","th4’, "ths","hé", "7, "h" "fif, "fig", "fmV/,"ft10", "ft1 1", "t7","t8","ft9", "', "fxg’, "gem”, "glox", "hpg', "hpg’,
"hp", "idea’,"igt’, "igx", "imd", "ink", "Imk", "mgcb", "mgmf", "mgmt’, "'mt9", "mgmx", "mgtx’, "mmat’, "mat’, "ovp", "ovr", "pcs’, "pfV', "plt", "vrm", "poby’,
"psid", "rd","soV", "sk1","sk2", "ssk’, "stn’, "swf", "svgz", "tlc’, "tne”, "ufi’, "vor', "vec', "'vm", "vsdm’, 'vstm”, "stm”, "vstx', "wpg', 'vsm', xar","ya","orf","ota’,

nn__enn non nou Ul nn "o nn

"Oti", llozb ) OZI ) Ozt : pa : pano i pap ) pbm i Fx:1 Il’ "pczn, llm3ll’ "pcd", "pdd", "pell.", "pef', "pﬁ", "F)gFI’ llpgT_I i p” Il’ "pi2

nou no nou non nn

,"pi3","pic’,"pict’, "pix', "pipg,
llpmll’ Ilpmgll, Ilpni"’ llpnmll’ Ilpntgll’ IIpOF)II’ Ilmdly llppslly Ilppm"’ llpr\N", llm)(ll’ llp%", "ps[)“’ Ilmgll, "pb(“’ llwrll’ llpxll’ llpxrjl’ Ilp23ll’ llpzall’ "pzpll’ IIpBII’ ll23dll’

Ilqmgll’ llrasll’ "r(ju","rgb","r I,"ric","ri l’ llrixll’ "r[e","r[i","rpf', "rri“,"rsn’ "rsb", "rsru,"rW I’ IInNII, llszmvll’ "Sci","%p"’ "sf Il’ "Sﬁ/vn," I Il, Ilsldll’ "SOb","Spa“,"spe",

ESTsecurity



Ilsphll’ llspjll7 llsppll’ ||SI’2II7 Ilsrvvll’ "Wallet", "ipeg'", ujpgll’ "de kll’ Ilarcll’ "paq", "bzzn, "ﬂ:)k", "bd(", "tar", ll@"’ "g", II7ZII’ llrarll’ "Zi p", llbackupll’ "i$"’ llvcdll’ "bmp",

llpng_u’ "gif", "tif“, lltiﬁﬂ’ "m4u", "m3u", "mid", "Wma", "ﬂ\/", "3g2", "mkv", ll3gplly "mpll.", "movu, "avi", "aS I’ "mpeg", "Vob"’ "mpg", "WmV", llﬂall’ "SWFIy "VVaV"’

o3’
[ 3 Q4B Y 2Rt
7)o Ass
O O Yesh= AES128 S 0[Sot0] fiZ=ts ot feett 2=EH 2FyAt ihsdj 7t 71E MEE Foi| F/HEC.
SRR L]
v EP866p5M93wDS513
AES 128 Key S2C2E71C7K650Pyl

[E4 Sty

|| 02-Track-02.mp3.ihsd]
|| 03-Track-03.mp3.ihsd]
|| 04-Track-04.mp3.ihsd]
|| 05-Track-05.mp3.ihsd]
|| 06-Track-06.mp3.ihsd]
|| 07-Track-07.mp3.ihsd]
=| READ_ME_FOR_DECRYPT_ysSr3wpcx13yuziw2d_

(02 8| AS 3t 2tz 31

@ Ysep} A=E SC0)| M4E READ_ME_FOR_DECRYPT_[16 Zl=~19 X[ 0|S2] #M L-EES HM AZX D 2}
HO|E =415 2loll EE E2IRK HXIE Rkt

| READ_ME_FOR_DECRYPT_ys9r3wpcx13y9uziw2g_ - 2 aH ==
maF) HEE MAMO) 2710V =32H)

ALL YOUR DOCUMENTS, PHOTOS, DATABASES AMD OTHER |MPORTAMT FILES HAVE BEEM ENCRYPTED! -
Wour files are HOT damaged! Your files are modified onlw. This modification is reversible.

The only 1 way to decrwpt wour files is to receive the private key and decryption program.

Any attempts to restore wour files with the third-party software will be fatal for wour files!

To receive the private key and decrwption program follow the instructions below:
1. Download “Tor Browser” from httes:/fwww.torproiect.oras and install it.

2, In the "Tor Browser” open wour personal page here:
htte://ys9r3wpcx13vSuz w29, ofotarmsrdcbe3rz . oni on/EPBE6PEME3wDSE1 3

Hote! This page is awvailable wia "Tor Browser” only.

Also wou can use temporary addresses on wour personal page without using "Tor Browser”:

http://vs9r3wpcx13vSOuz iw29. bankne . dat e /EPBEGpEMS3wDS51 3
http://vs9r3wpcx13vSOuziwZ9. jobsnot . services /EPBEERENI3wDSE13
http://ys9r3wpcx13vSuz w29, caref it . agency /EPEE6PEMISwDSE1 3
httep://ys9r3wpcx 1 3vSuz w29, hotdisk. wor | d/EPBEEREMS3wDSE13

Hote! These are temporary addresses! Thew will be available for a limited amount of time!

Fl

[Z2!9] 2 - E 5™
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® E2 HfRXE MX[5I1 personal page 0l TL6HH Of2hiet 22 S1HO0| HO0|11 HI0|E S+ st
OHO|C|2EE(My Decryptor) THOIHE QTSI 5 Y O|LH F0HE 4L HIEZQ! 0.200(~$1169 - kst 130 E.'_f%)olm,
5 0| X S0jl= 7= HIETQIQ| & HHO|CE ETTZ 2048KB(2MB) 0|2t 1 7Ho| IUS F2 2 =2l F=

7I5E MiSoli 11 QUL Ol= MY ===10 tigh 7Isds =0 HIEZR! ZHES =217 flet €52 J.‘_é.oi
HQICY,
/My Decryptor s+ =N o )|
S @ (-L @ ysorzwpoxl 2y0uzin2d ofotgrmsrdebearzonion/EP266pSMO3wDS513 & || Q se =
MY DECRYPTOR Home Page Support 77777777 Decryplﬂﬁ\eforFREE 77777777 Reload current page T

n

Your documents, photos, databases and other important files have been encryptedl =

WARNING! Any attempts to restore your files with the third-party software will be fatal for your files! WARNING!

To decrypt your files you need to buy the special software - "My Decryptor”

All transactions should be performed via EITCOIN network.

Within 5 days you can purchase this product at a special price: BTC 0.200 (~ $1169)

After 5 days the price of this product will increase up to: BTC 0.400 (~ $2338)

The special price is available:

04 . 23:59:17

[0 E2 22X T4 51H
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=0 2= 2N 2E0MT SEoks S 20l DY fset  AREKAIC| PCt =0 2-d2IX| 2216t 2,
AUSSIE TIRMGIT). ASSIEl= M| SERK= hwpEAE HIRSH 800 7H OFLO|Ct [MHEtM Bh=0 2t ARZAI2HH
C= F2IS 7|=0{0folH LIERS HZ0| =X| 01T ti=ale]/| R0 22tS flof HIAHUS AEst= 7I8S:

20 S0 & 2 F2UE 712 00F 2IT.

CESHE HTMOIN CHR 2T 20| EF-KIE ‘ kgpvwnr, ‘ hjinetmm’ 2 HZ5H= MyRansom HE0| R0
(o] 7

= A= U= 7t Mol et A= HOIC}

IS A0 Offdfol7| Plotikt= TR0 HFE M0 ChollA 3=fotOF ofal, FI= HOt fTI0IELL HFEO

SX|2 OHECIH 0SS e =l JEHZ RX[oHOF SITt. ot Q0 AizS2 FI/HOZ QI F DHAI0] 244sHo
CHU0H| A= AHEHOH| CHH|SHOF SHC,
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2ot Y=st ZHO= Qo siFS0] =& T 71710 AEE & JHQI RSA 7| 5+

Serious Crypto—Faw Lets Hackers Recover Private RSA Keys Used in Billions of Devices

OOEZA0E 3, e HP, SX|R7} IHSA =22| ZH=A| KIEF FXI2! Infineon Technologies MIA] KIxiat
RSA 2iS3} 210|E22|0]] EXlict= Azt F2PH0Y| Chol 15! QUCE 0] F2P ((VE-2017-15361)2 EF =24
US HAL ASSE HE X0l= FekS O|X[X| 22U, Infineon 2] Trusted Platform Module(TPM)O| RSA 7 |

HHE MMeH= S20| 71540f| =XHSICE, Infineon 2] Trusted Platform Module(TPM)2 ZHHRISHA| AK2 E|H, 2S5}

71E 717101l =&Joll SI=RI0E ESol== &4 & TE DI0|EZ HEZS0|H, 22F fsst I AN AZEI,

ROCA 7H2IRSA 7| E+& ¢t ¢l &l 34
ROCA(Return ofCoppersm|th sAttack)2t HH F 0] Ql+=al SA2 B4 SAXPERIC| 37H 72t 7EX|1L
U 721 A5} 7|2 HAKHreversecalculate) e 4= U2 5128t 4= Lt

STES2 S0 7|2 L E 1, FOB 71710fl Chet S2IHQ B2 o] 2R Qi 0] FUHR2 2oLt R

=

(]
— 11 —
't HE710| 2AZSHK| pE=Ct 0] Fofet EE Sofl 4d = 2= RSA7IS0| &S A=Al HRict

0|2 SZRPL 7| RIS ARl TfohiAte] 7|2 HO[HE ===t 6l o =S TIXIE ME EL| 2ATE0{0]
o

o, B2 = 2YUS H0tkE EPI ARES| ESTHRIE Rl 4~ A =Lt
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04 ali?| Hot SgF

ROASE, eI 2| 7V IS5 340 =& Al A

Identity documents Trusted Platform Modules
(elD, eHealth cards) (Data encryption, Platform integrity)
Ty

L1—

Secure browsing

Software signing (TLS/HTTPS*)
— . —_— ﬂ
- RSA Library —
= [ on] = 1@
: Affected chip : k

Authentication tokans Programmable smartcards

Message protection

R - (S-MIME/PGP) m I%l

* only @ small number of vulnerable keys found

ROCAEZA2 2012 'E =FH Infineon A M E £iof| S2ks OIX|H ID 715, WASIES QFHoIA| MEol/| 2ol
ArZolk= PCOIHEE, Q15 B2, 22 Heley, AUEY 0 H S& 2= AME, PGP 2F 22 HAX| 25 S0
A = 2014 2 2048 HIES Eelot 7| Z0|0T 7tSoHH. 0] F2FE2 Infineon 2| 2fS2t 210|222 H &S

AIZol Eok= FF H 7[@ HRHS2| 220 Fe= OIEIC.

HP, 2|, SXIZR0|A 7HEret AR 3 12 325 71715 ROCA 320 ks &=L,

HOF AUS2 0] HI0]| Chet EHX|, 2t5t 2! SHZARO CHAH S7H3HCE 0 FUE2 = 2 & = E|0f Infineon
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DDoS-S—7 | CHA| &l 2 32 SZ0| AEREPD| M REIS2 A EH |2 20| HFHUES HF= AO0|
SQolCt" 11 BRIt SHS0 2[olH loTroop HAUET GoAhead, D—Llnk,TP—Llnk,AVTEC ,Linksys, Synology
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Unpatched Microsoft Word DDE Exploit Being Used In Widespread Malware Attacks
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Necurs 24, Locky H&9|0{ BiE ¢35l DDE 34 A+l
Emailed Invoice - 959146 - Mozilla Thumderbird f:__
4 Reply W Reply All = = Forward More~
n Cathryn Jennings < Cathrl,ln@[reclplent s email dumaln] >
¢ Emailed Invoice - 959146 Thu, 19 Oct 2017 11:02 UTC
[removed] <=
As requested
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Cathryn Jennings

Cathryn Jennings
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General
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Advanced
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Oh Ho! Your File Are Encrypted By Halloween Ransomware.

four Computer Has Fallen Victim To Halloween Ransomware

a = Back.

Important! Warning!
Tou TO Get Your File

But Dont Be VWorried There’ s Hope For
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