O|AEA|FZ|E]




2018.01

O|ABAIRE|E] HOt Z5F HilNM
CONTENTS

OPYTC S U 24 o108
oPTCE 53

x27}E0t 7|1 09-30
KEMICH A% AR QIS XIS(AL, A HOHO|= 7139 APER
QIE! CPU F|&(Meltdown & Spectre) AR

otYTE EM EHT 31-40
e

AHTE MM =4

4=

offe| Hot Sef 41-54
0

==



HTM

E

=3
oo

of

O|AEA|FE[E] H?

.I
—

LIS/ B =

(¢

ESTsecurity



1 . O LC %il:

21 Ciofet HOI0S0| LANE! SHOIRMELICY
Clef RSSO0l 2HE OB e RS0 ZHisH Pl2 831, ZoNisE
4EHO| _|_7=I° | 3H=|I—|L_-|'.

o
o
Q'E
0z
L
mjn
19
0p
Ol
(=)
1 O
_5
ﬂ
ok

1. 7R 7t 2RSS Eﬂ‘éoiﬁlh*lol*l'élﬂ‘-l*E%‘%E’if

TIALSHE| HElA BAKISS [HAIO S MAMKO| FIRTE 20| L QNKIIS ARRISH ATOJIAl 2240
ARSI SHAPTEEH HUO= A2 LAEAIZET} ISIE HWP EAIIA0] HEE 0 JACH MY
LA} OIS T 2Rl 2417} B2 SHXIZE B2k E0A= okl ASEET ERlElA| EL T 0]= 2l £4
CRCAH2 SIS Al=oti! ZHEE AMEA HEE RESkE SAIM 721 AN 52| S20| 7Isdtikl=
S40| AL USLICE

2. 7 = HRI0] SAKISO0 | SHadRlioP |01 7 (el M2 2pH=S Hittol= Al '2RA
7|20 H|HAZZA(VenusLocken)2t LETEIE(AutoCryptor) HHMYIHE RS SAXEI| 12 Sofl= HAY7t
Ofl 72| =2 A=Sk= O010d AETEE HiRESk= 3240] 2RIEFSLICE OS2 INKHIZZ 7| oY &
EXE &ATUSS A0 HHolH AN ek=5210] Zkdet ot Rt ot=0 HIYS ELM ABKIES
SI=oIRSLIC
HOl|, VIR ZHE & CNEEAIE 2 FAIES| MERES| 59 I-HQ-o e HgsS 2T 010[d
AATCE ol SHATE T HADUSLICE Eot 3TN M2 ATt 7Hd=il| Rz AFdF =T}
HO|AS SNS HAXKIZ Solf T HIfEl 0] 2RIE|7 | ofRSLICE

HIETQRET OfL2t 2UHI= S2| Gi71X| 7hd=HEC] AM7t XAt SARIS2 EHI=S BEE0I0] ZHIZ ASAL
Y= ThfetHIE ASAt =2H Alizoh= D018 HgT =0 HiRE= Hateh BERiLCh

NEXHORHEEE 712 APT 52 E A0 S48 AISSIH SIS0 LR BEfo] S2AI=E ol
SIFi= S0l 22513, ORIARS O ETIROIL URL 23S B2 B2l 201X 58 F3o)

ofH, AFES2! 0S 2F SW 2| HRIHXA[S BEA| ZRIHTOZ

IIQ

HO[E0H AFSOIAOF BiLICY,

ESTsecurity



01 AYTE SH Y 24

2. Yot OTE EiX| S

-1 —1O0-1—

U MT= TOP15
2017 H 12 20| ZH 24T Top 15 EIAENA= K|t 11 2of| 212k 1,2 2IZ XIXREE Trojan. HTMLRamnit.A 2t

TrojanAgent.gen 0] 12 & Top 15 ZIAENHME SYSH#E HROH, LIt TrojanAgent.Gen S 1,23 2=
XEK[St QHTE EX|FHO| ZFH = XiAl= 11 20i| HlH 12 Zoil= 72| Het 71710] sidst ~XIE 7|S3HLL

=7 == b TEE 7= SR
1 - Trojan.Agent.gen Trojan 1,053425
2 - Trojan HTMLRamnit A Trojan 319,755
3 - Trojan.LNK Gen Trojan 230,666
4 - Adware SearchSuite Adware 185,984
5 New Win32.Ramnit Trojan 168713
6 t7 Misc. HackTool AutoKMS Trojan 138,057
7 t4 Backdoor Agent.Orcus Backdoor 125114
8 13 MiscKeygen Trojan 119,886
9 13 Adware GenericKD.5981996 Adware 119,798
10 12 Exploit CVE-2010-2568 Gen Exploit 118,622
1 12 Misc Riskware. BitCoinMiner Trojan 109,481
12 15 Win32.NeshtaA Trojan 101,158
13 New VB:Trojan.VBS.VCF Trojan 98,789
14 14 Worm ACAD.Bursted.doc.B Worm 80,025
15 19 Backdoor.Generic.792814 Backdoor 70,598
R =) A0E ABXIC| AHSHIE Bhioio Mt e 2017912 €01 2€~2017 312 €30 Y

ESTsecurity copyright © 2018 ESTsecurity Corp. All rights reserved. 3



AYTE R HIZ0M EZ0|50KTrojan) RA0| 7HY B2 77%E XA OH=RI0{(Adware) F&0] 10%=2

» EZ0|=20} (Trojan)
m ATO| 90 (Spyware)
= 0= (Adware)

m |28 (Exploit)

=2 (Worm)
= 7|Ef (Etc)
EEO|§D|' m BH 20 (Backdoor)
77% mHIO|HA (Virus)

m 510| X4 (Hijacker)
B SAE (Host)

7IEH[2IE oFETE HIg T H|w

12 Eoll= 11 2t H|wsto] TEPEQ1 o= ZH 71| 12] HIZ0| 72| RAGH 7 IE=IACH, HHER! 24

QYT 43 2 EOR ZASIQICL

[e)

199%
E=20| 50t (Trojan)
A0[RI (Spyware)
OH=2I0{(Adware)
510IXH#H(Hijacker) | 9%
# Worm) | 3 . 128
F|2FHE(Exploit) 4% CRRE=
HROIZA (Virus) | 8%
EH &= 0{(Backdoor) - %,
SAEAU(Host) | 8%
TIEHELO) | §%
0% 20% 40% 60% 80% 100%

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved. 4



01 ol-g=||: 57:" aj

= o

A

.|
-

3. SIS/ Erfft] 24

12 €9 &1 Top 10 ZE

SILITY/ HE +EE HUMHE Sl FRUE AETETAKZSh= ZE FH 3 oy EEE £

o

K|
EN

1433 81 80
3389 2% 2% . 1%

m22
m25
m23
m3410
= 5900
m 3306
= 3389
= 1433
u81
80

=20174 108
=2017411&
m20179 128

5900 3306

ESTsecurity (opyright © 2018 ESTsecurity Corp. All rights reserved.



op 2T Q2! 0|

QIRRHIE| Qo= ofojMO= HO| Ezfmlo] T AT} 2UK|E 4K

13,039,948
& 12,011,679

10,091,035

4,271,788 6,571,540

2,455,077

201749 78 2017488 2017498 20174 108 20179 118 20179 128

ESTsecurity



i
K

J...
10

2017912801 Y ~2017312E31

7Rt

30504

7IR=E LS

Hig

1=

14.79%

451

7.54%

230

446%

136

0.82%

25

K0
ﬂo
Ol

0.79%

2%

AREl

062%

19

030%

ofl
ol

0.16%

0.07%

0.03%

I=20|= A0l A0 2i4=7} T2 CHH| 645 24

FO
!

Qlo
="

o1 743,695 74 CHH| O & 3,050 2=

o A0l 4
it OJH 22 Off

I.

UN

UL,

| 0] LHRES AKX

Al B AD

A5

Z
=

ESTsecurity



U0l 2 12 & FEEMUSH ADA
E0|2xt
=2 AL
1 [Web 2] 0f|AIUAE2018.1.6 2E10 Al 2AK=Z
2 [Web 21 [Q THSHS SRS THBI06 2 ISZA THEIRL HRS A2
3 [Web 'k [Ble42t2] DI2I0] F4E(0] SRERILICE Sl
CE2Xt
fay LS
1 [Web 2EA OfAIUAL2018.1.6 210 Al 2AEZ
2 [Web 2] ZAQHK
3 [Web 2] @A=Z
4 [Web 22 [() CHEIS 228 EHS[062]HIS T4 THEIR| HESA2]
5 2| 7P 097 | 2ff L AR AURR
6 [Doubt] X ZEsHRM GlRUN[2017.12.23
7 (Web 2] [2HAIZ] TII0| Tl SEERLICE 201
8 O 710l L "opelet SF A= HIZ MG
9 (Web 2] ZXEOHARMAIZISLICIZUA 12 223 L& 2 A HR N0 IES T
10 [Web 2] 201

% 2018 12 BERE| OAEAIRZ|E] HQISSIETIA Lj QOFM ANJA £ eI REZ0| STHELICE SHe
LSS Qo= OJAEAIFRIE| 2ot 22 (https://blogalyaccokrLi AN Y2ig i Hef SRiL|C

[

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.


https://blog.alyac.co.kr/

OIAEAIREIE| HOt F2F HilA

TE7FEQF 74

1. RIMICH 72 ARE QRESXIS(AL, AOJH HOMOf= 71219] AFEidr

2. Q! CPU F2FH(Meltdown & Spectre) AAMIEA

ESTsecurity



02 HE7t Eet 7|

1. XPMICH 7 AT IS XIS(AD), AOJH
HOWIT 7[=12] ARS8

—

4R MASE AlCH, 2P S2E [T EHS0| BXIX] = Q4F SHh= "AUSKIS(AD) L.

T=2| LM (AlphaGo)2t OJMIZE 9 Tl SZZIQI HES THZEO| BXEI X| 0=l 2 H0| X[, J2Z0f ARt
S A= Tt Z0[0A Cifet HE= TS 22] 42| 71010 T IESLICE Al 712 024t XM SF
Aoz K UL

AA AEA S A AT (29:923)
.

1000

fffff

K= 1DC

1,000 HH2{(2F 112 Z)E HOE A= Offd=d JSLL 7= 2UFFRHCEO) &L IR0 |- '2FE ¢
Algk= Mi=e| 7|IRHHE0IN k= 2 2HIY HAE(Mobilefirst 0M Al IHAE(AI-first) 2| MAZ Tetch=

AR TPIE W ATHH, Al 7120 2E FARE XS Bl HE AL

IDC 2| AP ZAL 23 228 Al A= 2020 E7EK] AT 55.1% &g TUO0|H, 2022 H

ro

ESTsecurity (opyright © 2018 ESTsecurity Corp. All rights reserved. 10



02 HE7t Eet 7|

O[2HEZRASHRO| A =M =LHO| QISK|S AFEE 2016 H 5.4 Z& #0jM 2020 H 11.1 = Ho= HEH
19.7% & MU
Al 71=0] A1 FEto] Halet S| Afe| E2PHR1 IIHCIRIC| HelE 7S A= OdEl= 7h=2M|, HoF M
SARZM H 7| 22 EHELIAL SO

iR

Al 7 20| 7 M@= OFfi= dfH 2SERIE
Al 7} L7t ZO0toh= S22 FEOHE + UAST OFVIME & == USSR 2 Y7E AR 5~ U[E7R

0] 22 =50 2H0l= S o AU, XIE2 B2 ARS0| SEXLI BES B AU A2
O|AEAIFZ|E[Q] H7|&2l OIA_EJI\_EEE 2 & HEE MSohs Hifet QIEAIS MHIAS AXIREUICE
HHAO[ES| AM AXIRE] D=7t S AZok= 7=t 0153|5'1I0|* 7t AZ0| 7kstt &
2| L S0M FHS Hof LZI JELE 2207t 00 == B #2 =41 Zefet THF Al = s[d%¢Ql

0=, 71=/9] AFHL= =XK1 RSLE,

Al 7} SIS CHAIE o= UASTIE

SIXIZH O] Z20|= MHS Z7(7|A OFE] A7 |AZXT} OFA7 | MZtol MEE "Yes'2H1! EHok= ARRS0]| OF%] TX| 42
ZULICE O30 0|O0] YUMIE Ty S| 20k= £ MR k(Y /oM L] AL IBM 2| 2|z QI5Xls
Sk I 2F2X|(Watson for Oncology) 7t 7 FHCHAE R, SATHEY SOl === S, 2277 20 Al =

ORI At MY 20F= QMAE| T UELIT

S2 O HES TG HIZK AIAY 5 7|2 =07t £26] OIZOKIX| AT, S| 2 A] HIAKI}
Basdicls B 58 20 |5=1°+71|°| Steist Al 540 Lol L24S LHIXIT SARIE 036 20| UUIC
o272 BaE

Hx == AT EFERINT, MA| 211 HIE(R] Of=
MD QHE}= RFIE7t e HE Ul% 52 0|R2 ‘I EUS FA

FARIE RUSLIE

oll -|>

r

Ol= HlwX HE} 2 g0 H0l= Afo]H H —E—OFE ORREZER] & ZRILICE AOJH 22k ThaS Bf=Eol

71Qi0] ZH(WH)S SCE= FH0RIT T 4 USUCE
A7} 8712 ZIOIIT, IS SGILT, A0 SZHS Of716KT, MolH 918 2AVIS LR 4 US7e?
TR0 QA K| ZOJOF B HS, KIS Of0] Al, BM2le 5 A71&S EQU5 AT KIS XISSHHT,

AelEely 78S eisoll, HRIE R&folk= S AOIH SH0| &8517| ARRICH= FRULIC,

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved. 11



02 HE7t Eet 7|

Al 2| o £0IS B2 == USTIR

212 IOt 7|QIS0| UCHE0] THM2{LIT} Bl 262 Al 712 EIS 5K QUALICE SHH AfoJH ot
AAIAKS Al S T2 2 71X10] 9IF QIZIZFA EA0f BEEHT USLICL A SIZUIE 44 B A=
OITE S AETOIE Qi) BIX| W 24| KISEIt A HIEYT U AIAR Of OIS EIX|GHs HOH I AXE
S

Al = QIZt0] £0] DIX[X| o= EY, 24 AR EARICZ TSl £ & Bl F20M 22 53R B2 f5S
20 E TAHHO| USLICE. 21} 59| HHS F7rok= OIEH A=t AlCHOl, 23 QAIRTAS EM0k= elaArs
ZEofol0] =t 'é.*%*X}OHHI MH0| U= &= AEE = US AYUUCE 7IES] g BX| & SMEC HEKQ1 4o
HOZM O =2 28 7IAESE MISoll UACH, A= AO|H EOt 20| Al o] = A= AlSsiA S0
LT,

HOMAl 710] ZE0F & B Q2

SHA[ZH (ELAT) MO = HXH9| QISKIS 712 BE =HIE SiZsH & 4 U= A= O, OFRI7EX]
ALO|H 22F0| 2 Q1710 F41 RUSUCE

i

01 o#IH77}I|'— DEIO| ’é'(Moravecs Paradox)?d%.1 QIZt0| Eol= A2 QSKISO| Zotl, 2kSX|ISO|
QIZ10| Zoh= F20| USLICE ChA| 2ol QI710] Al 2/ CiZfe| HO|EE SVAHO| shset

X|2t I3"I 2{d0] AAZ SIS ML= & ZUE LH7| floiM = SkES fIgt HIO[E7H HRoiH, 0] &1 HI0|E=
3= QIZIOIAIM LIR7| THZ0M| 10| k2t Al 2t S20| HHE = JISLICLAI 7 (&2 282 2ot HE7I9|
=71 R £[0{0F SHL|CY,

hal
ol
Fr_

my Eszru

Tk
0

HO QIAZIHMAS 712l METVIS0| 0] E0 Al & 2N 2851 7[E AARD ZSIN|H SHES ThMGH
LIZICHH, Al 71 Z 4= Q= olEi2 a7 8ol HRILICEL Al = AN 88 SH2ZEA A0[H 22t FAS ME
|

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved. 12



02 HE7t Eet 7|

2. CE CPU F|2FH(Meltdown & Spectre)
SHEA

O[AEAIRZ[ER= QIE FI2FH (Meltdown&Spectre)ol| CHIH HO[L 1 =7t =20, MMEMS
LIHoIRASLICE.

i

O|H0H| 27 El Meltdown & Spectre &2 F[QFS Of2ff 3 7HRILICY
Variant 1: bounds check bypass (CVE-2017-5753)

Variant 2: branch target injection (CVE-2017-5715)

Variant 3: rogue data cache load (CVE-2017-5754)

Variant 1, 2 = Spectre 20| Variant 3 2 Meltdown FI2F JL|CH

E=XHEA

o™ ="

Variant 1: bounds check bypass (CVE-2017-5753)

olig FIFH2 CPU 2| =20 23t =7t 02| ARkl= M3} 7|&(Speculative execution)2| HHS 018, HAIE

SEIE FEok= YEOZ H|QIVHE 22| H2| 2= w=efLCh

OIE 201, Okl Ffet = GA] 22 HIES| 37|15 HoiM= QAHAS HZs= A 220 25H
= HOZ = ol HIEe] S7k2 B[] RS

oLt BolE FEO| O=0k= TEA|, 2R D2AMM= HE AAS ?lol 221 A
ZAE RO IS 02| Htott] EHloliFal, Tef 210] HX| = 82

SEoHA| U,

CHEF O] 2FE0fiM Z2AM= 02| Sl JEiE HE & HHtE M| IEZS flet HA| HEl= 2= A =R=0
2o ofo|Mol EXOZ HiEQ| QIHIAS HIQIt M2 FHOZ FZTOMAE Tt HIE F== SlTX|
BACIEtT HIQIZHE HIE2] FHO| FHA| SEHO EA| E'LIEf

0| i 2 FoFEe| 2= H22| HZ HHUE Alok=C0| Zil= ARIS o0 e AT IHAIE HEHRIX]|
FE5k= OlO|C|0E 0I8, XPdet H|2I7 Hi=2| Y| 22 FE6k= WS 0[S|ILIC
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]f:v.-.ttmmtmtmmmtmrmmrntmmtmrmmrnt

Victim code.
mtr.m—a—.trmmrntmmtmtntmmtmxmmtntmmf
unsigned ipt aray1_size = 16;

uintd t unused1[64];

uint&_t aray1[160] ={1,2,3,4,5,6,7,8,910,11,1213,14, 1516 };
uintd_t unused?[64];

uint8_t aray2[256 * 512];

char *secret = "The Magic Words are Squeamish Qssiirage.™
uint8_t temp = 0; / Used so compiler won't optimize out yjchm_iunction) */

void yictim_function(size..t x) {
if (x < array1_size) |
temp &= arrayZ[array1[x] * 512];
}
K

Figure 1. FRFst F= GJA[1] (EX: https://spectreattack. com/spectre.pdh

Variant 2: branch target injection (CVE-2017-5715)

S ZloFde T2 oS Al Vs = 7 27| 07|12 o238t
0] GIE7 = 721 27|22 oMot | M At =l 27129 AR SHX| FAZO| IHE RXHiFe T2M|A £7]

CHe! HIHBTB)S AIZaH 2 =7 122 SXX| FAES OIF ATt 0| [ St Z2MIMofM Adikl=
O=NAS2 BIB 7t SREP| [MHE0 BTB £ AISSH IS &l A Z2AMAS 7F F20] 2 2 4 UL

SAR= | Z2MA 7R 27122 SXK| A4S sidA Z2MA LR 7Pl 242 27 [ol=F HEok
AN 27| HIF HTHE Sofl =AM BTB £ +~EAI7 Al EUCE OIFA 8 & BIB = 32t Z=M|A 7Y
=/ |20t St AXI0f U= SFEAF D=MA 7R 27120 o & 2 I = 3 2L F7He=

SToIH SZR Z2MA 7R 27201 o= A Al FHAl= H2AXIX|ZE BTB O] OIHE Hk2 MAZIX| 271
=0l 0|2 22Xt 2dliok= A LT,

s

71 %, SR IZMA 78 27120] oS A8 = [ BTB Of| X% = SXX| FAE= 715l F40(7| 0] A

SHX| =Vt ot 7 FEE 0= AloHA| ELCE ols A3 E 7B == 24Xt ok H2E| 2 7=

7R1971I E|mH, 21 0|2l Variant 1 OfiA AR & 712t RARSHCLFLUSH BEE AESE= Flush+Reload 7[&=
32X} Hoh= fIXI2| SPlXt D2AMA HIE2| ZtS Y == WA =iz A LCt

Variant 3: rogue data cache load (CVE-2017-5754)
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HECHRS OIE microarchitectural 2 EIICE Si= ZZIOZ A, HIEXFRIQI AldY HEHS 0|25K= AR 74

HEZZIE FEAZ & UASULCL

SAR= BELR FIofES OIS Z2AM0 U= Het &5 FIoEs SARUCL CPU 2| IS & VIsS

0|85IH SZXP M| HSE 23[g 4= Q7| HZLICE

Bl FIOFEIS 01512 ARSA} BZI0IA 712 HIR2I0) HZSHES SISEILICE Ok 25 AKX} AARY Lol
Xt Bt IFLIZ(AXIO] 720 EIIE/0] ks LI)Z BIRIE Lot A SO B2 4 QIS 5f8st0]
Cloyst HEE0| REE T50] BLIC

Mitigation &40t

Ol CPU Zi&t+ ZRIE|0] SHHIA FH0lA uﬂim O] O RA=K| SABHEUALICY Equ*'— 91u AT
TIHEIO] Q| THE0H 2| 213t 4 QUOLE IEP= AATTTL ZIHE|0] UK| 47| TR0 R

MTHEIQRSLICE 241 YIS TR |7} O|20fZ] 0] 744 HIO|LI2IS SH510] 22 ShAl HOIES 9&0155 upAjoR

FISHSHAL|CE IS HIATEIOIN F2 ARE= Intel I AMD CPU 2 X0 SI0ISLICH

ZAELE USHH Windows = FNZENA HIZER TII5k= 2201 ChsHA IHXIS TSI, TR g2 A
372 & 4= UFLICL

Tk aita™ SH==l= Desktop CPU HIC]
Meltdown Variant 3 KPTI Intel
(Rogue Data Cache Load) (Kemel Page Table Isolation) (MS =AMD Of= TRR E A RIS IS
Spectre Variant 1

LFENCE instruction Intel, AMD
(Bounds Check Bypass)

—Enable Intel IBRS

(Indirect Branch Restricted Speculation)

—Enable Intel IBPB

(Indirect Branch Predictor Barrier) Intel
—Enable Intel STIBP

(Single Thread Indirect Branch Predictors)

Spectre Variant 2
(Branch Target Injection)

— Retum trampoline

KPTI (Kemel Page Table Isolation) mitigation for Meltdown Variant 3
== 22 64 HIEMIA KiSystemCallés 2t KiSystemCall32 S A 2 SHE2Z AR5t USLICEL 2G|
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ol

O] meltdown Ofl LHSSH | ?lot0d Bl=? A7t £212 M KPTI 7 2L
HE AMAE = ST AEE & UATE ST

CPU & < Offlof 210] X745

[

HalInitializeProcessor((unsigned int)v7, v5);
KlsetFeatureBlts(( int64)ve); // Set CPU features

= KiSystemCall32;

= (void (__usercall *)(unsigned __int64@<rax>))KiSystemCalle4;// default syscall handler
1f ( 1v6->Number )

KiEnableKvaShadowing(( int64)ve, *( OWORD *)va4 - 12208i64);// If condition met, try to enable KPTI
if ( KiKvaShadow ) // If KPTI is enabled
1
vli3 = KiSystemCall32Shadow;
vi9 = (void (__usercall *)(unsigned . inth64@<rax>))&KiSystemCalle4Shadow;// Intel
if ( v6->CpuVendor == 1 )
1
v1ls = KiSystemCall32AmdShadow;
vi9 = KiSystemCall64AmdShadow; // AMD
¥

WritEmsST(URCOeUovsL, 9164
__writemsr(0xC0000083, (unsigned _ int64)vis);

__writemsr(0xC0000082, (unsigned _ int64)v19);// Write syscall handler
writemsr(@xC0000084, Ox4700uib4d);

QI CPU 2| B O] A|AR] = HS2{7F AFZEILICY.
KiSystem(all32Shadow
KiSystem(all64Shadow

AMD CPU 9| Z< OS] A|AR = HS2{7F AFZEILICE
KiSystem(all32AmdShadow
KiSystemCall64AmdShadow

Meltdown F{2FE=2 QIR CPU 02 Elish= 222 | 1, AMD 2 Meltdown F2FE2 AMD CPU 0l1A
KHSHAZIX]| RIUCtLT HHASLICE

I'IJ

TR} ALK SIES F LIRS AMHE AVD CPU Off CHSSHMIE THXIS: RISRICHS AP 81018 4 QLI
0[Z40] AMD CPU M Meltdown 0] SHASSICH= 242 EB5H= 22 OILILE MS &= ZEXOR AMD CPUS
NESIE NAHE PN AR TS i CHEILICE (VS 7HAMD CPU S CHAJOE B THRIS
CHHSHOI= Li AREO[2} 2 4 StLICH

If2p] AMD CPU O 2 AIAE! 22 50| 5551 XIQIU4E AR MS Ks(7} OfAELICt

4
N
o
r H

MS = AIAE ZETU0] Of[2t QAIHEELL 0|2| 2hE52] S AHE= TRok= 2= ehS210] otk KPTI XIS
HASIR=HI, O CPU FFHL HEE F== 25 KVASCODE 2h= Ald0]| [[E FOM Z2foll U= BES

S0l 4 QIALIC

ESTsecurity copyright © 2018 ESTsecurity Corp. All rights reserved. 16



02 HE7t Eet 7|

A

Function name Segment Start Length

KxMcheckAlternateReturnShadow KVASCODE 0000000140293A00 0000004C
KxIsrLinkageShadow KVASCODE 0000000140254A40 0000004D
KiXmmExceptionShadow KVASCODE 0000000140293A380 0000004C
KiVmbusInterrupt3Shadow KVASCODE 0000000140294100 0000004C
KiVmbusInterrupt2Shadow KVASCODE 0000000140294080 0000004C
KivmbusInterrupt1Shadow KVASCODE 0000000140294000 0000004C
KivmbusInterruptOShadow KVASCODE 0000000140293F80 0000004C
KiVir tualizationExceptionShadow WEEEE 0000000140293800 0000004C
KiSystemServiceShadow KVASCODE 0000000140293E00 0000004C
KiSystemCall64Shadow KVASCODE 0000000140255140 00000214
KiSystemCall64AmdShadow KVASCODE 0000000140295380 00000044
KiSystemCall32Shadow KVASCODE 0000000140294CCO0 000003EF
KiSystemCall32AmdShadow KVASCODE 00000001402950C0 00000044
KiSwInterruptShadow KVASCODE 0000000140293C00 0000004C
KiStackFaultShadow KVASCODE ~ 0000000140293700 00000040
KiSegmentNotPresentFaultShadow KVASCODE ~  0000000140293680 0000004D
KiRaiseSecurityCheckFailureShadow KVASCODE 0000000140293C80 0000004C
KiRaiseAssertionShadow KVASCODE 0000000140293D00 0000004C
KiPageFaultShadow KVASCODE 0000000140293800 0000004D
KiOverflowTrapShadow KVASCODE 0000000140293300 0000004C
KiNpxSegmentOverrunAbortShadow KVASCODE 0000000140293580 0000004C
KiNpxNotAvailableFaultShadow KVASCODE 0000000140293430 0000004C
KiNmilnterruptShadow KVASCODE 0000000140293200 00000076
KiMcheckAbortShadow KVASCODE 0000000140293580 00000076
KiKernelSysretExit KVASCODE 0000000140294C40 00000051
KiKernellstMceExit KVASCODE 00000001402548C0 00000066
KiKernelIstExit KVASCODE 0000000140294840 00000066
KiKernelExit KVASCODE 0000000140294AC0 00000073
KilsrThunkShadow KVASCODE 0000000140254200 00000801
KilpiInterruptShadow KVASCODE 0000000140294130 0000004C
m ViTome smid T mnC 30w i [PaVP Yalalnin) =4 NnANNANN A ANINIENN falalalalalat ind

AAE =, GQIxE] S, QIHEE S S FRMEE0IM HEZ TiRicks I==S ATHEH 022t 20|

ra He A O|A
SSHL BEs 2 = sUH

o
1
N
g'l_l
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KiSystemCall64Shadow proc near ; DATA XREF: sub_14816C860+34t0
; .pdata:2808808081483C9E3440 ...

var_110 = byte ptr -116h
arg_7e00 = qword ptr 7088h

swapgs

mov gs:7818h, rsp ; Save usermode RSP

mov rsp, gs:/000h ; Get kernel CR3

bt dword ptr gs:7018h, 1 ; bittest

jb short NeKernelCr3Required ; Setmkernelmode RSP

mov cr3, rsp 3 Set CR3 for kernel page table
NoKernelCr3Required: ; CODE XREF: KiSystemCall64Shadow+1F1j

mov rsp, gs:arg_ 7008 ; Set kernelmode RSP
KiSystemCall64ShadowCommon : ; CODE XREF: KiSystemCall64AmdShadow+3Fij

push 2Bh

push qword ptr gs:7018h

push rii

push 33h

push rcx

mov rcx, rle

sub rsp, 8

Figure 2. Q= CPU & RIet AIAR! = ZIRPH FE0| U
KiSystemCallé4AmdShadow proc near ; DATA XREF: .pdata:@0000801403C9E48!0
; KiInitializeBootStructures+29Fio

swapgs

mov gs:7018h, rax ; Save syscallIndex to gs:7010

mov rax, gs:7088h ; Set rax to kernel CR3

bt dword ptr gs:7018h, 1 ; bittest

jb short NoKernelCc3Reguiged, ; Restore syscallIndex

mov cr3, rax 3 Set CR3 for kernel page table
NoKernelCr3Required: ; CODE XREF: KiSystemCall64AmdShadow+1FTj

mov rax, gs:7018h ; Restore syscalllndex

mov gs:7018h, rsp ; Save usermode RSP

mov rsp, gs:7288h  ; Set kernelmode RSP

jmp KiSystemCall64ShadowCommon

KiSystemCall64AmdShadow endp

Figure 3. AMD(PU £ ?iet AIAE = TR F=0| 28
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KiPageFaultShadow proc near ; DATA XREF: .pdata:@0@00001483C9CE4lo
; INITDATA:2000800140876310l0
arg_8 = byte ptr 18h
arg_28 = byte ptr 36h
test [rsp+arg_ 8], 1
jz short loc_140293847
push rsi
swapgs
mov  rsi, gs:/008h
bt dword ptr gs:7@18h, 1
ib short loc 140293823
mov cr3, rsi
loc_148293823: ; CODE XREF: KiPageFaultShadow+1E1?j
lea rsi, [rsp+8+arg_28]
mov rsp, gs:7088h
push qword ptr [rsi-8]
push qword ptr [rsi-16h]
push qword ptr [rsi-18h]
push gword ptr [rsi-2@h]
push gword ptr [rsi-28h]
push qword ptr [rsi-38h]
mov rsi, [rsi-38h]
loc_14@8293847: ; CODE XREF: KiPageFaultShadow+51j
jmp KiPageFault

Figure 4. HO[X| 2E7} LAAS I SE=k= HOX| ZE S =0 22

ESTsecurity (opyright © 2018 ESTsecurity Corp. All rights reserved.
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KiNmiInterruptShadow proc near ; DATA XREF: KiNmiInterruptStart:loc_

.pdata:200088801403C9C5440 ...

arg_20 = qword ptr 28h
arg_28 = gqword ptr 36h
arg_30 = dword ptr 38h
arg_34 = dword ptr 3Ch
arg_38 = qword ptr 46h
push rg
push rcx
push rax
push rdx
mov ecx, 8CPprel1olh
rdmsr
mov [rsp+26h+arg. 30], eax
mov [rsp+28h+arg_34], edx
mov rdx, [rsp+2@h+arg_20]
mov eax, edx
shr rdx, 26h
mov ecx, 9Ceeeslelh
wrmsr
mov rax, cr3
mov rdx, gs:70e6h
mov [rsp+2@8h+arg_38], rax
cmp rax, rdx
jz short loc_14829324B
bt dword ptr gs:7018h, 1
jb short loc_14029324B
mov cr3, rdx
Figure 5, NVl QIE{EIE7 | S [} SEEH= CIEfIE gisa] =0
¢l I==0| SSHEE AT =3 £20| TEFE Z GS:7000h KM 21012 2tE CR3 2IXIAH| 2 210
U= DS 2IE = USLICE

CR3 HXAE = T2MA HO[X] H|0[E2] 22| FAS 7K1 Q= HXIAERILICE #2f 08 EMKX[7} O]=X|7|
Ho| =R RBXME= T2MADIC} HIO[X] HOIES 7K1 AL O|RE RNEERL HERE | 20| ALEoILL
oloiA |0}

0|FH0l= HEE =M RAHRER EE0PE= £22 =2 BEUSLICL
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KiKernelSysretExit proc near ; CODE XREF: KiCallUserMode+1B61j
; KiSystemCall64+66D1j ...
mov esp, gs:7018h
bt esp, 1
jb short loc_148294(C34
mov rbp, gs:188h
movV rbp, [rbp+228h]
mov rbp, [rbp+278h]
bt ebp, @
jnb short loc_148294(C81
bt esp, @
jb short loc_1408294C78
bts rbp, 3Fh

jmp short loc_140294C81

loc_140294C78: ; CODE XREF: KiKernelSysretExit+2F1j
and dword ptr gs:7018h, @FFFFFFFEh
loc_14@294C31: ; CODE XREF: KiKernelSysretExit+2971j
; KiKernelSysretExit+361]
mov cr3, rbp
loc_140294C384: ; CODE XREF: KiKernelSysretExit+C1j
mov rbp, r9
mov rsp, r8
swapgs
sysret
retn

KiKernelSysretExit endp

Figure6, 719 AR 2 55 $ SXRER HE0Ie Fizel 3
HIRZEHN FAEER ES0H T (R3 22 RMZE HO[X] B0l F4AZ S5=

[CEtA O THXVt MEE 0|22 FAZES HEEE TO[X| E1l0|§0| M2 Mz HE= ] AUSS 20l +
ARSI 0] A2 FMEE Z2IHOM 72 AAE = 5= HO0| ofFH &+-= H0IX| B0l A9 2F30|
0| O]RIX|7| TH=0]| 12k2 AAR SS0] Kok2 += US= IUIE”—IEF. “lejit EAAME 2210] et
AEXOA= Djofet He2 2 UFLIC,

LFENCE instruction mitigation for Specire Variant 1

QIEIF AMD = Spectre Variant 1 2 27| 2Igt ZX|2 LFENCE HEO{2| Af2S HARMSLICE TX| LFENCE 30|
ZSHA] SO 2R Of2fet ZESLICE
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LFENCE—Load Fence

Opcode Instruction Op/ |64-Bit Compat/ | Description
En |Mode Leg Mode
NP OF AE E8 LFENCE Z0 |Valid Valid Serializes load operations.

Instruction Operand Encoding

Op/En Operand 1 Operand 2 Operand 3 Operand 4
20 NA NA NA NA
Description

Performs a serializing operation on all load-from-memory instructions that were issued prior the LFENCE instruc-
tion. Specifically, LFENCE does not execute until all prior instructions have completed locally, and no later instruc-
tion begins execution until LFENCE completes. In particular, an instruction that loads from memory and that
precedes an LFENCE receives data from memory prior to completion of the LFENCE. (An LFENCE that follows an
instruction that stores to memory might complete before the data being stored have become globally visible.)
'LFENCE may be fetched from memory before the LFENCE, but they \ w%i not execute untll]

{O|0JX] &X: Intel 64 and IA-32 Architectures Software Developer” s Manual Volume 2 Instruction Set Reference)

LFENCE 33 Ct22| ZH0IS0| CPU 2 ZE & %= UKL LFENCE BHO0| &R%[7 FH7IK|= 2240] HliT|X]
F=Che AYILICE 71 Ot 22 F=0t QT 7 PEei=E JE L Tt

1 1l TEST EAX, EAX

2 JNZCleanUp

Bl LFENCE

4H MOV DWORD PTR [EAX], 1

1 TE0M 1 H FRHO AE M 4 He FHOV O|2] CPU 2 2E & & UK 3 2| LFENCE 07t

o=
AT | FK= 4 HO| FE= MAME[X| Oh=Ch= AYILICE

MS OfjAl= Spectre Variant 1 = Aol | floliM HEE2| 72 TIRIE £=201 Of2Het 20] LFENCE 330E
HoliFSLIC

loc_14@1877FC: ; CODE XREF# KiSystemService+597j

3 KiSystemService+961j

jmp KiSystemServiceUser

Figure 7. LFENCE EZ0| MU= U= 25

|0

SFolal ASUCE OFFEAIL LFENCE S30iE e 8

-Io

IZ0fM= LFENCE HRHOIE 2| A AEE %
Ooff efzfet S&ks =ML Seoll UL,

I'IJ

0x r°
or
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IBRS, STIBP, IBPB mitigation for Spectre Variant 2

2 L2 AMD 0il SHESEX| 25LICE AMD &2 Spectre Variant 2 FUF0H| SHEEIX| =0l LHSHSLIC,

2IE2 CPU OJO|3 27 = AH|0|ERL OS THXIS SAl0ll HE0l Spectre Variant 2 & AIHE Al2lE 7KL
USLILE FFH0| ===l CPU 2| D0[H2TE HH0IES SohiM O12H2| 7SS MEA F712t SIFEILIC (B2
Offie] LiE= QI CPU D=0l OFXI7EX| EXHSHA| 4= LIE0|H, QIE2 =20 0] LIES D=0 fH0IES

AYUS SRS

Indirect Branch Restricted Speculation (IBRS)
Single Thread Indirect Branch Predictors (STIBP)
Indirect Branch Predictor Barrier (IBPB)

0j0 H=TE HP IE= BIOS HEP IES Soiik] OFRKP | THE0|, ASK= HRIEE HEAE Soti K== 2R
BIOS P IES Mgat Hevt AL

0le} 37l FI=20S Ofjid= 918 CPU 2| IBRS 2+ IBPB 7152 2Aatat= THXIZ 0jn] 2483t AlEfRILICE 0 Eat
CHsi0] 74 ZIQE FE0| IR|7H EIRIOD, QII0l Of512 IBRS 7HSO| F4XIZH CPU 2] A450] Ut ABHEICIT!

igoll USLICE

test byte ptr gs:278h, 1

jz loc_14029534B

mov rcx, gs:188h

mov rcx; [rox+22eh]

mov rcx, [rex+838h]

mov gs:272h, recx

mov ecx, 48h 3 INTEL IBRS |
mov eax, 1

xor edx, edx

wrmsr

Figure 8, Q1= IBRS £ A5} 5= Tt IEQ AL oM B8 & 25

(CPU OOIEZZE HCI0[E7} EI0] QL0{0F BITH

mov rcx, gs:188h

mov rcx, [rex+22eh]

cmp rax, [rcx+838h]

jz short loc 1481883EC

mov eax, 1

mov ecx, 49h ; Enable IBPB
wrmsr

Figure 9. 212 IBPB £ el i= 2=V =2 HEHEM B8 & 25

(CPU Oj0|H =T = AHH0|E7+ E[01R(0{0F £HCH
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STIBP

2 s} ol FCE Y

3

ol

n
1

CPU 00|22 = HH0|ES SahMDt 2deld = UASUCE

Retum trampoline mitigation for Spectre Variant 2
0|2 +1=0lM MASt Spectre Variant 2 2] oifd -IHO =M QIE ZAM0|IMT O] 2fS A&l
EM Figure10 &I Indirect Branch 2] Z=0|17, Figure11 2 F20i|A] XIQtsH BiHILICE

Indirect branch construction

Jjmp *%r11 call set up target; (1)
capture_spec: (4)
pause;

jmp capture_spec;

set _up target:
mov %rll, (%rsp); (2)
ret; (2)

Figure 10. YOI Indirect)mp Z=S 76t B

<0|0|X| &X : hitps://support.google.com/fags/answer/7625886)

Indirect call construction

M

=L, Ol 20| HEE 71580] 4L =2 0S TPt

[=]

LE 90|

USLICE. OFHE

call *¥%rll jmp set up return;
inner_indirect branch:
call set up target; }
capture spec: 1
pause; 1
jmp capture_spec; } Indirect branch
set up target: } sequence.
mov %rll, (%rsp); }
ret; 1

set_up _return:

call inner_indirect_branch; (1)

Figure 11. 201 Indirect Call =2 TSt 2&

{OJBIX| & : hitps:/ /supportgoogle.com/fags/answer/ 7625886y

ESTsecurity (opyright © 2018 ESTsecurity Corp. All rights reserved.
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HI2 MO F7iLt SE5IX| 41 S710] Setup TS 742 ChS SHE $IXI2 Branch BIO2M 7Y 2715 5
AIOIN Z2IAI7 = 20| StRILICY

AAEIE 2K THx | RIRF

CPU 00 == = SEPE

MR SI=RI0] HICAIIN MSSk= HI0|2A YH0|ES +6l0] CPU DIO|2 =27 =2 YH|0|E oofeiLCt
HIZ=AME BIOS 7+0| 27| W=, SAMILIE=2 2UE Z=rl= H YoiRFE=ELC

[¢]

% BIOS ZREEH (ASUS CfIA)
1) BIOS I (MIZ=AL HE MO[SHX|2E THEE BEl $ IEQ 217 V| M F2 S2 DEL 71E S6lf TV ES)

2) Tool Ml 2=

JESUISS  UEF] BIOS Utility - Advant
) ; 5 cnglis 3 7 So ¢ -
o110i2018 18:1 6‘!:1' English (=] &= Qfan Control(F6)

My Favorites  Main  Ai Tweake dvanced  Monitor  Boot

0606 x64
12/12/2017
ME Firmware Version 11.8.50.3399

Processor Information

Brand String Intel{R) Core(TM) I5-8400 CPU @
2.80GHz
CPU Speed 2800 MHz
Total Memory 16384 MB
Memory Frequency 2400 MHz
2400 MHz
Capacity
1 4 MB
System Date 01/10/2018 638
18:16:12
System Time Voltage
Access Level Administrator AV

12576 V
> Security

+3.3V
) Choose the default language 3408V

r 4 1

; i Last Modified EzMode(F7)|-3]
Version 2.17.1246. Copyright (C) 2017 American Megatrends, Inc. ¥

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.
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2) ASUS EZ Flash 3 Utility 22

JiSULESS  UEFI BIOS Uil
01/10/2018 1 8-1 60’ | =3

Wednesday N
My Favorites  Main § : Monitor Boot Tool  Exit

; Tuning Wizard(F11)

> ASUS EZ Flash 3 Utility
N
| Disabled

Setup Animato)'@

> ASUS Overclocking Profile

> ASUS SPD Information

@ Be used to update BIOS

3)via Intemet 22 & Next 2=
/iSLES UEFI BIOS Utility - Advanced Mode

ASUS EZ Flash 3 Utility v03.00

E-ﬁ Flash
Model: PRIME Z370-P Version: 0606
File Path: fsO:\

Drive Folder

EZ Flash 3 Update
Please select the BIOS update method.

B e (C))

via Internet

via Storage Devices(s)

C ;) Help
[Enter] Select or Load [Up/Down/PageUp/PageDown/Home/End] Move [ESC] Exit

HIQIHE MEEAIE QRS = 04715 EAI6H Z=A7| BT,

ESTsecurity (opyright © 2018 ESTsecurity Corp. Al rights reserved.
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02 HE7t Eet 7|

Windows OS(ZHR 1) Iix|
P XS IXAEL] ME 23 CRREE 5 =2 HOIHH0|E FIH
*MS Ol MiZdk= DX 7| Y A|ARIGIM S210] KX 42 JOL, THX|0f| CHst YI&EE S=26| QXM =

QIHO|ES ZIsH5H ZFAL7| HERILICE

Windows Server
AIEXIS2 XIs YH0IE 7 [s2 23t A7
S2H0| E|X| 42 471 oL, S=2HEE =201

KIS YHI0IES Tiloll Z=A|7] HIELICE MS OfiM= 25 SW 2t
O[S F6l| F=A17] HEFLCE

HOI0|1ES Tilo [E Hlok JUSUCE O XiMfet LIE=2

BR|PK] mx|
X Chrome

1) 38 HEIRKXE AL
2) =AE| chrome://flags/#enable-site-per-process S I=SHL|CE
3) AOIE 2| FoiQl= 243t HES S=RILICHcHE HEO| 2R Z2 I & YH|0|E ER)

& C | ® Chrome | chrome://flags/#enable-site-per-process gl 7
. -
Q Ez1EM ‘ 7|2z AL
Strict site isolation
Highly experimental secur hat ensure I itains pages from
atlfiame is ME
Top document isolation
Highly experimental performance mode whe parate
: ty sites will be Default v

4) IE HEIRXNE AR} S CE
¥ FireFox
57.0.4 HH OlO= AHH|0|E

% Edge/IE
Windows TiX| & 3= R4S
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http://cdn1.estsecurity.com/removaltool/AllowMeltdownPatch.exe
https://support.microsoft.com/en-us/help/4073119/protect-against-speculative-execution-side-channel-vulnerabilities-in

02 HE7t Eet 7|

OfZ OSX
Mac OSX High Sierra 10.13.2 2! 71 0|4 MO =2 HH|0|E

Android & i0S
i0S11.22 3 4 =2 HHO=E HH0|E
Android = 25 ARM CPU 0f| CHol THX IS TIRUSIHOMH, AtMieh LhE2 G715 FAI6H Z=AI7| HIZHLIC

IDC/ZRIRE 2Rt
2 U IDC/SURE HHMIS2 0|0] YA HSEXIS S/HSIRSLICE SEXIZE IHX| S0 LSt 4= QU= SSO|Lt
7ISXsl0]| Cifet LIE2 O~ S7HEIX] ST

Linux-Redhat/CentOS HIfEH{

Redhat 2 0[0] TiX| 2SS S7HoIRELICE ABAE2 LSS 2110l XIS TIRNotA|HELICY,
https://access.redhat.com/security/vulnerabilities/speculativeexecution
https://access.redhat.com/articles/3311301#page-table-isolation—pti-6

Lot R Ol 28 SE0M= ds Ko/t 2rdet 4= QoM J0ME =X| Y2 ThES FoiAl7 | LI,

https://access.redhat.com/articles/3311301#page-table-isolation—pti-6

A= CkS HHS 012610 KPTI, Indirect Branch Restricted Speculation (ibrs) , Indirect Branch Prediction
Barriers (ibpb)S2| EQMHAHLIZS A2 RiHe 4= QUSLICH

# echo 0) /sys/kemel/debug/x86/pti_enabled

# echo 0 /sys/kemel/debug/x86/ibpb_enabled

# echo 0) /sys/kemel/debug/x86/ibrs_enabled

off IHHLIE2 debugfs T A|ARIS ASHOFSH=E, RHEL7 OM= 7|2XC 2 2hdat (0] Qo
RHEL6 OlM= 517 | HBS Sot0] 23t AI740F LI
# mount —t debugfs nodev /sys/kemel/debug

ABXh= CE BHE Sot0] ol Eot D7 LIEC| 2hdst RS 2ilet o= USLICt
# cat /sys/kemel/debug/x86/pti_enabled

# cat /sys/kemel/debug/x86/ibpb_enabled

# cat /sys/kemel/debug/x86/ibrs_enabled

0] 37l] tunables = £ I XSO 2 st ElLICL
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Intel Defaults:
pti 1ibrs 1ibpb 1 -) fixvariant#1 #2 #3
pti 1 ibrs O ibpb 0 - fix variant#1 #3 (for older Intel systems with no microcode update available)

AMD x86 2 variant #3 0f| F|2folX| 2220, & A|EA IPES X HFE Sold] =HIE 7|=410] AMD 0
SEELCL,

pti 0 ibrs O ibpb 2 - fix variant #1 #2 if the microcode update is applied

pti O ibrs 2 ibpb 1 -) fix variant #1 #2 on older processors that can disable indirect branch prediction without
microcode updates

Ol0|3 =T E XIS TIRHGHK| Q22 el

# cat /sys/kemel/debug/x86/pti_enabled

1

# cat /sys/kemel/debug/x86/ibpb_enabled
0

# cat /sys/kemel/debug/x86/ibrs_enabled
0

*Redhat § MIZEAIS2 2EHOZ (PU MEAISS| DI0|22 THRIS MiEoHK| 27| IO, ARBAIES2 HEiE
OI=RU0 OEM HMIEAL| =2 EQ

EIS Adiet LHE2 0371E E4Tol Z=A17 | HiZLIC

Linux-Ubuntu HIFEZHEE
Sixl Ubuntu = x86_64 S3HZ0f|A meltdown(CVE-2017-5754) FIFHIHX|2F X|RISH|CT
O AAMist LIE22 07|12 &IshZA7| HIZLICE

Linux-Debian HEHE

$4xH Debian 2 Meltdown(CVE-2017-5754)0| CHSH £[2FY THXIS AZoIASLIC
CVE-2017-5715 2} CVE-2017-5753 0i Chigt &M[et LiE2 Ci2S &toli=A|7| HEELICE
https://security-tracker.debian.org/tracker/CVE-2017-5753
https://security-tracker.debian.org/tracker/CVE-2017-5715

XenVM
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https://access.redhat.com/articles/3311301
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SpectreAndMeltdown
https://security-tracker.debian.org/tracker/CVE-2017-5753
https://security-tracker.debian.org/tracker/CVE-2017-5715
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SIXH Xen &2 Meltdown, Spectre F{2F0]| CHSH IHX|E TISUSLICE
XISt LHE2 07 |1E RISHA|7| HIZHLICE,

QEMU-KVM
AEMU &2 guest 2+ host OS A|AE! XIS S50 Meltdown FIFNS THX S 4 QT SHRRSLICH,
Spectre FI2FE CVE-2017-5715 0| CHaHA= KVM SHIO|E 0% THXIZ Tishst 2402110 BisisLICt

SEXIZE St Of0|1|0 Mo 2= CVE-2017-5715 FIFHS SHZSHK| S=26HH, KVM 2 cpu 2] MER E49I expose &
guest 722 AFE3H0f 517| 20| guest = IHEE0| ZREHLCE

O XpMist LIZS Of2H Z3E &IsH A7 | HEZLICE
https:/ /Mww.gemu.org/2018/01/04/spedre/
https://marcinfo/2l=kvm&m=1515435065009578w=2

2

https://enwikipedia.org/wiki/Spedire (security vulnerability)

https://spectreattack com/spectre.pdf

https://support.google.com/fags/answer/7625886
https://security.googleblog.com/2018/01/more—details—about-mitigations—for-cpu_4.html

https://googleprojedzero.blogspotkr/2018/01/reading—privileged-memory-with-side.html
https://newsroom.intel.com/wp—content/uploads/sites/11/2018/01/Intel-Analysis—of-Speculative-Execution-Side-Channels,pdf
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http://xenbits.xen.org/xsa/advisory-254.html
https://www.qemu.org/2018/01/04/spectre/
https://marc.info/?l=kvm&m=151543506500957&w=2
https://en.wikipedia.org/wiki/Spectre_(security_vulnerability)
https://spectreattack.com/spectre.pdf
https://support.google.com/faqs/answer/7625886
https://security.googleblog.com/2018/01/more-details-about-mitigations-for-cpu_4.html
https://googleprojectzero.blogspot.kr/2018/01/reading-privileged-memory-with-side.html
https://newsroom.intel.com/wp-content/uploads/sites/11/2018/01/Intel-Analysis-of-Speculative-Execution-Side-Channels.pdf
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TMAMCE 71 7t 221 7124, 7t SHHIZ fli=Z6cke QETET XSO 2 SRIENT QI £5] 020

TE= THEXMR) 7hd SHHE MEdhe AdIER RO #ES &7(7| floi ZHUKFE
7IX|2 Q= Ho| EZXO|CE [N 2 ETM0ME  ‘Misc.Riskware BitCoinMiner AT EO| AM| 24 LIES
CHRIURL ST

HI74E| oM E

O] AETF== FUOINM =25 HE HC= o oFd HIZUAM FEE A= 2RIEIRAC). oFd HIZ0| HEE
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r
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Chah &= System32

I CHAHT): ‘C'N\v‘.ﬂnd:-w;wsystemEZWcmd exe /c dog.exe I
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2.1, D2MA T S8

HIZ7}7| Of0|2 I{I0Y| 2foH Aelxl= 2FdT == 1 7H2| Binary Block 1 7H2t 4 72| PE IMAGE 2 +d&
YIS 7L ACEL OS2 AET =0 SEok= 2410 et SE=0ICt

Malware
Framework
a dog.exe —

e

| oy
— | o= > —
_— A7 2 8l As 2
SolEM 7| ) ng)«.l- J_LEA-“A ol% 15& - RHZ A2 Y=

[(12 2] b= | SE=

2.2.dog.exe MM 24
= AT E= AP AEE 200 M2t XV SA|, Z2EMA QMM HiAl 201 51 JAC R3], XIS Al S5 52 CiYst

Is= KT, 6 Vs S &Ml A8kl Z=MA QMM 7SS THEL.

d

1) DM QPpd
TR AXEH SM0)| M2t KA TEAA MM 91 0IMIMS Sl= J[S0|Ct LIS TR MA QIMIME $3li5H=
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if { CreateProcessa{lpApplicationHame, lpCommandLine, @
|| CreateProcessa{A, lpapplicationHame, 9, B, B, 4, @

8, 4, 8, 0, &lpStartupInfo, &lpProcessInformation)
&lpStartupInfo, &lpProcessinformation) )

{
nullsub_1{2861);
u55 = HtAllocateVirtualHemory_@8 8{&u54);
if { w55 )
{
nullsub_1(282});
*u55 = 65543;
uh2 us8;
uh3 a;
vl usG;
uhs G
uB = LoadAPI{"HtGetContextThread™, &ui42, 1);
if { Idsspi:z:SEC_SUCCESS{uE8, v?) }
{
nullsub_1(283);
11N | a;
32 1pProcessInformation;
u33d i
u3L4 = uS5[41] + 8;
v3s
v36
u3d7
TE:1:]
ul9
vk
ul
uig LoadAPI{ "HtReadVirtualtemory", &uv3iZ, A4);
Idsspiz:SEC_SUCCESS{vi@A, vil});
v51 = Signature[28];
if { Signature[13] == w52 )
{
uh2
ul3
vhh = Signature[13];
uhs H
if { LoadAPI{"HtUnmapUiewDfSection", &w42, 1} }
u53 = HtAllocateVirtualHemory B(1pProcessInformation, B, Signature[28], Bx30808, 64);

1pProcessInformation;
a;

(724 3] A QPN 0|
2.3. X4 D=MIA dogexe M| =4
dog exe O] AIBHE| XiA| TRAAS XIS Mg SST} HA TRHA0 DY MHZ7|S QIHNS S35ICt
1) XpHER| L XIS 2B 58

s AHSE ™ C\Users\(ARXE AX)\AppData\Local\’ Z=0 AIMDKitteh” 3Kl mymonero.exe’ 2
X7t SHISH,
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if { *HultiByteToWideChar_1{&WideCharStr, "AIHMDKitteh™) )
return 8;
if ( *HultiByteToWideChar_1(&vd4, "‘mymonero.exe™) }
return 8;
if ( *HultiByteToWideChar_1(&::WideCharStr, “UgRhmjY¥Gocw") )
return 8;
if ( tapi_mapping{ait) )
return 8;
if { t*GetLocalPath(&PathHame} )
return 8;
STRCAT_1{&PathHame, “WH");
STRCAT_1(&PathHame, &WideCharStr);
if ( *CreateDirectoryW{&PathHame, B) && GetLastError({) *= BxB7 )
return 8;
STRCAT_1{&PathHame, “WH");
STRCAT_1{&PathHame, &uk};
if { tItSelf_Copy(&PathHame) }
return 8;
GetFileHandle(&PathHame};
if ( *GetShortPathHameW 1{&PathHame, &unk_1F5238) )
return 8;
v2 = SetRegKey{Bx8080080601, L"WSoftwareiiiicrosoftiindowsitiCurrentVersiont¥Run®, &::WideCharStr, &unk_1F5238, 1);
if § v2 )
CreateThread({B8, 8, StartAddress, v2, 8, 8);
return 1;

= 4] AP =M R KIS AR S5

R S8 A XS A= AP SN E TS XIS A YXAEZQ]  UgRhmYeow' 2 SERICL HE2
AEE[= YXIAEZ|Q S2E 7(0|Ct

O 1=

KIS R eR A ER| B=Rt S5E 7 |

HKCU\Software\Microsoft\Windows\CurrentVersion\Run
UgRhmjYGaw = T:\Users\(AEXt A \AppData\Local \AIMDKI~1\mymonero.exe"

(2 1] XS 2R 2R ER| 2=

A HXIAEZ|N HEO0| US B2 US =2 Sold] MSFeitt.
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NtMotifyChangeKey(vi, 8, 6, 8, &wé, 15, 68, 8, 6, 8);
if { w1 )
NtClose(ul);
1pThreadParameter = 8;
HEHSET_11(&w3, 8, Bx868u);
MEMSET_11(&ul, 8, Bx4008u);
if ( GetSID{&uY4) )
{
STRCPY_2(&v3, L' ttRegistrytiffUsertit);
STRCAT _1{&u3, &uk);
STRCAT_1{&v3, L"t#Softwarettiicrosof tiilindowstiCurrentVersiont#Run™);
_mm_storel_epi6a{uii, Bich);
RtlInitUnicodeString{wil, &v3);
ui = 8
vo
ug
vig =
uil =
vi2 =
vi5 = B;
if { HtCreateKey{&lpThreadParameter, 983183, &w7, 6, 8, B, &u15) >= 8 )
{
STRCPY_2{v5, L" g
STREAT_1(u5, &unk_1F5238);
STRCAT_1{w5, L"W#"');
_mm_storel_epi6s(u13, Bi6L);
RtlInitUnicodeString{v13, &WHdeCharStr};
u? = GetLen{u5);
if { HtSetUalueKey{lpThreadParameter, v13, 8, 1, v5, 2 = v2 + 2) >= @ )
{
u1 = 1pThreadParaneter;
if ( 1lpThreadParameter )
goto LABEL_18;
H

else

NtClose (1pThreadParameter) ;

u1 = SetRegey{Bx80000001, L"WSoFtwareiiicrosofFtWindowstCurrentVersionRun®, &WideCharStr, &unk_1F5238, 1);
Sleep( 8<BB8u);

2) TEXpA Qe

2-1) taskmgr.exe ZZAA E01

QIMIMGLT| M Sixf Aol =OI TZAMAN|  taskmgrexe' IDZMATL QU=X| RIS} Ol Z=xfist AL OIHMS
SIX| @10, ‘taskmgrexe ZIZEMAYL ZEE WX H7ISHCE  taskmgrexe' & XY ZEA} ZEHAR
ABRZRE XRI2| &2 &717| $ee= HofxICt

EventTime = GetInputEventTime();
hProcess = GetProcessExitCode(pid 1);
if { hProcess == -1 )
hProcess = 1;
if { dword 1F51F4 )
taskmgr _pid = SearchingProcessHame({"taskmgr.exe");
if { (tpid_1 || *hProcess}) && ttaskmgr_pid )
{
if { EventTime <= dword 1F5288 )
{
pid_1 = Injection_routine{hProcess, FileMame, CommandLine_1};
vii = 8;

b

else

{

pid_8 = Injection_routine({hProcess, FileMame, CommandLine};
il = 1;
pid 1 pid_8;

¥
hProcess = 1;

[ 6] taskmgr.exe ZEAA SR

fol
s
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2-2) 2N 2F201| T2 Z=MA QP

QIR Tt TRAAL ST £01 T2t ZREIC TISS QMM [IS Zol= FE0| YRo|Lt,

— O

if { bIs6sbit )

{
ui L*t¥Wnotepad.exe';
uz2 L texplorer .exe™ ;

if { LowOSUersion )

L™t sysuoW6 sittwuapp . exe’’ ;
LSy sWi6 ttsuchost .exe’;

L*Wsystem32tttuuapp ..exe®;
L*tsystem32tftsuchost .exe™;

(724 7] SR R0 T2 QR T2 Ty 28

OE2 2N 2 221 & QR D= A Z= HOIC,

23 K| QMM TaA ZZ
%WINDIRY\\notepad.exe

Windows Vista Ofef2| 64 HIE 2SK|
%WINDIR%\ \explorer.exe

%WINDIRY:\\SysWOW64\\wuapp.exe
%0WINDIRZ\\SysWOW64\\svchost.exe
%WINDIRY\\System32\\wuapp.exe
%WINDIRY\\System32\\svchost.exe

[T 2] 7574 O i A DA 2

Windows Vista DR 12| 64 HIE 2HKK|

32 HIE 23K

Z210]| Feloh= lelel T=MA| QM 7SS Titsht.

il
’0
0
O
X
%
dl
n
o
il
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if { =InjectIMAGE == Bx5A4D )
{
inh = (InjectIMAGE + =({InjectIMAGE + Bx3C});
p_inh = inh;
if { inh->Signature == Bx4558 && inh->0ptionalHeader.HMagic == 8x18B )
{
UirtualfAddress = inh->0ptionalHeader.DataDirectory[5].VirtualfAddress ==
SizeOfImage = inh->0ptionalHeader.Size0fImage;
ImageBase = inh->0ptionalHeader.ImageBase;
EP = inh->0OptionalHeader.Address0fEntryPoint;
if { tWirtualaddress )
{

duSize 1 = dwSize;
LODMORD{dwSize_B) = duwSize;
if { *(HtCreateSection_ 1){&sHandle 8, OxFA81F, B8, &dwSize B, 64, BxzBOO6BBA, A) )
{
LODWORD(SizeOfImage @) = SizeOfImage;
if { *(HtCreateSection_1){&sHandle 1, BxF@81F, 8, &SizeOfImage 6, 64, Ox80000888, 8) )
{
BaseAddress_B8 = @;
duSize_2 = dwSize 1;
hCurProcess_1 = GetCurrentProcess();
if { *NHtHapUiewOfSection(
sHandle_8,
hCurProcess 1,
&Basefddress_68,
B!
l']!
a,
fdusSize 2,
1,
B!
PAGE_EXECUTE_READWRITE) )

BaseAddress_11 = 8;
SizeOfImage_1 = SizeOfImage;
hCurProcess = GetCurrentProcess();
HtHMapViewOfSection 8 = HtHapViewOfSection;
if { *HtHapUiewDfSection(

sHandle_1,

hCurProcess,

&Baseaddress_11,

a,

[12! 8] oM F=0| it

QMM Chef TZMIA0| QXIS TG HHZ M=V IS AisiCt HExk= QXK= Cigat 2L,

ro

SIS RN

_|I_|—]-

"C:\Windows\System32\wuapp.exe" -0 monerohash.com:3333 —u 7 & AED px—~v 0t 1

[2 3] X=7 il TS = QU
24, 2= X227 | 2N
o

O |MIME|H AMslzl= D2 =7 = LEAAZ HIBED U= XMRig3.2 HECOZ PU|Z 7HAMSHHIE MZ6h=
7152 43l AldH A| MYT= QIX} -0 monerohash.com:3333 -u{7f AED -px—~v0-t1 = CHS AHu}
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QIXt 83
-0 0j0t< URL
-u 7 ke AR
P 0j01d AR THARIE
v rE
-t 0J0 | M= 7H

[H 4] 2= 27| Q2L S

QXIS Soll ALT 0N SAKQ| THS AR HUAEICE SQIE SAKQ| 7 AR 2F 3.47 XMR(F
230 2E)S 2ol UL,

I Pending Balance: Hash Rate Payments
0.470916606632 XMR

[2] Total Paid: 3.000000000000 XMR

@ Last Share Submitted: less than a
minute ago

@ Hash Rate: 18.52 KH/sec

&3 Total Hashes Submitted:

33419623213

Payments

@ Time Sent % Transaction Hash Amount & Mixin
2018. 1. 3. 2H 9:23:01 238e1c091b2225adb717256546a0bf7afbbd@aefb5ae8c19chb97287e9cc81d90 0.5000 4
2017. 12. 28. 27 9:18:09 346b7913a97FaaedbB9f8b4biedc466c816077146FFd299312c16e9b91badad 0.5000 4
2017. 12, 21. 27H 9:12:28 69378dfeceb@85458382986924d89013f3a11b6d86e8bdd3f6c064120ea1d68b ©.50600 4
2017. 12. 15. £ 9:07:38 02b17b@6b1bad2%acedc3cal3d4b738067 T451ad661ec] 73Ff477caeh9diBaTal 0.5000 4
2017. 12. 12. 27H 9:05:31 0fce5073969618317be@40e35b25¢3369000a748939a2198d9b36618999044c4 0.5000 4
2017. 12. 6. 27 9:01:23  1d34ee6a901ced4d1bTbf fe9412b3Tadasb5ad2 12878278 ThTb731599516 0.5000 4

[ 9] 32| Bl AR =
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Satori Botnet Has Sudden Awakening With Over 280,000 Active Bots

Jhot

ZlZ Satori 2FIT =0 HARIR=H|, =Rlohi= At 22 12 ARKSH0[0] 28 2I7HS| 27| TIZ IP = 2rde} E|0]
=

U= NS HRRACL Ol= Mirai 2T 0| HHEO|7 | =5,

M

Mirai 2| Satori HE2 XE/HK| YAEJE 2= Mirai HETES2 CHECLE X7 2AE Mirai PHTES2 loT
CHIOIASS 4E AR = telnet A7 2ES LI2{RI0t CHE Mirai O ZEE SAES AZHSITY SEX[2F Satori =
Ol2fet AFHHZ AZolX| EOH, F7H2] exp & ARSI 37215 24 52869 tH LEZ A FES AleiT]
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glolot Zut i FFE0| Felkidh= ClHI0|AS0] 2250,000 717} E= A2z SRIZ|ICY

W Share Search

®% SHODAN

%% Exploits *% Maps & Download Results 1 |t Create Report

TOTAL RESULTS 190.179.33.57
227184 : HTTP/1.1 202 OK
. Jelitonic do hegenton LOCATION: http://192.168.1.1:3721
YOP COUNTRIES “i. Argentina SERVER: Linux UPAP/1.2 Huanei-ATP~IGD
Details CACHE-CONTROL . max-age=£56529
EXT:
SY: upnp:rootdevice
USN: uuid: 02e@fe37~2525-2828-2520-2469a5F6@774: :upnp:rootdevace
PR s 186.130.96.61
2 HTTP/1.1 200 (X
Tunisia 4431 Telefonica de Argentina
OCATION: hetp://192. 0032
Bulgaria 5377 z LOCATION: hetp 1 168 i
China 5118 o Arsgenting, Muniz SERVER: Linux UPAP/1.2 MWuawei~ATP-IGD
Details CACHE-CONTROL: max-age=8652Q
Ukraine 2272 &5
TOP SERVICES ST: upnp:rootéevice
= 2 USN: uuid:92e2f¢37-2525-2828-2502-2469a562F678  :upnp: rootdevace
UPnP 226,557
1024 60
1025 5
2560 . 186.58.224.200
1027 ? - : : KTTP/1,1 202 (X
Telefonica de Argentina

LOCATION: http://182.168.1.1:37215
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XE77HX1 2F 1000 2HLHS| loT CIHIOIAS ZEAIRI BrickerBot 2FdRE HIZXP L 2E|
il

BrickerBot Author Retires Claiming to Have Bricked over 10 Million loT Devices

BrickerBot 2FTE MIEXPZ 2E[E MRHHH, 2016 H 11 S2E| X[Z7EX| 1000 BICHe| CHO|ASS

AR ol

O #ITE HEKf= KIilE Doctor 2 ZotH, JanitOr 2f= HHIRCZ ZS6IILY, BrickerBot & == =0l 4 &
Xz HACH, HERS SOl Fofet loT THOIASS A7tci EAMAM AASZ] FES 018010 S2fAl

HE2|S CHA| ZRdRlCt
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B0l |0,

The recent wave of DVR attacks

ey, Oclober 8. L01 i 32pm ULC
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3t Mirai QTS HIEIKKE CHE ARISE HAEDION 5101 ARRE 4 UEE Mirai o AATES ZIHSICE 1
HIERIS] £AZ, 482 Mirai RLSO0| MATICH

O[2{8t loT CIHOIASS ERICE 5k= 5240| S7I&M0] 2}, JanitOr = F(2FSt loT CHPO|ASS AHIE 2201
A7 HOHOIE = HAHE HX[BI=E R0t Mirai QETEL| SHOZHE QFMGHA| sl SXO=2
BrickerBot 2 7HEOIUCI L SHSICE

JanitOr 2] XRAQ| O[2{5H ZAS Salf AFIS2 ClOf loT CHHIO|AZF QFMGIX| QiCh= S THEAH| =AM, 10t
2E[RIOZM AFRS0| TFEOZ HOtf B2 CIHIOIASO| FFetX| HES Z0[2F Z=Ct Siict

Tt JanitOr 0| BrickerBot & 37HSHCHH, 2 loT DDoS &4 2BXIS0| BrickerBot 2| 342 XIHoh= =XIE
FIg A 02417 SIRALCH.

EESt JanitOr = EX Z2X| FA| FAASIL USLH, hdFE ME2 H AA 7170l g 242 =efg = VI
[ME0f AR| 2=0] SHR S EAl V| HE0IC

JanitOr = BrickerBot Y& AATEQL B2 DES ZIKGIKILCE

[ mod_plairtext py E!]

47: IIiIXiTiilI % 00000 - 0000000000 + 00000

: I11I1T1i
1111
00000

g5 45: O0oo * 00000 - 000000000
0oo01Il = 8¢
0000000 = &00
000 = ZQ
7 A B
90: IILII . Oooo - 00000 % 00000000 - ITITTIITII1T
' 00000 / 00000000 . ITiIiiliT . oc0ooO

SIXIEH BE AATES ISRIS UUCH

— LS

[EX] https:/ /mww bleepingcomputer.com/news/security/brickerbot-author-retires-daiming-to-have-bricked-over—10-million-iot-devices/]
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AIEAIEL| 232 fok= A 00T 7 [s4fe] kst #st 2 7 40 SAFE(A FARt 7SS ALR)
MZO0 (TR SRiCt
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ER0loH= Zut ANIZ XXIS0| NS lEish= EAHE0| O, 0]of CHal ~8S ST SHRCH
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BB EEER -

® VIMETE] 3RE iPhone 7

B HA
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