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O[EHOI| LZ4E! Nemty ZHAII01= 8/27 YU0i| SELE A1} S| 2HAL-E0f| DECRYPTION KEY 2 MIZEILICE SEXITt

2353} A|E= 0)M1t 20| configuration file & 7-&LICt

ESTsecurity (opyright © 2019 ESTsecurity Corp. Al rights reserved. 1



02 T=271 H27 |1

J NEMTY-DECRYPTIt - 2% - n} X
SRE IO M4Q =V ESR
---z3= NEMTY PROJECT s=s=---
[+) Whats Happen? [+]

Your fies are encrypted, and currently unavallzble. You can check it all files on you computer haspsaas -
on nemty o N - 7 _NEMTY_RPMy<C_-DECRYPT - 2%
By the way, everything i pessible to restore, but you need to follow our instructions. Otherwise, yi ) EE@ HAO) 2NV SERE)

retum your data (NEVER). ———=nn NEMTY PROJECT sww——

[=] What guarantees? {+]

[+] #hate Happen? [+]

It's just 3 business, We absolutely do nat care about you and your deals, except getting benefits. | lyoyr files are encrypted, and currently unavallable. Vou can check it: all files on y

If we do not do our work and liabilities - nobody will net cooperate with us. By the way, evervthing is possible to restore, but vou need to follos our instruction:
It's not in our interests.
If you will not cooperate with our service - for us, fts does not matter. But you will lose your time || [+] hat guarantees? [+]
data, cause just we have the private key.
s - ti more )l 1" s just a business. e absclutely do not care asbout you and your deals, except gett
T e mch Valiabie fhar icviey: t do our wmork and liabilities - nobody will not cocperste with us.

(=) How to get access on website? {+) i 11 you -Ill not cooperate with our service = for us, Its does not matter. But you wil

In practise - tise is such more valuable than money.
1) Download and install TOR browser from this site- hitps//torproject org’ 2
2) Open our website: zjoxywSmkacokSpin2iprkivgSclow72mjkyicSttubzxprijwapkad cnicrvpay il [+] How to get access on vebsite? [4]

. 1) Download and install TOR browser from this site: https://torproject.ora/
when you open our website, follow the instructions and you wil get your files back. 2) Ooen our website: zjoxysSekacoikSptn2iorkivese|on7onjkyk5t tubzxdrjjnvapkad. onion,
Configuraticn file path: C#Usersiadminy NEMTY p2Tvqle_ When you open our sebsite, upload this note, follow the instructions and wvou will get

nanv DECRYPTION KEY':

1]62/1 UozK IF 2+ owa/dY By LEYpXENFdaCrcpk3y ) NhK | kDpBCDu3zuT | GBaXcaBoaxZeaBZ2H/kC | za Dl
8/27 Nemty HH &k E /LvdyiyfvlzDrgalrv/Bthiixe¥01 /avhk¥RAvSCrIBRY p26.Yu) baCABIYQESAGNNKPRSTSKy POL) GNIYHI|

o 9/11 Nemty B

[32! 3] Nemty 2HAE H|w

2 C @ Dé g kacojksptn2iprki 2mjk | @ O | Q seanch mBE s » =

Upload your configuration file to
continue

M Fite

[32! 4] configuration file 27 5fH
Esrsea"ﬁry Copyright © 2019 ESTsecurity Corp. All rights reserved.
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212 QUIRIZIAS SRIBH oK HIZ QESHD QU= 30| EIRIE|0] 0BXISO] Zieist Zopt TS|, oty
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fprintf({vll3, "version: ¥s\n\n™, wvld};
CopyBuffToClassvalue(&v139, 1, 8);

wvles = &Buf;

fprintf(v1i13, “Date: ¥s", &Buf);

gmemcpy (&v188, (const void *)sub 4514C5((int)&v139), @x1Cu);
fprintf (w113, “MachineID: ¥s'\n");
CopyBuffToClassvalue(&v130, 1, @);

gmemcpy (&v188, (const wvoid *)sub_451467((int)&v139%, @x1Cu);
fprintf({vll3, “GUID: ¥sinn"};

CopyBuffToClassvalue(&v139, 1, 8);

(724 2] Al 2 4] = 2

SiXH 2LetofM= SHE 2 S “Trojan.Ransom.Sodinokibi” EXX| HOZ RICKSHT QIOMH, 2 AM| 2ME M=
Threat Inside ¥MH|A =S E5| E010] 7Fs5ICT

ESTsecurity (opyright © 2019 ESTsecurity Corp. All rights reserved.
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[Trojan.Android.Agent]
OtdIC EA HilM

22 URL S SoliM RZEEL U= obd O SF7F LI THJGHXK|LL UL offd od YW= R B ¥e=z
AL AZBAE £2IT ot 245 O ob/| floliM =elE SoliM by ARt 2EE =2 =714 so

12 2&ol0] I=3t olCf.

=

7171 22 Het s 39| 717 [EER} ZA 2-H ’é!i A= 52| el HEE ol (RC MHE Sall &4
FHS EL ABAL Sl =Xt HAKIZ TS0l CRC FAT HES o= 0] RVt HRolC,
int v7 = v0.length;
int vl;
for(vl =
SmsMe teFromPdu (v0O[vl]):
this. i) 1! v2.getMessageBody () »
this. v2. igi ingRddress();

this. time va2. tampMillis();

this.sp = new SPUtil (argé, "mybank”):
this.ab:::B::ad:as:[}:

.valfcontext.getApplicationContext())):

ng.valueOf (IR. this. time}));

] ) + SeIrviel ?T".“::::=f2

+ Stltil.stringToJdson(vl.toString()) + N H

nrintSe

/0_1.printStackTrace():

}.starc():

=] =S Pl T=YR

i LemMoli= SHE b S Trojan Android Agent” BIX| HOZ ZIHSIT QOM, i MMl EMEVIM=
Threat Inside ¢ 1HI*-TLE~ Sofl 2i210] 7}50lct.
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WARNING — Malware Found in CamScanner Android App With 100+ Million Users
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EZ S 7= 20| AE00| 2EHRI 2|7E HA XA =L,
0] ot iOIEUf EENH BE 24 Zu 0] AEHEE= O|H0| 5= ADIEEN| MERX] & 2T Ao LA &
2t SUSHk= 20| SHoAlCt

O] B2 AHO| 2|AA0] ZLEH E ASSt E MANM E CE ot RS2 F5 3 A3 st
"1 Zut Sig 2EC| FRU2 el 1 E B AL BHIY AEE |E MHIAN 71U A =2 &=
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-|0

>.

10
HU
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SIKIEt FZS %Y JHUKISO| CamScanner @ FR1 HHOIEOIN SHE Ok F=E FPist 2= BOILL” 2t
YL

O30, SRS "o WOl B2 717|0tCt Zet U= ok FEE Hofeh 4= g7 S Thlokt Rt
CamScanner | = HT2 EAL g1 2{0[E4EE ZefoiX| 27| =0, 2bd 2=0] gl O +=
SHl0|AE0{0|M CHRZE o 4 QALY

22 At # 3 32 7= S20I2E00M Si==2 WS HAokls LHS 7ISRH M=2 ol Coll TS

Q{23 OTE SHOI TS ZTRYCE SXITHFA| 20| SEZOFEN O YOS SHis 4 WAt NSXIS T}
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[EX] https://thehackemews.com/2019/08/android-camscanner-malware.html

https://securelist.com/dropper-in-google—play/92496/
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Cerberus: A New Android Banking Malware For Rent' Emerges

Anubis, Red Alert 2.0, GM bot, Exobot 2t Z2 QIEZ0|= EZ0|S01t AH|AS T =(MaaS) AHIAS S55tH S,
CHESOl[A| QE=20|= £ CHo MHIAE HSokh= FARH 7ISS 71 ME=2 S20|017F LIEKATE,

A=A Cerberus)2t BE & 0] M22 24 HE ES0|=0t= ¥4 324 29 & QE=0E 77| THIE
X|0fol== 5180} 2H|0| 34, SMS X0, H2X +=F Siit 22 W EZ0[50} 7|55 Eefoldl UCt.
Sz ELIE0IN D 2| EEsti! U= 0] AET =] MIZA| =M, Cerberus = MSFEH I EUCH
SIESh= Ot Wz EZ0|=0te| T=E XHAESIK| AUt

ISt J= MEXS0IA &4 = 0 MHIAE MEs| &, 24 2 HZF T19| JHQI ZFH0f| 0 EE0[F0IE
A2 FARICE 0] T=2| CHH 242 1 7HE0| 2,000 224, 6 7H0f| 7,000 E21, 12 7HE0il 12,000 E2{0|Ct
Cerberus 92! EE0[=0IR| 7 |5

Cerberus Android Bot (B4)): https://www.youtube.com/watch?v=dMu0JzyucZ0

Cerberus EZ0[=0t2| 5= S5t Threat Fabric 2| AHS0l =M, 0] 2+ T== Of2het Z0| B YHEMOI
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® Play Protect HIEHs}
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@ Mise & jour Google Play

Veuillez renseigner vos ations de paiement.

Google
0O0OO0O0O0O Sign in

with your Google Account

Emaill or phone

Forgot email?

Not your phone? Use Guest mode to sign in
privately.
Learn more

Effacer

O[OK} https:/ /mwwithreatfabric.com/ blogs/ cerberus—a—new-banking-trojan-from-the—underworld.html
HTEE0 M=, Cerberus = & 30 7H2] IRt ERIS =2 Q20| 34 HIERS 2511 UALCE 04710l= OfH
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04 22 HOt S5}
Cerberus, 44 7t 311 7 AIS5H
Cerberus 1= IE| HIO[2IA S2MO| EIX| 2 2412 51| 9134 71710] KA HAS AS510] TisHKie] 23218
Ioh= S S0|12E2 713 AESIT;
ABAP} S0/, IZO0|E 7|7 | Wzto] DA A HIOIEIS AIBIH 0] OHSTIES J]7jo] B4 MME S5
ARgTIO| 42 42 DLIEFR 510] 40| AF| L= 7|7 |0 A3 Eh=x| Holsict
"ER0|20f= 0] I YHOR SX 24| SZMTHIA) U NTE RAp7lo] BAE 7[7(0jA A U 24
S 242 ORIt
AREES] 717101 A HOJE7} 812 A9, OMAEE @A M7} Bhe OS20|ER Z55HT Ot A=E AB5IX]
042 Z0[Ck
02 7} Q=0 W2l ER0/20f01 Anubis’ Ol OJD] ARBRHE! 710[Ct,
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[EX] https://thehackemews.com/2019/08/cerberus-android-banking-trojan.html
https:/ /mww.threatfabric.com/blogs/ cerberus-a—new-banking-trojan—-from-the-underworld html
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offZ! El RDP SAS Sofl HiZEl= HOZ £ k= ME2 Nemty HHMI0] LA

New Nemty Ransomware May Spread via Compromised RDP Connections

2 SOt A0t CHSH 2} QE[HIO|2A ATEQNE AHEok= M=22 207 LA EQICE ALAES2 012
Nemty 2t HHIHCH.
0= Nemty HAII019] & HHI| HEHMOZ QU535 TRMA S MU0 7}t El= SRIKI0A 0|22 WAL,

1 o= ke Y

CHE M Aset obd FEXE, Nemty ot MR SARES M7H0HK DA MAS S+1e 4= QU
BAOHEHZICY,

OeliX k= 2Pt HI0IH 2412 flgt =28t 712 20 FlL UACH, == Xl=otH H0[HE =+1e + U=
HIAIXIE EA| EC.

I
N

=]
oo

:
o

---=== NEMTY PROJECT ===---
[+] whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has extension .nemty
By the way, everything is possible to restore, but you need to follow our instructions. Otherwise, you cant return your data (NEVER).

[+] what guarantees? [+]

It's just a business. We absolutely do not care about you and your deals, except getting benefits.

If we do not do our work and liabilities - nobody will not cooperate with us.

It's not in our interests.

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the private key.
In practise - time is much more valuable than money.

[+] How to get access on website? [+]

1) Download and install TOR browser from this site: https://torproject.org/
2) Open our website: zjoxywSmkacojkSptn2iprkivg5clow72mjkykS5ttubzxprjjnwapkad.onion/pay

When you open our website, follow the instructions and you will get your files back.

BleepingComputer 2| HIAE Zut gMHLI= 0.00981BTC R2H, 0l= X 71E 2F $1,000 42| 7EX|Ct,
AiE ZE2 AT IS ?loll Tor HEAHIM 3AE EH, MEA: 74 TS B=E of0felCh

TEH OIS A Yis U 20 Chet o B MES Wtk Qs I CH2 BiAO|ERO| YIS HZFIC

Ransom EI
i i 3 . 0
&« (SR I C) iR e A asErhas.0nion o | | Q Search @ m » =
en v

What do you need to do?

In order to get the decryptor you need to send btc to our wallet.
The amount and wallet are specified below. Hurry up! After timer
will end, your ransom price will be doubled. If you want more
information on how to buy Bitcoin, you can read it here

Amount 0.09981 BTC (1000$)
wallet

Time left: 01:11:59:47

DOWLOAD TEST DECRYPTED FILES

Enter message

ESTsecurity Copyright © 2019 ESTsecurity Corp. All rights reserved.
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HOF AA2! Vitali Kremez = O] AETEE HLUS| 2ARMOH, 11 Ait S61K| L2 0153 AEsi= FEIA

QEHMEJ} TSI IS UL O 22N & 4 UK, MAH= 0|2 ‘hate” 2t HHICH

nou byte ptr [ebp+lpParaneters], 0
call sub_hO73BE
cnp [ebpruar_C], 10h
nou ecx, [ebpelpParaneters])
jnb short loc_A8ASED ) = Createlutexa(9, 8, “hate");
lea ecx, [ebpelpParaneters] 1| MaitFor “‘3“ t v, )3
u(-- itError() == 183 )
; CODE XREF: maine+Fotj KitThread(e);

nov ebx, suu hﬁﬂhCB(),
xor eax, pax
push eax s nShouwtmd
push eax ; lpbirectory
push ecx : lpParamneters
push offset File < cnd . exe
push eax ; lpoUperation
push eax s hwnd
call ebx ; X
pusn 1 2019-08-24: Nemty Ransomware ->
xor edi, ed
lea esi, [ebpelpParameters
o P e 4 ; Mutex “hate” | Backup & Shadow
push 1
lea esi, [ebprvar_3C) I
call sub_405C98 copy Removal
push 1
lea esi, |ebpsvar Vo)
call sub hOSCo0
push 1
lea esi, [ebpsuvar 58]
call sub_h0757%
push offset atUssadmin_exed ; ¢ vussadmin.exe delete shadows /al q
lea eax, [ebpsvar_58])
call sub_ 487288 ; char aCVUssadmin_exeD[ )
cnp dword ptr [eax+-aCUssadnin_exeD db * /c vssadmin.exe delete shadows /all (l]lllll & bededit /set {defau’
11 short loc_ AhOA6H ;b EF i 131
nou eax, [eax] db "1t) bootstatuspolicy ignoreallfailures & mmun /set {default} r’'

db ‘ecoveryenabled no & whadmin delete catalog -quiet & waic shadowco®

db ‘py delete’ .0
xor ecx, ecx
push ecx ; nShovCnd
push ecx ; Ipbirectory
push eax : IpParameters
push offset File - nd . exe
push ecx s lpOperation
push ecx s hwnd
call ebx ;
push 1
xor edi, edi

Mutex(mutually exclusive, A& HHE}X) QEME= T2 72H0| SHHOY| A3 A= SHLIOIZE HMIASIES Si
2|AAE HOSI=S oiZolk= S0

Kremez = Nemty 2| F=0f|A{ &£ CIE S0[&E LARHCE 047|0l= "l added you to the list of [insult], but only with

pencil for now.'2H= M2t 84| S2iC|0|12 FEIQ| ARRICE AHA &= IS Hl5H /UL

HIO[2{A BHAT A0 CHSH HIA|IX| EESH A (AL

XMB0lls, T L &Z7F 1N OFedotA|2E ERAXITE CA| ZEAL Z1} 0[R2 basebsd ZAIES =Saloll URLS

Aol | et 7I1RCH QHEIHIOIHMA HAIE et Z-AQI HIAXIRE A= SHoiRiCt
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19| w19 = ={ DWORD =*)"fuckav™;
20| w20 = *{ WORD =)"avu';
21| v?7 = B;

22| w21 = aFuckav[6];

23| memset{&uz?, @, O%79u);

24| v8 = pszString;

25| pcbBinary = 8;

26| if { (unsigned int)a?7 < 6x18 )
27 v8 = {const CHAR =)&pszString;

29 goto LABEL 16;
30) v9 = (BYTE =)malloc{pchBinaruy};
31 if  tvo )

32 goto LABEL_16;

33| vie = pszString;

34 if { {unsigned int)a? < 6x10 )

42| sub 4BA787{v13, (int)u9, pcbBinary);
b3 ={ DUORD =){al1 + 2@) 15;

44| =( DWORD =){al + 16) = B;

u5| ={ BYTE *)al = @;

b6 sub_u@720A{{int)&u17, (char =)ud);
47| free(ui2);

ug| free{uyv);

49| if { pcbBinary > @ )

el ¢

51 do

52

53 viy = yi7;

5y if ( vig < 8x18 )

55 yl4 = (int =)&uv17;

56 sub_40A493(=({ BYTE =)ullh + u7++)};
57 H

58 while { v7 < pchBinary });

59

b
60| sub_4B5C98(8, (int)&wi7, 1);
61| sub 4B5C98(8, (int)&pszString, 1);

28| if ( *CryptStringToBinaryAa{vé, cchString, 1u, @, &pcbBinary, 6, 68) )

35 u18 = {const CHAR =)&pszString;

26| if { *CryptStringToBinaryA{v18, cchString, 1u, v9, &pcbBinary, 6, 8) )
37LABEL_16:

a8 ExitThread(8);

39| w11 = malloc(@xL488u);

48| vi12 = vii;

1| vi3 = sub_4B8A72C{{int)uil, (int)&ui19});

3=
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int sub_488958()
{ 2019-08-24: Nemty Ransomware ->

const char *v@; // esi@5

'isRu' check true/false set

( (unsigned _ int8)sub_4B7FDB(''Russia™)

| (unsigned _ int8)sub_487FDB("'Belarus")

| (unsigned __ int8)sub_487FDB("Kazakhstan")
| (unsigned __ int8)sub_4B87FDB("Tajikistan™)
|

9 (vB = “false", (unsigned __ int8)sub_u487FDB(''Ukraine*)) )
18

11 vl = *“true*;

12| }

13| strlen{vi);
14| return sub_4075B4({void =)ub);

Nemty 7+ O{EA| HHE E|R=Kli= SHASIK] 22XITE Kremez &= STI5H EX0f|A 0] YT ET} 5 = 24
HATES Soff BiREEICHT SUCH BHRACH

UM OZ AL El= I O|H| U} H{WSHS [ RDP HAS &&olH SZK= LfsHA| DI7IE = 7KK 7 |CR2[X|
o0t FEICH= OO QUCt,

Kremez = Nemty Of| Ci$t O 2 HHE Hatst O+ LEES J7HRICE

[EX https:/ /mww.bleepingcomputer.com/news/security/ new-nemty-ransomware-may-spread-via—compromised-rdp—connections/

https://raw.githubusercontent.com/k-vitali/ Matware-Misc—RE/master/ 2019-08-24-nemty-ransomware-notes.vk.raw
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