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[Trojan.Ransom.WastedLocker]
ofEIC =M HLIM

S7| ‘WastedLocker 2t Z2li= HM0f 7|42 TAOR 70| 0|RO{XI= O UMK AR Xl 7 8
ADIEQIXIR} 012 717] HZEAR 7121(Gamin)0] A0 BHS WOt MH|A U ZFTHEI A7} QT 5
7

0] EAIIOIS RIEISE IS Hoft 7IaiS AQSH vl Cop EE TAS05 2 ol 129| A#O= 22K T}

| test pdf.bbawasted_info - 2.2 = =R
o) #HEE AMY0) =221V ESZH)
BBA Aviation -

YOUR METWORK. 15 ENCRYPTED NOW

USE 91E6458PROTONMAIL.CH | E1253@ECLIPS0.CH T GET THE FRICE FOR YOUR DATA
D0 NOT GIVE THIS EMAIL TO 3RD PARTIES

D0 NOT RENAME OR MOYE THE FILE

THE FILE 1S ENCRYPTED WITH THE FOLLOWING KEY:
[begin_kev]RegCaJublxFblaSaRE] rvEda+OathTalWWZ0hcFq 7k 1 YWaaFucaneacB¥hubet 1d
ElhSYTBa74] e¥kBold3z0wt 61 d2gE | L1LCw 7+F1ab0SPDMMX9d45830534Y ACRKY
%150t AgzaulkbBUUZFOYpMYFT i 95E3Gmzal T 121 Ba+WSSCneGi GROD:WACERE,0d
pRFz{wdJSKHI Y 3WKGY i BhIER3Ei v+udmpzyn | mfhCmUZCR+ rSJank i UKGTEUF /g
w+HNOdw j GAOFYYAGnD4j +7CLOVTRFE! i Ca0j BEOW 1wz f0++ 8/ %RJBP95 | aPPky
Bnj 3RinRwdDYwBkagquar TE033kY JIHRp TWEI Yalh f0j PnaWay TnZnZr ME2Z Ty 2Y¥Hd
gTHJJmYh7i AuGeBi TOb | EEQhKEY X aDPUGM i nZoNYBa0gMakSgGhp+2t C2zZE3 | Ny
URGK Iy LexdSikAMo r CUP3g90n 1 w5R1 Hz 04w BLTREKEc BvHE | 5SvpllzbeRi ulk 3YE
HUI sGBAur /2uHoauBhMhsoBT02EF P2y LFLE FYhysPyn/Z+ +BosY AXHKEBK svY9Z
EggbJEbJ250bdhBT ASWEYZ0y onSN Wz 25060y hLHNKws /PEOFY 1 | CranY FURT GBS
Egggk?{?cthhiEmHngpSrdLWthITEZDUgQiK?fW0=[end_key]

[0] 2hdE 3

0] AMTCE= 2Z0]| ZXhSH= TS USSIA|F ZSXI0A I ES3IE 7|2 =8 Hh= 2iM90{e] 5t ZRLT
IRRH|EE E510 7|52 F1H5610] A5 NTFS 2] ADS(Alternate Data Stream)S 0|2510] AMTEE EAlSIT
2Hok= £X0] UCL

o

[CEtA 2HEAHS GILSH | IEH*‘IE 71= Hot AlS F4oll, AR, OESIA01IS 2O = HL|0|Eot0F
SIC}. Lot Qo Aime 7 IHC= oY DAL SRS AH|A SOl 2o TohS Z[2sfet 4~ AT ofiof

SRl LM = SiE 2 FE=ZE Trojan.Ransom.WastedLocker' BIX| HOZ RICkSHT QOO 2 AL
FAHTIAME Threat Inside EIAHIA =S Solf 2210] 7tS0IC
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03 YYgIE EM HY

[Trojan.Android. Agent]
OPMAC EM HUA

22 A0 EXIE Sttt 2Ad & S240] 2P RS Of= 24bd & AL S2 d-0] =BiA2| 27| 20t
= HEO| HES HMO)| M2t =2 ' SNS A2l Tiktok 2 CI=0A AR SK[oh= A0 Tiktok S ARGt

SZ0|47| H=O0IC.

o

re

E3I Tiktok 2 TI&|| AFZXI2| 50% OFM0| Q1 AFZAIY = QIO0MQ| 217 = CHESIC, SZXk= 0[2 0301
SO0 Tiktok YO Z ARElet oFd A= FISIACEL OFA REE od U2 2l2= BLIE 24 RIS ofkl=
o

.i
%*QEH X E1l &S Sol| 8K 25 L2 A2 FZHCL

Enjoy Videos and

also make Creative
Videos

again. Now Tiktok is only
Available in (Tiktok pro)
So Download from
below.

Link: http:/tiny.cc/

Tiktok pro
2% 3:58

[(2] 2k 20| et 2K}

Trojan Android Agent = 2td %= FEol/| ?loll 20[&S EE0I! AUCL A0 =0ME BO| EExl= 54
YHO|H SHL YYoM= IR RSt S4 Y07 |0 FE=o| &L UL,

X

AEAP ADY SA= Soll 2y ¥S X0 =T SZRIS| 20| ANEES E74F= At 20 TN IsHE

&7] ™ oidok= X0| 7+ E5 A0k,

SIXH UM OflA= SHE M= Trojan Android Agent " &XX| HOZ RITHSHYT QUOMH, 24 MM 2AE A= Threat
InSide 'E,A‘lt”ﬁ __TL%E 08H én_ol 7|36H:I-
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Scammers hacked Twitter and hijacked accounts using admin tool

oS0l LR AREAL 2] & H AAE 2 Hets g0l |RE EfIE A w4 7S SOIXHdet Aoz
LIEEICEL O1F O] APE2 7H 3| APIE SE0k=0 A= S2K= /3 Al U8 Sall "HIEZRIS
HUH 2 2 SHFCN = HAKIZE ANRICH, Ol S5l 10 2F E2f 0[YS HOSY &= UL slizt= T 7
2, A2, 7rei A2 S o2 RF E%’—IH AdE 261N AP IS MERIM, SZKI= HE 2610t 0|
LHSE, = H|d M 0= £33 & 7IH0] fIAE 2 AQ|S, & 7S S 78 QNRE OFF, 9, HIET? S 71
7|&S ILefet (i EfIE AES EFloh=tl S8,

m Elon Musk @ L J ‘//’,": Bitcoin L 4 o " Apple @ L 4

;:!], @elonmusk =Y @Bitcoin U @Apple

I'm feeling generous because of Covid-19. We have partnered with CryptoForHealth and are giving back We are giving back to our community. We support Bitcoin
5000 BTC to the community. and we believe you should too!

I'll double any BTC payment sent to my BTC address for the

next hour. Good luck, and stay safe out there! See more here : cryptoforhealth.com Al Bitcoin sent to our address below will be sent back to you
4:01 PM - Jul 15, 2020 ® doubled!

bc1qgxy2kgdygjrsqtzq2n0yrf2493p83kkfjhxOwlh _

417PM - Jul 15, 2020 © || © 138 O 183 people are Tweeting about this be1qxy2kgdygjrsqtzq2n0yrf2493p83kkfjhxOwlh

Q 83K B Seethe latest COVID-19 information on Twitter ;9‘ Bill Gates @ ¥ Only going on for the next 30 minutes
\ i :

" QRilicstes 4:58 PM - Jul 15, 2020 ®
@ @ub’ero Everyone is asking me to give back, and now is the time.

Q 309 O 160 people are Tweeting about this
Due to Covid-19, we are giving back over $10,000,000

in Bitcoin! I am doubling all payments sent to my BTC address for the

next 30 minutes. You send $1,000, | send you back $2,000. e ye® L 4
@kanyewest
All payments sent to our address below will be sent . ’
back doubled. BTC Address - bc1qxy2kgdygjrsqtzq2n0yrf2493p83kkfjhxOwlh | am giving back to my fans.
bc1qxy2kgdygjrsqtzq2n0yrf2493p83kkfjhxowlh Only going on for 30 minutes! Enjoy! All Bitcoin sent to my address below will be sent back
434 PM - Jul 15, 2020 ® doubled. I am only doing a maximum of $10,000,000.

This is only going on for the next 30 minutes! Enjoy!

565 322 people are Tweeting about this
1155 PM - Jul 15, 2020 - Twitter Web App o © e 9

bc1qxy2kgdygjrsqtzq2n0yrf2493p83kkfjhxOwlh
54 Retweets and comments 21 Likes Only going on for 30 minutes!
5:03 PM - Jul 15, 2020 ®

Q 55k © 26K people are Tweeting about this

[ 1] ot 222 2

[EX{ https:/ /www.recordedfuture.com/thanos—ransomware—builder/

O] AVt HiAE 22, ERQEl= = ASE AEMWM ESS AMIGIAL HIZRHS S MEEHok= XS RIERICH.
3 AR =, BEREl= olid AFEUIM EX 71S0] ==L AP TIREE0| T2t 2|=X] 23A| TIAl XIiHE &+~
QIC}T Hraict
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jack @
P Djack
Tough day for us at Twitter. We all feel terrible this

happened.
We're diagnosing and will share everything we can when

we have a more complete understanding of exactly what

happened.
@ to our teammates working hard to make this right
®

10:18 AM - Jul 16, 2020
Q) 23.6K people are Tweeting about this

7 103.1K
(32 2]

[Ex https://twitter.com/jack/status/1283571658339397632

F8 SI0IXHZol LiF #2] = ASEY

Of AI10f] CHoH Z=Atet

EQfE &2
3 T2 A0

“BZRP LS AR} SO0f ChSt
AR5 7S UTICE
“BZXI= 0] 2 IS OIBI0] U2 RF AZSH A E3hS HoisH] 1101 ESig AWICE
TZRPE F712 AE O2 20| QU=X|, O HE0| FIFEK| Bt FAS T H0[Ct, |t H2
2712 YHE R SRS SRk
ESI 3 AL
r OIE—.

= T2 Tt AL
Q10| CHA| B 4= QU

ERE AZE SA EE ¢
PRSIt TEHE B0 ol d APEe| & =

EQE ge £8F
AME{Z MBRHom OF

Jdeet ZXIE FRIGE AL

“olidE AZE HE
=gt OFEoILt”
ZAPL Tlf= SO IRAC=E UE AAE H =0 Ciet §2E HMikloh=

TIYE0| Tfet 5712 22 DIGIEE SRACE”
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Twitter Support y
w pport @

@TwitterSupport

Replying to @TwitterSupport

This was disruptive, but it was an important step to reduce
risk. Most functionality has been restored but we may take
further actions and will update you if we do.

11:38 AM - Jul 16, 2020 @
O 67K Q) 1K people are Tweeting about this

(33
[Ex] https://twitter.com/TwitterSupport/status/1283591851572973573

ERE WWE XEH2| 24207R

ER|E 52 SZAP AES ZFlok=t R ZH0| &=l AR0| RJU=X|, SARPL OIStz He| S0l HZol==
UES MSIH=X|, OHH S EES =2l ERIH| LS = Mo ZHets O ZRUX= OFXI7IX| =RI5HA]
ZCL LR = QEH0|A= HO|H &2 2UEE R O MHIAQ! Under The Breach X! LIE AP Cir2| SAS
=]

—

20} ELIE0| REE A= LERRT

TARISO| Ll AISA} Bi2| THEIO| ATRINS et XI5, EQIEIC] XIS 0I MPfst 5 0| ESI2 EQJE(

TS YHEBICE 2= HIAKIE EZICH ol AES AR E RICIGHTE
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04 SR Hot S5t

 Ferm Suspended | Supended | b

adamblaze
Add Email

@stubborn Email s 3 public doman

Account is inactive sderages

Q0 216 20 @ 019

[ 4] E2H 2=kt

O A= LUt ZR0| HRAESX| © - GXE, ERIEO P} it 12 010 S8 OILEL ORI
EQIE] H ZIRI0] LI AARIS ARS5I01 “ARRCIS] B} EQIE MR 43 70| HES(0/IY Z4, P 3

WA SESH AFRCIO[ZHH|0F Z=0l SR 2el= DS X0] ALY,

ERIH Age| ESIS HAlok= &M TO|X[Z

ERE AE 0l Tigh SH0| Tdotit 1= Lot 78 =R 71!

M7t S20] 2= HRIE SR

HA[obX| Zot== RFRHTE. Of0f] Tk ShA|,

FA0L FAlS EZAIES Helot EXS
0 HISHZ BIoICt J2|T

Lot = MEARS0| HIEZD!

Git Y E=Z S FAleH EAIE 4 ot A{HE[0] 2R HoF 2AYIRE FE IR} 5

=2 EfIEl= o7t ASAIL| HIZHS0| EZULE SHE &S o+ YU HRACL TEtA oK Ald=2 2loH
300 O] & Tl 7|2 IEot O] ARAS

AEAR] HIZHS S HEY Al2l2 QT TRUCE oot OFRIIEK| AP T

= CAM

o%

ZAfed QI FHSHC)

[EX] https:/ /www.bleepingcomputer.com/news/security/scammers—hacked-twitter-and—hijacked-accounts-using-admin-tool/

https://www.zdnet.com/article/twitter-no—evidence-hackers—accessed-user-passwords/
https://securityaffairs.co/wordpress/ 105970/ hacking/high—profile—twitter-bitcoin—scam.html
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UEIIEIO X SRSE MHIA 3RS sl M2 Iy Hmel w2

New phishing campaign abuses a trio of enterprise cloud services

AEARR] 2701 X SE= SXI7| *loff AHIH0|= SHRE MH|AQ! O0|Z24ATE Azure, Dynamics, IBM
Cloud 3 X5 2Edk= ME2 L) ZH[QI0] BAZIACE

Bleeping Computer = Ei2 X HIATOM HESH AOZ TIERHON “servicedesk.com™2h= 71| A IT &
OIAT =IO AFZSHE 2Lt RARSE HOIE AFZok= MER DA A0S LUZARNCY

Ol M2 = LY O|HY 2ot XiE % A EHEHHN 35 Udkl= H7IE0 22 HAXIE “SHHP e
QFISH= “HOE| MY AUZIS DHIBHC}

O 11—

o
mjo

Subject  Cloud Report - OEBADC57 |
From axsharma.com Cloud-System <noreply@servicedesk.com> fOUI‘JdGUO?,
To <ax@axsharma.com>

Date 2020-07-16 18:47

axsharma.com Cloud Service

You have {6} undelivered mails clustered on your cloud, because your mail storage capacity is full and awaiting approval from you
to deliver messages and restore cloud storage.

Be notified, this might make incoming messages bounce back or lose your important mails:

Please follow the instruction to resolve issue and release pending messages to your inbox.

: RELEASE MESSAGES : CLEAN-UP CLOUD

Thanks,
axsharma.com Cloud Service.

This email was sent to {ax@axsharma.com}.

[ 11T X BN 2 0= LREEHI O Y

O] O|HIYe] &AXE="noreply@servicedesk.com’22 HA|E|0] ULt OH|Y SLXt 2EE2 &4 AZZLO|
7tSSHX[EE O] IpA ZAmP1o] MY FfCi= SHE O|H|U0| AMK| 0] =HQIE Saf MEE AS= HAIELL: O|HiY
SICIOIM ERISt 2~ U= 0] IJA OHYL S “cnirackhawkpro” EHQIS S5 MEEIQOLE BiA TH[QI2

HEHS| “servicedesk.com”Cl,
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Return-Path: <noreply@servicedesk.com>
Delivered-To: ax@axsharma.com
Received: from serverl98.web-hosting.com
by server198.web-hosting.com with LMTP
id kMutCmcWEV/rawEAGWONTw
(envelope-from <noreply@servicedesk.com>)
for <ax@axsharma.com>; Thu, 16 Jul 2020 23:09:27 -0400
Return-path: <noreply@servicedesk.com>
Envelope-to: ax@axsharma.com
Delivery-date: Thu, 16 Jul 2020 23:09:27 -0400
Received: from cn.trackhawk.pro ([66.23.232.62]1:59939)

(Exim 4.93)

(envelope-from <noreply@servicedesk.com>)

id 1jwGkY-000PG6-UL

for ax@axsharma.com; Thu, 16 Jul 2020 23:09:27 -0400
Received: from servicedesk.com ([104.37.188.73]) by trackhawk.pro with
MailEnable ESMTPA; Thu, 16 Jul 2020 15:47:24 -0700
From: "axsharma.com Cloud-System" <noreply@servicedesk.com>
To: ax@axsharma.com
Subject: Cloud Report - OEBADC57
Date: 16 Jul 2020 15:47:24 -0700
Message-ID: <20200716154724.97E50257DBC79111@servicedesk.com>
MIME-Version: 1.0
Content-Type: text/html;

charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

by serverl198.web-hosting.com with esmtps (TLS1.2) tls TLS_ECDHE RSA WITH AES_256_GCM_SHA384

[ 2] I O iU A JRIS] Q2K I S

=2l O AZEE ALIZ(R0M “From:” O|H|Y =Mt TH OF2H “Received:” SIE0 2

ABIE THQI0]

UX[SIK| LS AL st 22 ZEREICE O] ZMIRINIME “From:”0 A=l EHICI91 “servicedesk.com”O|

OFX|2f “Received:” SIIEH0f 2|AEIE QI UX|SH TS EA| AH TEHE 2208 4= UA 2Tt

Return-Path: <noreply@servicedesk.com>
Delivered-To: ax@axsharma.com
Received: from serverl98.web-hosting.com
by serverl98.web-hosting.com with LMTP
id kMutCmcWEV/rawEAGWONTw
(envelope-from <noreply@servicedesk.com>)
for <ax@axsharma.com>; Thu, 16 Jul 2020 23:09:27 -0400
Return-path: <noreply@servicedesk.com>
Envelope-to: ax@axsharma.com
Delivery-date: Thu, 16 Jul 2020 23:09:27 -0400
Received: from cn.trackhawk.pro ([66.23.232.62]:59939)

(Exim 4.93)

(envelope-from <noreply@servicedesk.com>)

id 1jwGkY-000PG6-UL

for ax@axsharma.com; Thu, 16 Jul 2020 23:09:27 -0400
Received: from servicedesk.com ([104.37.188.73]) by trackhawk.pro with
MailEnable ESMTPA; Thu, 16 Jul 2020 15:47:24 -0700
From: "axsharma.com Cloud-System" <noreply@servicedesk.com>
To: ax@axsharma.com
Subject: Cloud Report - OEBADC57
Date: 16 Jul 2020 15:47:24 -0700
Message-ID: <20200716154724.97E50257DBC79111€@€servicedesk.com>
MIME-Version: 1.0
Content-Type: text/html;

charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

by server198.web-hosting.com with esmtps (TLS1.2) tls TLS_ECDHE_RSA WITH_AES_256_GCM_ SHA384

(22! 3] Tk O A [K[Q] 22K I 5
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04 =228 ot gt

0| 3lI5i= OF2H & 7IX| & oite| ZRE LIEHHACE,

—“servicedesk.com” HIY M7} SHAEIO| SHXP} 6 AHHE Sall O|HAUS 2>

- 34XE= “entrackhawkpro” EMHIQIS Sall OIHYS ERHXIZE KIZ=E “Received: from servicedesk.com ..” SIHE
Of2Hofl =ISH “From:” EMIQ 12 DHX|=|=F 50 AZ|=E =2

SOIEAE “Received: from servicedeskcom ([104.37.188.73])" Wi LIZE! IP F40] ping S ELHH AR =1}
Z7} HESE|0] O MH7t 2H3te|0] QK| Sith= A2 Ql0SHCt SEXIZE “entrackhawk.pro” IP (66.23.232.62)=
ping Off &t EHHS Hiets| R0 2ol HEE AL & 2 HY 71540| =Lt &St “servicedesk.com”
SEH|Q104| CHeF DMARC, DKIM, SPF Z350] 817| =01l A7 0] EHRIS A8et o= UTE 51E51A| ECt.

OO|Z2AE} BM EHIQI, B Cfol

IBM S2IRE SAE, O0|F3ZATE  Azure, Dynamics 2+ 20| & 22T AHI0|X S28S AFE0I0 I 2HE
HOIXIE SAEGH= OlRs AW &S Hol| IR0ITE Azure (Windowsnet) B= IBM S0
SAEEE= T2 0] 2A] OIS Eeloh= & SSL QIBME g2 &= V| 20| G2 efEXez 2 +

UL

Certificate X
IGeneral| Details iCertiﬁcation Path
Show [<AII> v
Field Value -
[l 1ssuer DigiCert SHA2 Secure Se...
[]valid from Monday, September 23, ... i
Valid to Monday, September 28, ... =
& Subject *.us-south.cf.appdomain....
[l Public key RSA (4096 Bits)
[5| Authority Key Identifier ~ KeyID=0f 80 61 1c 82 31 ...
@Subject Key Identifier 1f 14 a6 a7 b1 81 3e %a ...
5| Subject Alternative Name DNS Name=*.us-south.cf... .

CN = *.us-south.cf.appdomain.cloud

OU = IBM Cloud

O = International Business Machines Corporation
L = Armonk

S = New York

C=us

Edit Properties... ' Copy to File...

Learn more about certificate details

[22! 4] IBM SRI2E 0 5M
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A2 ABRIE

HHE0| Slon) S22
BALI| 9P

0] &
BEABIES
O0|F2AZE Azure 2| SA

OlSECt.

e H0|X = ARBAP WS
AAZIQICE IBM S2FRE H[ZEHSH| 20|t
SAE| Q101 windows.net 2] A™ AHH|I0|IE &

ESTSECU!’ffy Copyright © 2020 ESTsecurity Corp. All rights reserved

04 S=YH Bt Z3t
IO}A O|H|U0= “RELEASE MESSAGES” = “CLEAN-UP CLOUD” 20| &2
A0l O|FZ2ATE Dynamics 365 URL 2 O|SAIZICE 0] O] URL 2 miA HIMW0[X|S
A2XIE IBM 2| Cloud Foundry HHZEO| AFREl= IBM 22ILE EMHIQIQ! of appdomain.cloud £ OSAIZICY.
C | @& 3063301728861484w.us-south.cf.appdomain.cloud/webief40L ¢ | & B % Fén » ‘e,
ax@axsharma.com & Contacts a Settings
Axsharma Account Settings
Log in to continue
Email Address )
Top tips to
ax@axsharma.com improve your
_— safety online
Learn more
Remember me
[ 5]1BM S22 AHR| HE TO K|
Fofst “HAE” HILHSE Y 49 “ERE HZHS LCH 2k= ofl2iE
SHIL MEE HIUHSE QHE AP AR
SAEE 20Iok= £ CIE 7R HO|X|=



madjaajda@axsharma.com

Axsharma Account Settings

@ Your account has been updated successfully. Redirecting .....

[T 6] Azure windows.net EHIR (O] IO |2 2H! T [X|

0| od HOIX[= AIBAE Z= 152 O|H|Y 4 M2t 2EE BAO|EZ O|SAIZICE Of Iy ZIeIo] AL
2E SHX= “axshama.com™OI{Ct TfY OJHU2 7| F JHRIOIA = <UoiXIZ HOE Bt 3 HAK
A SAd 22 A2t ZiE 2efE + U SAXS0| TlY 20 gids okl 7= SSL 2BME
HEo5k| 2ol efEXel BetRE QIIAE 8ok= Il AH[QI0] B715k= ML, 02X IS4 HIS =M

US0| AH TECL HOt MES 2| 71SE o= U0 Fursh HoF AARO| HQH0| K HX[A| ECt

[EX] https:/ /www.bleepingcomputer.com/news/security/ new-phishing—campaign-abuses—-a-trio-of-enterprise—cloud-services/
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Sodinokibi 2i:12]04, Telecom Argentina 2| ZIRE] 18,000 L ZA 7

Sodinokibi ransomware infected 18,000 computers at Telecom Argentina

Of=IE|Lte] 2T w2 QBT AMH|A KIS & I ofLf2! Telecom Argentina 7t #HH909] SAS 2 A=
LERGTE 2Hdl0] RSS2 At FH S ARE 2f 18000 E AEACH THPMLZ 750 2 22

Q~otdl UL,

Of A= X[ EQYQl 7 & 18 & TN 2 &0 XZXQ! Feks 7R SAKE2 BA =it
HEXTZ2| HZ Hots &0 iR M2l X} Hets SFloll T Tiv} H= HREIS BAZE o= AL

O] A= Q15K SHE ISP 11240 HZAM0l= ZA|7H USR] SIUCH F4 S4 2 A0S TV AH|A 5t Fatg BiX|
CAAULL Telecom Argentina 7t 28 21 B2 #AO|EYL 0] SZC=2 Qloff CHR2E(QICE Hot H-12I21 German
Fernandez = 0| 2240| Sodinokibi ZAIY012] AGHOI Z{OZ F=3HCL

German Fernandez B ,
@1ZRR4H

Algunos sitios de #Telecom Argentina =i se
encuentran con problemas en este rrn::r‘ner*.t:::-r quizas
relacionado al ataque.

#REvil #Sodinokibi #Ransomware

¥ @ v a S——

et referengr not Bt £ 4m gt of 4N chpect

5:25 AM - Jul 20, 2020 ®

O 14 Q) 21 people are Tweeting about this

=]
[EX| https://twitter.com/1ZRR4H/status/1284947544171307010
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https://twitter.com/1ZRR4H/status/1284947544171307010

LISt 1T Sii0] B2 Wit SA| SUHE TIRISOIA LIS VPN HIESIF0) SRIGHK| 2 A3 F THelo]
HeE 0|HiYS TR Y 248 Hnch

Sodinokibi(REvil) 28] 122 CIFH X2 =0 Telecom Argentina T2 ﬂiIOIII% F=ACE S HO|X[0f|M=
10934535 ZHIZ FQIS(2F 90.2 A7) HMMLIZ 213511 URULEL 0] 22 A1 = AEOIAM Si7H= OFEEX|
Telecom Argentina 2] MEE CIFE K= AOIEON| AAGIK] L2 AEHCE O] THMAN SHXES2 Telecom
Argentina 0N 3 & W HEMUE XISoHK| ZE Al 7H40] 2 Hi=2 B7FeiCir f@doty QURALE Sodinokibi
2HXIEZ 21H0li= Pulse Secure 2t Citrix VPN, AE{ZE[0|X H|O[EH0] A|ARIS £ X[HOZ EZ3ACY,

Sodinokibi ZHMYI0{C] BZS HI2 ISP YAl= Telecom Argentina 7t X2 OfLICEL 0|2 X[t 5 & A2|&Ft
HIMIZO| A|ARIS ZIHAIZICE K|t 7 2 & I CH2 ISP Q1 Orange SA HESH 2HMQ)0] 242 Hol 71 1124 20 Ho|

HIO|EIE =EAIZIC

[EX] https://securityaffairs.co/wordpress/ 106147 /cyber-crime/telecom-argentina—revil-ransomware.h
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