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21D Greetings o -

Little FAL:

ae

[: Whats Happen?

&2 Your files have been encrypted and now have the "moloch”™ extension. The file structure was
not damaged, we did evervthing possible so that this could not happen.

2.
[1: How to recaver files?
&2 [f vou wish to decrvpt wvour files vou will need to pav in bitcoins.

3

[I: Yhat about guarantees?

&7 [ts just a business., We absolutely do not care about wou and vour deals, except getting
benefits, |f we do not do our work and liabilities - nobody will cooperate with us, Its not in
our interests,

To check the abilitw of returning files, wou can send to us any 2 files with SIMPLE extensions

{jpg.xls,doc, etc... not databases!) and low sizes(max 1 mb), we will decrypt them and send
back to you. That is our guarantee.
A

0: How to contact with you?
&7 Mou can write us to our mailbox: moloch_helpdesk@tutanota.com or
moloch_helpdesk@protonmail . ch

B,

[ How will the decryption process proceed after pavment?

& After pavment we will send to wou our scanner—decoder program and detailed instructions for
use, With this program vou will be able to decryet all vour encrypted files,

B,

{d: 1f | don® want to pay bad people |ike wou?

&2 [f vou will not cooperate with our service - for us, its does not matter., But wou will lose

vour time and data, cause only we have the private kev. In practice - time is much more
valuable than money.

CIIBEWARE:::
DON'T trv to change encrvpted files by vourself!
[f wou will try to use any third party software for restoring wour data or antivirus solutions

- please make a backup for all encrypted files!
dny changes in encrypted files may entail damage of the private key and, as result, the loss
all data.

[22! 3] 2 E (readme-waming txt) T SiH
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ofk| = S ARSAISS| Zidet ot HQEML|C) ot SQot MAUS2

LS - O—

SOl #isliF= 20| 2RI,

Sixl| YAAM= Trojan.Ransom.Makop L2 RIS QS

ESTsecurity




O|AEA|IFEE] 22 S2F HulA

ESTsecurity



[Spyware.AgentTesla]
OIMALC M HTIM

-1 Ol

Z|2 ‘Spyware AgentTesla' (0[5t ‘AgentTesla’) 2T ETIt =LY 7S O R £ 13 LIE2| oM MU=
QEEZ|T QUCH MY M= M0 U= New Inquiry #20004546.87 L ‘New Inquiry #20004546.exe OflA] AI3HO0|

O[=20{ I,
E £
OjAIE|

2020-12-22 (2h 2% 2554

<hozzle@ .com>
New Inquiry #20004546
e AR sales@y «com
@0 HARL Fe s E HE0 HAENEUT

HAZ| [ New Inquiry #20004546.92 (949 KB)
[ company Profile.pdf (2 KB)

Dear Sales

Please/Kindly quote your best PRICE with shortest delivery
time for the appended inguiry.

your reply is important to us,if any problem please do
contact us.

See also attached our company profile for your reference.

Awaiting your guotation

EEST REGARDS
Thanks & B.Regards,
MARKETING DEFARTMENT

Division of SINWON MICRON CO., LTD.

Office : 82-51-728-4066 Fax : 82-51-728-40628 E-mail :
nozzlef .com web : wWWwW.sSwhicron.co.kr

Megan Seo 5 25 D ~
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M| AgentTesla’s SMTPE Saf (RC 2 2% PC | HEIS FASH= OHNTCOICE MRty e E9
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H =

ZQGIL,

SXY 2ACkf|AM= ‘Spyware AgentTesla’ 2 ZITHSH1 IO, 2 AM| 24 1A= Threat Inside BIMHIA =S
Soll 21210| 7FsolLt.
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Gootkit malware returns to life alongside REvil ransomware
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The Analyst = =% oF HOF H-132 BleepingComputer 0] S2S L2 SZ{0H|A] Gootkit IF =7t THA| EAZIACI
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QUESTIONS AND ANSWERS

Questions News Search About Us

tarifvertrag metall- und elektroindustrie hessen download?

Talentfrei Hallo, ich méchte tarifvertrag metall- und elektroindustrie hessen download. Ein Freund meinte, er hétte es in eurem Forum gesehen.

Ich wére echt dankbar fur einen Tipp.

Registrierter Nutzer

Admin Hier ist der direkte Download-Link, tarifvertrag metall- und elektroindustrie hessen download.
Administrator
Talentfrei Danke fur die Antwort! Genau wonach ich gesucht habe.
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File Edit View Favorites Help
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ATe you sure this i curs?

Send us noles. which you found

@ TheAnalyst @ffforward

Umm @MsftSecintel @MSThreatProtect @RavivTamir @GossiTheDog
maybe thins #GootKit infection should have popped an alert or ten??
cc @James_inthe_box @JAMESWT_MHT @VEK_Intel
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HEXLS, ‘SH=A S22 Solf 0|20 ATM 0llM 80 2t R= EX

Crooks stole 800,000€ from ATMs in Italy with Black Box attack

o

HEZZI0] Mz2 S28ABlack Box) 32 78S AE510 0IF2|0F 2 UM 2Hsk= ATM 1} RX= S5
[271 Zl2 35 X0M == ST A2 LIEKTITE O[F2(0e] & £l 7|22 ol Alo[H | Z=X|0] ATM S3=tA
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T2i2 Sf o 7742 Dol 2 807 R2(3H2H 2 109 6 X3t )2 SHCIT HCH

Bank Security .
@Bank_Security

ATM theft gang arrested in Italy I B

>

In just 7 months, about 800,000€ have been stolen
from 35 ATMs and Post Office cash dispensers using
#ATM Black Box attack.

Here the list of victim Banks with date and impacted
City:
pastebin.com/Dag5cpmx

11:49 PM - Nov 27. 2020 ©)
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Wormable Gitpaste—12 Botnet Returns to Target Linux Servers, loT Devices
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04 =28 Hot F&

0] QHTFEE X10-unix 2F 2= FEEOO|E AZEJNE AX[ok= A O[T ZE 30004 2 30006 =
2| A= BEE @6, TSHKIC| I [P FAE 7HQ! Pastebin 0l H==5111, LE 5555 0f|A Android Debug
Bridge Y122 ALt ME3XOZ HZAE AL OIEZ0|= APK I "weixinapk's CHREESICT 0l= X10-
unix 2 ARM CPU HTS GX[SHY. Junipe 2 ATESZ 24 100 71 0[42| SAET} 0] ZAES Mok U=
NOo= FHIMCY.

[EX] hitps://thehackemews.com/2020/12/wormable—gitpaste—12-botnet-retums—to.html

https:/ /blogs.juniper.net/en-us/threat-research/everything-but-the—kitchen—sink-more—attacks—from-the—gitpaste—12-worm
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