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[Spyware.Ursnif]
QAT FA HIA

‘Spyware.Ursnif (0[5t ‘Ursnif) 283 == ‘Gozi, Dreambot 2f= 01£2] c'J EZ0|5012 24X ULt oi
FEFE= MY L S Microsoft Office 2Fd &A1 THA0IM fFEE= A2 ABA QUL

M

o= RCE FE HS H F7HH0[=E 2 7[50] RICH, To|==2] F M0 710l K=t OS i,

OrAIT
1To-1l—-
7} DLL 213 SO] QUM SAKL 2|=0f| [t O[S K] Mo/ Bbelist 4= QT

P

HIDWORD(Hinstance)
LODWORD(Hinstance)
LOBYTE(vE) = 1;
TResourceStream = TResourceStream Create(Hinstance, VMT_415354 TResourceStream, vo, hInstance);// 2l FE(F1 R1) load
dwSize = (**TResourceStream)(TResourceStream);// GetSize

alloc = GetMem(dwSize);

TStream_ReadBuffer(TResourceStream, alloc, dwSize);

TObject_Free(TRescurceStream);

dword_45BC58 = *alloc;

alloc += 4;

alloc_ = kernel32_VirtualAlloc_@8(@, dwSize, MEM_COMMIT, PAGE_EXECUTE_READWRITE);

dword_45BC44 = alloc_ - 4;

dword_45BC7@ = @;

dword_45BC74 = @;

FillMemory(alloc_, dwSize, @);

while ( dword_45BC7@ < dwSize )

{ /I 4byte 0|F ex7b T2 move

"R1";
"E1Y;

move_(alloc_ + dword_45BC74, (dword_45BC7@ + allec), size);
dword_45BC74 += size;
dword_45BC7@ += size;
dword_45BC7@ += dword_45BC63;
]
for ( encrypt_data = 8; encrypt_data < dword_45BCS58; alloc_ = alloc_ + 4 )
{ /1 abyte B xor HME Eif O2E
*alloc_ += encrypt_data;
vl = user32_LoadIconA 8(8, 8x926) + ((encrypt_data + @x1C3 + BxBASBA) ~ *alloc_);
*alloc_ = &v1[user32_LoadIconA_8(8, 8x926)];
encrypt_data += 4;
¥

dword_45BC5C = dword_45BC54 + dword_45BC44 - dword_45BCS8 + 4;
__asm { jmp edx } // deceded_data
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Ziggy HHHll0], 28 S = loliXt =2t 7| S7HaH

Ziggy ransomware shuts down and releases victims decryption keys

Ziggy 29017t SHS STt LieHRC| 255t 7|2 BIHCL Ol F2 ¥ TS B0 et S2iet TEHKIS
L3It 201 Ot SHIIRSI 24O LIERICH 19t 0172401 M Stehpesendii= BlepingComputer o Zigy 23510
2|RP R DO 20| UL BTSN S 2557 |2 DHGRACIT THCHD FACE

ey A =
Ziggy Ransomware Decrypted
Hi . 1 am the ziggy ransomware administrator.
We decided to publish all decryption keys.

We are very sad about what we did.
As soon as possible, all the keys will be published in this channel o
@® 15K edited 1:56 PM

(12| Zigey 2RIl 2% FE ZX

[0|0JX| &X https://www.bleepingcomputer.com/news/security/ziggy-ransomware-shuts—down-and-releases-

victims—decryption—keys/

Bleeping Computer 22| QIE{FO0JIA, &R0 H2IXt= “H| 3 A =71 0f| 73=31EHM == E0S017| Lo HE/HE

ST SIS0 119| S| RS =700, 212 EAF0fM Emotet 12+ Netwalker ZHHEIS B 2100 THgt
o2 Qlof HElkk= HdHlo] 23S Stoll 2= 71E S7HoRiM Y SRtk 12|30 OREW Ziggy 2a90]
22 (Xt= 0| ==l OGRS ?let E=et 7| 92 745 L elet SQL IIYS SIHKCH

4 vasq*

|

SET SQU_MODE = “NO_AUTO_VALUE_ON_ZERO™;
TART TRANSACTION;

SET time_zone = "490:00";

REATE TABLE “rdps™ (
id" i

uthentication_key', “decryption keyl', “decryption_key2') VALUES

(03] Ziggy =53t 7 IS H3f5HSQL M

[0|0|X] &X https://www.bleepingcomputer.com/news/security/ziggy-ransomware-shuts—down-and-releases-

victims—decryption—-keys/
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. Remove ransomware ## HOW TO DECRYPT ## file

First decryption key:
Second decryption key:
Third decryption key:

Extension to replace:

Decrypted files: 0

Current file:

Status:
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(== o =
'v’ | » User » Downloads » Ziggy decrypt » Ziggy decrypt » vl +y I , Search Ziggy decrypt ye] ‘
Organize ¥ Include in library ¥ Share with ¥ New folder =~ O @
" Favorites Name Date modified Type Size
I Properties 2/7/2021 1221 PM  File folder
~u Libraries 3 App.config 12/2/2020 426 AM  CONFIG File 1KB
£ FodyWeavers.xml 12/2/2020 430 AM XML Document 1KB
& Homegroup FodyWeavers.xsd 12/2/20204:30 AM  XSD File 7K8B
& Hopstarter-Soft-Scraps-Lock-Unlock.ico 12/2/2020 3:35 AM  Icon 210 KB
& Computer #| Main.cs 2/7/20211221 PM  CSFile 31KB
#| Main.Designer.cs 12/2/2020 4:06 AM  CS File 5KB
& Network Main.resx 12/2/2020 406 AM  RESX File 321K8
4| packages.config 12/2/2020 426 AM  CONFIG File 1KB
|#| Program.cs 12/2/2020 3:36 AM  CS File 1KB
Ziggy decrypt.csproj 12/2/2020 430 AM  CSPROJ File 7KB
11 items

[ &£ T2 Ziggy R0 555} 82| AATE
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https:/ /www.emsisoft.com/ransomware—decryption—tools/ziggy
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M=EZ2 Matryosh DDoS 24, QtEZ0[= 7[Ht 717] L2y

Beware: New Matryosh DDoS Botnet Targeting Android—Based Devices

7| ITE AIRI0] A=Z0|= 717|F RH0 F7K6l U= A= LERHTE 0] Q1| =& =X=2 DDoS

’ TOR C2 lc:'jr:::::::::::::::::::::::::::::::::::::::::::::::n 1:Send DNS TXT request D I il
o J ° 2:Response with hoartbeat / attack cmd Remote Host A |

2:Response with Proxy Seed

3:Send DNS TXT request

TOR PROXY — Matryosh
2'Response with status i :

Stage 2
Connect c2 via proxy

5:Send DNS TXT reques? -1
{ ' D Remote Host C

Target 1 | ' Target 2 Target ... 6:Response with C2

‘>!Rommﬂoolst
| — |

4:Response with proxy

Stage 1

Stage 3 Get proxy list and c2

Start DDoS attack

[0|0X] &X https://blog.netlab.360.com/matryosh-botnet-is-spreading-en/

Qihoo 360 Netlab 2| GH-2=0| “Matryosh”2t HHsH 0] 4 SH2 Mirai 25l ZUYIE MAESHOH, EF
ADB(Android Debug Bridge) QIE|HI0|AE Salf AIEZ0|= 7|71 A7 |1, 01 AKX UEYI0| SEAIZIC
ADB = HRLIAHIOIME X2[5te 7HHXZt QIEZ0(E 7(7(0ff 42 AX] & O & & JUE= Sh= QER0(=E
SDK 9| FMEZIRl E0ICt siE SM2 HREEC| UEZ0|E ANEE 3 E4ESI0IM 7I2NOZE THMU=
SEHOIX|2H 2 Z5 eH= 0] 71S0] 2dalE HEl= EAlol| M=o QIBEIX| 42 SRt 5555TCP LEE
Soll 71710 EH2= HZol HXIE 2 @0 280| 7FsolCt.

20| ADBE HZ5101 F2F3t 7171Z ZAR] L2 0IH0| HS2 OILICEL2018'3 7%, ADB HEE Foot S 33t
Satori 24! HE CHE SRAPIED AIZEIION, OI2RE 1 W 5 MZ2 TS Olold =4 oy3sy|
UZSIROH SYUSH OIEHOIAS S5 342, TH, B3, 52| AI=Z0|= ABRISS LT

ofX|Z Matryosh 2 S0H2 2td ARIE =711 HEXIE Sdll SAXPL Moo= MHUA BES 2ok=C=
Zd0IC}. Netlab 2| FFHS2 “(2 £ HO{Ui= 12 OIESAZt QX 02| 2= SMO] UCH 2L BRALC.
Matryosh £ &4 SAEHUS SS351 DNS TXT QAEIAA 7|15 RE)S Sdll TOR (2 L TOR ZEAIE
HO{HCt 23 Chs TOR ZEARIS] HZES &0kl IEAS Soll TOR (2 MH2t Silotl, MH2| 7t XASE
7|CHEIn) SEE2 0] U2l B YA TOR 2 & AKEe!Th= 0] Moobot 10| 7HE St LeetHozer 2f= CHE
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[EX]] https:/ /thehackemews.com/2021/02/beware—new-matryosh—-ddos—botnet.html
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Apple M1 ZE2= HA|E A HMj 4T, &M SZ0AM EAE

First Malware Designed for Apple M1 Chip Discovered in the Wild

OSSl M1 EOIN HAE=E SEEd AAIE 2|=0| AFTE MS & ofli/t HAERCE Ol= 2bd SHAXPL XX
ODZMME AFEot= 2 Mac & SHol/| ?let by ATEQ0E XMES | ARRISS LIEHHD. OIS 22222
et O, RS2 O L2 ds H 28HdS floil M==2 B2 A= 1EoH0F St mac0S =2 H-1HE2l
Patric Wardle 2 SZAtE0| AT ETL 0HEL] M=2 M1 AARIOIN Aalfst 4= = AHTEE UESE| LoH

FARRHEHAIS S0 T iR

Wardle 2 XZ0fi= 212 x86 EUA HAUEE=S ZFIEQOLE 0| ARM 718F M1 EUIME MAZTS ZEF
AHIE] OHERIO] 2FE D= 12HO1 GoSearch22 Of Choll AtAlS| AL 12 & 27 Y VirusTotal O H==F HME0|
294, Pinit 271 OHITTO] $IZ01 0] b SAF T2 20203 11 & 23 AlK| BZOIM XS SHEICH

M1 Mac 2 S& HIO|L2| HHE17|QI Rosetta 2] =292 x86 ATLEQYHE AlgH5H 4~ QUIX|Zt HO|E|E MEEE S35l
20| JHME 0 OfL2t ARZKIS] BAlS BX| 211 ZA |2 Of2Hof] SHRUS & U= 7ts540| B7I6HT.

GoSearch22 signed, but certificate has been revoked!

. GoSearch22
/Users/patrick/Malware/GoSearch/GoSearch22.app

Item Type: application
Hashes:
Entitled: none
Sign Auths: signed, but no signing authorities (adhoc?)
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Wardle 2 35 &Ff ZT2240] oM ZEHIXE £7)7] o Xt 11 & OHZ JHLXL ID "hongsheng yan'©2
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OJAt macOS Of|A ABHE|X| 942 Z40|CH Wardle 2 “(RI&) 24 S0|Lt QHEJHIO[2|A AR armb4 HIO|LIRIE CIE
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