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2021 H 5 Eo| g AETE Top 15 2AENHAM= X|FHO 0[0 Hosts.media.opencandy.com O] 1 ¥I1&
XXgen, X4 6 IS XFX[GHE Misc.Riskware. BitCoinMiner 71 EfXl& 252 2 2§ XIX[GHCE
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1 - Hosts.media.opencandy.com Host 643,407
2 t4 Misc.Riskware.BitCoinMiner ETC 543,895
3 t10 Misc.Riskware.Segurazo ETC 371,700
4 12 Misc.HackTool.AutoKMS ETC 338,551
5 12 Trojan.ShadowBrokers.A Trojan 177,753
6 12 Trojan.Agent.Injector.Gen ETC 170,930
7 - Backdoor.Generic.792814 Backdoor 159,620
8 13 Misc.HackTool.KMSActivator ETC 154,988
9 t3 Misc.Riskware. TunMirror ETC 109,500
10 12 Trojan.GenericKD.46161563 Trojan 108,103
11 New )S:Trojan.Cryx0s.5628 Trojan 107,526
12 11 Misc.Keygen ETC 101,219
13 New Gen:Trojan.Dropper.RQU.Gv1@a0QJORpO Trojan 86,746
14 New Trojan.GenericKD.46266871 Trojan 76,369
15 11 Trojan.Agent.Gen Trojan 75,816
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Address found in database:

Address 19BpgmqgEsKFGdyw2zwKDWZF3A5Zx)GVx V]
Report Count 14
Latest Report Mon, 14 Jun 21 02:03:24 +0000
(4 hours ago)
Total Bitcoin Received 0 BTC
No. Transactions Received 0

View address on blockchain.info

If you have additional information about this address, please file a report.
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QERIEE- Secure mail.cab - &

Ll = FE =7 =7 es% alle)

o E; - m i 002

b 4 v @ = 7o

amEr| giuz MELS 2IEI| B0

¥=E7l eMuz w | w=y = = XA

&% e EE 27 ae =

B0 (gH g X T ) g=37 @237 o= 3R

B Secure mail.cab | (5] Secure mail.exe 180,216 180,216 el I
[ POF |

y

Secure mail.exe

PDF Of0| 2 9| %

=8 QHJO|E

(13 2] HFmY LS 31H

o} Jmf2 Remcos Rat 1.7 Pro HTQ = 2RILAOH TEHS 22lot7| 2ol NETS OIE0IR2LY, L

o
d BES FE0IH HH I} oIEZGE ASLICL

or edx, BFFFFFFFFh

mov edi, offset aRemcosV ;| " * REMCOS v

mowv ecx, edx

xor eax, eax

repne scash

not BCx

zub edi, ecx

lea ebx, [ebp+Format] ;

mov eax, ecx

mowv esi, edi

mowv edi, ebx

lea ebx, [ebp+Format]

shr ecx, 2 secure mail.exe
rep movsd

mov  ecx, eax Remcos 1.7
xor eax, eax

and ecx, 3 OI'OI "=|__
rep movsb

mowv edi, offset al7Pro ;] "1.7 Pro”

mowv ecx, edx

repne scash

[J2! 3] 3t=3Y = Remcos Rat HE M
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filemgr, upload, rename, deletefile,
| (H=E, CIREE, MIIEHHZ MUAK)

b

downloadfromuritofile

regopened, regcreatekey, regeditval, regdelkey, AXIAER] Biaigt 2 7| 27} TE, O BT | A

regdelval, regopen, initregedit

getproclist, prockill D2hA 22| (ZZMA 2AE 2 =T)
keyinput 71224

consolecmd, execcom, cmdoutput, sendfiledata A HY A 3 A =

scrcap 501 AT2IA

OSpower AAR = 3 RHAIE

0|20f|= AR} PC Ofl Xt =21 22X (Intemet Explorer, Chrome, Firefox)2] 37| C|0|E{Qt 2101 HEE L2156t
L|Ct,

[Chrome StoredLogins found, cleared!]

[Chrome StoredLogins not found]

UserProfile

‘AppData\Local\Google\Chrome\User Data‘\Default\Login Data
[Chrome Cookies found, cleared!]

[Chrome Cookies not found]
\AppData\Local\Google\Chrome\User Data\Defaulth\Cookies

[Firefox StoredLogins cleared!]

‘key3.db

Vlogins.json

[Firefox StoredLogins not found]
“AppData‘\Roaming'\Mozilla\Firefox\Profiles\
[Firefox cookies found, cleared!]
‘cookies.=sglite

[Firefox Cookies not found]

[IE cookies clearedl]

[IE cookies not found]
Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
Cookies

(23 4] B2t FE gF VIS

M= SHE 2T =0 CHSH Backdoor.Remcos. A 2 EHX| S0l UM, 24 |oC = Threat Inside A £1Q1
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[Trojan.Ransom.Conti]
ofYIC =4 HI1A|

Trojan.Ransom.Conti’ (05} ‘Conti’) MY = 2019 'H 12 EHoj| S HIEE A= =QISHCH 2 400 7H
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|| \f Microsoft Word pdf.pdf.FEEDC FEEDC T gt 17KB
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| ] ¥ v|=% 0|0)%| jpg.jpg.FEEDC FEEDC 2! 1,372KB
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AEAe] FE|HAS Xl MER AER0|E W EZ0|=0F &

Experts warn of a new Android banking trojan stealing users' credentials

ARl =Y, O[FH2(0F, &7|0f, HEEE L 2HS St AV ARASE MXI=7]| 2ol AEXIS] Z2HE

=<

SMS HIAIXIE EX|= MEZ2 tEZ0|E EZ0|=S017t Y74FHCE TeaBot' BE= 'Anatsa'et HHE 0] 2HMT

S OEIIIX] JH £7| EAQl HOR UfFCL 2§ WS Lok OH TH2 2021 13 B Y AFERO
B, 5 2 3t 201 Wloo} UISIRIC S8 2121 21900] S246] S7H3UCH TeaBot BE| X U= 1 27 Liek
ST,

O|ZH2|0t| AtO| HOt 2 22121 AR7| Ok 2|ARRI Cleafy = 010 CHaH CSat 20| AUS3JULL. “TeaBot & F
2 SHE= 02| o= 2 =0 et A| S2= Zdst| 2lolf DishAte] F2|EE L SMS HAIXIE &
Xl= ZA0|Ct.

TeaBot O] I|SHAL 71710 §SXOE MX|L|H SAXS2 7|7| etHS AA7H AEZ|UOCE 5 £~ IOH, H
=24 MHIAS E6ff 7|7|2F MSZHE0]| 7HsotA =Lt TeaTV, VLC Media Player, DHL, UPS @F Z2 OjC|0{ !
EHHY AH|AZ ESH Qf OIEZ0|= OfE2A0[MS 2 HAH H0|2EE EE6k= S50 K&t & OtL|2} I
SHXEZt H2d AMH|A #HetE 20{6t=S ZH[SHCT

HE rl0

VLC MediaPlayer

Accessibility Q

Visibility enhancements Use VLC MediaPlayer?

VLC MediaPlayer needs to

Hearing enhancements
it e * Observe your actions
Hec ervy f t whie y

Interaction and dexterity

* Retrieve window content

* Perform gestures
Advanced settings I 190, SWiDe, {

Instalied services
4 sarvices

About Accessubdxg

Con! Tooltip: You need enable Accessibility

[OIO]X] &X] https://www.cleafy.com/documents/teabot
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STRRAT RAT spreads masquerading as ransomware
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HIZ DS SaI5H| 24T MU0 crimson SRS FIH3ICH

@MsftSecintel

o Microsoft Security Intelligence & y

The latest version of the Java-based STRRAT
malware (1.5) was seen being distributed in a
massive email campaign last week. This RAT is
infamous for its ransomware-like behavior of
appending the file name extension .crimson to files
without actually encrypting them.
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In case there is any discrepancy please notify us immaediately.

Accounts Payable Department

CONFIDENTIALITY AND DISCLAIMER MOTICE:

This email contains propretary information whech may be legally privileged. It is for the intended
recipient only. If an addressing or transmission error has misdirected this email, please notify the author
by replying to this email. If you are not the intended recipient you must not use, disclose, distribute, copy,
print, or rely on this email and delete all copies. Is a prrvate company
limited by shares.
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Data Wiper Malware Disguised As Ransomware Targets Israeli Entities
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