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'Follina’ MZC[0] F|2HH, 2O|A O HH 2o HHE2
Zero-Day ‘Follina’ Bug Lays Older Microsoft Office Versions Open to Attack

S4X7H Microsoft Officedl| ZXSH= MIZH|0] F XS A1 *1H Word HES! 7|52 E6Hf ER
AAHIOM AMHFEES Al JHsot IO 2 LIEFHSLICE

Ol= Rt 2 L=2| EAM|2! Nao SecO| ERIE{0]| RMZ0[of| tiet IS Trldh LeARSLICE

8 Hot HAFRI2I Kevin Beaumont= Sl M|Z[0[2] Z =7} O[E2[of 7[dte| X[ #HSQl Follina- 04382
KRS | 20| FAHHES "Follina"2t EHIUCI D ShdSL|Ct

Beaumont= 0| #|2F&0| Microsoft Word2| 214 RIZS! 7|52 2483t UM, Office 7[8t 320l =8
LAHE= LutXQl 032 J[9t AAZ20] SAZ AFESIK| =Lt BIRAELICE Nao Sec2 df

ME2 Word 2A EHIESa HE2RA|Q| QIEH I2EZ(IP) FA0]| Ciiet 2130j|A YAHEJCID A

Z2x}S0| 0] HZE0] FHS TS| SR Ofs Y 4 YBLIC HISIXIE YUK/, PoC 2L

H.
EXot HS £|4 HEO| Office?t S0 Fith= E0MIF QUELICE

ESTSGCHH?}‘ Copyrlght@2022 ESTsecurity Corp-All rights reserved 19



Follina2| ZtE 4]

Nao Sec?| HTPRIES A MHOIAM HTML(Hypertext Markup Language) TtS Edff AAEZAIS 2=
od HIZSI0| Y =0 EZEICID dEMSLICL

nao
589 nao_sec ¥
-

@nao_sec

Interesting maldoc was submitted from
Belarus. It uses Word's external link to load the
HTML and then uses the "ms-msdt" scheme to
execute PowerShell code.
virustotal.com/qui/file/4a240...

11:38 PM - May 27, 2022 ©)

rRead the ftull conversation or vitter

w)
Q 12k O Reply T, Share
Read 27 replies

[O|O|X| &M] https://twitter.com/nao_sec/status/1530196847679401984>

[EX]
https://threatpost.com/zero-day-follina-bug-lays-older-microsoft-office-versions-open-to-attack/179756/
https://twitter.com/nao_sec/status/1530196847679401984 (I0C)
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REvil ransomware returns: New malware sample confirms gang is back
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Q Lawrence Abrams &

Now the page is being shown directly on REvil's Tor
Onion URLs.

FBI screwing with threat actors? Another group
compromised REvil's servers?

Onn He TakHe MacrTepa, Kakumu celst cunTaion.
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Bol xo1tute Ob11h ¢ Hanbo1ee KBAIHGHUHPOBAHNBLIME WIH HPOHIpaBHMu?
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snwprintf (
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> whats Happen?
Yw files are encrypted, and currently unavailable. You can check it: all files on your
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> Sensitive Data

7 sensitive data on your network was DOWNLOAD:
. TF You DON'T MY Jour SeneTeive data’ o be PISLISHED in our blog - you have to act quickly:

1\| You should check aur Blog, uting Tor Sromer, your dara could already be published (11
http:// ~onfon
unm includes:

Enployees personal data.
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[OI0]X| £H] https://www.bleepingcomputer.com/news/security/revil-ransomware-returns-new-malware-sample-confirms-gang-is-back/>
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Instructions  Live Chat  About Us

Sodinokibi
You probably already know about us. Many publications call us Sodinokibi.

If you've read them, you know that our Ransomware is different in ts technology and reliability.

We've the best data and system avallable today.

Our competitors allow themselves to lose and destroy their victims' data during the encryption or decryption
process, making it impossible to recover the data.
We don't allow ourselves to do that.

S0 you should be glad you were infected by our guys, not our competitors. This means that when you pay for the
decryption, you can be sure that all your data will be decrypted.

Guarantees?
You can read the publications about us. For example, this one:
.com/blog/2019/7/15Ir: rise-3x-in-g2- k-
spread
This edition explores and makes i This arti ibes the 100% of data

recovery via Sodinokibi software.
You can search for other publications about us on the Intermet and once again make sure of our warranties.

Or go to the payment instructions page now to get our decryption software if you don't want to waste time.

Time is money.
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https://www.bleepingcomputer.com/news/security/revi-ransomware-returns-new-malware-sample-confirms-gang-is-back/
https://twitter.com/R3MRUM/status/1520195427068350464
https://twitter.com/JakubKroustek/status/1520135975262957568 (I0C)
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New Sysrv Botnet Variant Hijacking Windows and Linux with Crypto Miners
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https://thehackemnews.com/2022/05/new-sysrv-botnet-variant-hijacking.html
https://www.lacework.com/blog/sysrv-hello-expands-infrastructure/ (I0C)
https://tanzu.vmware.com/security/cve-2022-22947
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Microsoft Finds Critical Bugs in Pre-Installed Apps on Millions of Android Devices
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[OIO]X| &H] https://www.microsoft.com/security/blog/2022/05/27 fandroid-apps-with-millions-of-downloads-exposed-to-high-severity-
vulnerabilities/

[T WebViewo]| SAFSH JavaScript 2= &2
[O]|O]X| Z&A]] https://www.microsoft.com/security/blog/2022/05/27/android-apps-with-millions-of-downloads-exposed-to-high-severity-

vulnerabilities/

FloFE2 2021 90| EA 3 ENEAOH, OFA7IA| FefHo| AEEL RCk= S o= =

siiet #lopx

o
AASLICY.

ESTsecurity 26



4 22YH HOl S3F
Microsofte= 2H[Q| £ °*3J TR FE A= ¢ d=

TN =S SHSHKI= SUASLICE O XY 3=
Zl

I
OXj= EME MEst +Hd5k= X7t &

00} .ty
o 4

OIEZO0|E 7|7|0f| &

-_

7| 2l UL, FHH2t, T, X, MM CIO[H, AEE[X|S Zefoh el
of0[giL|Ct. Microsoft= SAXZE F7AQ H-01S Aot HoES = A

S dh= i & AR Telus, AT&T, Rogers, Freedom Mobile, Bell Canada®t 22 CHE =X ZHI A
HSLEHOIM AHESH= ARLIC.

T HFHLIES MSot=S EAZASLIC

=

H|A

Mobile Klinik Device Checkup (com.telus.checkup)
Device Help (com.att.dh)

MyRogers (com.fivemobile.myaccount)

Freedom Device Care (com.freedom.mip.uat),

Device Content Transfer (com.ca.bell.contenttransfer)
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https://thehackernews.com/2022/05/microsoft-finds-critical-bugs-in-pre.html

https://www.microsoft.com/security/blog/2022/05/27 [android-apps-with-millions-of-downloads-exposed-to-high-severity-vulnerabilities/
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Over 200 Apps on Play Store were distributing Facestealer info-stealer
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https://securityaffairs.co/wordpress/131370/malware/facestealer-info-stealer-play-store.html
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