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1.   

2026  5           /     

, Shai-Hulud        ,  AI      

     'AI  '   .  Lazarus  Kimsuky  npm  

  /     KelpDAO   2  9       

 , Checkmarx  Bitwarden CLI   /      

     .  ClickFix    Claude/OpenClaw  

 ,  AI             

    . 

 

DPRK          

               

. Lazarus  macOS   'Mach-O Man'   , Git Hooks   

BeaverTail/InvisibleFerret    'Contagious Interview' TaskJacker  . 

31  108  /261    npm   , AI      

   . APT37(ScarCruft)     RokRAT  

 ,  (sqgame.com.cn)    BirdCall    

. 

 

Shai-Hulud         

  /       .    Shai-

Hulud     Bitwarden CLI   ,  Mini Shai-Hulud  Bun   

  SAP CAP/TanStack   npm   . Checkmarx    

KICS   VS Code ,  (TeamPCP), Bitwarden CLI      

  , LAPSUS$   GitHub    .  

 GlassWorm v2   73   VS Code/Open VSX  . 

      . DAEMON Tools      

      , JDownloader      

 RAT  .   30       , 

          '  =  '  

 .   110    PyPI  GitHub Actions   

, npm     (xinference),     CI    Ruby 



 1     

 

 

 

Gems/Go , PyTorch Lightning/Intercom-client , npm   Go  macOS RAT(MiniRAT)  

           . 

 

  APT       

/ /   APT       .    

Mustang Panda  LOTUSLITE        , Tropic 

Trooper(AdaptixC2), GopherWhisper(   Go ), UAT-8302, Shadow Earth 053(  

/NATO/ )  . APT41  Alibaba     Winnti ELF  

   ,           

 .   MOIS  MOIST GRASSHOPPER,  Chaos   

MuddyWater  Teams ,     Handala    ,  

SSH+TOR   Sandworm, ABCDoor   Silver Fox, TrueConf   

PhantomCore  . (OT)   /    ZionSiphon, 

    Lotus  , UNC6692  '  '  Teams 

    (SNOW)  . 

    .  SharePoint   168   

 1,300   SharePoint    ,  (CVE-2026-32202)  

Microsoft Defender  BlueHammer  CISA     .    Git 

Push    GitHub RCE(CVE-2026-3854),       'Copy 

Fail'(CVE-2026-31431), ASP.NET Core  (CVE-2026-40372), Entra ID     

. cPanel (CVE-2026-41940)  6   Mr_Rot13   Sorry  

   , Apache ActiveMQ/ShowDoc/ProFTPD/vm2  Mirai (Nexcorium, 

  D-Link  )  KEV    . FIRESTARTER   

         . 

 

AI    ClickFix    

AI           . Anthropic MCP   

  RCE,  GGUF   RCE   SGLang(CVE-2026-5760, CVSS 9.8), Gemini 

CLI/Cursor     CVSS 10.0  .  LiteLLM  SQL (CVE-2026-

42208)    36 , LMDeploy (CVE-2026-33626)   13      AI 

 ' - '    .        AI  

 2FA     , AI      30  

ClawHub , AI      Pushpaganda,    AI  
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     .  AI       ,  

Claude AI  'Beagle' , OpenClaw Hologram    Rust   

,   Claude.ai       . 

  ClickFix   / . macOS  AppleScript ,  

 Vidar Stealer (   )       ,   

macOS      .  26  3  5    

 'Code of Conduct'  AiTM    ,    Teams 

     .      BlobPhish, 

SimpleHelp/ScreenConnect RMM   80     VenomousHelper ,  

   SES ,         ,     

      . 

 

/ /       

       . The Gentlemen  SystemBC C2 

  1,570    , Kyber  /ESXi      

. VECT 2.0  131KB       , Payouts King  

QEMU     ,   Sorry  cPanel   

. /RAT        Storm, 20,000  

  108    ,     PureRAT,  '  ' 

 OTP   CloudZ RAT, PAM     PamDOORa,   

 PHANTOMPULSE   /    . 
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2.     

  TOP15 

5          25%  1,014,016  , 4    

   .  1  Gen:Variant.Application.Miner.2 (938,027 )   24% 

 710,278      70%      .  

       ,     

         . 

    Exploit.CVE-2010-2568.Gen     2 (59,153 )    

.    (LNK)          

,               . 

Application.Keygen-Crack-Patcher.17(8), Misc.HackTool.AutoKMS, Misc.HackTool.KMSActivator   

 û               

   . 

      

1  -  Gen:Variant.Application.Miner.2 ETC 710278 

2  ̤1 Exploit.CVE-2010-2568.Gen EXPLOIT 59153 

3  ̦1 Gen:Variant.Tedy.675091 ETC 50426  

4  ̤1 Adware.Generic.3303075 ADWARE 34888  

5  ̤1 Gen:Variant.Adware.Barys.61515 ETC 28121 

6  ̤8 Spyware.Infostealer.Bladabindi SPYWARE 20804  

7  ̦2 Gen:Variant.Graftor.406465 ETC 18411 

8  ̤7 Application.Keygen-Crack-Patcher.17 ETC 15523 

9  ̦1 Misc.HackTool.AutoKMS ETC 14275 

10  NEW Gen:Variant.GenericFCA.Tedy.181 ETC 12171 

11  NEW Trojan.GenericKD.79913908 TROJAN 11379 

12  -  Gen:Variant.Jaik.292533 ETC 10530 

13  NEW Win32.Neshta.A VIRUS 10291 

14  NEW Worm.ACAD.Bursted WORM 9567 

15  NEW Misc.HackTool.KMSActivator ETC 8199 

*  ,        2026  5  1  ~ 2026  5  31  
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     , (ETC)  85.6%  1  ,    

(Exploit)  5.8%, (Adware)  3.4%, (Spyware)  2.1%,  (Trojan), 

(Virus)   1%  . 

 

 

     

2026  5  4   (ETC)  2% , (Trojan)   2% 

.  (Exploit), (Spyware), (Worm), (Virus)   1%  

. (Adware)  3%     . 
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3. M    

  TOP15 

5        (14,606 )   4.9%  15,326   4  

 . Android.Riskware.Agent 8,505  (7,230 )   17.6%  

1  , Android.Monitor.MSpy(1,897, 2 ), Android.Riskware.PackMal(1,038, 3 ), 

Android.Trojan.Banker(561, 4 )   4      . 

5      . 4  9  Android.Riskware.HackTool 514  

 4   5  , 14  Android.Adware.Mulad 7   7  . 

  15     Android.Riskware.Repacked(10), 

Android.Riskware.Adware(12), Android.Trojan.AgentSpy(14), Trojan.Android.CNC(15)  

.  Riskware  Adware     , AgentSpy  CNC   

û   Trojan         . 

      

1  -  Android.Riskware.Agent Riskware 8505 

2  -  Android.Monitor.MSpy Monitor 1897 

3  -  Android.Riskware.PackMal Riskware 1038 

4  -  Android.Trojan.Banker Trojan 561 

5  ̤4 Android.Riskware.HackTool Riskware 514 

6  -  Android.Riskware.Downloader Trojan 483 

7  ̤7 Android.Adware.Mulad Riskware 443 

8  ̦3 Android.Riskware.HiddenAds Riskware 362 

9  ̦1 Android.Adware.Agent Riskware 334 

10  NEW Android.Riskware.Repacked Riskware 302 

11  ̤1 Android.Trojan.SmsSpy Riskware 276 

12  NEW Android.Riskware.Adware Riskware 194 

13  ̦2 Android.Riskware.Kerty Adware 159 

14  NEW Android.Trojan.AgentSpy Trojan 132 

15  NEW Trojan.Android.CNC Riskware 126 

*  ,        2026  5  1  ~ 2026  5  31  
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4.     /  
URL  

5     

       ̂  ̃d     , DB    

    . 5  1  5  31  15,214     

. 

 

 

  URL  

  Threat Inside    URL   , 26  5     4,396,539  

URL  .   4     9,802,249    URL    55% 

 .  
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5.    

  

5     948    104  10.97%   .    

(4 ) 159   104  55  . 

 

    8 (  0 )   53 (  11 )      . 
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    104   Attach-Malware  52.9%     Attach-

Phishing  21.2%  . 
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Attach ˾  Phishing       

Attach ˾  Malware     

Link - Phishing       

Link - Malware       

Img Tag    ̂ÎÒÌ̃d   

Hoax       
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 'Phish'  24.0%       'ETC', 'Downloader'  20.0%, 10.7% 

 . 
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5          . 

 

[  ]       

      

DHL   ,    / Invoices - AWB - Bill of Lading - !#!jklukyd-56788tfk-

906drydgfg546r-uy4!! 

  (RFQ) 

Nuevo orden 

       

Inquiry for Product Quotation and Business Cooperation 

REQUEST PDA - BK2106 SHIPMENT / TEMPORARILY SHIFTING EMPTY CONTAINER TO ASHORE 

THK-91-C3659 

[ ] 2026  5      

 

5           . 

PO# ATVHCWS26-387 HANSUNG VINA..rar 

VESSEL-MAIN-PARTICULARS_000012345.zip 

NTS_eTaxInvoice.html 

2456718SHIPPING DOCS.xls 

AWB -Invoices_Bill of Lading_ Shipping Documents-@DHL.76877-jfyuV-XGHCFxgh-CFXZ-XJDXC.svg 

THK-91-C3659.rar 

List of items 10-05-2026.rar 

RFQ_NEW_ORDER_0934578.zip 

MV_HLV_REGINE_VESSEL_PARTICULARS (3).zip   
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1.    , PhaaS       

1)      

   2026  4~5     , /  , IT/  , / , IT 

/SW        . 

 [   ̥d­¹²±d   ̥d    ̥d    ̥d   ] 

 5     ,           

  . 

         . 

 

 1 -     

  ( )     .        

,        .    HTML 

(NTS_eTaxInvoice.html)     . 



 2    

 

 

 

 

 

 2 -    

            (wangfoong.com.hk)  

   , DKIM          

.   "     "      

. 



 2    

 

 

 

 

 

2)   

 1  - HTML   (NTS_eTaxInvoice.html) 

   NTS_eTaxInvoice.html     1   .   

  ,          2  

   .  



 2    

 

 

 

 

 

 

2  -     (krveri.html)  

2          (krveri.html)    , 1  

URL             .  

                

     . 

 

  



 2    

 

 

 

 

 

3 :   (3    ) 



 2    

 

 

 

   ,            

"  . (1/3)"    .        

       . 

  

 

4 :        

     ,   (  , ,  )     

(peel.php)  AJAX POST   ,        

(https://[ ]/)   .  

          . 

 

   

3)    

   (consulteclab.com.br)  (aadicorporation.in)     

          . 

       (/wp-includes/rest-api/)     

 ,      . 



 2    

 

 

 

 

  

4) PhaaS   - Greatness Kit  

        . 

-   : krveri.html (   ), peel.php (  ), collect_logo.php (  ) 

-   : /Kai/, /Olw/   

- : URL     (Autograb),    ,        

 

 

   PhaaS     ,  "Greatness" Phishing Kit   

     .           

  .  



 2    

 

 

 

2. TikTok         

(Chrome)    TikTok          

 . 

  

   ̆¹ÎÐ¹ÔÐd»ÎÉÊÔd©ÔÜÓÑÔÆÉÊ×̇pd̆¹ÎÐ¹ÔÐd  "    , 

 TikTok       C2  ,   ,   

     . 

 

 

 

    

1.    

   ,   (OS,  ,  )      

.    . 

  

 ID (usr)       

  (s)  ttk_saver 

  OS  Chrome ,   

   : ko-KR,ko;q=0.9 

 

  

 



 2    

 

 

 

GET Method      C2   .  

 

 

 ID   (Unix )   , C2        

   . 

 

   ID  chrome.storage.sync    Google       

ID   .  PC   ,      PC    ID  

  . 

  

2.  C2   

    (Service Worker,     )   

 C2 (cfg.datapointflow.com)      ,  6     

. 

C2     . 

   

s_id      ID 

verify        

prom_true       

dmn      

bl      

 

  

   verify  prom_true      . 

verify    , prom_true   ON/OFF   .  



 2    

 

 

 

   prom_true  false      ,    true  

  .              

. 

  

    6      dmn( )  . 

 

 

  

3.    

        , dmn      

         .       

      . 

 



 2    

 

 

 

   . 

̥d        

 ̥    URL  , C2      (  3      ) 

 ̥        : go.linktransferhub.com/link/?sid=<  

ID>&dest=< > 

 ̥          

 ̥    "   "   

 ̥     

 ̥10     

 

 

 



 2    

 

 

 

         .   

          . 

  

active: false       

pinned: true   (  )   ûº·±d  

index: 0         

10      

3       3       

C2          

 

      C2   prom_true=true   , 

      . 

 

  

-      

   û   ,       

  . 

-         

     , C2     '    '  

 .           .  

-      

C2         .        

     . 

- Google       

 ID  chrome.storage.sync    Google      .  

          . 

 

            .  

            ,    

      . 

 

 



 2    

 

 

 

3. û·¦¹û       - MoscowTeam_Steal 

 (Stealer),  (RAT), (Ransomware)      

 .   

   "MoscowTeam_Steal"     ,    

     (Custom)  .   

 

  

    ̥d   ̥d        ,     

   . 

  

1)   -   (Fileless Loading) 

  ( )   PE( )   2        

ChaCha20-IETF 2   + Base64     . 

   PE       PE (Reflective PE Loading)   

    . 

 

2)   -   

 PE   PC      ,  ,  ,  

  C2  . 

   

 Microsoft Edge, Chrome, Chromium, Torch, Elements Browser, Firefox, SeaMonkey 

  
Bitcoin Core, Litecoin, Dogecoin, DashCore, Ethereum, Monero, Exodus, Electrum, 

Electrum-LTC, Guarda, Atomic, Coinomi, WalletWasabi, TrustWallet 

 Discord, DiscordCanary, DiscordPTB, Lightcord, Signal, Element, Telegram 

    , pd¨µºû´¸û  

 FileZilla(FTP), Steam, Windows   

 

 

 



 2    

 

 

 

   ( ) 

Bitcoin Core %APPDATA%\Bitcoin\wallets 

Litecoin %APPDATA%\Litecoin\wallets 

Dogecoin %APPDATA%\Dogecoin\wallets 

DashCore %APPDATA%\DashCore\wallets 

Ethereum %APPDATA%\Ethereum\keystore 

Monero %USERPROFILE%\Documents\Monero\wallets 

Exodus %APPDATA%\Exodus\exodus.wallet 

Electrum %APPDATA%\Electrum\wallets 

Electrum-LTC %APPDATA%\Electrum-LTC\wallets 

Guarda %APPDATA%\Guarda\Local Storage\leveldb 

Atomic %APPDATA%\atomic\Local Storage\leveldb 

Coinomi %APPDATA%\Coinomi\wallets 

WalletWasabi %APPDATA%\WalletWasabi\Client\Wallets 

TrustWallet %APPDATA%\Trust Wallet 

 

3)       

    PE   (/api/beacon)   C2   .  

C2    encrypt.dll  ,  DLL   PE    

  .  

   PC     JSON  C2  ,    

    . 

{ 

  "lid": "********",              //    

  "hostname": "DESKTOP-*******",   //  PC  

  "username": "*****",            //   

  "arch": "x64",                  //   

  "ver": "1.0"                    //   

} 

 

 



 2    

 

 

 

 encrypt.dll  C2  RSA        PC  

C2    encrypt_exe.exe    . 

encrypt_exe.exe      . 

encrypt.dll  C2  RSA         

encrypt_exe.exe    RSA  (14 )   , C2       

  .  

    

 

( ) 
 PE         

 PE ( )  + RAT/      

encrypt.dll   - C2  RSA       PE  C2   

encrypt_exe.exe 
  -    RSA   l¨vû  

 ), 14  RSA    
encrypt.dll  C2   

System.exe 
encrypt_exe.exe      -  

 
encrypt.dll   

 

  

 PE   ,    

 PE ,       

 PE      

 PE    

 PE encrypt.dll  

encrypt.dll VSS   +    (.erkm) 

encrypt.dll    C2  

encrypt.dll encrypt_exe.exe    

encrypt_exe.exe  RSA      

 

 

 

 



 2    

 

 

 

   

  

1)     

           . 

-   (VSS) : StopService(vss)    

- û  : sql,memtas,mepocs,sophos,veeam, backup    

-    : sqlservr.exe, oracle.exe, ocssd.exe, dbsnmp.exe, synctime.exe, agntsvc.exe, 

isqlplussvc.exe, xfssvccon.exe  8     

 

2)    (  28 ) 

   

 .doc .docx .xlsx .xls .pptx .pdf .txt .csv .rtf 

 .jpg .jpeg .png .gif .bmp .psd 

 .sql .db .mdb .accdb 

 /  .zip .rar .7z 

 CAD .dwg .dxf 

 .vmdk .vmx .ova 

 .bak 

 

  .erkm  . ( ~d×ÊÕÔ×ÙrÉÔÈÝd̥d×ÊÕÔ×ÙrÉÔÈÝrÊ×ÐÒm  

 



 2    

 

 

 

3)   

             .  

Windows, Program Files, Program Files (x86), ProgramData, AppData, $Recycle.Bin,  

System Volume Information, boot  

  

4)      

A: ~ Z:     ,    FindFirstFileExW / FindNextFileW   

  .              

,     PC    , USB,       

.  

  

5)   3   -   

        ,      3    

        .  

 - .erkm   (   ) 

 -    

 -      ̥d   (1  ) 

 -    ̥d     (2  ) 

  

6)   

       .txt     , GUI   

.  

       C2   ,    

. 



 2    

 

 

 

 

 

 



 2    

 

 

 

  

       2    Run  ,   

     . 

1 -  / RAT  

          ,     

. 

[  ]  %APPDATA%\Microsoft\WinSvc\svchost.exe 

[  ]  (  md̥dØÛÈÍÔØÙrÊÝÊ 

[  ÂddØÛÈÍÔØÙrÊÝÊd̥d­®©©ª³dád¸¾¸¹ª²ddl  ) 

[ ] HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\WinSvcHost 

= %APPDATA%\Microsoft\WinSvc\svchost.exe 

 

2 -   

encrypt.dll  C2  encrypt_exe.exe    System.exe   , 

 Run  . 

[  ]  /api/exe   ̥d¸ÞØÙÊÒrÊÝÊd  

[ ] HKCU\Software\Microsoft\Windows\CurrentVersion\Run\System 

= System.exe 

 

System.exe      ,         

 Run    . 

 

C2  

  (/s/*)   (/api/*)    C2    

1)   

     3   . 

  

POST /s/gate   ,  (3,016B)  

POST /s/push    (    ) 

POST /s/done     



 2    

 

 

 

POST /s/gate    PC      (X-H)   , C2 

      (3,016 )  . 

Content-Type: application/octet-stream 

X-H: a52ca16f00cdc9cb16c92345fcebe593c279830446300bf8e8304fe4ae585d90 

//    (64  hex) - PC   

 

Content-Length: 18  

 ̣ : 3,016  (     ) 

 

POST /s/gate    û     . 

Content-Type: application/octet-stream 

X-S:   ID 

X-M:  (sys | screen | chromium | ...) 

X-B:  (Microsoft Edge | Firefox | ...) 

X-F:  (sysinfo.txt | Login Data | Cookies | ...) 

X-H:   SHA256  (  ) 

Content-Length: < > 

 

 ̣ : 0  (200 OK) /    (   ) 

 

2)   

  X-Api-Key   ,        

. 

  

POST /api/beacon 60    

GET /api/payload/{id} encrypt.dll  

POST /api/task_result    

POST /api/register PC    

GET /api/exe encrypt_exe.exe  

GET /api/message/{UUID}    

GET /api/status/{UUID}    (10  ) 

 



 2    

 

 

 

3) C2    

C2       JSON  ,  PE      

. 

{ 

  "task_id":    "<  ID>", 

  "type":       "kill | sleep | inject | exec | socks | scan | deploy | interval", 

  "payload_id": "<  ID>" 

} 

 

 PE  C2        . 

{"status":"done","result":"injected"}   // DLL -    

{"status":"done","result":"hits=<n>"}   // DDoS   (hits  ) 

{"status":"done","result":"socks_ack"}  // SOCKS5    

{"status":"done","result":"executed"}   //     

{"status":"done","result":"failed"}     //   

 

C2  DDoS/  û û    (target, port, duration)    

,  DDoS     . 

 

   

           . 

1) -    (13 ) 

             . 

    

 x64dbg.exe, x32dbg.exe, OllyDbg.exe 

 ida.exe, ida64.exe 

  wireshark.exe, Fiddler.exe, HTTPDebugger.exe 

  procmon.exe, procexp.exe, processhacker.exe 

  pestudio.exe, dnspy.exe 

 



 2    

 

 

 

2)    

C:\Windows\System32\drivers\      ,  vmmouse.sys, vmhgfs.sys 

(vmware), VBoxMouse.sys, VBoxGuest.sys (VirtualBox)   »²û    

  . 

 

  (Attribution)  

    PE     ̂²ÔØÈÔÜ¹ÊÆÒÄ¸ÙÊÆÑ̃d     

.  

      ,    C2    IoC 

     . 

,            . 

"MoscowTeam"(Moscow:   )    ,     

   û    Meduza/Aurora Stealer     

           . 

 

  



 2    

 

 

 

4.     AI     

 npm  Web3             

. 

  ddjidd5640  npm   ,      

       .  

      , AI       

, AI    ,         

. 

,   ̂¦®d     ̃    AI    

 . 

 

 

 

 

 



 2    

 

 

 

  

          . 

       

Web3   wallet-backup-verifier      

   (MCP) 
env-security-scanner, chain-key-

validator, defi-env-auditor  
, ,    

 

    ,    ,   , AI   

         .  

 

    

 1. npm   - postinstall     

  postinstall   ,         

    .  

  hardhat-gas-profiler-plugin    hardhat, web3, blockchain, ethereum  Web3 

      .  package.json  scripts   

        . 

    . 

- https.get()  HTTP    C2      

- curl        ,       

 

      pinggy-free.link  ,       

   . 


