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1.   

2026  6           Sapphire Sleet(BlueNoroff/APT38) 

    npm     , Shai-Hulud    'Miasma'  

 ·ÊÉd­ÆÙûÓÔÉÊ-gyp    ,   74,000  Fortinet    

   'FortiBleed'  .    The Gentlemen   EDR  

 'GentleKiller'    478     , AI    

   RCE     AI      

 . 

 

DPRK    npm     

    Sapphire Sleet(BlueNoroff, APT38  )  2026  6  17 , npm  

'ehindero'   AI   Mastra  140   (@mastra )   19   

   .   dayjs   'easy-day-js'   

  postinstall      C2  ,  

6  19   Sapphire Sleet    .    4   Axios npm 

     ,     npm      

. 

 

Shai-Hulud/Miasma      

npm       6   . 6  1 , Red Hat  GitHub 

  VS Code    @redhat-cloud-services   32  (  

  8  )  'Miasma'     SLSA provenance   . 

  5  12  TeamPCP    'Mini Shai-Hulud'  pd¬¨µû¦ßÚ×Êd

             

.   CI/CD   GitHub Actions  ,     

   (honeytoken)   . 

 node-gyp/binding.gyp       57  ,      

, autotel         .   

  6  24  GitHub Actions('codfish/semantic-release-action')  Go (Verana 

Blockchain)   npm     ,    559   

GitHub      . 



     

 

 

 

Fortinet         

'FortiBleed'        194   74,000    Fortinet 

FortiGate û»µ³d   .         

 (GPU   )       , Samsung, 

Siemens, Foxconn, Oracle, Accenture, DHL       . 

Fortinet       (FG-IR-26-060 )       

  , CISA         . 

  Cisco Catalyst SD-WAN Manager    (CVE-2026-20262)  2026   7  

    6  15  CISA KEV  ,   6  9  KEV    

 (CVE-2026-20245)   UAT-8616        

. CISA  6     23   KEV     6  , 

SimpleHelp, Ivanti Sentry, Check Point Security Gateway, PTC Windchill, Oracle PeopleSoft/WebLogic, 

Splunk Enterprise, Ubiquiti UniFi OS(3  CVSS 10.0), Lantronix EDS5000  û  

    .  PTC Windchill (CVE-2026-12569)    JSP  

 . 

 

AI       

AI      6    .  6  18 , 

AutoGen Studio  AI    'AutoJack'  ,   

  MCP             

 .  AI    Langflow    RCE (CVE-2026-

33017)    IDOR (CVE-2026-55255)       

.       Langflow   , IDOR   

 LLM  API  AWS   RCE     . 

 

 EDR  ,      

  The Gentlemen  ESET     EDR   'GentleKiller'   

. BYOVD(Bring Your Own Vulnerable Driver)    8   Microsoft 

Defender, CrowdStrike, SentinelOne  48    400      , 90%  

        . 6   478     

,  2    Mackay Sugar          

(OT)    . 



     

 

 

 

   6       .  Charter  (  ) 

  1  Microsoft Entra   490     ,   

Carnival    600    . Nintendo     3   

 (TinyPulse)   2016      , Kodak(220  ),  

(300   , û   ),  Novo Nordisk(  IT  ,   

  )  6  û   .   217  û   

 137        'Rokarolla'  6  16~18  , 

 ¹ÎÐ¹ÔÐû¨Í×ÔÒÊd   PIN ,  (    ), Google 

Play Protect        . 

 

 

 

 

 

 



     

 

 

 

2.     

  TOP15 

6       (1,014,016 )   16%  854,530      

 . 1  Gen:Variant.Application.Miner.2 541,005  (710,278 )   24% 

,     63%      . 

       Generic.MeadowLocust.A.6277540D  2 (91,723 )  

 .  2  Exploit.CVE-2010-2568.Gen     59,153  61,154  

 ,     3  .  

û      . Misc.HackTool.AutoKMS 14,275 (9 )  15,674 (7

)     , Misc.HackTool.KMSActivator  5   10 (7,953 )  . 

Trojan.GenericKD  2 (72973669, 78057588)  GT:VB.Laburrak.11.6277961D, Trojan.Python.Miner  

    . 

      

1  -  Gen:Variant.Application.Miner.2 ETC 541005 

2  NEW Generic.MeadowLocust.A.6277540D TROJAN 91723 

3  ̦1 Exploit.CVE-2010-2568.Gen EXPLOIT 61154 

4  ̦1 Gen:Variant.Tedy.675091 ETC 39685  

5  ̤1 Spyware.Infostealer.Bladabindi SPYWARE 18288 

6  NEW Trojan.GenericKD.72973669 TROJAN 17148 

7  ̤2 Misc.HackTool.AutoKMS ETC 15674 

8  NEW Trojan.GenericKD.78057588 TROJAN 14257 

9  NEW Gen:Variant.TDss.49 ETC 8849  

10  ̤5 Misc.HackTool.KMSActivator ETC 7953 

11  NEW GT:VB.Laburrak.11.6277961D ETC 7938 

12  NEW Misc.Keygen ETC 7937 

13  NEW Trojan.Python.Miner TROJAN 7932 

14  ̦2 Gen:Variant.Jaik.292533 ETC 7896 

15  ̦10 Gen:Variant.Adware.Barys.61515 ETC 7091 

*  ,        2026  6  1  ~ 2026  6  30  



     

 

 

 

   

     , (ETC)  75.4%  1  ,    

(Trojan)  15.3%, (Exploit)  7.2%, (Spyware)  2.1%  . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     

2026  6  5   (ETC)  10% .  (Trojan)  14%, 

(Exploit)  1% , (Adware)  3%, (Virus)  1% 

. (Spyware)     . 

 

 

 



     

 

 

 

 

 

3. M    

  TOP15 

6        (15,326 )   200.8%  46,101    

   .   Android.Riskware.RogueUrl 13,314   1   



     

 

 

 

  ,  9  Android.Adware.Agent  13,083   7   2  

.  5  1   Android.Riskware.Agent 6,380  3  . 

      . Android.Riskware.FakeApp(2,137)   4  

, Android.Adware.Mobby(1,430, 6 ), Android.Trojan.SpyAgent(1,170, 7 ), 

Android.Riskware.InfoStealer(970, 8 ), Android.Riskware.SpyAgent(445 , 13 )    

   15  .  «ÆÐÊ¦ÕÕû®ÓËÔ¸ÙÊÆÑÊ×û¸ÕÞ¦ÌÊÓÙd       

 ,  Riskware           . 

      

1  NEW Android.Riskware.RogueUrl Riskware 13314 

2  ̤7 Android.Adware.Agent Adware 13083 

3  ̦3 Android.Riskware.Agent Riskware 6380  

4  NEW Android.Riskware.FakeApp Riskware 2137 

5  ̦3 Android.Monitor.MSpy Monitor 2082 

6  ̦4 Android.Riskware.Packer Riskware 1498 

7  NEW Android.Adware.Mobby Adware 1430 

8  NEW Android.Trojan.SpyAgent Trojan 1170 

9  NEW Android.Riskware.InfoStealer Riskware 970 

10  ̦7 Android.Riskware.PackMal Riskware 931 

11  ̦4 Android.Adware.Mulad Adware 917 

12  ̤2 Android.Trojan.AgentSpy Trojan 799 

13  NEW Android.Trojan.InfoStealer Trojan 501 

14  NEW Android.Riskware.SpyAgent Riskware 445 

15  ̦10 Android.Riskware.HackTool Riskware 444 

*  ,        2026  6  1  ~ 2026  6  30  

 

 



     

 

 

 

4.     /  
URL  

6     

       ̂  ̃d     , DB   

     . 6  1  6  30  15,008     

. 

 

 

 

 

 



     

 

 

 

  URL  

  Threat Inside    URL   , 26  6     7,976,259  URL

 .   5     4,396,539    URL    81%  

.  

 

 

 

 

 

 



     

 

 

 

5.    

  

6     863    180  20.86%   .    

(5 ) 104   180  76  . 

 

 

 

 

 



     

 

 

 

    0 (  0 )   102 (  28 )      . 

 

 

 

 

 

 

 

 

 



     

 

 

 

  

    180   Attach-Malware  78.9%     Link-Malware

 10.6%  . 

 

 

    

Attach ˾  Phishing       

Attach ˾  Malware     

Link - Phishing       

Link - Malware       

Img Tag    ̂ÎÒÌ̃d   

Hoax       

 

 



     

 

 

 

  

 'CVE-2017-0199'  23.4%       'Downloader', 'Script'  

21.2%, 16.2%  . 

 

 

 



     

 

 

 

     

6          . 

 

¿ÆÒķÜÎÊÓÎÊdÓÆdßÆÐÚÕd¹ÊÈÍÓÔÒÊÝd¿¿-H/25/12/223 

[EPDA REQUEST | Merak] MT. Caribbean 1 / V2506A 

RE: New Order to deliver/Shipping Details 

Request for Quotation ˾ Mid-Year Projects 

MV NAVIOS SPHERA @ PORT KLANG- PROFORMA DA REQ 

RFQ PO # Attached 

[Y***** G Corp.] Request for Quotation 

WIRE CONFIRMATION 

Purchase Order SINO_5700142 

Request for pricing˾ Mid-Year Projects 

 

6           . 

zakup Technomex ZZ-H2512223.xls 

Shipping Details&New Order.rar 

PO20260630-0044_RFQ.xls 

Qttn Requirepdf.z 

SWIFT COPY.xls 

PO06292026-0022391_Speifications.xls 

SHIPMENT DOCUMENT ORDER NO - N400..xls 

Order list 7027521.xls 

image_0013pdf.z 

  ˾** (BL) .xls 
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1.     MS Word   (CVE-2013-3900)  

 (ESRC)    Microsoft Word       

.      ,     Windows   

"  Microsoft "       CVE-2013-3900    .  

    ,    (SmartScreen, AppLocker/WDAC  , EDR  

  )     . 

  

    '     '   .     

(  )      ,  CAPTCHA("I'm not a robot")   

 .     .zip  . 

 

 



    

 

 

 

ZIP     EXE  ,  '  '    DLL  TMP   

.   TMP    200MB        . 

 

 

 

 : CVE-2013-3900  

Windows  PE   Authenticode  ,    (PKCS#7)  

   .   WinWord.exe        

,        . Microsoft  MS13-098  (  

EnableCertPaddingCheck)     ( )    . 



    

 

 

 

 

 

 

 

 



    

 

 

 

  (5 ) 

1    :  Word     ,   (CVE-2013-3900) 

2  DLL  : Word     msvcr100.dll   .   3GB   

  ,  315  sleep    

3    :  %APPDATA%\Microsoft\UpdateServices\    , Run 

(WindowsUpdateCore)   (ONLOGON)  . Windows   

4  û   :   SIGI     AES-128-CBC  16   

XOR 2     cvtres.exe   (  ) 

5      C2  : û  RAT  . TLS  C2 ,  , WMI 

  ,  , ,   , Reflection.Emit  , C2    

 

  

- :    +  CAPTCHA +      

-   :          

-   : DLL û       

-  : Windows   û     

- SIGI         

  

-     û   ,  û      

-          

-  "  "  "     "     û    

 

 



    

 

 

 

2.      Kimsuky    

 (ESRC)  "     "       

 .       ,       

            .  1   

      " "         

 . ESRC     3   ,      Kimsuky   

     . 

 

 

  

       "       "   

  .         .  

 3      (  )  ,    C2    

. 

Type A (  1, 2): Dropbox API  C2 ˿  JScript  + RC4  +  (16  ) 

Type B (  3): HTTPS   C2 ˿  VBS  +    + BAT  (14  ) 

 1 2 3 

  2603vvip .lnk _202605.lnk _202604.lnk 

  XLSX XLSX PDF 

C2  Dropbox API (Type A) Dropbox API (Type A) HTTPS   (Type B) 

   (16  )   (16  ) 
 VBS  

(14  ) 

  Pan05A25 Pd05a28p Pan 



    

 

 

 

    

     ,  A       

.   . 

 

1. (  md̥d¦: " û     "       

2. A   ̥d :        

3.  ̥d¦: " û  "  ' '     

4. A   ̥d :        

5.  ̥d¦: "       "       ZIP   

 

    '   '   , 1        

    .       LNK   ,   

    . 

 

 

   (1~2 ) 

1   LNK   ˿LNK    PowerShell  . 64   SysWOW64 

 32  PowerShell        , PowerShell    

 for /f       .     LNK   

      XOR   . 

 

2        ˿       .  uûv ' ' 

(XLSX),  3   PDF  .    XOR    , 

' + '       ,  LNK    . 



    

 

 

 

 
 

 

 



    

 

 

 

Type A  (  1, 2) 

Dropbox  C2   .        ,  

 Base64  RC4 ( : Secure20@^)   PowerShell  û .  16  

     'Intel(R) Ethernet2 Connection'      

.  PowerShell  Dropbox API    IP, OS ,   , û  

 û  ,        _buy    

 .        û    . 

 

 2  Type A      3  . VM/  (   

 û          ), Dropbox   

   ,      

 

Type B  (  3) 

      HTTPS   .      VBS  

  ,  'Anlab Auto.vbs'        . 

 VBS   po1ker.bat    , po1ker.bat  sp80poa     

.      79   5      , 

'toopel.shop'       .   C2  2    

  , 840 (14 )       .   2   

 , C2         . 

 

  

-  :              

-   : 3    LNK          

-  C2  :  (Dropbox)          

-   : 'Pan'   ,   ( )        

 

LNK   ,   ,      Kimsuky    

,        . 

 

    

-        û     

  



    

 

 

 

-       "   "      

     û   

-  "  "      , LNK(  )     

  

 



    

 

 

 

3. Solana SDK   npm , Telegram Bot API  RAT  

 (ESRC)  Solana   SDK  @solana/web3.js    npm  

9  . 9          , Telegram Bot API 

(C2)     (RAT)  .     Telegram   

 C2     OS         . 

 

 Telegram C2    

Telegram Bot API  C2      ,       

   .   SDK   Telegram getUpdates   

   ,        C2    .  

 12    . 

 

  Infostealer   (Telegram RAT) 

   ̥d  (1 )  ̥d  (1 ) +  (On-Demand)  

   getUpdates     

   /sh, /cmd,   OS   

     sendMessage   

  - 12     

   ( ̥ )  ( ̧ ) 

 

 

   

 @solana/web3.js   9     (Solana Labs Maintainers)  

npm  ,       .  solana-web3-community / 

-stable / -fixed / -fork / -lts / -patched / -v1, solana-js-client, solana-rpc-client , 



    

 

 

 

ÈÔÒÒÚÓÎÙÞûØÙÆÇÑÊûÑÙØûËÎÝÊÉûÕÆÙÈÍÊÉd     . 

 

 



    

 

 

 

 

 

 package.json      58  SEO  .  Solana/Web3   

MEV,  ,   ,        ,  

             . 

9     @solana/web3.js      JS     

  .    Node.js  index.cjs.js  index.esm.js 2 ,   

(   require('fs'), require('child_process')  Node       

  ). require  import        ,  

        . 



    

 

 

 

 

 

   (8 ) 

1    û   : Node.js    ,  (SF)    .  

 IP(104.239.66.223)  ÚÇÚÓÙÚvvtxûÛÕØûØÊ×ÛÊ×d     û   

 

2     : Solana  , SSH , AWS , .env  . Linux/macOS  

(10 )  Windows(6 )   Docker        . 

3     : KEY, SECRET, PRIVATE, TOKEN, PASSWORD  16       

rdÊÝÆÒÕÑÊûÙÊØÙûÕÑÆÈÊÍÔÑÉÊ×d       . 

4  Solana CLI  (RPC ) :   . CLI  (config.yml)  json_rpc_url  

 (http://104.239.66.223:8899)  .   ØÔÑÆÓÆdÙ×ÆÓØËÊ×ûÇÆÑÆÓÈÊpdØÕÑ-token transfer 

     ,  û   û     . 

config.yml         , npm uninstall    RPC 

     .  HTTPS   http     . 



    

 

 

 

5      : +  sf-v6  HMAC-SHA256  16   

.  µ¨û        û   . 

6      :     Telegram sendMessage  . HTML , 

 (4,096 )   3,800           

7   (Linux ) :  crontab      ,    90    

.      

8   C2   :  12  getUpdates      sendMessage  . 

  sÐÊÞØûsÌ×ÆÇl  ), /info(  mpdsØØÍpdsÊÓÛpdsÜÆÑÑÊÙpdsØÍûsÈÒÉl OS ), 

/die(  ), /help ,         .   

child_process.execSync()(  30 , 50MB  ) 

 

 

    

  IP  Telegram Chat ID        .   @solana

    @solana-labs     , @solana-labs/web3.js, @solana-

labs/web3js, @solana-labs/ancor(@coral-xyz/anchor    ), solana-dev-tools, solana-

rpc-pool 5 (  npm  ).       Chat ID(8346336575)

 C2 (104.239.66.223:8899),  (@B4ck7p)  ,    RAT  

   install hook   lib   . HMAC  (sf-v6)    

. 

 

    

-  : package.json / package-lock.json   9    5     ,  

   



    

 

 

 

-    :  (@solana/web3.js) , Solana      , SSH  , AWS 

 ,     , CLI config.yml  RPC URL , Linux crontab   , 

npm/GitHub  revoke 

-   :  npm   ,   104.239.66.223  api.telegram.org   

, crontab  ÈØËzûÈØÞÓÈûÕØÞÓÈd , CI/CD     

 

     9           

   .     Telegram C2     û û

    C2  RAT    ,       

      . npm     (@solana/)   

     . 

 

 

 

 

 



    

 

 

 

4. Chai.js    npm   'chai-as-init'  

 (ESRC)     Chai.js     npm  

chai-as-init  v1.4.5~v1.4.7  3     .       

      ,       RAT 

  . 

 

 

  

chai-as-init    chai  chai-as-promised         

.   Node.js   pino   û û      

 ,  42       index.js  lib/initializeCaller.js  2  .  

initializeCaller, runBackgroundTask     ,   ÈÔÔÐÎÊûÑÊÛÊÑûÙÎÒÊØÙÆÒÕd

 û        . README  chai     

pino ,  (1.4.7)      pino  9.6.0        

. 



    

 

 

 

 

 

  

      .  index.js   Express  ,  

     .     (detached)  

 (stdio: 'ignore'),   (child.unref())    .  2  

(initializeCaller.js) C2      ,     û  û

  û    . v1.4.5        , 

v1.4.6           . v1.4.6/v1.4.7   

   AWS  pd¬®¹­º§Ä¹´°ª³û³µ²Ä¹´°ª³pd©¦¹¦§¦¸ªÄº·±û·ª©®¸Äº·±pd

STRIPE_SECRET_KEY, CI/CD   . 

 

    lÛurxryd̥dÛurxr{m 

  v1.4.5  C2       (HTTP GET,   

, C2  tiiny.site). v1.4.6  C2  Base64     GET  POST  

 process.env   , C2        (   

x-secret-header , C2  Vercel).       ,    



    

 

 

 

       .    Vercel   

  û          . 

 

v1.4.5 (data.json)  

ESRC  v1.4.5  C2    data.json   .  3.8MB JSON , cookie  

      cookie    û    

   (v1.4.5    Function.constructor  ). v1.4.6/v1.4.7  

 C2        ,   v1.4.5    

JSON        . 

 

       ̥d  û   ̥d   C2   . 

  os  û´¸d/ û   WSL     .  

 fs.readdirSync()   4     , child_process.execSync()   

(maxBuffer    ), spawn()     . û   crypto 

   JSON   axios.post   (144.172.89.180:8086/upload) . 

 

 

 :  Contagious Interview  

   chai-as-*    'Contagious Interview'     , 

 chai-as-init     (TTP)      .  

Base64  C2   process.env   new Function()     , 

   Vercel  C2     .  ipcheck-

hashed.vercel.app   ipcheck , /api/auth/  API    OtterCookie  

 . ESRC   Contagious Interview        

. 


